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ABSTRACT:

Artificial Intelligence, intelligence demonstrated by
machines, has emerged as one of the most convenient and
personable applications of everyday life. Specifically, Al
powers digital personal assistants to answer user questions
and automate everyday tasks. Al Assistants listen
continuously to answer the user, even when not inuse. Why
is this a problem? For a hacker, this makes any digital
assistant a potential listening device, a major security and
privacy issue. While some companies are handling this
situation well, others are falling behind as their Al
components are slowly dying in the consumer market. Which
digital assistant is best and most secure you may ask? This
paper will first detail how each Al assistant works from a
technical perspective. Then based on survey results, this
paper will detail how Al Assistants rank in terms of overall
security and performance.
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1. MOTIVATION

I've always been intrigued by Artificial Intelligence and its
ability to assist one in performing everyday tasks. |
remember when my parents gifted me an iPhone 4s with the
brand-new Siri integration, using her to call and text people.
Fast forward to today, | rely heavily on my Amazon Alexa
daily to set morning alarms, create routines, play music, and
remind me of daily tasks. Nevertheless, now | am motivated
to look under the hood of Artificial Intelligence to see how
they truly operate to give the user the best experience while
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keeping their personal and private information safe from
cybercriminals.

2. INTRODUCTION

Artificial Intelligence is defined as the ability of a machine to
display human-like capabilities such as reasoning, learning,
planning and creativity [1]. Al enables technical systems to
perceive their environment, deal with what they perceive,
solve problems and act to achieve a specific goal. The
computer receives data - already prepared or gathered
through its own sensors such as a camera - processes it and
responds. Al systems/devices can adapt their behavior to a
certain degree by analyzing the effects of previous actions and
working autonomously. Why is Al so important? Artificial
intelligence is seen as central to the digital transformation of
society [1]. Future applications are expected to bring about
vast changes, nevertheless, Al is already present in our
everyday lives. The following are some Al-powered
applications: Online shopping and advertising, web search,
smart homes/cities, cars, machine translations, and of course
digital personal assistants. Being used to answer questions,
provide recommendations [1], and help organize daily
routines, Al assistants are becoming ubiquitous in millions of
living rooms, smartphones, and even car sound systems. The
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leaders in Al systems include: Amazon’s Alexa, Apple’s Siri,
Google’s Google Assistant, and Microsoft’s Cortana. Al
assistants are basically cloud-based programs that require
internet-connected devices or applications to work with their
capabilities [3]. They use Natural Language Processing (NLP),
the automatic manipulation of natural language by software
[4], to match user text to voice input to run commands. Digital
assistants are basically cloud-based programs that require
internet-connected devices or applications to work with their
capabilities [3]. Al systems rely on machine learning
algorithms to provide accurate answers and provide a better
experience to the user based on past experiences with the
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assistant [3]. Additionally, Amazon recently announced Ais
may soon be able to assist with everything from conference
calls to supply orders [2]. While this a great milestone for
Artificial Intelligence to accomplish, it may come at a cost of
security since Al devices are vulnerable to potential hacking.

3. PROBLEM STATEMENT

As stated before, Al Assistants are in a constant battle with
security flaws that are causing real concerns. The problem at
stake is individuals don’t know how well each big-name Al
Assistant is at protecting their data. This research will prove
one with which Al Assistantis most secure and the ones they
should avoid.

4. METHODOLOGY

This study will use a combination of information gained from
literature reviews and user surveys to collect data and gather
results directly related to my thesis. Each methodology is
explained as follows:

4.1 Survey

We will collect data from users through conducting surveys.
The purpose of my survey is to understand how Al Assistants
rank in terms in overall performance and security amongst
the public. | will analyze my findings along with other sources
of information to find patterns, make conclusions, and
recommendations related to my problem statement. The
number of questions in the survey varied for everyone as the
more Al Assistants one used, the more questions one had to
answer. If they only use one Al Assistant, they must answer 7
questions. If they use two, they answer must 12 questions. If
they use three, they mustanswer 15 questions. If they use all
four assistants, they must answer all 22 questions provided.
The survey will be comprised of a wide range of questions
pertaining to the user’s grading of their use of Digital
Assistant(s).

4.2 Literature Review

The researcher will discuss how Digital Assistants work from
a technical perspective, comparing popular Digital Assistant
privacy practices, and the vulnerabilities associated with the
use of Al Assistants. Reading through these reports will
provide the researcher with a foundation to build research
on and will serve as support to findings from other methods
of data collection.

5. RESULTS
This section will cover the cumulative results obtained from
researching methodologies outlined in the previous section.

5.1 Survey Results

To conduct this research sufficiently and successfully, the
researcher had to create a survey to record individual’s
experience with Al Assistants, which assistants they use, and
how they score each one interms of performance and
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overall security. The number of questions in the survey
varied for everyone as the more Al Assistants one used, the
more questions one had to answer. If they only use one Al
Assistant, they must answer 7 questions. If they use two,
they answer must 12 questions. If they use three, they must
answer 15 questions. If they use all four assistants, they must
answerall 22 questions provided. The survey was used to try
and draw the conclusion of determining which Al Assistantis
most secure and reliable. There was a total of 54 active
participants who completed the survey. The observation the
researcher expected to see was that Alexa or Siri would rank
highest among survey responses as they are the two most
popular assistants onthe market. The researcher used the
survey to prove the importance of this topic.

Total of 54 responses (n=54).
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6. ANALYSIS OF RESULTS

Based on the results from question one it shows that the
Apple’s Siriis the most popular Al system as 48 of the 54
responses use it. Amazon’s Alexa comes in at second with 25
users, the Google Assistant comes in at third with 15 users
and Microsoft’s Cortana finishes last with 11 users. This
translates very accurately to the second question as 59.3 %
rely on Siri the most. This makes sense as everyone has an
iPhone, therefore everyone uses and relies on Siri the most.
Nevertheless, there are those who think of other Al systems
to be just as reliable: 14.8 % rely on Amazon’s Alexa, 11.1%
rely on Google Assistant, and 14.8% do not use more than
one Al Assistant. Next, we have ranking individual Al systems.
In this next series of questions, the respondent will have the
option to score Al Assistants witha 1to 5scale, 5 being they
strongly agree with the question statementand 1 being they
strongly disagree with the question statement. Let’s look at
the first question asked about each Al system: “when | speak
to [Al Assistant name], it’s very accurate in answering my
questions correctly”. Of the 32 Alexa responses, 11 people
strongly agree, 18 agree, and 3 are neutral. Translating this to
atally, Alexa scored 136 out of 160 possible points, a grade of
85. Of the 48 Siri responses, 13 users strongly agree with the
statement, 15 agree, and 11 are neutral, and 9 disagree. Siri
scored 176 out of 240 possible points, a grade of 73. Of the 21
Google responses, 5 strongly agree, 12 agree, 3 are neutral,
and 1 disagrees. As a result, Google scored 84 out 105
possible points, a grade of 80. Of the 13 Cortana responses, 2
strongly agree, 4 agree, 6 are neutral, and 1 strongly
disagrees. Cortana scores 45 out of 65 possible points, a score
of 69.
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