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ABSTRACT

Web Browsers have storage components and external
software that aid in creating an enjoyable and functioning
browser experience. Web browser history, cookies,
ActiveX controls, and extensions all have vulnerabilities
that are exploited by hackers, websites, and the web
browsers themselves. Users are putting themselves at risk
for an attack on their browser, possibly even their systems
if they do not take the proper actions to secure their
browser and keep their information private. This paper will
discuss the aspects of the web browser named above, their
security issues, and what can be done to stay protected.
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1 INTRODUCTION

Sir Timothy Berners-Lee, who is also the creator of the
world wide web, wrote the first web browserin 1990, and it
was released to the public in August of 1991 [1]. Web
browsers were used from the very beginning of the world
wide web. As of 2019, it was estimated that over 4 billion
people worldwide use web browsers to access the web [2].
You can imagine this number has gone up, even just a little,
due to the outbreak of the COVID-19 pandemic.

The use of web browsers comes with a few security
and privacy aspects that need to be considered. Web
browsers, depending on the setting you choose and what
you allow to enhance the browser, could make you
vulnerable to hackers. Oryou could also be giving
permission to websites to access some level of your
personal information. There are ways to try to protect
yourself against these hackers, but the first step is to
understand the settings of the web browser. Then, from
there you can decide on what settings and permissions are
best for you and the information you want to protect.
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Figure 1: Common web browsers [3]
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2 WEB BROWSER SETTINGS

Web browser settings can include anything from session
history, cookies. autofill (of passwords, addresses, and
payment methods), and much more. Forthe purpose of this
research when web browser settings are mentioned we are
referring to cookies and site data, browsing history, add-ons
(also known as plug-ins, or extensions), and ActiveX
controls. In general, the right settings that protect the web
browser user are those that allow the browser to be amnesic
and provide usability concurrently [4]. Meaning the
browser should be able to be used to complete the goals of
the user but also does not store the total history.

2.1 Cookies

Cookies are files that are stored on your computer for
individual websites and are designed to only be readable by
the website that created them [5]. The only interaction most
people have with cookies are when they visit a website, if
they pay attention enough, to see a pop-up window asking
for cookie permissions. In those instances, the website
notifies you that it uses cookies, and either lets you choose
the cookies you want to allow, or you say okay that you are
accepting the use of cookies entirely. The process of how
cookies work begins with a session identifier (part of a
cookie) being generated when the client contacts the web
server [6]. In simpler terms, the web browser is requesting
a web page the web server. Next, the session identifier is
sent back to the client web browser, stored as a cookie, and
the text output of the requested web page is presented to the
client [6]. The last part of the process is basically
continuous as long as the session is still active. It consists
of the web server(s) gradually collecting web page content

[6].
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Figure 2. Illustration of how cookie process [6]

2.1.1 Types of Cookies. The first category of cookies has to
do with their lifespan. Persistent cookies are “usually stored
at the user side in the browser memory, outside of the
users’ browser control [6]. Meaning that the user does get
the ability to access, delete or observe the cookies that were
stored. Persistent cookies can last longer than a specified
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session, but they also have an expiration date [6]. Onthe
other hand, you have session cookies, also known as
temporary or non-persistent cookies. They are subject to
the session to which they were generated; they expire when
the session expires, or when the web browser is closed.
Session cookies are “usually stored in memory (cache) [6].
The second category of cookies have to do with the web
server that they are set from. First party cookies are set by
the first party server, while third-party cookies are set by
third-party servers. Advertising companies are the ones
who mainly use third-party cookies. Web pages that
contain third-party content, provided by third-party
providers, have their cookies received by the browser [6].
The third-party content on web pages mentioned, includes
ads and images, which you have no control over. To better
understand what third party content on a web page is, think
about when you are on a website and you see gaming ads,
social media ads, and images on the left and right of the
screen. The content has nothing to do with the website that
you are on, but in most cases, you cannot stop them from
showing up.

2.1.2 Cookie Security. The three threats to cookies are
identified as network threats, end-system threats, and
cookie-harvesting threats [6]. Network threats occur
because cookies are transmitted in clear-text and modified
during transfer [6]. Clear-text is readable text, if someone
unauthorized were to access the text they would not have to
put in more work to decipher the text. Next, we have end-
system threats, which deal with “forgery and impersonation
of other users” [6]. Lastly, we have the cookie harvesting
threat, which deals with sites specifically. It is the
impersonation of a legitimate site to collect user cookies
[6]. The confidentiality and integrity of cookies are two
vulnerabilities when allowing cookies. When information is
revealed to anyone except the web server cookie
confidentiality is in play and cookie integrity is an issue
when there are no security mechanisms in place to prevent
unauthorized modification of cookie content [7].

Attacks that expose cookies themselves include cache
sniffing and cross-site scripting (XSS) cookie sniffing.
Cache sniffing is generally when an attacker gains access to
the browser, therefore they can also access cookie content
[6]. Cross-site scripting (XSS) cookie sniffing could cause
the most damage of the two. With XSS cookie sniffing a
web app is used to collect information from the user,
allowing for user settings to be changed, account hijacking,
false advertising, or cookie theft [6]. An XSS cookie
sniffing attacker would not only gain information about a
user but create other issues like open the user up to more
vulnerabilities. In a XSS attack the client is not targeted
directly, but vulnerabilities in a website that the client visits
could be exploited and be used to distribute malicious code
to the client’s browser [8]. The last vulnerability or security
concern is session hijacking. It is a web attack that takes
advantage of active sessions, the main principle being
computer sessions [8]. A session, in terms of cookies, is the
time period when the web server and client web browser
communicate. The moment communication is done or
expires, the session is over. Prevention against session
hacking is recommended to be done on the client side with
up-to-date antivirus and anti-malware software [8].
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2.2 Browsing History

Browsing history is essentially a list of websites that you
have clicked on during your current web session and
depending on your browser settings include websites from
past sessions.

2.2.1 History Sniffing. History sniffing is a technique used
by a website or browser to collect information based on the
websites that you have been visiting [9]. History sniffing is
more a matter of web browser privacy than security
because a website would only need to go through your
history for their own benefit. Most web browsers use colors
when presenting websites from the search query, those
unvisited are blue in color, and purple in color if they have
been visited. The history sniffing is more than knowing
what URLs are on your history list, it is a series of yes or
no questions that are being asked to create a useful profile
[9]. “Have you recently visited Amazon.com?”, is an
example of a question that would be asked. The process of
asking possibly thousands of yes or no questions is done by
a JavaScript program, so the inefficiency is unimportant
also, the web server is unaware of the process happening
[9]. Cascading Styling Sheets (CSS) use fonts, colors,
backgrounds, etc. to make a web page visually appealing.
The unvisited and visited website color variance, done
using CSS, are features that were exploited to create the
JavaScript programs for history sniffing [10].

2.2.2 History Protection. Two options found to protect
browser history privacy, private browser use or clearing
browser history. The first of the two, private browser use is
a solution that could be problematic to a user because of its
amnesic properties. When using a private browser local
data like browsing history is not stored, thus making it
impossible for websites to collect information using history
sniffing [11]. It could be problematic because of the fact
that history is never stored, you will never be able to go
back and look at what websites you have previously visited
if you needed to. Clearing your browser history “removes
the data that history sniffing websites tend to query” [11].
With this option you are able to go back and look at
previously visited websites before browsing history is
deleted (dependent upon browser history settings). But
websites will be able to collect information through history
sniffing as long as the history has not been cleared. Another
solution proposed was tasked to the browser providers
themselves. Researchers at the University of California
stated that “browsers should set explicit boundaries
controlling how users’ browsing histories are used to
display web pages from different sites” [10]. Clicking on a
link on one website has the possibility of changing the
color (to purple, for a visited site) of a website link on
another website. They are prototyping a fix that would fix
this issue. The last option is a solution that browsers have
been continuously working on. Updating your web browser
to the current version could help protect your privacy;
browser vendors have been working to fix the flaws that
have been exploited by history sniffing [11].
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2.3 Plug-ins, Extensions, and Add-Ons

The terms plug-ins, extensions, and add-ons are used
interchangeably throughout most literature. They are third
party applications used to enhance web browser
capabilities.

2.3.1 Security Concerns. Concerns begin to arise with
wanting to enhance the web browser. Some extensions
“significantly alter the browsing experience”, therefore
updates and sometimes the lack of usability test by
developers could cause the extension to be an issue [4].
Depending on the extension, updates could alter the
browser to the point that it does not work or opens the
browser up to more vulnerabilities than there would be
without the extension. If a developer does not do a usability
test on a product, which is a test to make sure the product is
without complication, but instead just deploys the product
to the public for use, the developer is not aware of any
vulnerabilities, problems, etc. Another issue that comes up
with using add-ons is buffer overflow or design flaws, like
cross domain violations [5]. A cross domain violation
attacker, if successful, would be able to “execute arbitrary
commands on the vulnerable system” [5]. The commands
that the attacker would be able to execute are commands
that were not originally able to be performed on that system
or website. The solution to all the concerns listed is to be
careful of the type of plug-ins that you are using inside of
the web browser. Because they are third party products,
they too have their own vulnerabilities, regardless of the
normal vulnerabilities of the browser itself.
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Figure 3. Microsoft Edg Extensions [12]
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2.4 ActiveX Controls

ActiveX Controls are like add-ons, in that they are used to
expand the traditional browsing experience but where they
are used is different. As far as web browsers go, ActiveX
controls only function in Internet Explorer, outside of that
they also work in applications like Microsoft Office [13].
Adobe flash is an ActiveX control that most people have
interacted with at some point.

2.4.1 Security Concerns. Just like add-ons can cause the
browser to be more vulnerable, ActiveX controls are no
exception. The design of ActiveX controls themselves are
unsecure, therefore not much can be done in moving to
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secure them [13]. ActiveX controls can already be installed
on a Windows system. But it is strongly warned against the
downloading of any unnecessary ActiveX controls,
especially if the source cannot be trusted. Downloading
more and more ActiveX controls “the more websites can
take advantage of their problems to damage your
computer” [13]. ActiveX controls vulnerabilities could not
only affect the browser but the whole system, the security
and privacy of more personal information, outside of the
browser, could be at risk.

3METHODOLOGY

A combination of literature and common knowledge were
used to conduct a survey to collect data on the web browser
use by individuals. The survey was distributed multiple
ways, to get a range of answers, not from a specific group
of people. It was posted on Facebook to be taken by family
and friends, sent in two or three group chats (to immediate
family), and sent in two GroupMe school group chats. The
purpose of the survey was to understand what people knew
about web browser settings (history, extensions, etc.) and if
they did what were their settings for each one. Also,a
better understanding of what were the web browsers and
extensions most people used, and the reason for the latter.
The survey was constructed using Google Forms and the
responses were neatly organized into graphs and charts for
analysis. It contained exactly 10 questions, with 1 optional
question about ActiveX controls because of its specificity
to Internet Explorer.

4 SURVEY RESULTS

The survey used 10 questions to draw a conclusion about
how informed people are about their web browser settings,
including cookies, browser history, ActiveX controls, and
add-ons. Also, to draw conclusions about how informed
they were increased because of the coronavirus pandemic.
They were a total of 183 participants who completed the
survey. The observation the researcher expected to see was
that individuals did not clear their history often because
they did not think it was important. The researcher also
expected many people to allow the use of ActiveX controls
because many people do not even know what they are, and
because it is expected that many survey takers do not use
Internet Explorer as much as other web browsers. Add-Ons,
plug-ins, and extensions were expected to have lots of
responses saying that they use them because of how often
they are spoken of. There are commercials advertising the
use of some extensions. Web browsers are used for
pleasure just as much as business, which can be said about
extensions also. On social media apps, kids of this
generation are telling each other of extensions to add to
their browsers that would aid in online schooling and help
connect with friends all over the world. If a person said
they clear their cookies and browser history often it is
expected that they clear it about every month. The
researcher used the survey to prove the importance of web
browser privacy and security because of the lack of
knowledge of the survey takers.
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Total of responses (n = 186) 3. What web browsers do you use?
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Figure 6: Use of particular web browsers. *QOutside
answers allowed*

1. Howold are you?
4.  What are your cookie settings?

® Under12yearsold 0 0%
@ 12-17 years old 2 1.1%
& 18-24 years ald 44 24%
77 42.1%
25-40 Id
e e 60 32.8

@ 50 years or older

Figure 4: Gauging survey taker age range

2. What would you say is your level of computer

literacy? B Al sl cookies 20 10.9%
@ Block third parly cookies ﬁ 1630}7%
@ Block all cookies 0
@ Allow cockles for certaln 95 51.9%
websitas 32 17.5%

@ | don't kniow

Figure 7: Cookie Settings

5. Do you clear your history and cookies often?

@ Balow favel 1

@ Fundamental Sulls (level 1) - idandily 2 1.1%
paris of a compular, um computer on. .. :

& Beginnar (level 2) - recognize and save 12 6.6%

Miles in mulliple lofmala, selact (e car. ..
@ InermediateAverage (level 3) - locats
and usa accessibility featunas (e 58, 75 41%
@ Froficiant (leval 4) - tlechaical Usar
@ Advanced (wval 5) - computing, 39 21.3%
applicalions, progrsmming 16 8.7%

39 21.3%

Figure 5: Level of computer literacy
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Figure 9: Browser setting consciousness due to COVID-

Figure 8: Clearing of cookie and browser history 19 pandemic
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Figure 10: Most commonly used web browser

@ Daily 12 8.8% extensions. *Outside answers allowed*

@ Wesakly 40 29.4%

& Monthly 37 27.3%

@ Yeary 3 2.2%

@ Whenever | feel ke it 44 32.4% 9. What classification would you say most of the add-

ons/extensions you have fall under?

Figure 9: How often cookie and browser history are
cleared

7. Have you become more conscious of your web
browser settings since being at home? (due to the
Covid-19 pandemic)

@ Business 44 24%
@ Pleasurs 26 14.2%
£ Itiz half and half 64 35%
@ | don't have any 49 26.8%

Figure 11: Classification of web browser add-on
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10. If you use Internet Explorer, do you allow the use of

ActiveX controls (Internet Explorer specific add-ons)?
(OPTIONAL)

® Yes 24 16.3%
® No 123 83.7%

Figure 12: Permission to use ActiveX controls (if a user
of Internet Explorer).

S ANALYSIS OF RESULTS

Based on the results of question 1, it shows that the survey
was taken mainly by people in the 25-49 age group. This is
most likely due to the fact that it was sent out on Facebook
(a social media app used for the most part by people 25 and
older). I was not surprised to see that most people
considered their level of computer literacy to be
intermediate or average. This level included the ability to
locate and use accessibility features (ex: sticky keys), save
a compressed file, attach and use peripheral devices (ex:
scanners, projection devices, memory storage devices), and
view file properties. An everyday user of a computer, for
work or school, would probably need to know how to do
those things to be successful. Basic computer literacy and
proficient computer literacy were the next largest groups,
equaling 39 survey takers each.

Overall, questions besides those about computer
literacy and age I was a little surprised at the results. It was
expected that Google Chrome would have the highest
percentage of users. 164 survey takers out of 183 said that
they use Google Chrome (89.6%). Survey takers were able
to type any other web browsers that they used, results
showed that 1 person used a browser that was not listed,
Tor. Results showed that people cleared their history and
cookies often. I was surprised to see that 60.7% of the
survey takers cleared their browser history and cookies
often, that was way more than I had expected. The
questions grouped both together so those that clear their
history often but not their cookies could have said yes to
the whole question and vice versa. I expected the history to
be cleared often but not cookies, neither can be proven
because of the way the question was asked. My expectation
that browser history and cookies are cleared monthly was
almost correct. Results show that most people clear their
history and cookies whenever they feel like it, which is not
the best decision supported by literature. Monthly clearance
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was the third largest percentage at 27.3%, behind weekly at
29.4%. 1 did not expect to see that most people did not use
any of the extensions asked about because of how much I
personally have seen them used and shared about. The
people who did not use any of them accounted for only 66
of the 183 survey takers. Of the 117 left, the results show
that many used more than one extension, either listed or
one that they typed in themselves. The results of question 9
show that everyone who said they do use add-ons; half
were for business and half were for pleasure. This was
expected because of how the world has had to transition to
virtual learning and working from home. When survey
takers were asked did, they think that they were more
conscious of their browser settings due to the pandemic,
56.3% said they were. This was not surprising due to the
fact that people are on their computers more now than ever.
The last question asked about the use of ActiveX controls.
83.7% said that they did not use ActiveX controls which
supports what I expected. I can conclude that this means
they are not downloading more ActiveX controls, which
can be dangerous, neither are they using the ones that were
preinstalled on their systems.

6 CONCLUSION

In summary, we have learned about browser history,
ActiveX controls, cookies, and the use of plug-ins and
conducted a survey to collect data. Having the knowledge
about each aspect of the web browser makes all the
difference in keeping your personal information private and
your browser secure. Each item is used to create a better
browser experience for the user, but in doing so
vulnerabilities are liable to be exploited by hackers or
information is not kept private. Web browser users should
be aware of the problems or vulnerabilities that come with
using each feature of a web browser that we have talked
about. This is the first step to keeping your browser secure
and private. Being informed about each feature allows the
user to get a chance at making the right choice to protect
their browser, information, and sometimes their system.
Just telling web browser users what they should not do is
not enough, it is best to also explain why that is. Based on
the survey it was shown that a fair amount of people is
taking some action to protect their browser and
information, whatever the reason is. But a fair amount is
not enough, the numbers should be higher. I believe that
begins with staying informed.
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