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2 Background 
2.1 DIFT 

2.2 RISC-V 

 
 

3 Design of Hardware and Simulation Model 
for RISC-V Secure Extensions 

3.1 IFT in RISC-V 
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3.1.1 Proposed ISA Level Extension in the Hardware model 

 
 
 

 

 

3.1.2 Integration of the Features in Toolchain in the 
Simulation model

Figure 1: 

Figure 2: 
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3.1.3 Security Policies

 Return Address attacks with procedure calls

ii. Return address attacks with I/O data 

get_fn()

get_fn

gets 

4 Experimental Evaluation of the Simulation 
model 

Figure 3: 
 

Figure 4: 
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5 Security Analysis 

5 Conclusion 

Figure 5: 
 

Figure 6: 
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