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CYBER-PHYSICAL SYSTEMS

The next generation of the manufacturing revolu-
tion is taking shape by integrating IT with mod-
ern manufacturing systems. Within the man-
ufacturing domain, additive manufacturing 

technologies are being developed  toward moving manu-
facturing to a digital domain where the skills of the oper-
ator are less relevant while the skills of the designers are 
more valuable. New manufacturing platforms are coming 
online that integrate additive and subtractive technol-
ogies in the same hybrid system. Moreover, automation 
allows traditional manufacturing methods, such as com-
puter numerical control machines, to go online and make 

their remote operation and control 
possible. These advances are aug-
mented by machine learning meth-
ods revolutionizing product design 
and qualification processes, sensors 
and data analytics making these 
processes streamlined, and imaging 
and testing methods automating 
testing procedures.

This digital manufacturing (DM) ecosystem is funda-
mentally different from traditional manufacturing, es-
pecially due to the digital information flows, including 
design and manufacturing data, from product design 
to manufacturing and the final testing stages. Further-
more, network and communication systems are essen-
tial in these emerging scenarios. Thus, DM requires a 
new cybersecurity strategy since the traditional ap-
proach of creating silos of manufacturing plants or 
confining the system to a small group of trusted par-
ties [Figure 1(a)] is no longer possible. To benefit from 
the possibilities afforded by DM, systems should be 
open, secure, and collaborative: each step of the pro-
cess must integrate security as a fundamental require-
ment or constraint [Figure 1(b)] to enable free sharing of 
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information among designers, man-
ufacturers, and customers. 

 Developing cybersecurity methods 
and strategies for the manufacturing 
cyberphysical systems  (CPSs) remains 
challenging. Some applicable threats 
are similar to those in most connected 
systems, such as denial of service, 
viruses, malware, and ransomware. 
Other threats are unique to DM, such 
as inserting undetectable defects in 
parts during manufacturing to cause 
in-service failure,1 reverse engineer-
ing and counterfeit production, or de-
veloping competing products by mod-
ifying designs from stolen/pirated 
digital files. The available security 
methods should be tailored for the re-
quirements of DM.

CYBERSECURITY RISKS IN 
THE DM WORKFLOW
A typical DM process workflow is il-
lustrated in Figure 2.  All steps can be 
conducted by a single entity, or each 
step can be conducted by a separate 
entity within a company or across 
multiple companies. A large portion of 
the process before the actual manufac-
turing step is completely digital and 

relies on computational and network 
resources for part design, simulation, 
and programing the controllers of the 
manufacturing machines. Apart from 
the f low of Figure 2, which mostly 
represents large companies for mass 
production, DM also enables collabo-
rative cloud design platforms, design 
marketplaces, and general-purpose 
manufacturing facilities where people 
can print their designs (for example, 
individually customized designs man-
ufactured in batches of one or small 
production runs).

The launch of t wo astronauts 
aboard the SpaceX Dragon capsule in 
May 2020 marked a major milestone 
for the U.S.-based space exploration 
programs. DM has played a key role in 
the rapid development of private space 
programs in the United States, where 
the component development lifecycle 
is significantly shortened by digital 
design and manufacturing methods. 
The reusable rocket boosters and crew 
capsule are made possible largely by 
rapid manufacturing of worn-out and 
damaged parts using 3D printing on 
an as-needed basis at low cost. Other 
aerospace companies and NASA are 

using DM to develop next-generation 
aviation and space technologies. The 
aerospace industry is an example 
where nation-state actors and highly 
skilled professionals may engage in 
extensive hacking, sabotaging, and 
reverse engineering t he avai lable 
resources. Likewise, online repos-
itories of DM designs, such as recre-
ational drone replacement parts, are 
subject to attackers stealing indi-
vidual design files for personal use. 
These scenarios require novel cyber-
security design and implementation 
methodologies.

One aspect that differentiates a CPS 
from the IT sector is that many attacks 
can be implemented without ever inter-
acting with the manufacturing process 
or supply chain of a genuine product. 
For example, a legally acquired part 
can be used for reverse engineering3

and unauthorized production for per-
sonal use or sale in the gray market. 
Hence, the product itself needs to in-
corporate antireverse engineering or 
counterfeit identification technologies 
embedded within.4 Mitigations can use 
novel materials that cannot be scanned 
using most commercial 3D scanners 
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FIGURE 1. (a) An individual manufacturing facility or a small set of trusted parties, siloed in a security envelope. The external commu-
nication network is isolated from the manufacturing network. (b) A future DM framework based on open collaboration among design-
ers, manufacturers, and customers, where each step needs to be secure and trustworthy. Data from sensors, actuators, and modeling 
tools within a plant may be shared widely, including outside of the manufacturing facility to make the entire DM ecosystem efficient. 
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or employ specialty materials with 
a spectroscopic signature that can-
not be easily acquired. However, the 
cybersecurity and hardware-based 
security solutions need to work col-
lectively to develop the security solu-
tions for DM.

CLASSIFICATION OF 
THREATS IN DM
The threats applicable to DM can be 
classified into four main classes: side 
channel attacks, sabotage, reverse 
engineering, and counterfeiting.5 
Side channel attacks employ charac-
teristics of the physical implementa-
tion (for example, power consump-
tion, acoustic data, and toolpath 
data) to extrapolate information 
about the manufacturing process 
(such as identifying the part being 
manufactured). Sabotage entails de-
liberate manipulation of the process 
and/or design files to cause destruc-
tion, safety issues, and the prema-
ture failure of a part. This can lead to 
a financial and reputational impact 
for the manufacturer. Reverse engi-
neering focuses on analyzing a man-
ufactured part to extract knowledge 
and reveal its internal architecture. 
Likewise, counterfeiting entails the 
manufacturing of fake products, 
typically using inferior materials 
and less strict tolerances, shorten-
ing lifetime before failure. All these 
threats can lead to safety issues (risk 
of human lives), financial costs, and 
reputational impact to the original 
part manufacturer.

MITIGATION OF RISKS
Mitigating most of these DM risks 
is possible using available cyber-
securit y methods. For example, 
strengthening network security 
for all partners using network ac-
cess controls, keeping virus and 
malware detection tools updated, 
and monitoring traffic can pro-
tect against certain side channels 
and direct sabotage. Moreover, 
strong password protection, the 
use of encryption methods for the 
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stored and transmitted files, digi-
tal rights management, and water-
marking can protect individual files 
against intellectual property theft 
and counterfeit production. Pro-
tecting against reverse engineer-
ing, however, is challenging. Pro-
posed methods use QR codes that 
are embedded during layer-by-layer 
3D printing in DM, and these codes 
can be f ur t her obf uscated by di-
viding them into a large number of 
small segments.5 This cloud of seg-
ments distributed over many layers 
in the manufactured part makes 
them look meaningful from several 
angles, obfuscating the view of the 
real code.

Education and workforce 
development
Emerging fields such as DM become 
a major challenge for traditional ed-
ucation models. DM’s cyberphysical 
nature requires strong foundations 
in design and manufacturing and 
materials characterization methods 
as well as proficiency in program-
ing, cybersecurity tools, machine 
learning, and simulation methods. 
While graduate majors in DM can be 
developed to include manufacturing 
methods, cybersecurity fundamen-
tals, and computer networking, it re-
mains a question whether industrial 
careers are evolving to benefit from 
such interdisciplinary education. In 
most companies, the manufacturing 
and IT departments are segregated 
and rarely collaborate. We envision 
that this scenario is slated for a major 
change, and workforce development 
toward DM cybersecurity will become 
a priority. Toward that end, specialty 
courses can educate both manufac-
turing and cybersecurity profession-
als on DM assets and how they can be 
protected as well as the best practices 
to be adopted by professionals on both 
sides. The development of continu-
ing education resources is a priority 
for the workforce that will naturally 
transition from traditional to DM and 
cybersecurity professionals whose 

employers will adopt this manufac-
turing paradigm.

Crowdsourcing cybersecurity 
assessments
The use of statistical methods is often 
insufficient to analyze the strength 
of security methods in the CPS area, 
where sophisticated attackers lever-
age nu merou s conc u r rent at t ack 
vectors. Single-discipline defense 
teams are simply not well equipped 
to reta l iate aga i nst such sk i l led 

at tackers. A red-team/blue-team ap-
proach and crowdsourcing of secu-
rity assessments to people with broad 
skill levels and backgrounds present 
a massive opportunity. New York Uni-
versity launched a global DM hacking 
competition called Hack3D in 2018,6 
re s u lt i n g i n s e ve r a l  i nte re s t i n g 
benchmark examples. One challenge 
included a damaged photograph of 
a product and a partial G-code file 
(that is, the toolpath instructions 
for 3D printers) for reverse engineer-
ing.3 Teams with a mechanical engi-
neering background measured the 
part dimensions, recreated its CAD 
model, and iteratively improved on 
the design using measurements of 
the printed artifact. Notably, teams 
with computer engineering and cy-
bersecurity backgrounds tackled the 
problem very differently. One team 
used cyberforensic tool chains to ex-
tract metadata and hack the file stor-
age server for further clues. Other 
teams employed signal processing 
and machine learning methods to 
recover the damaged design with 
high accuracy. This diverse set of ap-
proaches cannot be gauged on a sin-
gle scale to conduct statistical anal-
ysis, so crowdsourcing is a great way 
of measuring the security strength. 

Further, crowdsourcing can engage 
the community in assessing the se-
curity risks of DM, and the emerging 
benchmarks can be used in training 
and education.

Integrating manufacturing with 
ITs has created DM and revolu-
tionized product development 

and production. Nevertheless, the 
interdisciplinary and collaborative 
nature of DM also creates unique 

securit y challenges that must be 
addressed to expand these methods 
into new domains. Education and 
workforce development programs 
should rapidly evolve to prepare the 
workforce of the next generation of 
manufacturing. While moving from 
one technology generation takes de-
cades in the manufacturing sector, 
the adoption of DM has been rapid, 
taking advantage of teleworking, 
virtual testing, and onsite/on-de-
mand production. 
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