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Abstract 

We present a prototype decentralized transactional platform designed to improve the transparency of homeless serving 

organizations and facilitate their accountability and oversight. In the proposed system, the complete history of transactions between 

organizations offering homelessness services (e.g., shelters, transitional housing) and individuals seeking such services is stored in 

a distributed ledger. Using smart contracts, the proposed tamper-proof framework can automate the exchange of information 

between clients, organizations and government agencies, and allow government agencies audit organizations without violating the 

privacy of homeless individuals. We begin by describing the goals and concepts, the stakeholders’ requirements and the 

corresponding desirable system properties, and identified challenges. We continue with an in-depth description of the overall 

architecture of the proposed system designed to achieve these goals, and lessons learned towards transitioning this system to the 

real-world. 
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1. Introduction 

Human service providers [1], i.e., entities whose primary goal is the provision of housing and services to homeless 

individuals and families at risk of homelessness, play a critical role in improving well-being in the United States. In 

2001, the United States Congress directed the U.S. Department of Housing and Urban Development (HUD) to provide 

an annual report on the status of homelessness across the country. To meet this demand, HUD put forth the Homeless 

Management Information System (HMIS) [2]. HMIS records the characteristics, demographic information, and the 

number of people using federally funded homeless services. This includes all homelessness services programs under 

HUD, Health and Human Services (HHS), and Veterans Affairs (VA). However, organizations that do not receive 

HUD funding are not required to use HMIS. At the same time, current methods for obtaining data (e.g., using intake 

forms) are limited by human data entry. Despite their simplicity, existing methods often result in high levels of missing 

and/or poor-quality data, which can in turn potentially lead to little accountability or oversight.  

This paper investigates the application of distributed ledger technologies to address some of the key challenges in 

the domain of homeless services. Specifically, this work explores the feasibility of a decentralized platform with the 

goal of improving the transparency of homeless services provision, while facilitating verifiability and auditability. 

2. Background  

2.1. Distributed Ledger Technologies 

Blockchain [3], and more generally, distributed ledgers, has recently gained popularity, mainly due to the Bitcoin 

cryptocurrency and the associated platforms for decentralized asset management (e.g., [4, 5]). A blockchain is a 

chronological chain of records called blocks, each of which records a set of transactions and is linked to its preceding 

block. Combined with cryptographic hashes, the chain of blocks provides a permanent, immutable, and verifiable 

record of transactions stored in a decentralized network of peer nodes [7]. Each node hosts the same copy of a 

blockchain, and consensus mechanisms are used to ensure that all nodes are synchronized with each other and agree 

on which transactions are legitimate. The immutability feature (i.e., data recorded in a blockchain can neither be 

deleted nor altered) makes blockchain an ideal solution for verifiability and auditability purposes. Finally, a blockchain 

has the ability to automatically the execute “if condition X is met, then perform function Y” rules (i.e., “smart 

contracts”) [8]. 

3. Related Work 

Among the various domains where blockchain technologies have thus far been utilized, social good projects are 

among those that blockchain is believed to have a great impact [6]. Existing solutions for social good mainly focus on 

collecting and distributing money for charity, followed by projects whose main purpose is to improve the quality of 

the environment, as well as projects aimed at optimizing the usage and distribution of energy [6]. All such solutions 

exploit the characteristic features of blockchains, which include the quick and inexpensive transfer of cryptocurrency, 

the transparency of transactions, and trustworthiness due to decentralization [6]. 

On the other hand, a number of approaches has been proposed to achieve traceability in supply chain (e.g., [12, 13, 

14]) that could address challenges associated with trust, fraud, corruption, tampering and even falsifying information 

[15]. However, such solutions have not been designed to handle privacy-sensitive data [16]. In addition, restrictions 

associated with the human services domain (e.g., the lack of technological expertise, as well as privacy rules, such as 

HIPAA [17], that make the sharing of data problematic) makes it difficult to meet the envisioned traceability, 

verifiability, and auditability requirements. The work most similar to ours is an Ethereum-based [19] electronic 

medical records management system [18]. Unlike existing blockchain-based social good solutions, our prototype uses 

Ethereum merely for its transactional convenience, and its support for smart contracts [20]. 

Finally, given the plethora of distributed ledger platforms, several processes for deciding which blockchain 

architecture is appropriate (if any) for a given use case are described in literature [9, 10]. Typically, if the identity of 

participants authorized to append the blockchain with new transactions does not need to be verified (i.e., no single 

authority grants permissions), a public blockchain, such as Bitcoin or Ethereum, can be used. Instead, when it is vital 
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for participants to acquire permission to execute transactions, a permissioned (private) blockchain, such as 

Hyperledger Fabric, is more appropriate. In our prototype implementation we use Ethereum for simplicity, and plan 

to explore Hyperledger in our future work. 

4. Case Study, Challenges and Opportunities 

To put the proposed decentralized transactional platform in context, we discuss next a scenario from our ongoing 

smart and connected community project, COMPASS [11], which focuses on efficiently and effectively connecting 

those in need with corresponding service providers. As part of COMPASS, we have developed a mobile app [11] that 

makes information about service providers openly accessible, easy to find, search and filter through, while at the same 

time facilitating digital service delivery. Focusing on the service delivery functionality of our mobile app, users can 

(i) request for services with the click of a button, (ii) track the status of their service requests, and (iii) even receive 

notifications of status changes (e.g., need for additional documentation). At the same time, we wish the complete 

history of service requests to be traceable for verifiability and audit purposes. 

We assume three types of actors/stakeholders involved in our case study as following: 

• Clients i.e., individuals seeking homeless services. We seek a design that allows clients to (i) make service 

requests (i.e., ask for emergency shelter) without having to provide any personally identifiable information, 

(ii) edit a service request as long as its status is “pending”. 

• Service providing organizations. Upon receipt of a request from a client, service providing organizations have 

the option to accept, decline, or make a referral. When a request is referred to another organization, clients are 

provided the option to either accept or decline the referral. We seek a design that provides reputational 

incentive for providers, where service transactions can be easily verified, and efficient providers are rewarded 

(e.g., in terms of positive reputation among agencies and donors, which in turn can lead to more funds been 

donated towards their mission).  

• Government oversight agency, which we assume are mainly involved in monitoring activities and evaluation 

of outcomes. Thus, we seek a design that allows government agencies to receive as complete an accounting as 

possible based on stored service transactions. 

These actors automatically create timestamped transactions that are added to the blockchain. For illustration 

purposes, Fig. 1 shows a hypothetical sequence of transactions between a client and two organizations. 

 

 

Fig. 1. Illustrative scenario of a sequence of transactions between a client and two organizations. 
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We assert that a framework to automatically record and track the trail of service requests in this context has the 

potential to benefit both homeless serving organizations and government agencies. Specifically, by digitally collecting, 

storing, and verifying the complete history of transactions between organizations offering homeless services and 

individuals seeking such services, the need for time spent by staff to transcribe paper records would be minimized. On 

the other hand, government agencies overseeing homeless serving organizations can be assured that by automatically 

creating an immutable log of the complete history associated with a service request, no data can be altered or falsified, 

therefore improving the overall trust to reported data. 

The associated requirements with such framework are summarized in Table 1. Note that the traceability requirement 

does not conflict with the confidentiality requirement. Instead, it is possible using smart contracts, and proper 

compartmentalization of data to facilitate traceability at the request of a government agency without providing direct 

access to the corresponding data. At the same time privacy and anonymity can be simultaneously realized with 

traceability using any given cryptographic protocol to encrypt raw data. The identified challenges associated with 

designing and developing a framework to record and track the trail of service requests are summarized in Table 2. 

               Table 1. Requirements. 

Requirement Description 

Trust Maintaining a trust relationship with government agencies is a key factor in homeless service providing 

organizations’ ability to receive funding consistently. 

Transparency Depending on regulatory requirements, homeless service providing organizations may have to submit 

reports of provided services on a regular basis (e.g., annually).  

Auditability A digital bookkeeping system that records all transactions, including service requests and communication 

between service providers and clients, as well as among providers if necessary, creates rich opportunities 

for auditing operations (e.g., identify cases of discrimination). 

Verifiability A means of verifying claims without sacrificing the privacy and confidentiality of clients is currently 

lacking. Using existing solutions such as HMIS, data is available to service providing organizations, but 

remain opaque to government agencies. 

Confidentiality Clients’ personal identifiable information of clients and sensitive data (e.g., disabilities) must be kept 

confidential. 

               Table 2. Challenges. 

Challenge Description 

Infrastructure 

and 

Deployment 

Homeless service providing organizations may lack the technical expertise to develop a technological 

solution based on distributed ledgers. Some stakeholders (e.g., clients) might only have access to the mobile 

app. Hence, any solution should be lightweight, with the ability to run on low-end mobile phones, and yet 

being capable of interacting with a blockchain network. 

Training and 

Adoption 

New technologies typically require stakeholders to be trained so as to ensure their adoption. To help 

stakeholders adopt the proposed solution without spending their time and resources for training, the 

architecture is currently being seamlessly integrated with the existing COMPASS system. 

Privacy Typical blockchain environments lack data privacy. Therefore, care must be taken to ensure client data 

remain private in accordance to HIPPA privacy rules. 

Scalability 

and cost 

The success of solutions based on distributed ledgers depends on the amount of resources comprising the 

network used to store records. The associated cost of establishing and maintaining such network may be 

overwhelming for resource constrained homeless service providers. 

5. Proposed Solution  

The overall architecture of the proposed decentralized transactional platform is shown in Fig. 2. Clients access 

information about service providing organizations and interact with them directly through a cloud-enabled mobile app 

[11]. This architecture enables clients and organizations to come to an agreement on a set of rules while allowing 

access to service transaction data dynamically and without supervision.  
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timeframe, such as, number of requests received, requests pending, accepted, declined or referred, and requests 

completed. Fig. 4 shows sample data automatically retrieved by an authorized user using the proposed solution. 

6. Analysis 

We next analyze our prototype decentralized transactional platform with respect to security and privacy, and cost. 

6.1. Privacy and Security Considerations 

Our primary focus for protection is client data and corresponding service records, which constitute sensitive data. 

At the same time, we wish to ensure that government agencies will maintain trust to the system and reports generated 

by the transactional data store into it. We consider the following threats as essential to the robustness of our 

decentralized transactional platform, and discuss how these are addressed by our design: 

• Unauthorized users cannot access personally identifiable information and/or run reports on service providing 

organizations; smart contracts ensure that access to data is limited only to authorized users. For instance, a 

government agency is not allowed to access the raw data associated with a service request but can verify the 

status of a given request. The registration, authorization and access processes through our existing COMPASS 

infrastructure enable both clients, services providers and actors claiming to act on behalf of government 

agencies to be vetted by the COMPASS administrator. Similarly, an organization cannot access data of service 

requests made to a different organization, or clients that have not been served by that organization. An 

organization can also not run a report on another organization. This functionality is reserved only for 

government agencies. Finally, since all transactions are distributed and encrypted on the Ethereum network, 

there is no central place for a malevolent agent to hack and gain access to. 

• An adversary may remove or change a transaction: The threat of tampering with any transaction is addressed 

by the inherent integrity properties of the blockchain. Specifically, each block consists of the signed root of 

the previous block, which makes the chain self-certifiable. Additionally, permissions ensure that each user 

type has limited access as needed. For instance, service providing organizations only have read access to client 

records to which they have been associated. Similarly, government agencies have access only to statistics about 

transactions involving organizations and clients and not the actual data that may compromise the privacy and 

confidentiality of clients. By limiting the access to data and functions different actors have, we enforce the 

overall security of the proposed solution. 

• A service providing organization cannot claim a request has been met unless it is accepted and subsequently 

completed. Declined or pending requests persist in the blockchain and cannot be treated as completed. 

Referrals also do not account as completed when a report is generated. 

• “Rogue” organizations could resort in fabricating client accounts and using such accounts to issue fake service 

requests. Such activity would require significant time investment from such organizations to manage multiple 

accounts and requests. We consider this threat to be moderately likely and mitigate this threat by requiring 

registration through the COMPASS system. At the same time, when generating reports, government agencies 

may review the distribution of response times (i.e., difference between the time a request is made and its 

completion) to identify discrepancies such as “instantaneously fulfilled” requests. 

6.2. Cost 

The deployment of each smart contract and each function call in Ethereum requires certain computational power, 

which is measured in gas paid in the form of Ether ETH. In addition, the security of the network is directly linked to 

the amount of gas miners can earn [19, 20]. For this reason, the higher the proposed gas price for a transaction, the 

higher the chances the transaction will be included in the next block. The default gas price for a single function call is 

20 GWEI, which as of June 2019 would amount to $0,005. Since not all functions cost the same, we computed the 

amortized execution price for each transaction (which could involve multiple function invocations) at ~$0,053. 
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7. Conclusion 

This paper summarizes how a privacy-centric transactional platform can be designed and developed to promote the 

accountability and oversight of homeless serving organizations. In the proposed system, the complete history of 

transactions between organizations offering homelessness services and individuals seeking such services is stored in 

a distributed ledger, and smart contracts are used to automate the exchange of information and facilitate tamper proof 

reporting capabilities without violating the privacy of homeless individuals. We believe that the proposed platform is 

the first step towards the trusted solution that non-profit organizations required to collect, analyze, and even share, 

sensitive data involving vulnerable populations desperately need. 
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