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Abstract—Future autonomous systems will rely on advanced
sensors and deep neural networks for perceiving the environment,
and then utilize the perceived information for system planning,
control, adaptation, and general decision making. However, due to
the inherent uncertainties from the dynamic environment and the
lack of methodologies for predicting neural network behavior, the
perception modules in autonomous systems often could not provide
deterministic guarantees and may sometimes lead the system into
unsafe states (e.g., as evident by a number of high-profile accidents
with experimental autonomous vehicles). This has significantly
impeded the broader application of machine learning techniques,
particularly those based on deep neural networks, in safety-
critical systems. In this paper, we will discuss these challenges,
define open research problems, and introduce our recent work in
developing formal methods for quantitatively bounding the output
uncertainty of perception neural networks with respect to input
perturbations, and leveraging such bounds to formally ensure the
safety of system control. Unlike most existing works that only
focus on either the perception module or the control module, our
approach provides a holistic end-to-end framework that bounds
the perception uncertainty and addresses its impact on control.

I. INTRODUCTION

Future autonomous systems, such as self-driving cars, un-
manned aerial vehicles, and industrial robots, are poised to
fundamentally change our everyday life and provide transfor-
mative societal and economic benefits. These systems will rely
on advanced sensors and deep neural networks for sensing
and perceiving the dynamic environment, analyze the perceived
information to reason about the situation, and make decisions
accordingly for system planning, control and other functions.

The design and runtime operation of these autonomous
systems, however, face significant technical challenges. In
particular, while many of them are safety-critical systems,
ensuring the correctness of their safety-related properties is a
very challenging task [1]. This is partly due to the increasing
complexity of system functionality and architectural platforms,
with more functional features, growing software size, and
usage of GPUs and multicore CPUs, but very importantly, also
because of the various uncertainties in the system. These uncer-
tainties could come from the inherently-dynamic environment,
the sensing and actuation noises, the disturbances to system
operations due to environment interference, transient faults, and
malicious attacks, as well as the current lack of methodologies
for predicting the behavior of machine learning components
(especially those based on deep neural networks) [2], [3].

In this paper, we consider the uncertainty in perception and
its impact on system safety. Nowadays deep neural networks
are being used prevalently for perception due to their improve-
ment on average performance. However, it is often difficult
to predict the behavior of those neural networks and offer
any deterministic guarantees such as bounds on the perception
inaccuracy. While robust controllers may be able to maintain
stability in an asymptotic manner, the unbounded perception
inaccuracy could lead the system into unsafe states (defined
as in reach-avoid problems for control safety [4]) and cause
disastrous consequences, as evidenced by a number of high-
profile accidents of autonomous systems in automotive and
avionics domains.

In the literature, there has been a large body of work
studying the uncertainty of perception neural networks from
the perspective of robustness under adversarial attacks [5], [6],
i.e., how much the neural network output may change under
a small (and often intentional) perturbation to its input. Such
work has been mostly focused on the perception result itself,
for tasks such as image classification and object detection [7],
[8]. There has only been limited study recently on how those
attacks may eventually affect system-level safety. For instance,
in [9] it is demonstrated that putting an intentionally-designed
patch on the road may lead to vehicles driving out of lane. The
work in [10] shows adversarial examples that can continuously
mislead the vehicle steering. However, the approaches still
largely focus on the perception module itself, and do not
provide any formal bounds or guarantees at the system level.

On the other hand, there has been extensive work on for-
mally verifying control safety for autonomous systems. This
includes safety verification methods for classical model-based
controllers, e.g., those based on barrier certificates [11], [12]
and Taylor models [13], [14]; emerging neural network-based
controllers [4], [15]–[17]; and adaptive systems that switch
among model-based and neural-network-based controllers [18],
[19]. However, these approaches do not explicitly consider
the perception module and its impact, particularly for neural
network based perception.

We argue that to address the safety challenge of autonomous
systems under uncertainty from perception neural networks, it is
important to develop approaches that consider both perception
and control in a holistic and end-to-end manner. That is, we
will need to address open problems such as:



• R u nti m e a d v ers ari al s af et y : At r u nti m e, u n d er b o u n d e d
p ert ur b ati o ns t o t h e p er c e pti o n n e ur al n et w or k i n p ut, c a n t h e
s yst e m r e m ai n s af e f or a fi nit e ti m e h ori z o n ?

• D esi g n-ti m e s af et y ass ur a n c e : Gi v e n a n err or b o u n d t o t h e
e ntir e i n p ut s p a c e of t h e p er c e pti o n n e ur al n et w or k, c a n t h e
s yst e m al w a ys r e m ai n s af e ?

• S af et y- ass ur e d i n p ut err or b o u n d a n al ysis : C a n w e d eri v e
t h e m a xi m u m err or b o u n d o n t h e i n p ut of t h e p er c e pti o n
n e ur al n et w or k, s o t h at t h e s yst e m al w a ys r e m ai ns s af e ?

• S af et y- dri v e n p er c e pti o n or c o ntr ol d esi g n : Gi v e n a p er c e p-
ti o n n e ur al n et w or k a n d a n i n p ut err or b o u n d, c a n w e d esi g n
a c o ntr oll er ( m o d el- b as e d or n e ur al- n et w or k- b as e d) t o e ns ur e
s yst e m s af et y, a n d vi c e v ers a ?

• S af et y- dri v e n p er c e pti o n a n d c o ntr ol c o- d esi g n : Gi v e n a n
i n p ut err or b o u n d, c a n w e c o- d esi g n a p er c e pti o n n e ur al n et-
w or k a n d a m o d el- b as e d or n e ur al- n et w or k- b as e d c o ntr oll er
t o e ns ur e s yst e m s af et y ?

I n t his p a p er, w e will st art wit h f or m all y d e fi ni n g t h e
a b o v e pr o bl e ms i n S e cti o n II, dis c uss p ossi bl e dir e cti o ns f or
a d dr essi n g t h e m, i ntr o d u c e o ur s ol uti o n t o t h e first pr o bl e m
(r u nti m e a d v ers ari al s af et y) i n S e cti o n III a n d a c as e st u d y f or
it i n S e cti o n I V, a n d t h e n c o n cl u d e t h e p a p er i n S e cti o n V.

II. P R O B L E M F O R M U L A T I O N S

I n t his w or k, w e c o nsi d er a ut o n o m o us s yst e ms t h at e m pl o y
n e ur al n et w or ks f or p er c ei vi n g t h e p h ysi c al e n vir o n m e nt ( pl a nt)
a n d t h e n p erf or m eit h er m o d el- b as e d or n e ur al n et w or k- b as e d
c o ntr ol a c c or di n gl y. We c all s u c h s yst e ms n e ur al n et w or k
p er c e pti o n b as e d a ut o n o m o us s yst e ms, or N N P- A S.

P h ysi c al  Pl a nt
𝑥 𝐴 𝑥 𝐵 𝑢

𝑥 𝑢𝑦

Fi g. 1. Ill ustr ati o n of t h e s yst e m m o d el f or a n e ur al n et w or k p er c e pti o n b as e d
a ut o n o m o us s yst e m ( N N P- A S).

Fi g. 1 ill ustr at es t h e s yst e m m o d el f or a n N N P- A S. T h e
pl a nt m o d el c a pt ur es a p h ysi c al s yst e m or pr o c ess. F or li n e ar
s yst e ms, it c a n b e d e fi n e d b y a li n e ar or di n ar y diff er e nti al
e q u ati o n ( O D E)

ẋ = A x + B u, ( 1)

w h er e x ∈ R n is t h e n - di m e nsi o n al s yst e m st at e a n d u ∈ R m is
t h e m - di m e nsi o n al c o ntr ol i n p ut. T h e o bs er v ati o n y is d e fi n e d
as a f u n cti o n of t h e s yst e m st at e x :

y = g (x ).

T h e n e ur al n et w or k- b as e d p er c e pti o n m o d ul e c a n b e vi e w e d
as a f u n cti o n κ t h at m a ps t h e v al u es of t h e o bs er v ati o n (i m a g e)
y t o a n esti m at e d st at e x̂ . We t h e n us e ∆ x = x̂ − x t o d e n ot e
t h e st at e esti m ati o n err or.

T h e c o ntr oll er c a n b e vi e w e d as a f u n cti o n π t h at m a ps t h e
v al u es of t h e esti m at e d st at e x̂ t o t h e c o ntr ol i n p ut u . N ot e

t h at f or n e ur al- n et w or k- b as e d c o ntr oll ers, it is oft e n t o o c o m-
pl e x t o e x pli citl y c a pt ur e s u c h a f u n cti o n, a n d a p pr o xi m ati o n
t e c h ni q u es c o ul d b e us e d t o f a cilit at e a n al ysis [ 4], [ 1 7].

T h e a b o v e N N P- A S w or ks i n t h e f oll o wi n g w a y. Gi v e n a
s a m pl e/ c o ntr ol ti m e st e p of si z e δ c > 0 , at ti m e t = k δ c

(k = 0 , 1 , 2 , . . . ), t h e n e ur al n et w or k p er c e pti o n m o d ul e t a k es
t h e o bs er v ati o n y (k δ c ) as i n p ut a n d d eri v es t h e esti m at e d
st at e x̂ ( k δ c ). T h e c o ntr oll er t h e n c o m p ut es t h e c o ntr ol i n-
p ut u (k δ c ) f or t h e n e xt ti m e st e p b as e d o n t h e t h e esti m at e d
st at e x̂ ( k δ c ) a n d f e e ds it b a c k t o t h e pl a nt. M or e pr e cis el y, t h e
pl a nt O D E b e c o m es ẋ = A x + B u (k δ c ) i n t h e ti m e p eri o d of
[k δ c , (k + 1) δ c ) f or k = 0 , 1 , 2 , . . . . We ass u m e t h at t h e st at e
s p a c e is X ⊆ R n .

F or s af et y- criti c al s yst e ms, t h e s yst e m st at e is r e q uir e d t o b e
m ai nt ai n e d wit hi n a s af e pi p e P , w hi c h c a n b e eit h er ti m e-
i n v ari a nt or ti m e- v ari a nt, i. e., P = P (t). F or m all y, s yst e m
s af et y of a n N N P- A S wit h a gi v e n p er c e pti o n m o d ul e a n d a
c o ntr oll er c a n b e d e fi n e d as:

D e fi niti o n 1 ( S yst e m S af et y): Gi v e n a p er c e pti o n m o d ul e κ
a n d a c o ntr oll er π , a n N N P- A S is s af e if a n d o nl y if x (t) ∈
P (t), ∀ t ≥ 0 .

I n t h e f oll o wi n g, w e f or m all y d e fi n e t h e r es e ar c h pr o bl e ms
st at e d i n S e cti o n I t h at a d dr ess t h e s af et y of a n N N P- A S.

R u nti m e a d v e rs a ri al s af et y: D uri n g t h e o p er ati o n of a n
N N P- A S, a d v ers ari al att a c ks or e n vir o n m e nt i nt erf er e n c e c o ul d
i ntr o d u c e o bs er v ati o n err or ∆ y t o t h e p er c e pti o n i n p ut y , w hi c h
i n t ur n m a y c a us e i n a c c ur a c y i n st at e esti m ati o n a n d aff e ct
c o ntr ol s af et y. T h us, it is i m p ort a nt t o v erif y t h e s yst e m s af et y
u n d er s u c h a d v ers ari al i n p ut at r u nti m e. F or m all y, w e d e fi n e
t h e f oll o wi n g pr o bl e m.

Pr o bl e m 1 ( R u nti m e S af et y Veri fi c ati o n u n d er A d v ers ari al
I n p ut): At ti m e t, gi v e n t h e o bs er v ati o n y (t) = g (x (t)) + ∆ y (t),
a n o bs er v ati o n err or b o u n d ∆ y ≤ δ f or a fi nit e ti m e h ori z o n
[t, t + T ], a p er c e pti o n m o d ul e x̂ = κ ( y (t)) , a n d a c o ntr oll er
u = π ( x̂ ) , d et er mi n e w h et h er t h e s yst e m is s af e, i. e., x (τ ) ∈
P (τ ), d uri n g t h e ti m e h ori z o n τ ∈ [t, t + T ].

O n e p ossi bl e s ol uti o n t o t his pr o bl e m is t o first fi n d a n
esti m ati o n err or b o u n d η w h er e ∆ x = x̂ − x ≤ η ( as a t y p e of
l o c al r o b ust n ess a n al ysis), a n d t h e n v erif y t h e c o ntr oll er s af et y
u n d er t h e esti m ati o n err or, i. e., c o nsi d eri n g u = π ( x̂ ) . N ot e
t h at t h e st at e esti m ati o n err or ∆ x i n f a ct c o nsists of t w o p arts:
o n e is c a us e d b y t h e o bs er v ati o n err or ∆ y , a n d t h e ot h er is d u e
t o t h e al g orit h m i n a c c ur a c y of t h e p er c e pti o n m o d ul e. I n t his
w or k, w e will pr o p os e a n a p pr o a c h t o a d dr ess Pr o bl e m 1 i n
S e cti o n III u n d er t h e ass u m pti o n t h at t h e p er c e pti o n m o d ul e is
i d e all y a c c ur at e, i. e., ∆ x = 0 w h e n ∆ y = 0 . O ur a p pr o a c h c a n
b e e asil y e xt e n d e d t o t h e c as es w h er e t h e al g orit h m i n a c c ur a c y
c a n b e b o u n d e d, alt h o u g h d eri vi n g s u c h b o u n d is i n g e n er al
v er y c h all e n gi n g.

R e m ar k 1: I n Pr o bl e m 1, t h e esti m ati o n err or b o u n d η c o ul d
b e d e fi n e d eit h er o v er t h e e ntir e o bs er v ati o n s p a c e Y or a s u bs et
of Y t h at is ar o u n d y (t). It is t y pi c all y m u c h l ess p essi misti c t o
d e fi n e η o n a s m all er s et Y ⊆ Y t h at is ar o u n d y (t), a n d t h e n
t h e v eri fi c ati o n n e e ds t o e ns ur e t h at y (τ ) ∈ Y , ∀ τ ∈ [t, t + T ].

D esi g n-ti m e s af et y ass u r a n c e: D uri n g d esi g n ti m e, w e c o ul d
tr y t o v erif y s yst e m s af et y o v er a n i n fi nit e ti m e h ori z o n a n d t h e



e ntir e o bs er v ati o n s p a c e. F or m all y, t his is d e fi n e d as f oll o ws.

Pr o bl e m 2 ( D esi g n- Ti m e S af et y Ass ur a n c e): Gi v e n a n i n p ut
o bs er v ati o n s p a c e Y a n d a n o bs er v ati o n err or b o u n d δ , s u c h t h at
at r u nti m e a n y o bs er v ati o n y (t) ∈ Y δ ( w h er e d e n ot es
t h e Mi n k o ws ki s u m m ati o n o p er at or), a p er c e pti o n m o d ul e x̂ =
κ ( y (t)) , a n d a c o ntr oll er u = π ( x̂ ) , d et er mi n e w h et h er t h e
s yst e m al w a ys r e m ai ns s af e, i. e., x (τ ) ∈ P (τ ), ∀ τ ∈ [ 0, ∞ ).

T o s ol v e t his pr o bl e m, w e c o ul d c o nsi d er t o d eri v e t h e
esti m at e d st at e s p a c e err or b o u n d η wit h Y δ , a n d t h e n v erif y
Pr o bl e m 1 wit h T → ∞ .

R e m ar k 2: T h e e ntir e o bs er v ati o n s p a c e Y is t y pi c all y m u c h
l ar g er t h a n t h e s u bs et Y c o nsi d er e d i n Pr o bl e m 1 ar o u n d
y (t). D eri vi n g t h e st at e esti m ati o n err or b o u n d i n t his c as e
is e q ui v al e nt t o t h e gl o b al r o b ust n ess a n al ysis of t h e n e ur al
n et w or k, w h er e w e c o nsi d er t h e l o c al ar e a r o b ust n ess of t h e
n e ur al n et w or k f or a n y p ossi bl e p oi nt wit hi n t h e i n p ut s p a c e.

D e fi niti o n 2 ( Gl o b al R o b ust n ess): A n e ur al n et w or k N is
(δ , )- gl o b all y r o b ust i n i n p ut r e gi o n D iff

∀ x 1 , x2 ∈ D, ||x 1 − x 2 || ≤ δ , = ⇒ || N (x 1 ) − N (x 2 )|| ≤ .

H er e N (x i ) is t h e n e ur al n et w or k o ut p ut of x i . N ot e t h at t h e
gl o b al r o b ust n ess a n al ysis of n e ur al n et w or ks is N P- h ar d [ 2 0]
a n d m u c h h ar d er t h a n t h e l o c al r o b ust n ess a n al ysis [ 2 1]. T h e
a p pr o a c h es i n t h e lit er at ur e [ 2 0], [ 2 1] ar e li mit e d t o s m all a n d
si m pl e n et w or ks.

S af et y- ass u r e d i n p ut e r r o r b o u n d a n al ysis: I n s o m e c as es,
w e ar e i nt er est e d i n d eri vi n g a b o u n d o n h o w m u c h o bs er v ati o n
err or ( d u e t o eit h er a d v ers ari al i n p ut or n ois e) t h e s yst e m c a n
s ust ai n t o e ns ur e its s af et y o v er a fi nit e ti m e h ori z o n. T h e
pr o bl e m c a n b e d e fi n e d as f oll o ws.

Pr o bl e m 3 ( S af et y- Ass ur e d I n p ut Err or B o u n d A n al ysis): D e-
ri v e a n o bs er v ati o n err or b o u n d δ , s u c h t h at f or a n y o bs er v ati o n
err or ∆ y ≤ δ , a p er c e pti o n m o d ul e x̂ = κ ( y (t)) , a n d a
c o ntr oll er u = π ( x̂ ) , t h e s yst e m is s af e o v er a fi nit e ti m e
h ori z o n, i. e., x (τ ) ∈ P (τ ), ∀ τ ∈ [t, t + T ].

T his pr o bl e m c o ul d b e a d dr ess e d b y s e q u e nti all y s ol vi n g t h e
f oll o wi n g t w o s u b pr o bl e ms.

Pr o bl e m 4 (I n p ut Err or B o u n d A n al ysis f or C o ntr ol): Gi v e n
a c o ntr oll er u = π ( x̂ ) , d eri v e a st at e esti m ati o n err or b o u n d η ,
s u c h t h at f or a n y st at e esti m ati o n err or ∆ x ≤ η , t h e s yst e m is
s af e o v er a fi nit e ti m e h ori z o n, i. e., x (τ ) ∈ P (τ ), ∀ τ ∈ [t, t+ T ].

F or m o d el- b as e d c o ntr oll ers, Pr o bl e m 4 c o ul d b e s ol v e d b y
dir e ctl y l e v er a gi n g fi nit e-ti m e s af et y t o ols s u c h as Fl o w * [ 1 3].
F or n e ur al- n et w or k- b as e d c o ntr oll ers, it c a n b e a d dr ess e d b y a p-
pr o xi m ati o n t e c h ni q u es, e. g., usi n g B er nst ei n p ol y n o mi als [ 4].

Pr o bl e m 5 (I n p ut Err or B o u n d A n al ysis f or Per c e pti o n):
Gi v e n a p er c e pti o n m o d ul e x̂ = κ ( y (t)) a n d a n o ut p ut err or
b o u n d η , d eri v e a n i n p ut b o u n d δ , s u c h t h at f or a n y o bs er v ati o n
err or ∆ y ≤ δ , t h e o ut p ut x̂ st a ys wit hi n t h e n ei g h b o ur h o o d
of x wit h r es p e ct t o η , i. e., ∆ x ≤ η .

Pr o bl e m 5 is g e n er all y dif fi c ult t o s ol v e, si n c e t h e i n v ers e of a
n e ur al n et w or k is n ot n e c ess aril y a f u n cti o n. A n a ı̈ v e a p pr o a c h
is t o l e v er a g e t h e bis e cti o n m et h o d: Gi v e a v al u e of δ a n d
c o m p ut e t h e o ut p ut r a n g e. Bis e ct δ , u ntil ∆ x > η .

N ot e t h at t h e a b o v e t hr e e pr o bl e ms c a n als o b e d e fi n e d o v er
a n i n fi nit e ti m e h ori z o n a n d t h e e ntir e o bs er v ati o n s p a c e.

S af et y- d ri v e n p e r c e pti o n o r c o nt r ol d esi g n: We c o ul d e x pl or e
t h e d esi g n of t h e p er c e pti o n m o d ul e or t h e c o ntr oll er f or s yst e m
s af et y, as d e fi n e d b el o w.

Pr o bl e m 6 ( S af et y- Dri v e n Per c e pti o n D esi g n): Gi v e n a n
i n p ut o bs er v ati o n s p a c e Y , a n o bs er v ati o n err or b o u n d δ (i. e.,
y (t) ∈ Y δ ), a n d a c o ntr oll er u = π ( x̂ ) , d esi g n a p er c e pti o n
m o d ul e x̂ = κ ( y (t)) , s o t h at t h e s yst e m al w a ys r e m ai ns s af e,
i. e., x (τ ) ∈ P (τ ), ∀ τ ∈ [ 0, ∞ ).

Pr o bl e m 7 ( S af et y- Dri v e n C o ntr ol D esi g n): Gi v e n a n i n-
p ut o bs er v ati o n s p a c e Y , a n o bs er v ati o n err or b o u n d δ (i. e.,
y (t) ∈ Y δ ), a n d a p er c e pti o n m o d ul e x̂ = κ ( y (t)) , d esi g n
a c o ntr oll er u = π ( x̂ ) , s o t h at t h e s yst e m al w a ys r e m ai ns s af e,
i. e., x (τ ) ∈ P (τ ), ∀ τ ∈ [ 0, ∞ ).

S af et y- d ri v e n p e r c e pti o n a n d c o nt r ol c o- d esi g n: We c o ul d
als o c o- d esi g n t h e p er c e pti o n m o d ul e a n d t h e c o ntr oll er f or
s yst e m s af et y, as d e fi n e d b el o w.

Pr o bl e m 8 ( S af et y- Dri v e n Per c e pti o n a n d C o ntr ol C o-
d esi g n): Gi v e n a n i n p ut o bs er v ati o n s p a c e Y a n d a n o bs er v ati o n
err or b o u n d δ (i. e., y (t) ∈ Y δ ), d esi g n a p er c e pti o n m o d ul e
x̂ = κ ( y (t)) a n d a c o ntr oll er u = π ( x̂ ) , s o t h at t h e s yst e m
al w a ys r e m ai ns s af e, i. e., x (τ ) ∈ P (τ ), ∀ τ ∈ [ 0, ∞ ).

III. O U R A P P R O A C H F O R R U N T I M E A D V E R S A R I A L S A F E T Y

I n t his s e cti o n, w e pr o p os e a n a p pr o a c h f or a d dr essi n g t h e
Pr o bl e m 1 d e fi n e d i n S e cti o n II. T o f or m all y a n al y z e t h e i m p a ct
of p er c e pti o n u n c ert ai nt y o n s yst e m s af et y, o ur a p pr o a c h c o m-
bi n es o ut p ut r a n g e a n al ysis of n e ur al n et w or ks [ 2 2] a n d r e a c h a-
bilit y a n al ysis f or c o ntr ol s af et y v eri fi c ati o n. M or e s p e ci fi c all y,
w e first d eri v e t h e ( o v er- a p pr o xi m at e d) o ut p ut r a n g e of t h e
p er c e pti o n n e ur al n et w or k u n d er i n p ut u n c ert ai nt y ( c o nsi d eri n g
o bs er v ati o n err or). S u c h r a n g e c a pt ur es t h e st at e esti m ati o n
err or b o u n d, w hi c h c a n t h e n b e l e v er a g e d t o c o m p ut e t h e fi nit e-
st at e r e a c h a bl e s et f or s af et y v eri fi c ati o n. T his a p pr o a c h is
d et ail e d b el o w.

A. B o u n di n g St at e Esti m ati o n Err or vi a O ut p ut R a n g e A n al ysis

Gi v e n a n o bs er v ati o n err or b o u n d δ , at e a c h ti m e st e p t,
t h e o bs er v ati o n y (t) f alls i nt o t h e s et Y = { y | g (x (t)) +
∆ y, ∆ y ≤ δ } . We c a n t h e n c o m p ut e t h e esti m at e d s yst e m
st at e s et ˆX = κ (Y ), wit h esti m ati o n err or b o u n d e d b y η =
m a x x̂ ∈ ˆX x̂ − x , vi a o ut p ut r a n g e a n al ysis as d e fi n e d b el o w.

Pr o bl e m 9 ( O ut p ut R a n g e A n al ysis of N e ur al N et w or ks):
Gi v e n a n e ur al n et w or k κ a n d a n i n p ut r a n g e Y , c o m p ut e
ˆX = κ (Y ) or its o v er a p pr o xi m ati o n.

A m or e pr e cis e esti m ati o n of t h e o ut p ut r a n g e f or t h e
p er c e pti o n n e ur al n et w or k κ r e d u c es t h e st at e esti m ati o n err or
a n d f a cilit at es t h e v eri fi c ati o n of c o ntr ol s af et y. T h us w e a d o pt
t h e st at e- of-t h e- art r e fi n e m e nt- b as e d a p pr o a c h i n [ 2 2] f or m or e
a c c ur at el y esti m ati n g t h e o ut p ut r a n g e. T h e m ai n i d e a is t o
us e m ulti pl e p ol yt o p es f or a p pr o xi m ati n g a n o nli n e ar a cti v ati o n
f u n cti o n i n t h e n e ur al n et w or k wit h a mi x e d i nt e g er li n e ar
pr o gr a m mi n g ( MI L P) f or m ul ati o n ( Fi g. 2 s h o ws a n ill ustr ati n g
e x a m pl e o n R e L U). T h e d et ail e d st e ps ar e as f oll o ws.

• St e p 1: C o m p ut e t h e i nt er v al r el a x ati o n f or e a c h n e ur o n wit h
a pr o p a g ati o n- b as e d m et h o d;
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I nt er v al r el a x ati o n L P r el a x ati o n MI L P r el a x ati o n

Fi g. 2. A p pr o xi m ati n g a R e L U f u n cti o n [ 2 2]: I n i nt er v al r el a x ati o n, R e L U is
c o ars el y a p pr o xi m at e d as a r e ct a n gl e. I n L P r el a x ati o n wit h a li n e ar p ol yt o p e,
a m u c h ti g ht er a p pr o xi m ati o n is us e d t o c a pt ur e t h e i n p ut- o ut p ut r el ati o n. I n
MI L P r el a x ati o n wit h m ulti pl e p ol yt o p es (i n t his c as e t w o), t h e a p pr o xi m ati o n
is f urt h er r e fi n e d (i n t his c as e e q ui v al e nt tr a nsf or mti o n is a c hi e v e d).

* o

Fi g. 3. R e fi n e m e nt- b as e d o ut p ut r a n g e a n al ysis [ 2 2]: R e fi n e t h e a p pr o xi m at e d
v al u e r a n g e of n e ur o ns i n hi d d e n l a y ers ( e. g., t h e r e d n e ur o n wit h a st ar s y m b ol)
will h el p r e fi n e t h e o ut p ut r a n g e a p pr o xi m ati o n ( e. g. t h e bl u e n e ur o n wit h a
cir cl e s y m b ol). T o ef fi ci e ntl y r e fi n e t h e r e d n e ur o n, w e c o nsi d er t h e c o nstr ai nts
of t h e pr e vi o us t w o l a y ers ( wit hi n t h e bl u e s oli d r e ct a n gl e), r at h er t h a n all t h e
pr e vi o us l a y ers ( wit hi n t h e bl a c k d as h e d r e ct a n gl e).

• St e p 2: C o nstr u ct a b asi c li n e ar pr o gr a m mi n g ( L P) r el a x ati o n
f or e a c h n e ur o n;

• St e p 3: S el e ct i m p ort a nt n e ur o ns t o c o n d u ct l a y er- b y-l a y er
r e fi n e m e nt b as e d o n a n L P or MI L P f or m ul ati o n t h at o nl y
e n c o d es t h e c o nstr ai nts fr o m s e v er al pr e vi o us l a y ers, r at h er
t h a n all t h e pr e vi o us l a y ers, f or ef fi ci e n c y p ur p os es;

• St e p 4 ( o pti o n al): T h e a b o v e r e fi n e m e nt st e p c a n b e r e p e at e d
m ulti pl e ti m es.

St e p 1 a cts as a n i niti ali z ati o n st e p, c o m p uti n g a b asi c s o u n d
g u ess of t h e i n p ut i nt er v al f or e a c h n e ur o n. St e p 2 c o nstr u cts a n
L P r el a x ati o n t h at is ti g ht er t h a n t h e i nt er v al a bstr a cti o n. St e p
3 f urt h er ti g ht e ns t h e i nt er v als wit h L P or MI L P. F or ef fi ci e n c y,
w e o nl y c o nsi d er a sli di n g wi n d o w of s e v er al pr e vi o us l a y ers i n
e n c o di n g t h e c o nstr ai nts f or L P/ MI L P. A n ill ustr ati n g e x a m pl e
is s h o w n i n Fi g. 3. A n o pti o n al St e p 4 d e ci d es h o w m a n y ti m es
t h e r e fi n e m e nt i n St e p 3 s h o ul d b e r e p e at e d. T his r e fi n e m e nt-
b as e d o ut p ut r a n g e a n al ysis a p pr o a c h pr o vi d es a b al a n c e d
tr a d e off b et w e e n esti m ati o n pr e cisi o n a n d a n al ysis c o m pl e xit y.

B. S af et y Veri fi c ati o n vi a R e a c h a bilit y A n al ysis

T h e o ut p ut r a n g e a n al ysis of t h e p er c e pti o n n e ur al n et w or k
pr o vi d es a b o u n d e d esti m ati o n of s yst e m st at e, i. e., x (t) ∈ ˆX .
We c a n t h e n c o m p ut e t h e r e a c h a bl e s et R T , ˆX f or a fi nit e-
h ori z o n T t o v erif y t h e s yst e m s af et y. T h e d e fi niti o n of r e a c h-
a bl e s et a n d h o w it is c o m p ut e d is e x pl ai n e d b el o w.

D e fi niti o n 3: A r e a c h a bl e s et R T , ˆX is d e fi n e d as all t h e st at es
t h at c a n p ossi bl y b e visit e d wit hi n ti m e T ( or T st e ps i n a

dis cr eti z e d s yst e m) fr o m t h e c urr e nt s yst e m s et ˆX , i. e.,

R T , ˆX = { x (t) | ẋ = A x + B u, x ( 0) ∈ ˆX } , 0 ≤ t ≤ T.

R e m ar k 3: S u c h a r e a c h a bl e s et R T , ˆX is t y pi c all y a n o v er-
a p pr o xi m ati o n of t h e u n d erl yi n g tr u e s yst e m tr aj e ct or y. T h at is,
t h e s yst e m c a n n e v er g o o ut of R T , ˆX f or t h e n e xt T st e ps. T h us,
if t h e r e a c h a bl e s et is v eri fi e d t o b e s af e, i. e., R T , ˆX ∩ ¬ P = ∅ ,
t h e n t h e s yst e m m ust b e s af e wit hi n t h e n e xt T st e ps.

D uri n g s yst e m o p er ati o n, w e m a y it er ati v el y c o m p ut e t h e
r e a c h a bl e s et R T , ˆX t o p erf or m o nli n e v eri fi c ati o n o n s yst e m

s af et y wit h ˆX u p d at e d a c c or di n gl y. N e xt, w e i ntr o d u c e h o w
t his c a n b e d o n e f or a li n e ar ti m e-i n v ari a nt ( L TI) s yst e m.

R e a c h a bilit y a n al ysis f o r a n L TI s yst e m u n d e r e xt e r n al dis-
t u r b a n c e. We a d dr ess t h e L TI s yst e m d e fi n e d i n E q u ati o n ( 1),
wit h a d d e d c o nsi d er ati o n of ot h er e xt er n al dist ur b a n c es ( b e y o n d
a d v ers ari al i n p ut) or al g orit h m/ m o d el i n a c c ur a c y, c a pt ur e d b y
a dist ur b a n c e v e ct or w o n s yst e m st at e, i. e.,

ẋ = A x + B u + w.

As t h e s a m pl e/ c o ntr ol ti m e st e p is δ c , a n d t h e c o ntr ol i n p ut
u (t) = u (k δ c ) f or t ∈ [k δ c , (k + 1) δ c ), t h e L TI O D E c a n b e
dis cr eti z e d as:

x [k + 1] = A d x [k ] + B d u [k ] + E w [k ],

w h er e A d = e A δ c , B d =
δ c

0
e A t B dt , a n d E =

δ c

0
e A t dt . T h e

a d diti o n al dist ur b a n c e is b o u n d e d as w ∈ W , a n d t h e s yst e m is
c o ntr oll e d b y a li n e ar f e e d b a c k c o ntr oll er u [k ] = K x̂ [k ]. Fr o m
t h e o ut p ut r a n g e a n al ysis of t h e p er c e pti o n m o d ul e, t h e st at e
esti m ati o n err or c a n b e b o u n d e d b y ∆ x = x [k ]− x̂ [k ] ∈ [− η, η ].
Ass u mi n g t h e st at e esti m ati o n err or ˆX a n d dist ur b a n c e err or W
ar e b ot h p ol y h e dr o ns, gi v e n t h e i niti al/ c urr e nt esti m at e d st at e
x̂ [ 0], t h e r e a c h a bl e s et f or t h e n e xt T st e ps c a n b e d eri v e d vi a
r e c ursi o n. S p e ci fi c all y, gi v e n x [k ] ∈ X k , t h e r a n g e of x [k + 1] ,
n a m el y X k + 1 c a n b e d eri v e d b y

X k + 1 = ( A d + B d K )X k ⊕ (− B d K )[− η, η ] ⊕ E W,

w h er e ⊕ is t h e Mi n k o ws ki s u m o p er ati o n, a n d t h e i niti al st at e
s p a c e X 0 = ˆX .

I V. C A S E S T U D I E S

I n t his s e cti o n, w e ill ustr at e t h e pr o p os e d a p pr o a c h wit h t w o
c as e st u di es t h at f o c us o n e a c h of t h e t w o st e ps, r es p e cti v el y. I n
t h e first c as e st u d y, w e d e m o nstr at e t h e f e asi bilit y of b o u n di n g
st at e esti m ati o n err or vi a o ut p ut r a n g e a n al ysis of t h e p er c e pti o n
n e ur al n et w or k. I n t h e s e c o n d c as e st u d y, w e d e m o nstr at e t h e
v eri fi c ati o n of s yst e m s af et y u n d er a gi v e n st at e esti m ati o n err or
b o u n d a n d t h e a n al ysis o n h o w diff er e nt st at e esti m ati o n err or
b o u n ds aff e ct t h e s yst e m s af et y. N ot e t h at w hil e o ur pr o p os e d
a p pr o a c h i n S e cti o n III is a h olisti c e n d-t o- e n d a p pr o a c h, t h e
t w o c as e st u di es ar e s e p ar at e d d u e t o t h e c urr e nt li mit ati o ns o n
e x a m pl es a n d a p pr o a c h ef fi ci e n c y, w hi c h w e pl a n t o a d dr ess i n
o ur f ut ur e w or k.

A. O ut p ut R a n g e A n al ysis f or Per c e pti o n N e ur al N et w or ks

F or t h e p er c e pti o n m o d ul e, w e c o nsi d er a s m all n e ur al
n et w or k t h at cl assi fi es t h e p arit y of t h e di git o n t h e M NI S T
d at as et. T h e n e ur al n et w or k t a k es a 2 8 × 2 8 gr a ys c al e i m a g e
t h at c o nt ai ns a h a n d writt e n di git as i n p ut. T h e o ut p ut s h o ws
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Fi g. 4. Err or b o u n ds f or N N-I ( n o a cti v ati o n f u n cti o n f or fi n al l a y er).
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Fi g. 5. Err or b o u n ds f or N N-II ( R e L U a cti v ati o n f u n cti o n f or fi n al l a y er).

w h et h er t h e di git is o d d or e v e n, i. e., t h e di git is cl assi fi e d
t o b e e v e n if t h e o ut p ut is cl os e t o 0 a n d o d d if cl os e t o
1. T h e n e ur al n et w or k c o nt ai ns t w o c o n v ol uti o n l a y ers t h at
ar e f oll o w e d b y t w o f ull y- c o n n e ct e d l a y ers. R e L U is us e d as
t h e a cti v ati o n f u n cti o n f or c o n v ol uti o n l a y ers. T h e first f ull y-
c o n n e ct e d l a y er is n o nli n e ari z e d b y Si g m oi d, w hil e t h e s e c o n d
f ull y- c o n n e ct e d l a y er h as t hr e e p ossi bl e f or ms: I) h a vi n g n o
a cti v ati o n f u n cti o n, II) usi n g R e L U a cti v ati o n, or III) usi n g
Si g m oi d a cti v ati o n. T his r es ults i n t hr e e n e ur al n et w or ks f or
o ur e x p eri m e nts, c all e d N N-I, N N-II, a n d N N-III, r es p e cti v el y.

T h e o ut p ut r a n g e is a n al y z e d b y o ur L a y R t o ol [ 2 2] usi n g t h e
r e fi n e m e nt- b as e d a p pr o a c h i ntr o d u c e d i n S e cti o n III. We c h o os e
t h e o ut p ut of t h e l ast f ull y- c o n n e ct e d l a y er, a c o nti n u o us v al u e
b ef or e cl assi fi c ati o n, as t h e s yst e m st at e t o e v al u at e (t o mi mi c
t h e t y pi c al c o nti n u o us s yst e m st at e i n c o ntr ol). We ass u m e a n
o bs er v ati o n err or b o u n d of [− 0 .0 1 , 0 .0 1] f or e a c h i n p ut pi x el,
a n d e v al u at e t h e a v er a g e a n d m a xi m u m st at e esti m ati o n err or
b o u n ds f or 1 0 0 i m a g es i n t h e M NI S T t est s et. Fi gs. 4, 5,
a n d 6 s h o w t h e esti m ati o n b o u n ds f or e a c h i m a g e fr o m t h e
t est s et f or t h e t hr e e p er c e pti o n n e ur al n et w or ks. T h es e r es ults
ar e s u m m ari z e d i n Ta bl e I, s h o wi n g t h e r a n g e of st at es, t h e
a v er a g e st at e esti m ati o n err or b o u n d η a v e , a n d t h e m a xi m u m
err or b o u n d η m a x a cr oss 1 0 0 t esti n g i m a g es f or e a c h n et w or k.

T h es e r es ults d e m o nstr at e t h e f e asi bilit y of o ur a p pr o a c h i n
b o u n di n g st at e esti m ati o n err or f or p er c e pti o n n e ur al n et w or ks.
N ot e t h at f or a w ell-tr ai n e d p er c e pti o n n e ur al n et w or k, η m a x

c o ul d still b e q uit e l ar g e. T his is li k el y d u e t o t h e p essi misti c
o v er- a p pr o xi m ati o n f or t h e st at e esti m ati o n err or b o u n d, w hi c h
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Fi g. 6. Err or b o u n ds f or N N-III ( Si g m oi d a cti v ati o n f u n cti o n f or fi n al l a y er).
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B O U N D S F O R 1 0 0 I M A G E S I N M NI S T F O R T H R E E P E R C E P T I O N N E T W O R K S .

N et w or ks st at e r a n g e η a v e η m a x

N N-I [− 0 .0 9 , 1 .1 9] [− 0 .1 0 , 0 .1 1] [− 0 .2 5 , 0 .2 9]
N N-II [− 2 .1 2 , 1 .2 3] [− 0 .1 9 , 0 .1 9] [− 0 .4 7 , 0 .5 1]
N N-III [− 1 5 .9 , 1 4 .7] [− 2 .2 3 , 1 .8 0] [− 4 .8 8 , 2 .9 0]

s h o ul d b e f urt h er a d dr ess e d i n f ut ur e w or k.

B. S af et y Veri fi c ati o n u n d er B o u n d e d St at e Esti m ati o n Err or

I n t his c as e st u d y, w e d e m o nstr at e o ur r e a c h a bilit y a n al ysis
f or v erif yi n g s yst e m c o ntr ol s af et y u n d er a gi v e n st at e esti-
m ati o n err or b o u n d η ( w hi c h c o ul d b e fr o m t h e o ut p ut r a n g e
a n al ysis of t h e p er c e pti o n n e ur al n et w or k) a n d ot h er b o u n d e d
e xt er n al dist ur b a n c e w . We c o nsi d er a n L TI s yst e m t h at c o ntr ols
a D C m ot or [ 2 3]. T h e s yst e m st at e x = [ ω, i ] i n cl u d es t h e
s h aft r ot ati o n al s p e e d ω a n d t h e c urr e nt i o n t h e ar m at ur e
cir c uit. T h e c o ntr ol i n p ut u is t h e v olt a g e of t h e ar m at ur e cir c uit
s u p pli e d b y a v olt a g e s o ur c e. T h e O D E of t h e s yst e m is:

ẋ =
− 1 0 1

− 0 .0 2 − 2
x +

0
2

u + w.

I n t his w or k, w e c o nsi d er t h e s af e s p a c e of t h e D C m ot or
as − 0 .5 ≤ ω ≤ 0 .5 , − 0 .5 ≤ i ≤ 0 .5 . T h e s a m pl e/ c o ntr ol
st e p si z e is s et t o δ c = 2 0 m s . We c h o os e f o ur diff er e nt
li n e ar f e e d b a c k c o ntr oll ers u = K i x̂ (i = 1 , 2 , 3 , 4 ), w h er e
K 1 = [ − 1 .3 1 5 0 , − 2 .5 2 5 5] , K 2 = [ 1 .9 2 4 9 , − 0 .2 6 0 8] , K 3 =
[− 3 .9 9 7 5 , 0 .0 5 0 1] , a n d K 4 = [ 1 .1 1 1 2 , − 1 .7 8 3 3] , w hi c h ar e
d eri v e d fr o m v ari o us p ol e pl a c e m e nts.

First, w e c o nsi d er t h at t h e st at e esti m ati o n err or b o u n d
is gi v e n as [− 0 .0 5 , 0 .0 5] f or b ot h di m e nsi o ns of t h e s yst e m
st at e, a n d t h e e xt er n al dist ur b a n c e w is als o b o u n d e d b y
[− 0 .0 5 , 0 .0 5] . At ti m e t = 0 , t h e esti m at e d st at e is x̂ [ 0] =
[ 0.4 5 , 0 .4 5] . T h e r e a c h a bilit y s ets of e a c h c o ntr oll er c a n t h e n
b e c o m p ut e d b y o ur a p pr o a c h, a n d ar e s h o w n i n Fi g. 7. We
c a n o bs er v e t h at e v e n t h o u g h all c o ntr oll ers ar e as y m pt oti c all y
st a bl e, o n e of t h e m ( c o ntr oll er 2 ) c a n n ot b e v eri fi e d t o b e
s af e wit hi n t h e n e xt 1 5 st e ps, w hil e t h e ot h ers’ s af et y c a n
b e v eri fi e d. T his s h o ws t h e eff e cti v e n ess of o ur a p pr o a c h i n
v erif yi n g s yst e m s af et y u n d er a b o u n d e d st at e esti m ati o n err or
a n d t h e i m p ort a n c e of c h o osi n g a c o ntr oll er b as e d o n s u c h
s af et y v eri fi c ati o n.



Fig. 7. Reachable sets for the four different controllers. The initial state is
estimated to be [0.45, 0.45]. The state estimation error bound is [−0.05, 0.05]
for both system states, resulting in a rectangle area for estimated state space.
X0 is the initial state space and Xi

k is the reachable set of controller i at the
k-th step. We can see that the safety of controller 2 cannot be verified, while
the safety of the others can be verified.

Fig. 8. Reachable sets for different state estimation error bounds, ranging from
[−0.02, 0.02] to [−0.15, 0.15]. The initial estimated state is [0.45, 0.45].

In Fig. 8, we further demonstrate how different state estima-
tion error bounds may affect the system safety. Here, the reach-
able set of controller 1 is analyzed for a state estimation error
bound ranging from [−0.02, 0.02] to [−0.15, 0.15]. We can see
that the system safety can be guaranteed when η ≤ 0.05, but
cannot when η ≥ 0.1. Such analysis could be very helpful for
choosing the right perception neural network design.

V. CONCLUSION

In this paper, we discussed the importance of considering
perception neural network uncertainty in addressing the safety
of autonomous systems. We formally defined a number of
open research problems, and proposed an end-to-end approach
for addressing one of them, i.e., runtime safety verification
under adversarial input to the perception neural network. This
is a small first step in tackling the safety of neural network
perception based autonomous systems (NNP-AS).
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