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Although continual online interaction is beneficial for an older adult with mild cognitive impairment, cyber-
security risks can become more pronounced. Prior work has touted the benefit of shared decision-making
between care recipients and caregivers who may want to instill cybersecurity safeguards, particularly in
the area of online safety and security. In this study we investigated the current online safety and security
decision-making practices of care recipients with mild cognitive impairment and their spousal caregivers.
We identified a gap between optative and actual decision-making: whereas couples expressed their desire to
engage in shared decision-making, the actuality was most caregivers were compelled to take sole action. We
further determined that shared-decision making was not feasible as there was a lack of suitable safeguarding
options along a spectrum of care for the couple to choose from. We relate these findings to prior work that
highlights similar challenges and discuss how there needs to be more offered than simply an illusion of choice.
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1 INTRODUCTION

Health conditions like memory loss, frequent forgetting, and impaired geographic orientation affect
the everyday life of many older adults [24]. Some conditions are considered “normal for the age” [7];
however, when these initial signs become more frequent, they may indicate something more
significant, such as mild cognitive impairment (MCI) [24]. MCI is characterized by memory loss,
decision-making impairment, and visuo-spatial impairment, that significantly interrupts everyday
life. Because of these cognitive challenges, those with MCI are more susceptible to scams and can
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engage in risky or socially inappropriate behavior online. Prior researchers have shown that the
approach families take to this problem is to limit a person with MCI’s online access [32, 36]. For
instance, Piper et al. [36] has shown that caregivers for those with dementia reconfigure social
media and email account preferences and settings with more restrictive security options.

However, a diagnosis should not stop an older adult with mild cognitive impairment from
engaging in the activities that bring them personal fulfillment, such as keeping up with family and
friends on social media [36]. Being able to interact online is essential for older adults’ independence,
well-being, and social interactions [11]. To find the right balance between online access and security,
both Piper et al. [36] and Mentis et al. [32] suggested that a caregiver and care recipient need to
engage in shared decision-making: both partners should be made aware of the challenges and
options to make modifications accordingly. Unfortunately, Piper et al. [36] and Mentis et al. [32]
also showed how caregivers make decisions to instill online safety and security safeguards that
often end up limiting online access without consulting the person with MCL

In considering how we can encourage discussions and shared decision-making between caregivers
and people with MCI, we are particularly guided by a person-centered approach [13, 26, 28]. Person-
centered care has been globally promoted as a culture change to improve caregiving in long-term
care for older adults [26]. This is in direct contrast to the predominant models of design for the aging
and cognitively impaired populations where there has been a focus on alleviating the “burdens
of caring” [12, 18, 35, 38]. With this perspective, one preserves the right of older adults with mild
cognitive impairment to be a part of decision-making processes as opposed to being isolated and
“decided for” by their caregivers or other family members [13]. This perspective is also in alignment
with recent HCI studies on the collaboration within spousal care recipient-caregiver dyads with
multiple chronic conditions [4]. Thus, before making any modifications to their online usage,
the older adult with mild cognitive impairment and their caregiver should have a discussion and
collaboratively make a decision that preserves not only their safety but also their autonomy.

To this end, in the following study we aim to understand the current online safety and security
safeguards decision-making practices to create implications for design that would lead to shared
decision-making between a care recipient with mild cognitive impairment and their caregiver.
We interviewed 10 older adult couples where one partner has mild cognitive impairment about
their online safety and security safeguarding decision-making practices. We uncover the shared
decision-making that is and is not occurring, the limited choices that preclude shared decision-
making’s feasibility, and finally the desperately desired opportunity for shared decision-making to
occur. From this investigation, we realize that the misalignment of the couples’ desire for shared
decision-making and the reality of their actual decision-making practices is due to the lack of
choices beyond the two ends of the “spectrum of care” that Mentis et al. [32] identified — i.e., no
adaptions on one end and remove all online access on the other end. This leads us to a set of design
implications around providing ‘choice’ in online safety and security safeguards that provide more
scope for partner discussions and thus an impetus for shared decision-making to occur.

2 RELATED WORK
2.1 Mild Cognitive Impairment Among Older Adults

By 2030, the second biggest generation, the Baby Boomers, will be older than 65 years [41]. By
2035 the percentage of the population of babies and adults over 65 years will be equal, and further
projections show that by 2060 there will be 4% more adults over 65 than babies [41]. The US
population is dramatically aging with more people leaving the workforce and joining retirement.
The increasing numbers of aging adults who are 65 and older will also increase the need for more
specialized medical or personal care.

Proc. ACM Hum.-Comput. Interact., Vol. 4, No. CSCW2, Article 164. Publication date: October 2020.



The Illusion of Choice in Cybersecurity Safeguards 164:3

One of the conditions that may require a caregiver is a decline in cognitive abilities and the devel-
opment of neurocognitive impairment, the main risk of which is age. Over 5.1 Million Americans
age 65 and older may have Alzheimer’s, which is the most common cognitive impairment [40]. The
projection for 2050 is that the number will be close to 14 million, which is almost triple the current
statistic [40]. And this statistic only shows the number of people who have already developed
Alzheimer’s — it does not account for the ones who are currently developing it or may never
develop it, but still experience a cognitive decline in their ability and need special care or assistance.

The initial symptoms of mild cognitive impairment could often be mistaken as typical symptoms
of aging and be left undiagnosed [22]. Modest memory loss problems are known to come with
age, but there are methods for recognizing whether there is a cognitive decline and how much,
if any, other symptoms there are. If misplacing items, re-asking questions, or struggling to find
appropriate words started to happen often, then an assumption could be made that those symptoms
are something more than just typical aging signs [24]. Significant impairments are easier to identify
and do not get confused with symptoms of healthy aging, due to their severity rating which
shows a fluctuation of two or more standard deviations of cognitive decline from the appropriate
personal norms. Nonetheless, it is common for people not to pay attention to minor signs of mild
cognitive deficit and call it typical aging because its severity rating falls within one to two standard
deviations [3].

Some behaviors could be categorized as signs of healthy aging as well as mild cognitive decline.
These include individuals requiring more time to complete specific tasks like remembering a plot
of a TV show or a short grocery list. These behaviors could be due to healthy aging, so careful
notetaking of occurrences by a family member or by their caregiver is essential when assessing
whether they are experiencing a cognitive decline of ability or not. The earlier this decline of ability
gets noticed, the better the outcomes for the care recipient would be.

MCT is described as a transition between healthy aging and dementia. Mild cognitive impairment
is a diagnosis given to older individuals who experience a cognitive decline that is not severe enough
to be classified as dementia [29]. It is hard to determine specific categories within the progression
of MCI due to the condition being strictly individual and heavily dependent on one’s lifestyle. As
described in the DSM-5 (Diagnostic and Statistical Manual of Mental Disorders, 5th edition) [3],
someone’s “low” current status may not differ much from their baseline, so their cognitive decline
could be slim to none. In contrast, for someone who has been a high-functioning individual, their
decline of ability might be left unnoticed due to their current situation still falling into “normal
aging” regardless of the big cognitive gap between the current condition and their baseline.

There have been studies done to monitor the percentage of people who start off having MCI then
after watching their development for a few years, they either progress to dementia, their cognitive
abilities have “reverted” back, or they show little to no changes within their level of MCI [16]. It
takes a couple of years, depending on the individual, to progress from mild to a major impairment
such as Alzheimer’s or another type of dementia. Interestingly enough, a study done in Minnesota
shows that 40% of the participants “reverted” their abilities back to normal. However, in the next
six years, 60% of those who have “reverted” went on to progress to dementia [16, 19].

The care recipients with MCI are only one side of the equation with whom this work is concerned.
A declination of cognitive ability affects not only the direct individual but also their family members,
although, in the initial stage of it, care recipients need little to no additional assistance [24]. Clipp
et al. [10] study how the extra physical, emotional, and even financial stresses affect caregivers and
their correlation with the level of cognitive decline. The challenges in caregiving increase as the
cognitive ability of the care recipient decreases. Although the transition from an independent adult
to one who needs assistance may be gradual, the emotional and physical stress that comes with it
increases with each additional task. Even though most of the duties are offline, such as helping
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with daily activities [36], online safety and security incidents that may arise can contribute to an
increasing number of tasks for the caregiver.

2.1.1  Cybersecurity and Rising Threats. The digitalization of services in the modern world presents
not only convenient usage of online services, but it also exposes the user to cyber threats. Having
the possibility of doing everything through phones or computers could end up endangering some
of the most sensitive personally identifiable information, affecting not only the direct user but
also their family, finances, and private information. With the continually increasing usage of the
Internet, the risk of cyber threats is growing exponentially — 16.7 million Americans have been
victimized in 2017, which is the highest number by far, with an 8% increase from last year and a
total of $16.8 billion stolen [17].

Being able to recognize and permanently protect people from these threats has become a goal for
many researchers. The field of cybersecurity has been rapidly developing, but not fast enough to
protect from increasingly frequent attacks. Unfortunately, there is no defense mechanism developed
yet which can protect from all types of attacks and malicious activity [21]. Many threats have
found their way into beating antivirus systems and are left up to the person to responsibly engage
online [44]. Being able to recognize a threat as such requires a level of cognitive ability that is
specifically on decline by those with MCI. Huber et al. [27] found that it was hard for older adults
without cognitive decline to identify phishing scams based on text or video information, and found
it challenging to protect themselves from it [27]. A different approach to the same problem was
taken by Garg et al. [15], who designed an online security toolbar as an automated method to
protect older adults from phishing and scams; however, they could not prove that the system was
effective [15].

Piper et al. [36] identified guiding, stimulating, protecting, and connecting to be the main ways in
which caregivers support their care recipients online while balancing protection and independence.
The authors found that caregivers would filter information, block websites of inappropriate content,
or set limited privacy settings as a way of protecting their loved ones [36]. The study also presents
the challenge of deciding when it is right to take tech access away, block content, and remove
friends who were there before the condition got worse. The research team suggested that the
caregiver makes those decisions with the help of the care recipient and whether there have been
incidents threatening personal information exposure [36] — termed ‘adverse events’.

Later, Mentis et al. [32] found that, despite a person with MCI’s high digital literacy and security
knowledge, the couples all had experienced at least one recent minor security incident. In response
to these incidents, the authors showed a spectrum of safeguarding approaches taken to ensure
safety in the care recipient’s online interactions. This spectrum included ‘hovering’ over the person
with MCI when they were online, providing only ‘selective access’ to online applications, becoming
the ‘interactor’ on behalf of the person with MCI for applications such as email or Facebook, simply
‘checking’ that the person with MCI used an online system correctly such as booking travel, or
finally, no interference at all. However, the authors also showed that there was a lack of discussion,
forethought and planning for these inevitable decisions to be made. Most of the couples were simply
reacting to incidents as they arose. Mentis et al [32] recommended discussing appropriate support
and shared decision-making regarding online safety and security safeguards between caregivers
and care recipients to reduce the prevalence of adverse incidents and increase the care recipient’s
autonomy. This suggestion was informed by a person-centered perspective [28], which aims to
create mechanisms for a person with MCI to feel they have a say in the approaches that are put
into place. This was the impetus for the following study.
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3 METHODS

The goal of this study was to understand the current online safety and security safeguards decision-
making practices between a care recipient (CR) with mild cognitive impairment and their caregiver
(CG): to better understand how MCI carepartners (CPs) are currently engaging in shared decision
making and the barriers in shared decision-making. This is in service of determining how a system
could support shared decision-making of safeguarding options against the rising risk of cyber
threats.

3.1 Participants

The participants were recruited from the Memory Clinic of Intergrace Center in the greater
Baltimore, MD, USA, area as well as Erickson Living’s Riderwood continuing care retirement
community. We were open to including CRs in this study who were at any length of time since a
formal diagnosis of their mild cognitive impairment. This was particularly important due to the
progressive and constantly changing nature of the illness among older adults [22]. The condition
can be mild over a long period with intermittent moments of more significant impairment before it
proceeds into a major cognitive disorder [24]. Being able to look at the cognitive decline along a
spectrum of MCI was useful in two ways. First, it helped us understand how the transition from no
cognitive issues to major cognitive impairment affects decision-making practices between CG and
CR. Second, it shows us that our implications for design have to be able to accommodate people at
various levels of decline due to the unpredictability of how fast and far one would progress.

Table 1. Participant Demographics

CPID CR gender CG gender MCI Dx CG current CR previous
(age, race) (age, race) employment employment
CP1 Male (74, W) Female (70, W) 3 mo. Retired teacher  Procurement

CP2 Male (76, B) Female (66, B) 24 mo. Retired teacher ~ Engineer
CP3 Female (76, W) Male (77, W) 24 mo. Video editor Nurse

CP4 Male (80, W) Female (73, W) 10 mo. Retail Purchasing

CP5 Male (78, B) Female (76, B) 6 mo. Retired teacher =~ Company owner
CP6 Female (70, W) Male (71, W) 7 mo. Government Government
CP7 Male (70, W) Female (71, W) 12 mo. Office manager  Physicist

CP8 Male (74, W) Female (72, W) 18 mo. Retired Scientist

CP9 Female (64, W) Male (65, W) 12 mo. Technician Horse rancher

CP10  Female (72, W) Male (72, W) 16 mo. Retired scientist Government

There was a total of 20 participants, 10 CPs of a CG and CR. See Table 1 for the participant
demographics. In this study, we specifically attempted to broaden our participant pool reach in
order to have some diversity in our participant’s experiences and thus perspective. We primarily
did this by, for instance, recruiting from two different facilities that tend to serve different patient
demographics and through snowball sampling. The resulting age range of our participants was
wide — between 64 and 80 years of age — and our participants had some diversity in race, although
they are still predominantly white. There was also no diversity in sexual orientation as all were
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heterosexual couples. However, our participants were almost evenly split between the CR being
the husband or wife. All of the CPs were married and had lived together for an extensive amount
of time (average was about 25 years) before the cognitive decline was identified.

The CPs also came from different professional backgrounds. Their job occupations indicated to an
extent their experience level with technology and online services. However, not all of them needed
to be technology experts in their workplaces. Therefore, their experience level with technology
varies. Nonetheless, they all reported having multiple online accounts and have been using or still
are using online services.

3.2 Data Collection

The data collection process consisted of semi-structured interviews that were audio-recorded
and transcribed verbatim at a later time. Semi-structured interviews are when an interviewer
has an ‘interview guide’ with a list of questions and topics that need to be covered during the
conversation, usually in a particular order. The interviewer can follow the guide but is also able
to follow topical trajectories in the conversation that may stray from the guide when he or she
feels this is appropriate [5]. Each family was very different, and it was important to phrase the
questions in a way that made most sense to the participants. For instance, if we learned early on
that a CR used email often, we would prompt the CPs on any safety and security decisions for email.
Thus, the planned protocol of the questions for the interviews was slightly modified to match each
couple’s technology experience and usage so they could relate to the questions. The interview
guide we used can be found in Appendix A.

Two interviewers, the second and fourth authors of this paper, conducted the interviews together.
The second author is a trained qualitative researcher and has used semi-structured interviews
before — she uses this interview methods as a mechanism to probe deeper through follow up
questions. The fourth author would also provide follow-up questions and would ensure that both
the CR and CG were provided the opportunity to weigh in on the discussion.

3.3 Procedure

The interviews were conducted in each couple’s home at their convenience. Each interview lasted
for about an hour, where the participation by the CR was strongly encouraged not only by the
research team but by the CG as well.

The interviews started with an explanation and signing of the consent form by both parties,
followed by a brief description and introduction of the team and our project. We wanted to make
sure that our participants fully understood what our goal was and what type of information we were
looking for — namely, understanding the CPs’ online safety and security safeguards decision-making
practices. Another reason for the extended introduction was to create a more personal relationship
by sharing a little bit about ourselves as it placed our participants at ease. This get-to-know-you
session with the individual with MCI and their caregiver would include them telling us stories
of how they met, share any family and health history they felt comfortable with, including their
experience with the diagnosis of cognitive impairment, and other general interest questions. For
instance, if we saw a picture in the home, we would ask who was in the picture. Although not
related to our immediate questions, these get-to-know-you conversations allowed the participants
to become more comfortable with the interviewers as well as provided backstory for us to better
understand the context for our specific interview questions.

Questions were explicitly directed to both CG and CR. The expectation was to understand
both perspectives, as well as to make sure that the CR was given the opportunity to speak. The
participants were strongly encouraged to share their individual experiences and opinions. We
followed this practice set out in Mentis et al. [32] of interviewing CPs as a unit as the sense of
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identity of the person with cognitive impairment is a product of the dyadic caregiver-care recipient
relationship. They refer to Mulvenna et al. [33] and Whitlatch et al. [43] who argue that this
approach actually enhances the inclusion of the CR’s thoughts and experiences rather than prohibit
the CR from interacting. This is also well-aligned with Berry et al. [4] and [34] who highlight the
need to treat the caregiver dyad as a unit of analysis.

3.4 Data Analysis

The investigative lens we used to analyze the data were framed by the Person-Centered Care
approach and looked for how the CPs makes decisions and what challenges prevented any shared
decision-making.

Thematic analysis was chosen to systematically analyze the data [6]. This provided us with
the ability to move beyond surface level similarities to more tacit themes. The analysis focused
on how the couples described the decisions that were made and how those decisions came to be
including discussions between the CR and CG. We quickly achieved saturation after 7 couples, but
we included all 10 for completeness and for additional nuances to be found. Subsequent integration
of these themes with our interpretation of the literature helped us form the basis for the discussion
of design implications. The analysis was primarily conducted by the first author — the first author
coded the data and sorted them into themes which she then presented to the second and third
author for review and discussion.

After an initial thematic coding of the data, three primary themes arose: examples of discussions
that were had, the desire to have shared decision-making, and the work that the CG had to perform
in order to continue to provide online safety and security without taking away online access. Further
analysis delved into these three themes (see Appendix B for the coding scheme that emerged). The
first was a focus on when there was or was not a discussion. We uncovered themes around those
that planned ahead, discussions that happened on the spot during the interview, an incident that led
to the discussion occurring, the involvement of other people in discussions, and then the prevalence
of no discussion occurring. The second focus of coding the transcripts was on their desire to engage
in shared decision making that seemed to be at the heart of decisions that were made. This later, in
conjunction with the third theme, clarified the lack of options in support of shared decision making.
The third part of the coding was the way in which the CG’s showed an immense amount of work
and savvy to try to provide options that ensured online safety and security in the face of MCI. All
quotes are evidence of the existence of these themes but are not the only examples we had in our
data.

4 RESULTS

Our study sought to understand how CGs and CRs currently discuss online safety and security
safeguarding. In the following, we first present how our CPs had a desire for shared decision-making.
However, despite this explicit desire, shared decision-making was not occurring as often as it could.
We then uncovered a barrier to shared decision-making that indicated a lack of choices in online
safety and security safeguards — a lack of options along a spectrum of care. This barrier had the
unintended consequence of reducing the motivation for these conversation to occur and increased
the online safety and safeguarding work of the CG in providing another option than simply taking
away online access.

4.1 The Desire for Shared Decision-Making

What was most evident with all of our couples is that the CG had no intention of making decisions
without their CR’s input. In fact, what was most striking is the insistence by all of our CGs that they
do not make decisions without consulting their CR for matters of consequence. We have a number
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of examples, such as the two below, where the CG spoke of how they are considering how their
partner feels and wanting to maintain the way they interacted before the cognitive impairment
interrupted their lives.

CG4: But now I gotta make a lot of decisions, but I always go over them with him. But if he’s
by himself, and rightfully so, he’ll think he can make a decision, he does. And sometimes he
remembers to tell me and sometimes he doesn’t. There’s nothing important that he’s going to do
that I have to worry about. But I do all the rest of the stuff. I always run it by him, don’t I hon?
Always. You know, we’re married, I want him to feel like he’s married.

CG3: I learned my lesson, how many years ago was that? 1980 and it ... was almost 40 years, it
was about 38 years ago, when I didn’t consult [wife’s name] on making a major purchase. And
I'realized, I didn’t think about it at the time I was just, heck, it’s on sale, I'll get it. But it was
coming out of money that was both of ours, that was the-

CR3: That was the bad thing.

CG3: Which is what I hadn’t even considered. And I don’t think I've ever done that since.

CR3: You haven’t. You haven’t. You’ve always asked.

CG3: I've always... we’ve always discussed anything that-

CR3: That we wanted fo...

CG3: As any kind of a purchase like that.

What is really interesting here is how their prior relationship really carries over into this new
world they must navigate together. Thus, when asked about how they make decisions on safety
and security safeguards, our couples made it clear that their intention is to always engage in shared
decision-making as that is what is done in a partnership. This on the whole is what we might expect
and want, however, as we will see in the following section, when a decision regarding online safety
and security was raised, shared decision-making was not engaged.

4.2 Shared Decision-Making on Online Safety/Security Safeguards Not Occurring

What we see above is a strong explicit insistence by the CPs that they always engage in shared
decision-making in matters of consequence. And yet, in the following section, we have evidence
that they do not engage in shared decision-making in matters of instilling online safety and security
safeguards. Our findings reiterate that which Piper et al. [36] and Mentis et al. [32] have both
shown — that discussions of online safety and security safeguards is simply not occurring between
couples.

We had a predominance of our CGs explain to us the safe and secure online environment that they
created for their partner in order to allow them to continue to engage online. These environments
were designed and implemented by the CG without a process of shared decision-making with the
CR. For instance, CG9 had taken it upon himself to implement technology organization and phone
alarms in order to support his wife in her continued semi-independence.

CG9: But the program thing is on there and she could go find it, but it doesn’t interest her. Whatever
she wants to use is right there on the bottom, so if you look at the bottom, what’s there? Internet
Explorer, solitaire... Oh, the alerts. I have her alarm set for a quarter till nine and when it beeps
she looks at it and says, “What’s this.” It’s like it doesn’t mean anything to her. It’s an alarm. It
goes off every single day and every morning when it goes off, she asks me what this is.

This quote illustrates the online safety and security decisions that the CG has made for his
partner. He organized her computer desktop to only display those programs he observed her
showing interest in and hid away all others and he has taken the initiative to set alarms that he has
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deemed her needing. CG9 obviously cares for his wife, but he later explained that his immediate
reaction is to step in and take care of the problem for her:

CG9: I have a tendency...If something really makes her miserable and, to me, crying is miserable.
When she starts crying over trying to do something then I don’t think she needs to do it. She
doesn’t have to do it. I'll help her. That may not be the perfect solution, but I don’t want to see
her suffering any more than necessary, so I go pitch in.

CG9 recognizes that stepping in and taking over is not “the perfect solution”, but his desire
to take away her pain means that some action must be taken. Like many of our one-sided CG
decisions, this need for immediate action came about in reference to an incident that occurred.
In other words, when there is no pre-planning or time for a focused discussion with the CR, the
decision is that of the CG alone. And even when an incident happens that sparks a conversation
around online safety and security needs, the reaction of our CGs was usually one of one-sided
decision making. In the following example, there was an attempt to engage the CR in problem
solving, but then the CG decided to move ahead and figure out a solution.

CG3: The very first time it happened [accidental purchase on a Kindle], I asked her because I
thought... she used to buy an awful lot of books. I mean, she’s an avid reader.

CR3: Yeah. Not now.

CG3: But I think I asked her if she bought a book, this particular book. And she said no. And I said,
okay, I said, you must have hit something by mistake. And she says, “No I didn’t.” I said, “Well,
it’s there.” I said, “Maybe you didn’t notice it but let me call. I'll go and call Amazon and make
sure they take it off.”

We had not one online safety and security safeguard decision that came from a place of mutual
decision-making. These were decisions made by the CG for the CR — completely from a place of
care, but, still, all the same, not from a place where they were decided upon and thus meaningful to

the CR.

4.3 Lack of Online Safety and Security Safeguarding Options

The lack of shared decision-making around online safety and security safeguards was hard to
comprehend until our analysis showed that the shared decision-making the participants said they
wanted could not be supported by the options they had to choose from.

As Piper et al. [36] and Mentis et al. [32] previously showed, incidents are what forces a discussion
regarding the need for online safety and security safeguards to occur, if at all. The ‘adverse event’,
as coined by Piper et al. [36], might not be a significant breach of security, but in comparison to
what was normal behavior for the CR, it indicates that there needs to be a solution put into place.
When the cognitive impairment has progressed to the point where an online safety or security
intervention must occur, there were not a lot of options that provided sufficient online safety and
security while also maintaining any semblance of continued access. In essence, the decision as to
what has to happen now was made for them both. In the following explanation from CP7, there was
a point where a car accident and other incidents came together to make it clear that the CG needed
to take over a number of functions in the home including managing all of the home finances that
are done online.

I: We have already talked about [husband’s name] you don’t do the finances any more that’s on
[wife’s name], but how did you make that decision? How did that conversation...

CR?7: Oh, that was easy

I: That was easy? There was no pushback or anything?

CR?7: Yeah, yeah, I mean the handwriting is on...
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CG?7: Ishould have realized before I did, [husband’s name] used to handle all the bills, and it was
taking all weekend to do the bills, and I should have realized that, but I didn’t...

CR7: Yeah!... Well, that was a surprise and the best I can do is either it was aging or infect... I
had been in an auto accident. And there was more than one actually. And ah I think that there
have been some damage that wasn’t recognized that finally started playing out that was doing
things that was very unexpected. You know, and so...

CG7: And he realized it

CR7: And soo ... Yeah we were both grownup enough ... yeah so ... ok. I am happy to be seventy
years old and was able to answer questions

I: Yeah, and [wife’s name] how did you approach [husband’s name] with that conversation you
know was it out of the blue or did you guys have mini conversations leading up to the conversa-
tion?

CR?7: Yeah, I think we both knew that they were

CG?7: It was pretty much like you take care of this now, so I did

CR?7: And thankfully it was easy enough. And also, it’s been what a year or two or whatever,

CG7: Longer than that

CR?7: Or a little longer than that and it seems to be you know holding

CG?7: Yeah finally I do all the taxes

Thus, we are first showing that if discussions occurred at all, it was primarily after an incident
occurred that forced the need for a decision to be made. At that point, often the couples found
themselves with not a lot of options to choose from. In the case of CP7, the impairment had gotten
to the point where multiple incidents forced their hand to make a choice with regards to online
finances and that choice was to have the CG completely take over the work. And yet, as we can
see in this example, usually the CRs shared that they understood that this is just what needed
to happen. Because of this reaction, we may determine that the couples may not need shared
decision-making as there is not much of a decision to be made. With regards to online safety and
security safeguards, the options were limited to ‘wait and see if it happens again’ or ‘you cannot
do that online activity anymore’. This is what Mentis et al. [32] would refer to as the two ends of
the spectrum of safeguarding approaches — on one end the option of complete removal of access
and on the other end, the option of no intervention at all. The challenge is to ensure that there are
choices that can be made along the spectrum between these two points and then we can further
support the shared decision-making around those choices.

And in most cases, our CPs showed that they would do most anything to have another option
than simply taking away access. In the first example below, CG5, whose husband was demonstrating
fairly significant cognitive impairment during our interview, made it very clear that she does not
just want to take away access without first trying other options. And both CG5 and CG4 talked
about doing everything they can to ensure their partner’s continued online access despite safety
and security challenges.

CGS5: You would do everything in your power [to maintain access]. But if it becomes a safety factor,
then you have to look at it from a different standpoint. So safety and security and help is one
aspect, but you have to do it, but you try to do some modifications. ... I'm saying you try to
continue and let an individual have as much participation as possible. You do modifications, but
you look at it from a safety factor also. You know, I mean that, that’s the one thing that I really
do.

CG4: I wouldn’t take it away from him. I'd get it fixed, whatever the problem is that made me
take it away, I'd fix. Whatever it took. Because I know how much that means to him. [referring
to watching a game on the tablet]
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And in the following example, the interviewer asked if CG3 ever thought about limiting CR3’s
access to the Kindle and both CPs were emphatic in their response.

CG3: No.

CR3: No.

CG3: No, I work on the other ideas, how do I make it accessible without purchasable. What do I
call Amazon about? I said, “Solve this problem for me. I want her to use it, she enjoys using it
because she uses it for jigsaw puzzles.”

It is important to note that the ‘No’ responses of both the CG and CR above were immediate and
in succession. It was similarly clear with all of our CPs that their desire was to find ‘another way’
to safeguard their technology and some CGs went to great lengths to do it.

Thus, before any form of shared decision-making can occur, online safety and security safeguard
options need to be present that can accommodate any level of intervention need. In addition,
it seems that options that can provide very lightweight intervention needs may be beneficial
for instilling safeguards at an earlier point in the cognitive impairment so that incidents can be
mitigated as early as possible.

4.4 Working to Create Online Safety/Security Safeguard Options

To have any option other than one of the two ends of the spectrum, some of our participants had
to put significant work into creating ‘another way’. This embodies a significant amount of the CGs
resources, such as time, for them to identify what modification or intervention is available to them.
A significant upfront investment of time by the CG and CR was to slowly transfer knowledge, access,
and/or responsibility to the CGs. We had a few CPs that were planning ahead for the inevitable
situation when the CR is unable to continue engaging online as they have.

I: Okay. So when it started how did you...did you just all of a sudden take control over the
online...all the technical online activity or was he trying to teach you?

CG2: Oh yeah, he’s been, over the years, trying to teach me things. Lot of things, you know as
much as he can. It wasn’t all of a sudden because for me it’s a little bit challenging for me
because I don’t see myself as a real tech person.

CR10: Because as I said, we’re really doing that now, we got into this stage...

I: Where you’re planning?

CR10: Yeah. Want to make sure that he knows where everything is, because he’s going to be the
one who has to do everything.

CRS8: So, I've tried to get her more involved with all these technologies over time. She’s done fairly
well in doing that. So, I'm relying, that on the fact as my dementia problems increase, is that she
would be there to do that for me.

As one may see from these three examples, the practice of planning ahead was a shared decision
and has really been motivated by the need to slowly transition the online work from the tech-savvy
CR to the less technologically adept CG. This has been encouraging to see as coming up with
options that work for continued access and engagement in the face of online safety and security
concerns can be difficult to identify all on one’s own.

But we also had CGs who engaged in a significant amount of work alone to create a safe and
secure online experience in order to ensure that their partner could continue to use the technology
they loved most. This is still an example of one-sided decision-making by the CG — and we are not
saying it is ideal. Rather, it is indicative of the need for options to choose from in order to fulfill
their safety and security needs beyond removing online access.
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In the following example, over the course of about six months, CG3 was on the phone with
Amazon regarding his wife’s Kindle to try to address the safety flaw it had that led to numerous
unintended purchases by his wife. The following story by CG3 is long, but the detail of the challenges
and his efforts to address them are demonstrative of the invisible work that CGs do to create choices.

CG3: I had to work on finding how...all of a sudden I'm seeing these little purchases, even some
books being bought, so I called Amazon immediately ... [and] I explain ... the situation to them
that my wife has dementia. I said she uses the Kindle because it’s a form of enjoyment doing
crossword puzzles, jigsaw puzzles. But I said, by mistake she hit this, she didn’t realize it, and I
said it was just too easy for her to hit. ... I said, “Help me make this Kindle safe for her”... I
thought I had put a parental protection on the Kindle so she couldn’t buy anything but they said
that ..., one of the things on the Kindle I couldn’t turn on, it had to be turned on by them. [T]hey
said, “Alright, we will remove... “ they said, “Usually we charge $25 for this, but we’ll remove
the ads from her computer.” And so they finally after we saw some more purchases being made,
which they refunded, they went ahead and said, “Okay, we’re turning it [off] now.” [But then]
that presents a little bit of an issue because many times there’s a free puzzle of the day and you
can get it, and sometimes though you have to get it through Amazon, or some certain things
that are free, they still treat it as a purchase, even though it’s zero dollars. And if you block the
purchasing, you block those. And I had to tell them, I said, “Look, my wife will occasionally get a
free puzzle, she wants to get it. I want to know that she can get that without a problem.” Well, I
think the way around it was I had to do it. I had to actually type in the password and clear it for
her.

Multiple calls and incidents led to a co-created solution between the Amazon customer support
center and CGS3 to create a technology that provided enjoyment and cognitive stimulation for CR3.
Although in our sample, CG3 was certainly an anomaly in terms of the time invested in getting to
a suitable option for his wife to continue to engage with her beloved Kindle, he is certainly not an
anomaly in terms of the motivation behind this persistence.

Finding a way to solve a problem was the work that all of our caregivers spoke about, but most
interesting was when they chose not to simply take away access or do something all themselves.
They might have invested significant upfront time to create a more suitable option such as CG3
above, or else they devised an option that created more work for themselves on a continual basis.
For instance, most of our CPs spoke of ‘doing it together’. In essence, being online together or only
when in the same room. For instance, CG4 spoke of checking email with her husband after he had
progressed over the past 6 months.

CG4: But we like do it [checking email] together now, if they need him it all goes to the same
[email address] now. Because he has trouble knowing what the buttons to push. I mean you know
tech, if you don’t know what’s going on, you push the wrong button, you’re lost.

In order to ensure they could now check email together, CG4 first changed the contact email for
everyone to a shared email account — including, for instance, any doctors they were seeing. Then
she took the time to sit down with her husband and review the emails together and help him use
the technology so he could continue this form of online communication. We again see the care in
doing upfront work to setup a choice as well as the ongoing work of supporting that choice that
caregivers are already doing.

Through this analysis, we have uncovered that there would be more of a motivation for shared
decision-making with regards to online safety and security safeguarding solutions if there were
options available to even choose from. The explicit need of our CPs is that they do not want to
have their hands tied by only one viable option - i.e., take away access — but rather are desperately
looking for and investing time to work towards modifications or work arounds.
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5 DISCUSSION

Through this study, we have uncovered the current practices of online safety and security safeguards
decision-making between spousal caregivers and care recipients with mild cognitive impairment.
At the start, we showed that CPs really wanted to engage in shared decision-making, but were
not. Most often the CPs were compelled to take action because an incident has raised their mutual
awareness of the severity of the impairment. Although this set of findings echoed that of Piper
et al. [36] and Mentis et al. [32], who have both shown that discussions around online safety and
security safeguards is not occurring between couples and if those discussions happen it is usually
due to an incident or ‘adverse event’, we are also showing that these couples want to have these
discussions and mutually agreed upon decisions. The caregiver does not want to make a rash
decision with no input from their partner. Time and time again we heard how much our caregivers
want to support the autonomy and input of their partner and that their intentions are always to
gain their input.

This is a discrepancy between intention and behavior. We show that when the cognitive impair-
ment has progressed to the point where an intervention must occur, the lack of choices that lie
on a spectrum precluded any discussions as to what do to and thus limited the opportunity for
shared decision-making. This lack of options is vitally important as caregivers were motivated
to create choices and engaged in a lot of hard work to do that. This reiterates that the four ways
for supporting care recipients with cognitive impairment to continue with their online activity -
guiding, connecting, stimulating and protecting [36] — all entail significant work that the caregivers
perform to provide a suitable choice to their loved one. It is significantly easier to engage in passive
mitigation strategies, where one limits the use of technology or avoid it altogether - the two ends
of the “spectrum of care” — instead of the work necessary to engage in active mitigation strategies
that might include configuring privacy and authentication settings or using protective software and
services [14]. But, even though the caregivers expressed strong desires to preserve their spouse’s
input into the decision-making process and both partners in the interviewed couples spoke of
trusting one another, lack of options limited how much shared decision-making they could actually
engage in.

This is troubling as the concept of person-centered care in aging aims to preserve the person’s
choice, particularly in their most vulnerable state [13, 26, 28]. Choice is one of the most critical
elements of person-centered care and it allows for those caring for the individual to see them as a
person and not a patient — making choices about one’s own life, being listened to and heard are
basic human desires as we age. This is particularly important to honor and provide space for the
individual to maintain their identity and participate in the decision-making process, despite the
various challenges both parties face. This “continuity to adaption” is an important component of
person-centered care as it shows that an older person’s choices persist (continuity), however are
modified in response to life’s realities and resources available (adaption).

5.1 The lllusion of Choice in Cybersecurity

Even in an ideal, healthy relationship, cybersecurity choices are often challenging. For most
of the last decade, legal scholars have noted the increasing failure of traditional “notice and
choice” approaches to supporting consumer decisions regarding privacy and security [9]. McDonald
and Cranor [31] noted that an active Internet user may need to spend over 300 hours reading
privacy policies just to be informed in this system. The result of current practice is a virtual
absence of consumer concerns about privacy and security in the design process for most consumer
products [42]. Companies often take advantage of the “privacy paradox” by asking users to trade
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long term privacy for short term benefits [1]. Many otherwise healthy users find this sort of tradeoff
difficult to navigate [39].

Given this environment, many of the discussions we observed between caregivers and care
recipients are impressive. We observed CPs attempting to plan ahead and taking cybersecurity
seriously, which fits the theory behind the “notice and choice” regulatory approach to privacy
and security. Similarly, we observed couples taking action after an incident occurred, which is
not dissimilar from typical, individual users [39]. Caregivers and care recipients may actually be
making healthier decisions than otherwise healthy individuals if only because they are willing to
admit that forgoing some online activities may be the only safe approach. Negative experiences
online can actually reinforce or encourage continued online activity in a destructive cycle [25],
but caregivers and care recipients may avoid this cycle simply by being more open about these
experiences.

Discussions from our study lead us to believe, however, that more subtle manipulations found
in behavioral advertising [30] or dark patterns [20] are particularly difficult to navigate for these
CPs. Gauging the scope of this problem is an important area for future work. The CPs in the
study clearly sought to continue using technologies and websites they enjoyed, but creating and
safeguarding these experiences required significant work from caregivers. However, the academic
research community does not fully understand the effectiveness of behavioral advertising or dark
user experience patterns on the typical, healthy population as a point of comparison.

The CPs’ desire to seek autonomy, respect, and shared decision-making highlights a critical
challenge within cybersecurity: trust. Although trust has been central to both technical and legal
approaches to cybersecurity [2, 23, 37] actual examples of users discussing and making trust-based
decisions regarding technology use are rare. Perhaps the only technology designed to support
trust-based relationships between users are parental controls designed to help limit or monitor
technology use in parent-child relationships [8]. Such solutions could be used in a CP situation, but
we posit not without discussion within the context of a shared decision. But this is the opportunity
that presents itself for this population of users. By providing further options and having those
options based in a sense of mutual trust between caregiver and care recipient, we may be able to
stimulate the shared decision-making that is most beneficial for a MCI population.

5.2 Providing an Environment of Choice for Shared Decision-Making

In translating these findings to action, we suggest two solutions that could be combined to spur on
carepartners’ shared decision-making on online safety and security safeguards. The first solution is
presenting a complete list of options a CP can then choose from. This list would provide safeguard
features the partners can select together, agreeing together where they ultimately situate themselves
along the continuum. By providing a combined list of offerings, it reduces the work necessary for
the care partners to do in identifying what the options are at one’s disposal. It also can be used
as a discussion space that can occur before or after an incident occurs — before is to familiarize
themselves with the safety and security issues they may need to be aware of and after an incident
is to reevaluate the safety and security safeguards they have in place. The second solution is to
provide a spectrum of choices in how to handle potential issues - one that presents various tradeoffs
between safety/security and privacy/autonomy. When presented with the spectrum, they can see
this tradeoff more clearly. Thus, the first solution is to clearly present the options available while
the second solution is to expand the options that are offered.

Along these lines, it is clear that more options need to be provided. For situations in which they
typically use technology, including email, Facebook, online banking or money transfer, online
shopping, password management, and online browsing, couples could select settings for each
separately. And each application/situation may have multiple actions one may taken that could
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expose them to risk. For instance, in email, risky actions maybe be when the person with MCI clicks
on a link in an email message or when they attempt to open an email attachment. For each action,
then, there can be a spectrum of choice provided including: “not interfere,” “record for partner to
see later,” “notify partner,” “partner review before continuing,” and “deactivate/not allow.” This is
a much more nuanced level of intervention that gets beyond simply tracking everything a care
recipient may do or completely removing access from all online applications.

B Your Safety Concerns

|Z Your Email Safety Mechanism Settings:

CLICKING LINKS

When you click on a link in an email message, you want the Safety
System to:

© nNot interfere.
Record all links you click on for your partner to see later.
Immediately notify your partner of the link you just clicked on.

Immediately notify your partner of the link and wait for his/her

review and response to proceed.

Deactivate all links.

Fig. 1. Options display for the email action of clicking on a link.

Figure 1 shows an example of such a set of options for clicking on a link in an email. The spectrum
of care ranges from no interference - i.e., the system does not interfere when the person with
cognitive challenges performed the action - to what we deem ‘full interference’ - i.e., the system
ensures that the action cannot be completed. What is important to note is that between these
two ends of the spectrum were three to four additional ‘levels’ to choose from. As the choices
moved from no interference to full interference, the choices generally added more security, with a
corresponding reduction in autonomy or privacy.

As we think through other types of online actions that may open one up to a safety or security
violation, such as online shopping or social media interactions, the same range of options can
be used. We took the approach of having a range of options that included the caregiver as a
collaborative partner. There could also be an argument to have a range of options that provide only
system support such as automated assessment of the link’s safety based on keywords and URL
indicators. An open area for exploration is to determine how nuanced of options care partners may
want. Here we have five choices, but perhaps there are more or less that are desired. In addition, it
may be that there is a desire to have many choices at the lower end of the spectrum, for when the
cognitive impairment is still fairly mild, but then not as many choices are necessary or needed at
the higher end of spectrum, for when the impairment has become fairly severe. An evaluation of
such a set of settings could provide answers to these questions as well as provide further guidance
on how options can be presented to support shared decision-making.
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6 CONCLUSION

The mismatch between desired shared decision-making and actual decision-making practices shows
that the participants have identified a problem. Being able to create a smaller gap between their
desired decision-making style and the one-sided practices they are currently using would increase
the comfort level in the relationship as well as the continuous usage of online services would
preserve the well-being and social life of the care recipients long after their diagnosis [11]. Lastly,
allowing a safer and more extensive input into the decision-making process by the care recipients
follows the idea of creating a more person-centered care environment by the caregivers where the
approach is more humanistic and cares more about the actual person as opposed to the caregiving
tasks as such [13, 26, 28].
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SEMI-STRUCTURED INTERVIEW GUIDE

) How do you make decisions with regards to cyberaccess?
) Did this change before and after the diagnosis?

(3) Have CR’s online access been limited cyberaccess? What did that conversation look like,

when did it take place?

(4) Is there anything that you think you would like to mediate such a conversation?
(5) If you haven’t had this conversation, how could you imagine having it, what would this be

B

(1

like?

THEMATIC CODING CATEGORIES

) Discussions about making changes in their lives due to the MCL
(a) About online safety and security safeguards
(b) Not about online safety and security safeguards
(c) If example of discussions had:
(i) Planned ahead
(if) Happened on the spot during the interview
(iii) Incident that led to the discussion occurring
(iv) Involvement of other people in discussions
(v) Decision occurring with no discussion.

(2) Articulated desire for shared decision-making.

(a) Because that is just what they do
(b) In order to preserve autonomy of CR
(c) In order to preserve relationship

(3) Work that the CG had to perform in order to continue to provide safety and security while

maintaining access.
(a) About online safety and security safeguards.
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(b) Not about online safety and security safeguards.
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