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Abstract: We propose and experimentally demonstrate high-speed operation of random-channel
cryptography (RCC) in multimode fibers. RCC is a key generation and distribution method based on the
random channel state of a multimode fiber and multi-dimension to single-dimension projection. The reciprocal
intensity transmittance of the channel shared between the two legitimate users is used to generate and
distribute correlated keys. In previous work, RCC’s key rate-distance product was limited by the speed of
light. In this work, we show that adding a fast modulator at one end of the channel decouples the key rate
and distance, resulting in a significant improvement in the key rate-distance product, limited only by the modal
dispersion of the fiber. Error-free transmission at a key rate-distance product of 64.7 Mbps X 12 km, which
is seven orders of magnitude higher than the previous demonstration, was achieved. The security of the
proposed method arises from a fundamental asymmetry between the eavesdroppers’ and legitimate users’
measurement complexity.

Index Terms: Electro-optical systems, fiber optic systems, security and encryption

1. Introduction

Many public-key cryptography methods, which is the most prevalent encryption method over the
internet, offer computational security [1-3]. A disadvantage of computational security is that it allows an
eavesdropper to save encrypted data and decrypt it later following advances in computing power or with
a new computational paradigm [1-3]. The anticipated arrival of quantum computers has made encryption
an area of active research, as many modern encryption algorithms will be rendered obsolete by quantum
computation [4-6]. In response to this impending problem, several physical-layer key distribution
methods have been proposed. One physical-layer key distribution method that has received
considerable attention is quantum key distribution (QKD), whose security is based on the laws of
quantum physics [7-11]. QKD is attractive because, in principle, it offers unconditional security and
thereby immunity to any attack regardless of an eavesdropper’s computational capabilities [12]. There
are still practical challenges facing deployment of QKD though, including security in real
implementations and increasing the key rate-distance product [12-18]. Furthermore, QKD is currently a
costly and complicated solution [15].

Another physical-layer key-distribution method that has received less attention is classical key
distribution (CKD). Most CKD methods employ hacking asymmetry, a large disparity in measurement
complexity between the legitimate users and eavesdroppers, to make their system technologically
secure. One such approach forms a fiber laser out of the communication link between the legitimate
users and the resultant lasing properties are used to distribute a key [19-22]. Alternative CKD methods
employ a large-scale fiber-based interferometer between the legitimate users and phase fluctuations
within the interferometer are used to establish a key [23-26]. Since the phase is accumulated over the
entire interferometer, recovering the signal is significantly more challenging for an eavesdropper than
for the legitimate users. However, this method relies on slow-varying external fluctuations to produce
the key, which has limited key rates to 100s bps, many orders of magnitude below communication
system bit rates [23-27]. Therefore, there still exists a desire for a simple low-cost, high key rate, long-
distance physical key distribution method.



We previously demonstrated a CKD method, in which random variations in the transmittance of a
shared channel between the legitimate users were used to establish a key [28-30]. We call this CKD
method random channel cryptography (RCC). In [28-30], external perturbations distributed along the
fiber act as the source of the random fluctuations in the channel transmittance. As a result, the key rate-
distance product of RCC in [28-30] was limited by the speed of light. A key rate of 20 bps over 1 km was
demonstrated in [28], which is orders of magnitude lower than the transmission capacity of optical fiber
communication systems. In this work, we increase the key rate and distance of RCC by adding a fast
modulator at one end of the link, thereby decoupling the key rate and distance and enabling higher key
rate-distance products. The high-speed RCC technique presented here preserves the security
properties of the RCC method originally presented in [28]. Error-free transmission at a key rate of 64.7
Mbps over 12 km of commercial OM4 fiber was demonstrated using only commercial off-the-shelf
components. This represents a seven orders of magnitude increase in the key rate-distance product
compared to the previous result of 20 bps-km [28].

2. Principle of operation of RCC

In its simplest form, the RCC channel consists of two projection operators and a random spatially-,
spectrally-, and temporally-varying multidimensional channel, as shown in Fig. 1(a). The two passive
paths between the legitimate users, from Alice to Bob and from Bob to Alice, are reciprocal and
therefore, the intensity transmission properties are identical, creating a mechanism for key distribution
between Alice and Bob. The concept of using channel properties to establish a shared key was originally
proposed for wireless communication systems, using radio waves over free-space [31, 32]. RCC offers
a fiber-based analog to this wireless key distribution method. Furthermore, projection operators reduce
the degrees of freedom (DOFs) at the receiver, allowing Alice and Bob to make one-dimensional
measurements, while an eavesdropper, Eve, will have to measure M DOFs, where M is the number of
dimensions supported by the channel. It is assumed that Alice and Bob’s transceivers, shown by dashed
red boxes in Fig. 1, are in secure areas that are inaccessible to Eve.
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Fig. 1. (a) Schematic of RCC. Single degree-of-freedom (DOF) light is produced at the transmitters (TX) and projected onto the
M DOFs of the multidimensional channel (H) using projection operators P, and P, . Within the channel, the light is scrambled

among the M DOFs,and at the receivers (RX), M DOF light is projected onto a single DOF. The reciprocal paths produce
correlated intensities, which can be used to form a shared key. (b) An example of RCC using a multimode fiber (MMF) and
plane-wave inputs having wavevectors k, and k, .

A concrete example of RCC is shown in Fig. 1(b) [28-30]. In the forward direction, Alice sends one-
dimensional light (plane wave in the direction k,) which is projected onto the M DOFs of the multimode
fiber (MMF). This produces a speckle pattern S, at the fiber facet on Bob’s end. In the reverse direction,
Bob sends a plane wave in the direction k, and a speckle pattern S, forms at the fiber facet on Alice’s
end. Both speckle patterns, S, and S,, are a superposition of many plane waves with different wave

vectors. In general, the two speckle patterns will be completely different because the input plane wave
at each end will excite different modal content in the MMF [33]. Even if the same input plane wave is



used at each end, since MMF is a coupled multipath channel and the order of coupling is not
commutable, the speckle patterns will be different [28-30, 34, 35]. Alice and Bob should also require that
the signal is sufficiently spread over many DOFs within their secure areas, through mode mixing, so that
the outgoing light excites all modes and any mode measured by Eve will have no correlation to the light
sent by Alice and Bob [28]. At each receiver, the multidimensional signal is then projected into a plane
wave in the —k, or —k, direction at Alice or Bob, respectively, and its intensity is measured.

Even though the speckle patterns at the two ends of the fiber are different, there is a correlation
between them because they are produced by transmission through the same reciprocal medium
(although in opposite directions). As a condition of reciprocity, the intensity transmission properties for
the opposite-direction paths must be the same [36]. The correlated intensity received at Alice and Bob
is used to establish a shared key. A novel property of RCC worth noting is that neither Alice nor Bob
generates the key, instead, it is created in a distributed fashion during transmission through the shared
channel. Additionally, Alice and Bob do not need any knowledge of the projection operator used by the
other user; Alice (and Bob) just need to use the same projection operator for their own transmission and
reception.

The identical transmission characteristics of the two reciprocal paths between Alice and Bob in RCC

can be expressed mathematically as follows. From Fig. 1(a), the electric field transmittance for forward
and backward propagation are
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where H isthe M xM unitary transfer matrix of the MMF, P, and P, are the M x1 vectors describing

the M <> 1 projection operators at Alice and Bob, and 7 denotes transpose [34]. Since transmittance
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This illustrates that the link is reciprocal, and the transmittance of forward and backward propagation
are equivalent, therefore the intensity received by Alice and Bob will be correlated.

The transfer matrix H of a MMF is, in general, randomly time-varying as its environment changes
[28]. As a result, the random, time-varying, but identical transmittance

tA%B(t):PATHT(Z)PB :tBeA(t) (4)

can serve as a common key between Alice and Bob. To obtain the key, Alice and Bob use direct
detection to measure the time-dependent intensity at their receivers. The received intensities are related

. 2
to the transmittance through 1., ;) =1t,4| 1,5, Where I, ,,

Bob, respectively. This was demonstrated experimentally in [28-30].

However, when key generation and distribution relies on changing the characteristics of the MMF, the
key rate (BW) scales inversely with transmission distance (L). Since for Alice and Bob to obtain the

same key, the transmittance of the fiber should not change during a bit’s fiber transit time to ensure that
the same distributed mode coupling is experienced by light traveling in opposite directions [23, 28].
Therefore, the key rate cannot exceed the inverse of the fiber transit time, and the key rate-distance
product is limited to

is the transmitted intensity from Alice and

(BWxL) = £ %200 kbps - km (5)
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where ¢ is the speed of and » is the index of refraction, which is many orders of magnitude below the
bit rate-distance product of telecommunication systems [27]. Previous experimental demonstrations of
RCC that used fluctuations in MMF transmittance only achieved a key rate-distance product of 20
bps-km [28-30].

The key rate-distance product of RCC can be dramatically enhanced if the transmittance of the shared
path is changed locally by varying DOFs within one of the projection operators, through the addition of
a fast modulator. The transmittance with a time-varying projection operator is
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where 7 is a delay due to the difference in propagation distance between the modulator and the
receivers and ¢ is a small parameter indicating that the transmittance of the fiber still fluctuates, but at
a much slower rate than the projection operator, and therefore can be treated as constant within a bit
interval [37]. Similar to the previous method, key generation is still derived from the transmittance of the
entire shared channel. However, high-speed RCC based on modulating the projection operator
decouples the key rate and transmission distance since high-speed fluctuations occur locally, rather
than distributed over the entire fiber. The channel must still remain static during a bit’s transit. However,
since the projection operator is short relative to the MMF, the transit time through the projection operation
is much smaller, allowing for a higher key rate that is independent of the total link length. This enables
RCC to achieve much higher modulation rates, limited only by the bandwidth available in bidirectional
modulators.

Adding modulators at both ends of the fiber, rather than one, will lead to uncorrelated transmittance.
For a channel with modulators at both ends, the transmittances for forward and backward propagation
would be ¢, ,(1)=P) ()H (51)P,(t+7) and ¢, ,(t)=P, ()H  (5t)P,(t+7), respectively. The time
arguments of the projection operators are different for the two paths. Thus, light travelling in the two
directions will experience different modulations at the projection operators and the transmittances will
no longer be correlated.

To prevent Eve from obtaining the key from total intensity measurements on the shared channel in
the case of intensity modulation, the legitimate user with the added modulator can add an additional
time-varying channel that maintains constant total transmitted intensity from the projection operator, by
applying the reciprocal of the summation of the modulation applied to the other channels.
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Fig. 2. Schematic of the full-field beamsplitter attack. Eve intercepts and diverts a portion of the field being transmitted from Alice
to Bob (E,, =H,P,e,) and from Bob to Alice (E,, = H] P,e,;), where ¢, and e, are the input fields at Alice and Bob, and

H, (H,) is the channel transfer matrix between Alice and Eve (Eve and Bob). From these measurements, Eve can extract the
key.

It was previously shown that it might be possible for Eve to extract the key using the full-field
beamsplitter attack in RCC [28,30]. Using the full-field beamsplitter attack, as shown in Fig. 2, Eve can
measure the M-dimensional field from Alice, E,, = H,P,e,, and from Bob, E,, = H] P,e,, at Eve’s

location, where H = H,H, and ¢,, and ¢, are the one-dimensional input electric field at Alice and Bob,
respectively. If Eve performs the dot product between E,, and E,,, she obtains

E;BEEA :[PBTHPA:IeiAeiB (7)
which is proportional to ¢, ,, and ¢, ,, allowing Eve to extract the key.

However, Eve’s required measurements to obtain the key are substantially more complex than Alice
and Bob’s, thereby establishing technological security. First, using classical measurements, Eve must
coherently detect the M-dimensional fields and then multiply the fields, E,, and E,, . This requires Eve
to perform 2M coherent measurements. For MMF, M is typically on the order of hundreds. By contrast,
Alice and Bob perform a single intensity measurement. Second, Eve must obtain the full-field E,, and
E,, from the MMF core. This is considerably more difficult than for single-mode fiber (SMF), and

practically requires the use of a MMF coupler or bulk beam-splitter [28]. Both methods force the
eavesdropper to add an additional splice or break to the link, which will temporarily shut down traffic and



produce a reflection point that can be detected by the legitimate users using standard optical time
domain reflectometry [28]. Additionally, the system should be precisely characterized prior to and after
deployment as changes in the system’s loss or delay could be the result of devices added by the
eavesdropper. This disparity in measurement complexity forms the basis of RCC’s technological
security, which is similar to the security currently offered by digital encryption methods but implemented
at the physical layer.

Furthermore, [28] claims that RCC can be made information-theoretically secure under the full-field
beamsplitter attack and classical coherent detection for link loss less than 12 dB, due to signal-to-noise
degradation as a result of the increased number of measurements and additional signal processing
required for the eavesdropper [28, 38]. A more detailed discussion of the information-theoretic security
proof for RCC, as well as the security of RCC against both active and passive attacks, can be found in
[28].

3. Experimental setup and results

The experimental set-up, shown in Fig. 3, utilized a 12-kilometer commercial MMF (OM4) as the random
multidimensional channel. For our proof-of-concept high-speed RCC experiment, a laser operating at
A=1550 nm with a linewidth of 100 kHz was split into two by a polarizing beamsplitter (PBS) and injected
into the two ends of the link. For practical deployment, independent, frequency-locked lasers should be
used at Alice and Bob [28]. There are a range of remote laser frequency-locking techniques that Alice
and Bob can implement, including injection locking, locking to external references, and direct
measurements [39-41]. Optical circulators (OC) were used to separate the outgoing and incoming light
at the transceivers. For the projection operators, Alice used a 6 LP mode photonic lantern (PL) and a
PBS, while Bob’s projection operator was composed of a PL, (an) electro-optic modulator(s), and a PBS
[42]. While the conceptual demonstration presented in Fig. 1(b) used the wave-vector basis set for its
projection operators, Alice and Bob may use any basis set. For this demonstration, the LP spatial mode
basis set was used. Pre-amplified receivers were used by the legitimate users to measure the received
intensity.

Experimental demonstrations using both amplitude and phase modulation were performed, as shown
in Fig. 3 (i) and (ii), respectively. Since the modulated light should be spread over all DOFs, via coherent
mixing (represented by a complex unitary matrix) prior to entering the unprotected channel, either
intensity or phase modulation will, in general, be coupled to both the amplitude and phase of all the
DOFs. Therefore, to recover the key, Eve must measure both quadratures for all DOFs, whereas Alice
and Bob make single quadrature measurements on a single DOF.
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Fig. 3. RCC experimental setup using (i) intensity and (ii) phase modulation to vary the projection operator at Bob; TL: tunable
laser, OA: optical amplifier, OC: optical circulator, PC: polarization controller, PBS: polarizing beamsplitter, PL: photonic lantern,
IM: intensity modulator, PM: phase modulator, RX: receiver.

By adding a modulator to the projection operator at Bob’s end, the transmission characteristics of the
reciprocal path becomes time-varying at high speeds, thus generating and distributing a key. For this
proof-of-concept experiment, the Mersenne-Twister algorithm was used to generate the pseudo-random
number sequences that were applied to the modulators [43]. The Mersenne-Twister algorithm has been
shown to have good statistical randomness and passes the Diehard and NIST SP800-22 test suites [43-
45]. For practical deployment, a cryptographically secure pseudo-random or random number generator
should be used to generate the signal applied to the modulators, as is required in QKD [46-48]. Since
the light modulated at the projection operator must travel through the fiber to reach Alice’s end, there is
a delay between the signal received by Alice and Bob, and temporal alignment of their signals is needed.



To determine the time delay, a cross-correlation between the signal received by Alice and Bob was
performed. Calibration of this correction only needs to be performed once and this temporal alignment
was applied in the digital domain to the results presented in Fig. 4. Differential detection was used during
post-processing to minimize the effect of laser phase noise, which was slow-varying compared to the
key rate.

Fig. 4(a) presents a portion of the matched analog sequence received by Alice and Bob at a raw
modulation rate of 100 Mbps with a correlation coefficient of 0.97. The binary decision threshold was
chosen as the mid-point and data points with amplitudes less than 10% of the maximum above and
below the threshold (i.e. between the two dotted lines in Fig. 4(a) and within the dashed box in Figs.
4(c,d)) were excluded. After removing data points near the threshold and down sampling, 63 000 and
323 000 bits were detected for phase and intensity modulation, respectively. A portion of the digital
signal is shown in Fig. 4(b). A net key rate-distance product of 63.4 Mbps and 64.7 Mbps X 12 km with
no errors were achieved using phase and intensity modulation, respectively. For the RCC system
described here where binary decoding was performed at the receiver, the upper limit on the key rate-
distance product of the system was correlated to the bandwidth-distance product of the MMF. It is
possible to employ multi-level and/or quadrature decoding, for example pulse-amplitude modulation
(PAM) or quadrature-amplitude modulation (QAM), to increase key bits per symbol and thus the key-
rate-distance product. In that case, the BER will be determined by the signal-to-noise ratio, which will in
turn be limited first by detector noises, and eventually by fiber nonlinearity. For practical deployment,
Alice and Bob can use an authenticated public channel to perform information reconciliation and privacy
amplification protocols to obtain the final key.
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Fig. 4. (a) Well-correlated analog and (b) digital signal, with the corresponding bit sequence, received by Alice (blue) and Bob
(red). (c,d) Intensity measured by Alice and Bob when using (c) intensity and (d) phase modulation, respectively. Data is
distributed close to the solid black line which denotes perfect correlation. Data points near the threshold, within the dashed lines
(a) and box, was removed during processing.

4. Discussion and Conclusions

We proposed and demonstrated a simple high-speed RCC that offers a much higher key rate-distance
product than our initial demonstration while preserving its security properties [28]. A key rate of 64.7
Mbps over 12 km of MMF with no errors was achieved, corresponding to a seven orders of magnitude
improvement in the key rate-distance product. For the RCC system described here where binary
decoding was performed at the receiver, the upper limit on the key rate-distance product of the system
was correlated to the fiber modal bandwidth-distance product [49]. Further improvements in the key-rate
distance product can be made using techniques from traditional optical communications, such advanced



modulation formats and wavelength-division multiplexing [28]. Our demonstration made use of
commercial off-the-shelf components and was fiber-based. These properties make RCC an attractive
and simple key distribution method that can be readily deployed in applications based on few-mode or
MM fiber, such as local area networks (LAN) or space-division multiplexed (SDM) networks [28]. SDM
is one of the most active areas of research in telecommunications [27, 35, 50].

RCC possesses a significant hacking asymmetry due to Alice and Bob having access to one-
dimensional fields, while Eve only has access to M-dimensional fields [28]. This allows Alice and Bob to
perform a single direct measurement, while Eve must employ 2M coherent measurements to
characterize single-input multiple-output systems. Compared to previous fiber-based channel-state CKD
methods which utilized SMF, RCC offers an increase in the DOFs through the use of MMF and thereby
additional hacking asymmetry [24-26, 51] ; an eavesdropper must characterize the M-dimensional
complex field supported by the MMF, where the number of vector modes, M, is typically on the order of
hundreds, compared to a 2-dimensional field in SMF. Measurement complexity and cost scales with the
DOFs. With RCC, SDM networks can not only provide transmission capacity but also potentially key
distribution.
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