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ABSTRACT  
Bluetooth  requires  device  pairing  to  ensure  security  in  data  trans-
mission,  encumbering  a  number  of  ad-hoc,  transactional  interac-
tions  that  require  both  ease-of-use  and  “good  enough”  security:  e.g.,  
sharing  contact  information  or  secure  links  to  people  nearby.  We  
introduce  Bit  Whisperer,  an  ad-hoc  short-range  wireless  communi-
cation  system  that  enables  “walk  up  and  share”  data  transmissions  
with  “good  enough”  security.  Bit  Whisperer  transmits  data  to  prox-
imate  devices  co-located  on  a  solid  surface  through  high  frequency,  
inaudible  acoustic  signals.  The  physical  surface  has  two  benefts:  it  
enhances  acoustic  signal  transmission  by  refecting  sound  waves  as  
they  propagate;  and,  it  makes  the  domain  of  communication  visible,  
helping  users  identify  exactly  with  whom  they  are  sharing  data  
without  prior  pairing.  Through  a  series  of  technical  evaluations,  
we  demonstrate  that  Bit  Whisperer  is  robust  for  common  use-cases  
and  secure  against  likely  threats.  We  also  implement  three  example  
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applications  to  demonstrate  the  utility  of  Whisperer:  1-to-1  local  
contact  sharing,  1-to-N  private  link  sharing  to  open  a  secure  group  
chat,  and  1-to-N  local  device  authentication.  

CCS  CONCEPTS  
•  Security  and  privacy  → Usability  in  security  and  privacy; •  
Human-centered  computing  → Sound-based  input  /  output.  
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1  INTRODUCTION  
When  Alice  wants  to  share  a  secret  with  nearby  friends  in  the  
physical  world,  she  makes  sure  no  one  else  is  around,  leans  in,  and  
whispers.  But  how  might  Alice  share  a  digital  secret  with  nearby  
friends?  
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Figure 1: Bit Whisperer is an ad-hoc short-range wireless digital communication that uses a fat and rigid physical surface as 
a communication domain. This domain allows (a) only devices that are placed on the physical media surface to communicate 
with each other and (b) does not allow devices that are not placed on the surface to communicate. 
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Existing solutions for secure, short-range wireless communica-
tion require device pairing (e.g., Bluetooth) or specialized hardware 
(e.g., NFC), which can be inconvenient for a number of everyday 
sharing tasks that require both ease-of-use and “good enough” se-
curity: e.g., sharing contact information with fellow conference 
attendees, secure link sharing in a cofee-shop meeting, and authen-
ticating into shared devices and resources. In addition, owing to the 
invisibility and abstractness of wireless data transfer protocols like 
Bluetooth, prior work suggests that end-users have trouble know-
ing with whom they are communicating, which, in turn, causes 
usable security challenges in their use [14, 16, 17, 22]. To illustrate 
these challenges, consider a scenario where Alice wants to share 
a link to a private pitch deck with Bob, Carol and David, who she 
met at a professional conference. One option is for everyone to 
share contact information and for Alice to send an email — but the 
process of obtaining this contact information can be cumbersome. 
Another option is to use short-range, wireless data sharing. To do 
so, Alice needs to check if her device is paired with others’ one-
by-one before sharing her secure link. Moreover, even after device 
pairing, there is no easy way for Alice to discern, with confdence, 
who among other nearby conference attendees might potentially 
eavesdrop on the sharing of her link to Bob, Carol and David [3, 11]. 
Indeed, there may be multiple Davids in attendance who have a 
device with the name “David’s phone”; or, perhaps an Eve who 
opportunistically changes her device name to “David’s phone.” 

We introduce Bit Whisperer, a new form of ad-hoc, short-range, 
wireless communication that enables “digital whispering” — wire-
less data transfer that is physically constrained to nearby devices 
co-located on a solid surface (e.g., tables) via low-amplitude, high-
frequency acoustic signals. 

The key insight of Bit Whisperer is that if we can enable “walk-
up-and-share” (e.g., simple and ad-hoc) interactions and limit the 
scope of wireless digital communication to a visible, physical medium, 
we should be able to solve the aforementioned usable security chal-
lenges in existing short-range digital communications by: (i) en-
abling ad-hoc data sharing without device pairing; (ii) improving 
users’ ability to control with whom they are communicating; and, 
(iii) making it difcult for attackers to eavesdrop on short-range 
communications without being obvious (Figure 1). We developed 
Bit Whisperer as an Android application that transmits and receives 
acoustic signals using only hardware on existing smartphones so 
that it is deployable out of the box. 

Note that Bit Whisperer is not meant to be a replacement for 
Bluetooth or NFC — rather, it is a complementary approach that 
facilitates “walk-up-and-share” data transmissions between two or 

more physically proximate devices for lower-stakes sharing sce-
narios that require “good enough” security [21]: i.e., security com-
mensurate with the level of sensitivity associated with anticipated 
use-cases. 

To evaluate Bit Whisperer, we frst conducted a number of em-
pirical stress tests to understand its utility, speed, security, and 
accuracy in a controlled lab environment. Through these empirical 
evaluations, we found that Bit Whisperer has low transmission 
error when the position of a receiver device, relative to a transmit-
ter device, more closely aligns with how legitimate users might 
position their devices—i.e., on the same table, with relatively low 
angular and vertical displacement and up to 1000mm of horizontal 
displacement. In contrast, when the relative position of a receiver 
device more closely emulates a possible adversary—i.e., of the table, 
with higher angular and horizontal displacement—Bit Whisperer 
has signifcantly higher transmission error. We show how this re-
sult, when used in conjunction with Reed-Solomon error correction 
codes, can be used for practically secure digital whispering between 
commodity devices closely co-located on the same physical surface. 

We implemented three example applications on top of Bit Whis-
perer to demonstrate its practical utility: (i) a contact sharing ap-
plication between two users; (ii) a secret group chat link sharing 
application among a group of two or more users; and, (iii) a fed-
erated authentication application where an authenticated device 
unlocks others on the same surface. 

Concretely, in this paper, we ofer the following research contri-
butions: 

• We designed and implemented Bit Whisperer, an ad-hoc, se-
cure short-distance wireless communication system. It uses 
low-amplitude, high-frequency acoustic signals to enable 
digital “whispering” between devices co-located on a solid, 
fat surface. 

• We systematically evaluated the Bit Whisperer communica-
tion protocol to assess its accuracy, robustness and security. 

• We implemented three exemplar applications to demonstrate 
practical use-cases for Bit Whisperer. 

2 BACKGROUND AND RELATED WORK 
2.1 Usable Security Challenges of Wireless 

Communication Protocols 
Existing short-range wireless communication technologies pose 
both usability and security challenges for end-users. Indeed, Chong 
et al. found that if a user needs to go through complex and trouble-
some steps to establish communication between devices, they might 
lose interest and give up [3]. Moreover, owing to the invisibility and 
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abstraction of a wireless data “connection” between paired devices, 
users have trouble noticing when their data transfer is interrupted 
by, interfered with, or intercepted by a third party [ibid]. Consider, 
for example, that while QR codes allow for quick, unpaired commu-
nication between many devices, the domain of communication is 
unclear: indeed, prior work suggests that QR codes can be covertly 
scanned from several meters away with a commodity smartphone 
device’s camera [1]. 

We hypothesize that by implementing pairless wireless commu-
nication for which the domain of communication is clearly visible 
— e.g., constrained to devices co-located on a table surface — we can 
address both the usability and security challenges outlined above. 

2.2 Data transmission Using Sound or 
Vibration Propagation via Physical Contact 

A variety of data transmission techniques that utilize direct physical 
contact for acoustic and vibration signals to propagate have been 
proposed in various felds including Human-Computer Interaction. 
Researchers have studied physical-vibration-based data communi-
cation that utilizes direct contact between communication devices 
[10, 12, 19, 20, 29], and that utilizes direct contact between devices 
along with a physical media channel [7]. In addition, prior work 
has also explored the use of acoustic signal propagation for trans-
mitting data through human body, though this approach requires 
specialized hardware [31, 32]. 

Our work focuses on acoustic signal propagation on a physical 
medium between commodity smartphone devices that requires 
no specialized hardware. Specifcally, our approach leverages the 
property that a receiver device receives acoustic signals diferently 
depending on whether or not it is in direct contact with the same 
physical medium as the transmitting device, which negates the need 
for direct contact between the communication devices themselves. 

2.3 Acoustic-or-Vibration-based Usable 
Security System 

Acoustic and vibration signal forms have been explored, in prior 
work, to create usable and secure authentication, communication, 
and counter surveillance systems. For example, researchers have 
proposed novel approaches that utilize acoustic signals to demon-
strate two-factor authentication systems by measuring proximity 
between two devices [5] and by matching ambient sound received 
from two devices [9]. Das et al. introduce a novel method of local 
authentication via shared secret knocks on a user’s smart device 
[4]. Beat-PIN applies a similar rhythm analysis technique to im-
plement an authentication system [6]. SilentKey proposes an au-
thentication system that reads mouth motions by analyzing the 
refected ultrasonic signals generated by a commodity smartphone 
[24]. Dhwani demonstrates secure acoustic-based communication 
by leveraging microphone jamming techniques to thwart eavesdrop-
ping attacks [15]. And, Li et al. introduce an acoustic-based data 
encoding method by using computationally structured physical 
acoustic flters [13] 

Building on this prior work, we implement and evaluate a novel 
acoustics-based communication protocol designed to enable secure, 
walk-up-and-share communications between proximate devices 
co-located on the same physical surface. 

3 THREAT MODEL 
Concretely, our threat model is an adversary who uses a commodity 
microphone and is at least 1000mm away from the transmitter. 
The adversary will also have access to the source code used for 
transmission, encoding and decoding. The goal of this adversary is 
to breach the confdentiality of data in transit between other parties, 
by either invisibly “snifng” the transmitted acoustic signals or by 
pretending to be the intended audience for transmission through 
technical means (i.e., not via social engineering). 

In justifying this threat model, it is worth considering the antici-
pated use-cases for Bit Whisperer. We envision Bit Whisperer being 
used for the ad-hoc transmission of small chunks of low-sensitivity 
private data — data that users would prefer to keep out of the public 
domain, but that would not constitute signifcant harm if snifed or 
altered by sophisticated adversaries. Examples of such data might 
include encrypted contact information, one-time authentication 
keys, invitation links, and URLs to internal work memos. Note that 
users can choose for themselves what is and is not worth the risk 
based on their context—leaking one’s contact information might 
be more precarious in some contexts than others. In general, we 
expect users to use Bit Whisperer in semi-public social settings (e.g., 
cofee shops, conferences, ofce buildings). Generally, then, we as-
sume an adversary whose level of sophistication is commensurate 
with the “value” of the pay-of of the data they are attempting to 
compromise. We impose the 1000mm (just over 3 feet) minimum 
distance requirement because if an adversary is any closer, they 
will be physically obvious. 

4 PRINCIPLE OF OPERATION 
In short, we use high-frequency, low amplitude sounds to “whis-
per” data between unpaired commodity devices across a fat, solid 
surface. In the subsections to follow, we will discuss and justify our 
key design considerations. 

4.1 Tethering Digital Whispers to Solid 
Surfaces with Commodity Devices 

Repurposing everyday surfaces (e.g., tables, walls) as media for 
data transmission can ofer two additional benefts. First, tables, 
walls, and other fat, solid surfaces are often present in the sort of 
social environments where we envision such short-range wireless 
communications to be useful: e.g., at cofee shops, restaurants, con-
ferences, and ofce spaces. Second, by tethering a digital whisper to 
the proximity of a physical table, the boundaries of communication 
can be seen: devices on the table are privy to whispers; devices of 
the table are not. 

Additionally, we used only commodity hardware and software 
for implementation to ensure that Bit Whisperer can work “out of 
the box” with existing Android smartphones. 

4.2 Surface-restricted Acoustics 
We found evidence that two physical properties of sound may be 
applied to design Bit Whisperer [2, 26]: (i) sound attenuates over 
long distances, meaning that devices that are closer are more likely 
to hear whispers; (ii) sound is refected from rigid physical surfaces. 
Accordingly, we hypothesized that a digital whisper transmitted 



             

                     
                      

                      
 

             
            

            
        

         
         

         
           
           

          
          

        
         

             
          
            

           
      

          
             

            
          

            
            

           
            

          
         

        
          
           

          
         

          
          

   

  
           

         
           

          

         
               

         

      
        

         
          

        
          
        

         
         

           
          

        
         
        

        
          

         
        

         
         

             
   

      
          

       
        
           

        
            

          
          

       
          

      

     
  

        
          

          
          

        
          

        

Figure 2: Bit Whisperer leverages the sound refection. (a1) the receiver that are co-located on the fat wood surface with the 
transmitter can receive twice as much acoustic pressure as (a2) the receiver that are not. (b) We plot the power spectral density 
of the received signals of on-table and of-table setups with Google Pixel 4 for the receiver and Samsung Galaxy S8 for the 
transmitter. 

UIST ’21, October 10–14, 2021, Virtual Event, USA Do and Singh, et al. 

on a solid table would be more clear and audible for devices that 
are physically on the same table than for devices that are not. 

In order to verify this hypothesis, we ran a simulation on the 
COMSOL Multiphysics software simulation tool [8] evaluating how 
sound propagation difers above a wood table (material density 
of 532��/�3) versus open air (1.225��/�3). We simulated two sit-
uations with a fxed distance between receiver and transmitter 
(1000mm): (i) a transmitter device and a receiver device that are 
co-located on a fat wood surface (on-table setup); (ii) a transmitter 
and a receiver device that are placed on separate, air-gapped sur-
faces (of-table setup). In both situations, we had the transmitter 
generate 18k-20kHz (100Hz interval) acoustic signals and we mea-
sured the acoustic pressure—acoustic signal in time domain (��)— 
that the receiver received. As shown in Figure 2 (a), we found that 
the on-table receiver received twice as much acoustic pressure as 
the air-gapped receiver — partially due to the fact that sound is 
refected back when it travels above the wood surface instead of 
being dispersed into the air. 1 

We next empirically verifed the simulated tests. We used a trans-
mitter device (Galaxy S8) to play white noise for 10 seconds and a 
receiver device (Google Pixel 4) to record the noise. We placed the 
devices 1000mm apart from each device in two diferent conditions: 
(i) each device is placed on diferent, air-gapped tables at the same 
height (See Figure 3(a)); (ii) both devices are co-located on the same 
wood surface table (See Figure 3(b)). As the power spectral density 
(��2/��) of two conditions shows in Figure 2 (b), we found that 
the on-table receiver receives a signal around 7-9dB/Hz higher than 
the of-table receiver over the 18kHz - 22kHz range. 2 

In short, controlling for distance, surface-restricted acoustics are 
more robust than acoustics propagated in the open air. This difer-
ence is the key design principle that allows BitWhisperer to work: 
as we will show, using this diference along with Reed-Solomon 
error correction and encryption, we can design a communication 
protocol that requires no device pairing, but works robustly for 
proximate devices co-located on a fat, solid surface and securely 
against air-gapped adversaries. 

5 IMPLEMENTATION 
First, we tested all the 100Hz-wide frequency channels in the 18kHz 
- 20kHz range to examine which frequency channels would be us-
able — i.e., robust for acoustic data transmission over fat surfaces. 
Then, we ran characterization tests across a range of parameters 

1We provide the simulation results in our supplementary materials. 
2We ran the white noise tests with the diferent volume levels of white noise. We 
provide their frequency response results in our supplementary materials. 

(e.g., horizontal displacement, angular displacement, vertical dis-
placement between transmitter and receiver devices, three diferent 
receiver device models, three types of table surface material, lev-
els of environmental noise) to understand how variations in each 
parameter might afect acoustic data transmission. Through these 
tests, we learned there are three characteristics that play important 
roles in surface-restricted acoustic data transmission: (i) distance 
between a transmitter and a receiver; (ii) angular displacement be-
tween the transmitter’s speaker and a receiver’s microphone; and 
(iii) whether or not the transmitter and the receiver are co-located 
on the same rigid surface. Finally, we applied the Reed-Solomon 
Error Correction [18] algorithm with an empirically established 
error threshold to encode acoustic data transmissions so that legiti-
mate receivers can receive lossless communication while inhibiting 
adversarial receivers from receiving meaningful data. This fnal 
step allowed us to leverage the signal strength diferences between 
likely legitimate receivers (i.e., on-table, within 1000mm and with 
low angular displacement) and adversarial receivers (i.e., of-table, 
farther away, and with higher angular displacement) to construct 
a robust and secure form of short-range, wireless data transmis-
sion with no need for prior device pairing: i.e., “walk up and share 
without a care.” 

5.1 Acoustic Signal Frequency Range Selection 
In selecting an acoustic frequency range for data transmission, we 
were primarily interested in three properties: deployability, robust-
ness, and unobtrusiveness. For deployability, we drew inspiration 
from Han et al.’s prior work which found that acoustic signals 
between 18kHz and 20kHz are minimally afected by environmen-
tal noise, and can be generated by commodity devices [5, 33]. For 
robustness, as we found from our preliminary white noise tests, 
fat surfaces can increase acoustic signal strength above the 18kHz 
range. For unobtrusiveness, frequencies above 18kHz are gener-
ally inaudible or minimally perceptible [25] by humans. Thus, the 
18k–20kHz range satisfed all three properties. 

5.2 Data Communication via Frequency-shift 
keying (FSK) 

Data communication channel. With an acoustic range selected, 
our next step was to implement a communication protocol through 
which a pair of devices can communicate. We drew inspiration 
from prior work, adopting the basic system structure employed in 
Proximity-Proof [5]. Similar to Proximity-Proof, we evaluated 20 
frequency channels from 18kHz to 19.9kHz with 100 Hz intervals 
between adjacent frequency channels. The 100Hz interval was 



                   

                     
                    

                    
                       

                
   

          
         
            
            

      
         

           
          

         
          

         
     

          
          

            
          

         
            

           
          

          
             

            
        

           
          
          

              
          

         
           

          
        

     
     

        
            

        
          

        

          
         
          

         
               
          

          
          

              
        

           
        

         
         

        
           

            
             
        

            
            

            
          
           

          
          
             

          
          

     
         
          

             
          

           
          

         
            

          
             

Figure 3: Experiment apparatus for on-table and of-table tests: (a1) a transmitter and a receiver device are placed on the same 
physical table surface; (a2) We measured the power spectral density of the signal received by a receiver with two parameters: 
horizontal displacement between two devices and angular displacement between a Tx device and a Rx device; (b1) a Tx device 
and a Rx device are placed on diferent physical table surfaces on the edge; (b2) We examined the power spectral density of the 
signal received by a receiver with three parameters : horizontal displacement, angular displacement, and vertical displacement 
between two devices. 
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determined empirically from preliminary tests: it was the interval at 
which cross-talk between adjacent channels was minimal. Then, we 
chose the eight channels that would be best suited for Bit Whisperer, 
which will be discussed in the following section. We call these 8 
frequency channels the “data transmission channels”. 

Inspired by prior work [30, 31], we also employed frequency-
shift keying to transfer binary data: i.e., we assigned another shifted 
frequency to each frequency channel. The shifted frequency is 50Hz 
higher than each frequency channel. If the shifted frequency’s 
amplitude is over or below the amplitude of its corresponding 
original frequency, the system decodes the information as binary 
bit 1 or 0, respectively. 

Clock signal channel. The clock signal channel is a dedicated 
frequency channel to indicate the beginning and the end of trans-
mission for each data packet. We chose the frequency of the clock 
signal channel to be 17.5kHz. This frequency ensures a sufciently 
large gap between the clock channel and data transmission chan-
nels so that the clock signals do not interfere with data transmission 
signals. The FSK was also used for the clock signal channel. 

Flag signal channel. The fag signal indicates the start and 
end of transmission by utilizing on-of keying. If the amplitude 
of the fag channel is over or below a certain threshold value, the 
system decodes the information as binary bit 1 or 0, respectively. We 
dynamically determine the threshold value through a calibration 
step. In the calibration step, the receiver will record the ambient 
sound for 5 transmission cycles (around 0.4 seconds) right after 
being opened and taking the average of the recorded amplitudes 
for the fag signal. The threshold for the fag signal is the sum of 
the average ambient amplitude and a manually set parameter. We 
picked 17kHz as the frequency for the fag signal. 

Once a receiver starts to receive signals from the transmitter, it 
runs a Fast Fourier Transformation (FFT) to analyze the amplitude 
of each frequency carrier component of the signal. 

5.3 Robust, Secure communication with 
Forward Error Correction and Encryption 

Any lossy communication channel must account for transmission 
error, and must do so in a manner that allows legitimate receivers 
to accurately recover lossy messages while preventing adversarial 
receivers from doing the same. We accomplish this with a combi-
nation of Forward Error Correction (FEC) and encryption. 

FEC encompasses a suite of techniques in which “error correcting 
codes” are appended to transmitted messages that allow receiving 
devices to reconstruct missing or erroneous bits of a transmitted 
message. These error correcting codes are usually “parity symbols” 
(or bits), a specifc set of bits calculated on the basis of the rest of 
the message that are transmitted alongside the message. They work 
such that in combination with a certain number of un-corrupted 
bits they can serve as sufcient error correcting information to 
reconstruct the rest of the erroneous data on the Rx side of a noisy 
communication medium. FEC is widely used in communication pro-
tocols such as the Universal Datagram Protocol (UDP) and in video 
broadcast transmissions where re-transmission of the data and re-
ceipt acknowledgment is not possible or create large overheads 
[28]. In particular, we implemented the Reed-Solomon FEC scheme 
to develop practically secure communication with Bit Whisperer 
[18, 23]. One key beneft of the Reed-Solomon algorithm is that 
there is a tunable error “clif” below which a message is recoverable, 
and above which it is not. We set this “clif” empirically based on 
our tests (as described in the next section). 

An astute reader may note that it is not necessary for an adver-
sary device to detect and correct all errors: even if the intercepted 
message is 70% accurate (e.g, Jxxn Dxe instead of John Doe), that 
may be good enough for many adversarial purposes. We address 
this by frst transmitting a 128-bit AES encryption key [27] and 
encrypting future correspondences with that key. This way, if the 
adversary receives even one erroneous bit of the ciphertext (the 
encrypted raw data), they will not be able to recover any of the 
plaintext (the decrypted raw data). For stronger security, users may 
use a larger AES key (at the expense of speed). 

5.4 Receiver and Transmitter Setup 
We developed two separate Android apps for receiver and transmit-
ter devices. We installed these apps on four Android smartphone 
devices (S8, S10, Pixel 4, and V35): S8 as the transmitter, and the 
others as receivers. We only used one transmitter because we ex-
pect data transmission to be broadly the same, which could be 
possible by tuning amplitudes for each sound frequency even if 
devices have variable speakers. We set the transmitter’s volume 
to 40 percent of the device’s maximum volume, a value that we 
empirically determined was best for data transmission. We set the 
audio sampling rate as 48000Hz and used a bufer size of 4096. We 
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confgured the transmitter to transmit, and the receiver to receive, 
a block of data every 150ms (the fastest rate that we empirically 
found shows the robust communication quality). The transmitter 
system converts the data into arrays of 20 bits. After the conver-
sion, the system assigns the bits to 20 data transmission channels. 
For each bitstream transmission, the transmitter acoustically trans-
mits the bitstream for 150ms. Then, once the receiver receives the 
signals, it analyzes frequency response via FFT and checks which 
bit is received by each channel. Then, it reconstructs an array of 
subsequent collections of 20 bits accordingly. 

6 SYSTEM EVALUATION 
Ultimately, we show that Bit Whisperer can be used to transmit 
wireless messages to unpaired devices that are within 500mm of 
one another and co-located on the same fat, solid surface with 
an accuracy between 80%-98% (depending on the receiver device). 
For devices within 1000mm, we observed an accuracy between 
75%-89%. Conversely, we show that the success rate for the air-
gapped adversaries we tested was between 8% and 10%. Moreover, 
the adversary we tested represented a “best-case” upper bound: 
exactly 1000mm away, at the exact height of the transmitter, and 
only 60 degrees displaced from the transmitter’s microphone. In 
practice, it would be hard for any adversary to be able to replicate 
these conditions without being obvious. In the text to follow, we 
describe a progression of tests we followed to achieve these results. 

In evaluating Bit Whisperer, we focused on answering two high-
level questions: (i) How robust and accurate is data transmission 
under Bit Whisperer for legitimate use cases? (ii) How secure is Bit 
Whisperer against nearby eavesdroppers? 

To answer these questions, we conducted a series of robustness 
and threat evaluations in a controlled lab environment. Specifcally, 
we conducted 4-stage evaluations where we expected to fnd high 
disparity in transmission accuracy between legitimate receivers (on 
table) and adversarial receivers (of table). First, we evaluated bit 
error rate (BER)—the number of bits accurately transferred from 
transmitter to receiver—to fnd the eight data-transmission fre-
quency channels that show the highest disparity between on and 
of table setups. We present BER values for each of the twenty data-
transmission frequency channels we assessed. Second, we evaluated 
character error rate (CER), the number of 8-bit ASCII characters 
accurately transferred from transmitter to receiver. To assess CER, 
we used the eight frequency channels that ofered the highest BER 
disparity between legitimate and adversarial receivers. We view 
CER as a more functional unit of measure, as even low BERs can 
accumulate into signifcant cumulative losses over larger data trans-
missions. Third, in a more functional test that more closely emulates 
real-world use, we tested the relative rate of success for transmit-
ting a 128-bit AES encryption key, encoded with Reed-Solomon 
error correction, for both adversarial and legitimate receivers 

In a controlled lab environment, we tested the accuracy of data 
transmission between a transmitter and receiver device across six 
parameters: (1) one transmitter model and three receiver models (le-
gitimate users and adversaries may have diferent receiver models), 
(2) on table (legitimate users)—wood, plastic, and glass surfaces— 
vs. of table (adversaries); (3) horizontal displacement (legitimate 
users should be close, adversaries should be farther); (4) angular 
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displacement (legitimate users should be more head-on, adversaries 
of-center); (5) vertical displacement (legitimate users should be on 
the same vertical plane, adversaries may be lower or higher); and 
(6) noise levels (See Figure 3). 

We ran our tests in a controlled, quiet space (Ambient noise 
sound level: 42.3-43.2dB). We conducted our tests on three fat, rigid 
table surface types– wood, plastic, glass. We removed all items on 
the table surface except for the testing devices. 

6.1 Bit Error Rate Test 
We frst measured bit error rate (BER) — the average number of bits, 
per 100, incorrectly transmitted from transmitter (Tx) to receiver 
(Rx) — to determine which frequency channels were most efective 
for transmitting acoustic signals to proximate, on-table devices 
(legitimate users) but not to distant, of-table devices (adversaries). 

Our goal in testing BER was to select the most promising fre-
quency channels with which to later conduct a more thorough 
character error rate test — i.e., the average number of 8-bit charac-
ters, per 100, incorrectly transmitted from Tx to Rx. Accordingly, 
for our BER evaluation, we focused on the efects of horizontal dis-
placement and whether or not a Rx device was on or of the table. 
High angular and vertical displacement, while important factors to 
evaluate, should represent less favorable conditions for adversaries 
as legitimate users are more likely to have low-to-no angular and 
vertical displacement. Accordingly, we left the evaluation of those 
dimensions to our character error rate tests. 

Test Setup. We ran three test sessions. For each session, we 
varied the relative position of the Rx device to the Tx device along 
a dimension — on-table (Plastic) vs of-table— with the fxed hor-
izontal displacement (1000mm). For this test, we used a Galaxy 
S8 as the Tx device and S10, Pixel 4, and V35 as the Rx devices. 
Thus, in total, we ran 3 ∗ 2 ∗ 3 = 18 distinct BER tests. For each 
one of these tests, the Tx device sent 1000 bits for each channel. 
All data was transmitted at the 40 percent volume level that we 
empirically determined was ideal for data transmission from our 
prior preliminary volume tests. 

As noted in our threat model, we considered horizontal displace-
ments under 1000mm to be “safe” distances that adversaries would 
have trouble broaching without being obvious. In contrast, we 
consider any device more than 1000mm away to be adversarial. 

Results. We show results for each frequency channel in Table 1 
over three Rx devices. We averaged the BER for each channel across 
the Rx devices to take into account frequency channels that are 
suited for various receiver devices. Then, based on the averaged 
BER, we selected the eight frequency channels that showed the 
highest disparity between on-table (legitimate) and of-table (adver-
sarial) receivers to proceed with to our CER test—18kHz, 18.1kHz, 
18.3kHz, 18.4kHz, 18.5kHz, 18.8kHz, 19.2kHz, and 19.7kHz. 

6.2 Character Error Rate Test 
For the character error rate (CER) tests, we transmitted 8-bit sym-
bols from 000000012 to 010111112 corresponding to the 95 non-
control ASCII-characters from the space character to the tilde char-
acter. The 8-bits were transmitted simultaneously through each of 
the eight channels — one per bit — that demonstrated the largest 
BER diference between on-table and of-table tests (see Table 1) 



                   

                      
                   

              

          
              

        
          

            
      

          
          
           
         
            

          
          
          
          

        
            

         
           

            
 

        
           

           
           

        
           

          
            

           
           

            
         

          
          

          
          

             
      

        
        

         
          
            

        
          

            
            

        
         
          

        
        

           
             

           
            

            
         

    

         
             
         

          
           

          
          

   
           

          
           

            
           

Table 1: We measured BER by running three rounds of sending 1000 bits for each channel at 1000mm distance. This table shows 
BER result with two parameters (on-table (plastic) vs. of-table, and three receivers—V35, S10, Pixel 4). We chose 8 frequency 
channels based on the highest disparity of BER between on and of table setups. 
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We defned CER as the number of incorrectly received characters 
between a Tx and Rx device per 100 — i.e., even a single incorrectly 
transmitted bit was coded as a character error. 

We evaluated CER as a function of three positional parameters 
describing the relative position of a receiving device to a Tx device: 
horizontal displacement (500mm, 1000mm), angular displacement 
(0°, 30°, 60°and 90°) and vertical displacement (50mm, 100mm). For 
each of the horizontal and angular displacement tests, we tested 
both on-table vs. of-table variants. For the on-table setup, we tested 
with three diferent types of table surfaces—wood, plastic, and 
glass. We ran three rounds of data collection. For each round, we 
transmitted the aforementioned 95 ASCII characters from Tx to Rx 
device. For our evaluations, the Tx device transmitted each 8-bit 
symbol for 150ms, through 8 distinct channels, with 150ms clock 
signals in-between each transmission. This aforded a bit rate of 
26.7bits/s (8bits/0.3s) for the CER evaluation. Transmission speed 
can be scaled up by using more channels and by reducing the 
transmission interval, but we focused frst on evaluating robustness 
and security against likely threats. We describe the testing setup and 
results for each of these parameters in more detail in the following 
subsections. 

6.2.1 Horizontal Displacement. Test Setup. First, we examined 
how the horizontal displacement between a Tx and a Rx device 
afected CER under “ideal” conditions — i.e., with the devices placed 
on the same table, with no angular displacement, and no vertical 
displacement. We plot the results in Figure 4. 

Results. The result shows that the farther away the Rx, the 
higher the CER. Notably, the efect of horizontal displacement is 
more apparent for of-table Rx than on-table Rx. As shown in Figure 
4, at 1000mm, the average CER for an on-table receiver (<2.5%) 
was generally lower than an of-table receiver (>4.0%). As we will 
discuss in more detail, it is possible to correct for a confgurable 
threshold of data error using Reed-Solomon (RS) error correction. 
These results suggest that by setting the threshold to approximately 
2.5%, legitimate (on-table) users will be able to reconstruct the 
transmitted data, while of-table adversaries will be unable to do 
so. Moreover, adversaries are unlikely to be under 1000mm away 

from a Tx device — if they were, they would be trivially detectable 
by the user transmitting the data. 

6.2.2 Angular Displacement. Test Setup. For the angular displace-
ment test, we tested two horizontal displacement setups—500mm 
and 1000mm—and vertical displacement at 0mm, while varying the 
angle between the Tx device’s speaker and the Rx device’s micro-
phone along four values (0°, 30°, 60°and 90°). We also tested these 
parameters for both on-table—wood, plastic, and glass surfaces— 
and of-table Rx. We plot the results in Figure 5. 

Results. As shown in Figure 5, from 0°to 90°, CER values are 
lower in on-table test than in of-table test in general. While for 
both 500mm and 1000mm horizontal displacement, the average 
CER of 0°and 30°angular displacement on-table setups is below 
2.5%, the average CER for the on-table setup with 1000mm hor-
izontal displacement at 60°and 90°angular displacement is above 
2.5%. In addition, with 1000mm horizontal displacement, generally, 
the average CER of the of-table setup at 60°and 90°(V35, Pixel4 
> 6.0%) is higher than the average CER of the of-table setup at 
0°and 30°(V35, Pixel4 > 4.0%). This result suggests that it should 
be possible to fan out multiple “legitimate” on-table Rx in front of 
a Tx while making it more difcult for an of-table adversary to 
successfully carry out an eavesdropping attack without being in 
front of the Tx. 

6.2.3 Vertical Displacement. Test Setup. Finally, we tested the im-
pact on CER of vertically displacing the Tx and Rx devices by 50mm 
and 100mm. We fxed the horizontal and angular displacements 
at 1000mm and 0°, respectively. This represents a potential case 
where an attacker fnds a table of approximately similar height and 
is otherwise allowed to freely position their device in favorable 
conditions (e.g., with no angular displacement). We plot the results 
in Figure 6. 

Results. We found that while there is little trend between the 
vertical displacement and CER, the average CER values (>4.0%) at 
all levels of vertical displacement are lower than CER of the on-
table Rx (<2.5%). In short, vertically displaced Rx devices that are at 
least 1000mm away are unlikely to be able to reconstruct messages 

https://8bits/0.3s
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Figure  4:  We  measured  CER  with  95  non-control  ASCII-characters  with  diferent  horizontal  displacement  (500mm,  1000mm)  
across  all  the  receivers:  (a)  V35;  (b)  S10;  and  (c)  Pixel4.  

Figure 5: We measured CER with 95 non-control ASCII-characters with various angular displacement between a Tx and a Rx 
(0°, 30°, 60°, 90°) in two conditions: on table and of table. 

Figure  6:  We  measured  CER  with  95  non-control  ASCII-
characters  with  various  vertical  displacements  between  a  Tx  
and  a  Rx  (50mm,  100mm)  in  the  of-table  setup.  

transmitted  through  Bit  Whisperer,  even  at  relatively  low  levels  of  
vertical  displacement  and  head-on.  

6.2.4  Noise  Tests.  To  evaluate  if  Bit  Whisperer  can  be  used  in  
environments  with  ambient  noise,  we  next  evaluated  the  signal-to-
noise  ratio  (SNR)  and  CER  of  acoustically  transmitted  data  in  noisy  
environments.  Due  to  the  ongoing  COVID-19  pandemic,  we  were  
unable  to  conduct  tests  in  uncontrolled  environments  (e.g.,  cofee  
shops,  lobbies  to  public  buildings).  Instead,  we  used  a  white  noise  
generator  in  a  controlled  environment  to  conduct  our  noise  tests.  

Test  Setup.  We  placed  the  Tx  (S8)  and  the  Rx  (S10)  1000mm  
apart  on  the  same  wood  table.  We  placed  another  device  (S8)  2.5  
meters  away  from  the  Rx  and  played  white  noise  at  three  diferent  
volume  levels:  20,  40,  and  60  percent  of  its  maximum  volume  level.  
For  each  volume  level,  we  ran  two  rounds  of  tests.  In  the  frst  round,  
we  recorded  the  sound  from  the  Rx  without  any  data  transmission.  
In  the  second  round,  we  recorded  the  sound  from  the  Rx  with  trans-
mitted  data,  and  evaluated  the  CER.  We  derived  SNR  by  comparing  
the  recorded  sounds  from  the  frst  and  second  rounds.  

Results.  We  found  that  CER  is  not  signifcantly  afected  by  
white  noise  played  at  20%  volume,  but  started  getting  impacted  by  
white  noise  played  at  40  percent  of  the  maximum  volume  of  the  
device  playing  the  white  noise.  Specifcally,  with  the  white  noise  at  
the  20  percent  of  the  maximum  volume,  CER  is  0.011  (std=0.011)  
while  CER  is  0.035  (std=0.012)  with  the  white  noise  at  the  40  per-
cent  of  the  maximum  volume.  Assuming  a  maximum  allowable  
CER  of  0.025,  in  terms  of  signal-to-noise  ratio  for  each  frequency  
channel,  Bit  Whisperer’s  CER  is  usable  as  long  as  SNR  values,  
for  each  channel,  are  higher  than:  18kHz—12.9dB/Hz,  18.1kHz—  
35.8dB/Hz,  18.3kHz—13.4dB/Hz,  18.4kHz—17.5dB/Hz,  18.5kHz—  
26.9dB/Hz,  18.8kHz—13.9dB/Hz,  19.2kHz—11.1dB/Hz.  
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To contextualize these values, we recorded ambient environmen-
tal noise at a local cofee shop and compared the resultant power 
spectral density to that of the 40% volume white noise we used 
in our noise tests. We found that the cofeeshop noise was 1-13 
dB/Hz lower than the 40% volume white noise over the frequency 
channels we use in Bit Whisperer, suggesting that Bit Whisperer 
would function robustly in that cofeeshop (and, likely, most other 
day-to-day environments as well). 3 

6.3 Functional Data Transmission Test 
We found that the CER is lower for confgurations in which the 
relative positioning of the Rx device(s) more closely aligns with 
where a legitimate user would be as opposed to an adversary: i.e., 
on the same table, and with relatively low horizontal and angular 
displacement. Specifcally, as shown in Figure 5, we found the CER 
to be no higher than 2.5% for legitimate use-cases (e.g., on-table, 
up to 1000mm or horizontal displacement and 0–30°of angular 
displacement) and no lower than 3.5% for adversarial use-cases 
(of-table, over 1000mm of horizontal displacement and 60–90°of 
angular displacement). To develop a reliable, secure communication 
protocol using Bit Whisperer, we should be able to tolerate up to 
2–3.5% CER while making the protocol unusable at CER higher than 
3.5%. Accordingly, we set our tunable error “clif” for Reed-Solomon 
Forward Error Correction to be 3.5%. Given this tunable error “clif”, 
our next and fnal test was to assess — in practice — the robustness 
and security of actual data transmitted with Bit Whisperer. 

Test Setup. The goal of this fnal test is to assess the hypothe-
sis that Bit Whisperer can be used for robust, secure and pairless 
short-range wireless communication. We test this hypothesis by 
transmitting a 128-bit AES encryption key, and testing the success 
rate of data transmission for legitimate and adversarial Rx. If le-
gitimate Rx can reliably receive or reconstruct the AES key, but 
adversarial Rx cannot, then all other correspondences between the 
Tx and legitimate Rx can be considered robust and secure. 

As shown in Figure 7, we tested both an on-table (for legitimate 
Rx) and of-table (for adversarial Rx) set-up. For the on-table setup, 
we randomly assigned a legitimate Rx to be in one of 16 positions 
within 1000mm and between 0 and 60 degrees of angular displace-
ment The results of the on-table setup, thus, can be considered the 
average / expected data transmission success rate for Rx anywhere 
in the “legitimate” zone. For the of-table setup, we fxed the Rx 
to the position that we found Bit Whisperer would work best for 
adversaries from our CER tests. Thus, the results of the of-table 
setup represents the “best” chance that an adversary might have to 
intercept data transmitted with Bit Whisperer. Note that this adver-
sary is likely impractical in practice — it represents someone who 
is exactly a meter away, with a Rx device within line-of-sight of the 
Tx, and with the Tx device right at the end of the table on which 
it is placed. Still, it serves as a useful upper-bound for adversarial 
success. 

We ran 100 rounds of data transmission for each setup. For the 
on-table test, we randomly assigned the Rx to one of the sixteen 
positions in the “legitimate” zone. For each test, we transmitted a 
128-bit AES encryption key encoded in Base64 (6-bit data blocks 
with two padded 0 bits for 7th and 8th bit channels). The parity 

3Detailed CER results from the noise test are shared in the supplementary materials. 

symbols derived from the RS scheme are also added to the original 
data stream. We used an allowable error threshold of 2% for the 
Reed-Solomon algorithm, which we set empirically based on our 
CER test results — i.e., two symbols could be corrected corrected 
among the 128-symbol key. Then, we evaluated data transmission 
success rate for each Rx device (V35, S10, Pixel4). 

Results. As shown in Table 2, for the on-table setup, we ob-
served a successful data transmission rate of 0.89, 0.86, and 0.75 
across all 16 positions for the Pixel4, S10 and V35, respectively. For 
positions at or under 500mm in distance, we observed a success-
ful data transmission rate of 0.98, 0.91, and 0.80 for those same 
devices. In contrast, for the best-case adversarial of-table setup, 
we observed a successful attack success rate of 0.08, 0.10, and 0.09, 
again for those same devices. 

To contextualize these results, it is worth reiterating that Bit 
Whisperer is not meant to replace Bluetooth anymore than whis-
pering in the physical world is meant to replace closed-room meet-
ings. However, just as whispering has its uses — for sharing ad-hoc 
secrets with nearby people — the upshot of our results is that Bit 
Whisperer facilitates the ad-hoc, pairless, wireless sharing of data 
like contact information, or secure links to shared documents and 
chatrooms, or one-time-use authentication token between two or 
more physically proximate devices at a level of robustness and 
security that is “good enough” [21]. 

7 APPLICATIONS 
Since Bit Whisperer uses only commodity hardware and software, it 
is deployable out-of-the-box: it can be used by existing devices that 
are programmable and that have a microphone and a speaker. We 
implemented three Android applications exemplifying the practical 
utility of Bit Whisperer. 

7.1 1-to-1 data transfer: Contact Information 
Sharing 

When two people frst meet, they may want to exchange contact 
information. However, they may not want to establish a persistent 
Bluetooth connection between their respective devices, and sys-
tems like AirDrop may be saturated by other conference attendees. 
To facilitate this interaction, we built a contact sharing Android 
application that uses Bit Whisperer. To share contact information, 
two people must place their devices on a table with the microphone 
of the receiver facing the speaker of the transmitter. Then, the 
two devices can alternate between transmitting and receiving their 
owners’ respective contact information (Figure 8(a)). Moreover, the 
two people who exchanged contact information can be assured 
that they are exchanging information with each other and only 
each other; no one else nearby should be able to eavesdrop on the 
exchange nor impersonate one of the two transactors without being 
physically obvious. 

7.2 1-to-N Data Transfer: Decentralized 
End-to-End Encrypted Chat 

Bit Whisperer can also be used to transmit information from one 
device to many others as long as they are on the same physical 
platform and facing each other. This property could prove useful for 
a range of sharing scenarios in which the individual participants do 



             

                   
                     

                  
                     

                     
                      

      

Figure 7: We could amplify the signifcant cumulative losses into a situation that the on-table setup can achieve lossless com-
munication while adversarial Rx in the of table setups could not receive any meaningful data by adopting the FEC scheme to 
encrypted messages. We evaluated data transmission success rate for on-table and of-table setups. (a) For the on-table setup, 
we made the grid with 16 positions selected which replicates an arbitrary Rx placement. (b) For the of-table setup, we only 
tested with the “best” adversary of-table setup which the adversary could have the best chance to snif the data, assuming that 
the device on the other of-table areas is less likely to able to access the data transmission than the “best” adversary position 
determined based on the lowest CER. 

Table  2:  This  table  shows  data  transmission  success  rate  for  three  diferent  setups  across  all  the  Rx  devices  (V35,  S10,  and  
Pixel4):  (1)  16  on-table  positions;  (2)  “best”  adversary  of-table  position.  The  FEC  scheme  allows  Bit  Whisperer  to  achieve  
higher  data  transmission  rate  for  on-table  setups  than  of-table  setups  across  all  the  Rx  devices.  Among  positions  at  500mm  
for  the  on-table  setup,  we  observed  0.98,  0.91,  and  0.80  successful  data  transmission  rate  for  Pixel4,  S10,  and  V35  respectively.  

                      
group  —  e.g.,  sharing  a  secure  link,  or  sharing  public  keys  with  one  
another  to  establish  an  end-to-end  encrypted  (e2ee)  group  chat.  For  
example,  a  group  of  co-located  individuals  might  want  to  initialize  
an  encrypted  group  chat  while  they  are  physically  near  to  continue  
their  conversation  when  they  split  apart  (Figure  8  (b)).  

We  built  an  application  that  allows  a  group  of  devices,  placed  on  
a  table  in  a  circular  confguration  with  microphones  and  speakers  
facing  the  center  of  the  circle,  to  share  encrypted  key  information  
with  one  another  in  order  to  initiate  an  end-to-end  encrypted  group  
chat.  We  use  Bit  Whisperer  to  share  public  keys  from  one  device  to  
many  others  in  order  to  start  a  private  group  chat.  This  facilitates  
secure  and  decentralized  group  chat  communications,  precluding  
the  need  to  use  a  trusted  third  party  service  for  key  distribution  or  
share  contact  information  apriori.  

7.3  1-to-N  Data  Transfer:  Local  Device  
Authentication  

Bit  Whisperer  can  also  facilitate  interaction  between  many  devices  
owned  by  the  same  person,  e.g.,  to  serve  as  an  authentication  hub  
for  all  other  devices  in  a  workstation.  At  present,  Bluetooth  is  some-
times  used  to  simplify  authentication  by  allowing  one  authenticated  
device  to  authenticate  into  another  (e.g.,  Apple  Watches  can  unlock  
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not want to frst share their personal contact information with the MacBooks).  Bit  Whisperer  can  scale  this  interaction  up:  instead  of  
requiring  a  series  of  individual  device  pairings,  a  transmitter  device  
can  broadcast  an  authentication  request  to  all  other  devices  on  the  
same  table.  Doing  so  has  little  security  risk:  as  the  communication  
is  physically  constrained  to  the  desk,  there  is  little  chance  for  an  
eavesdropper  to  snif  this  request  or  for  an  impersonator  to  inter-
cept  the  request  unless  these  attackers  physically  place  malicious  
devices  on  the  user’s  work  desk.  We  implemented  a  local  authen-
tication  hub  application  for  Android  that  unlocks  a  tablet  device  
from  a  commodity  Android  smartphone.  

Consider  the  case  of  Carl  who  operates  a  workstation  with  a  
tablet  device,  a  desktop  computer,  and  several  other  devices.  Carl,  
coming  back  from  lunch,  places  his  phone  on  his  desk.  The  phone,  
using  Bit  Whisperer,  communicates  with  all  of  the  other  devices  
on  the  desk  in  order  to  automatically  unlock  the  devices  as  Carl  
settles  in  (Figure  8  (c)).  

8  DISCUSSION  
We  implemented  and  systemically  evaluated  Bit  Whisperer,  a  sys-
tem  that  enables  digital  whispering  between  nearby  devices  co-
located  on  a  fat,  solid  surface  via  low-amplitude,  high-frequency  
acoustic  signals.  Bit  Whisperer,  as  implemented,  ofers  three  con-
crete  benefts  for  ad-hoc,  short-range  wireless  digital  communica-
tions.  



                   

                   
                     

                  
                       

                         
                      

                     
                   
                 

 

         
          

             
           

          
          

            
           

   
       
           

         
            

            
          

   
        

        
          

          
          

         
          

         
          

           
          

           

     
         

          
          

            
         

           
           

           
          

          
        

            
  

          
            

            

Figure 8: We present three applications of Bit Whisperer: (a) Contact Sharing Application; (a1) when two individuals want to 
share their contacts, they place their smartphones on the same table; (a2) A user presses the ’Share Your Contact’ button to 
send their contact information; (a3) Then, the other receives the contact information; (b) Encrypted Group Chat Link Sharing: 
(b1) if a group of members want to share their private group chat link, a host and group members place their smart devices 
on the same table; (b2) Then, the host sends the link by tapping the ’Share a Private Chat Room’ button; (b3) Once the link is 
sent, the ’Join’ button shows up for the other members to join the chat.; (c) Automated Local Device Authentication: (c1) a user 
places an authenticated smart device on a table where other personal smart devices are placed; (c2) Once a user presses the 
’Authenticate’ button, the authenticated device sends a password signal to other devices; (c3) When the password sent by the 
authenticated device is matched with the stored password in other devices, the authenticated device can authenticate other 
devices. 
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1. Security through Proximity and Line of Sound. Bit Whis-
perer limits the area within which an adversary could potentially 
eavesdrop to within 1000mm (just over 3 feet) and in a shallow arc 
(±30°) around the direction in which sound is transmitted. Thus, it 
is difcult for an adversary with commodity hardware to eavesdrop 
invisibly — any adversary who wants to reliably intercept data 
transmitted by Bit Whisperer will need to be clearly present in the 
immediate vicinity of or be physically situated on the table where 
the communication occurs. 

2. Immediate deployability. As implemented, Bit Whisperer 
uses only commodity hardware and software — in other words, it 
can be used by modern smartphones out-of-the-box. Note, however, 
that while our tests suggest that Bit Whisperer can work with a 
variety of phones and on a variety of table surfaces, some calibration 
will be necessary for each device model given hardware variability 
on Android phones. 

3. Physical Metaphors for Granular Audience Selection. In 
emulating verbal whispering, Bit Whisperer can improve users’ 
understanding of and control over the domain of their digital com-
munications. Taking this idea further, users can take advantage of 
other physical world properties to exert even more granular control 
over the domain of their communications. One simple example 
is placing physical barriers to block or selectively direct ongoing 

communications. One might, for example, unpair two devices or 
interrupt data transmission by placing one’s hand in between the 
devices or restrict communication to only a subset of nearby devices 
by obfuscating line of sound between the transmitter and incorrect 
receivers with a solid object like a book (see Figure 9). 

8.1 Limitations & Future Work 
Improving Bit Whisperer. We observed a 75–98% success rate 
for on-table communication (based on device and distance), and a 
8–10% success rate for the“best” of-table adversary. As we noted 
in our results, this level of robustness and security should be “good 
enough” [21] for most use-cases given the physical security as-
sumed in Bit Whisperer’s use. Still, there is room for improvement. 
One possibility is to increase the number of channels of data trans-
mission — in selecting the eight channels we used for data transmis-
sion, we observed that the accumulated probability of error across 
the eight channels resulted in stronger on-of table diference in 
successful data transmission. Using more than eight data transmis-
sion channels may further widen the gulf between on and of table 
success rates. 

Testing the user experience of Bit Whisperer. In future work, 
it would be helpful to run feld evaluations with a range of partic-
ipants, who own varied devices and who can test the protocol in 



             

                    
                     
                         

                  

          
         

            
             
         

       
      

          
        

         
         

         
            
          

           
         

           
    

  
         

       
         

      
         

            
          

         
           

         
         

         
         

       
         

         
       

  
          
       

             
            

         

           
    

 
           

          
        

        
 

            
           

 
             

         
            
 

              
         

           
   

             
          

             
          
      

          
          

          
        
          

          
        

             
          

         
         

         
 

           
        

            
 

            
         

        
             

           
          

        
         

         
              

            
        

 
             

           
 

Figure 9: Hand action and everyday objects on a physical surface can play various roles for the Bit Whisperer communication: 
(a) a hand can block to stop communication between two devices and open up to restart the communication; (b) Access control 
can be managed by blocking the line of sound with a hand to share data selectively; (c) everyday object like a book can be an 
obtrusive shield to protect the communication between Device A and B from a snifng attempt of Device C. 
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varied environments and use-contexts. Doing so will also allow us 
to answer user experience questions regarding how people might 
use Bit Whisperer in practice, such as: In what contexts and for 
what sorts of data do people fnd Bit Whisperer to be useful? How 
easy is it for users to notice of-table adversaries? 

Protection against stronger threats. While Bit Whisperer 
provides “good enough” security against eavesdropping adver-
saries using devices with commodity hardware, we did not test 
its resilience to eavesdropping against adversaries with specialized 
audio equipment. Bit Whisperer might also be susceptible to avail-
ability attacks (e.g., denial of service attacks) where adversaries 
who want to block ongoing transmissions saturate the environment 
with loud signals at the frequencies used to send data. We consider 
these adversaries out-of-scope, however, as we did not design Bit 
Whisperer to be used to send high-value confdential data. In future 
work, it would be pertinent to consider pre-emptive defensive tac-
tics (e.g., by switching to diferent frequency bands or by informing 
users of the obstruction). 

9 CONCLUSION 
We designed, implemented, and evaluated Bit Whisperer, a secure, 
ad-hoc short-range wireless communication system and protocol 
that transmits data acoustically above solid surfaces. Bit Whisperer 
enables secure “walk-up-and-share” interactions for short-range 
digital communications and limits the scope of wireless digital com-
munication to a visible, physical medium such as a table. Through a 
series of formative evaluations, we found that the fdelity of acous-
tic data transmissions is signifcantly higher for nearby devices 
co-located on the same table than for of-table and far away de-
vices. We then demonstrated how these diferences in transmission 
fdelity between legitimate and adversarial receivers can serve as 
the foundation to build a reliable and secure communication pro-
tocol by applying forward error correction and encryption. We 
implemented three diferent applications to demonstrate practical 
use-cases of Bit Whisperer. Finally, our implementation of Bit Whis-
perer requires only commodity hardware, making it deployable on 
a large number of commodity devices out-of-the-box. 
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