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Abstract—Similar to digital circuits, analog and mixed-signal (AMS) circuits are also susceptible to supply-chain attacks, such as
piracy, overproduction, and Trojan insertion. However, unlike digital circuits, the supply-chain security of AMS circuits is less explored.
In this work, we propose to perform “logic-locking” on the digital section of the AMS circuits. The idea is to make the analog design
intentionally suffer from the effects of process variations, which impede the operation of the circuit. Only on applying the correct key, the
effect of process variations are mitigated, and the analog circuit performs as desired. To this end, we render certain components in the
analog circuit configurable. We propose an analysis to dictate which components need to be configurable to maximize the effect of an
incorrect key. We conduct our analysis on the bandpass filter (BPF), low-noise amplifier (LNA), and low-dropout voltage regulator
(LDO) for both correct and incorrect keys to the locked optimizer. We also show experimental results for our technique on a BPF. We
also analyze the effect of aging on our locking technique to ensure the reliability of the circuit with the correct key.

Index Terms—Analog security, process variations, SFLL, aging effect, logic locking, optimization

1 INTRODUCTION
1.1 Motivation

The increasing cost of manufacturing of integrated circuits
(IC) has forced many companies to go fabless over the
years. With the outsourcing of IC fabrication in a glob-
alized /distributed design flow, including multiple (poten-
tially untrusted) entities, the semiconductor industry is fac-
ing a number of challenging security threats. This fragility
in the face of poor state-of-the-art intellectual property (IP)
protection has resulted in hardware security vulnerabili-
ties, such as IP piracy, overbuilding, reverse engineering,
and hardware Trojans [1]. To address these issues most
effectively at the hardware level [2], logic locking inserts
additional logic into a circuit, locking the original design
with a secret key. For a given input, a locked design pro-
duces correct output only upon applying the correct key;
otherwise, an incorrect output is produced. In addition to
the original inputs, a locked circuit has key inputs. An on-
chip tamper-proof memory drives these key inputs. [3], [4]. In
the case of digital designs, the additional logic may consist
of XOR gates [5], [6] or look-up tables (LUTs) [7]. The locked
netlist passes through the untrusted design phases. Without
the secret key (i) the design details cannot be recovered by
reverse-engineering the IC, and (ii) the over-produced IC
gives incorrect outputs. A locked IC has to be activated by
loading the secret key onto the chip’s memory.
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While logic locking techniques exist for digital circuits,
there is a great dearth of techniques for AMS IP protection.
Moreover, analog ICs are not simple although they have
less number of transistors. Even with only hundreds of
transistors, analog IC design requires highly experienced
designers and long time, as analog behaviors are quite
complicated. Hence, it involves more capital in designing
analog ICs [8]. Also, as explained in [9], analog ICs rank
one in the top five counterfeited parts and cost several
million dollars loss. Hence, we focused on developing a
provable defense technique to secure AMS circuits. Hence,
in this work, we focused on developing a provable defense
technique to secure AMS circuits. Out of the different digital
logic locking techniques available, the SFLL technique [10]
provides provable security against SAT and removal attacks.
Adding to this, it gives the freedom to the designer to choose
the input patterns to protect. As this locking technique has
provable security against different attacks and can success-
fully lock designs that have more than 100K gates, it is
suitable to lock AMS design that consist of digital section
(the optimizer circuit) with approximately 50K gates.

1.2 Problem statement

While logic locking schemes are well-defined for digital
designs, there is no formal approach for analog designs.
In this work, we develop a logic locking scheme for AMS
designs. Here, only on applying the correct key, the locked
AMS design produces the desired response. Otherwise, for
an incorrect key, the response deviates from the desired
value. For example, in the case of BPF, it exhibits the desired
frequency response for the correct key and an incorrect
frequency response for an incorrect key.
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1.3 Prior work on analog locking

A locking technique using memristors is proposed in [11].
It uses a memristor-based voltage divider to bias the bulk
terminal of transistors in a differential amplifier. Only the
correct key can configure the voltage divider to provide
the correct body-bias voltage. This scheme conceptually
works well, but its practical applicability is quite restrictive
due to its dependence on memristor, and hence, it does
not apply to conventional CMOS-based AMS designs. The
work [12], proposes a split manufacturing technique for RF
circuits. This technique protects the circuit from an attacker
in the foundry.

The work [13] demonstrates a satisfiability modulo theo-
ries (SMT)-based combinational locking. This defense mech-
anism ensures that each chip has a unique key. Hence, any
attack to make the chip usable by finding the key is appli-
cable only to that chip. Though this technique has increased
the effort of the attack by using SMT-based combinational
locking, one disadvantage is applying an incorrect key may
sometimes produce close to the desired response. However,
in our work, we ensure that the circuit suffers a determin-
istic error for an incorrect key. Another similar work [14]
obfuscates the analog circuit performance using parameter-
biasing obfuscation technique. Applying the correct key sets
the required transistor width in the current mirror, which in
turn provides the suitable bias current for the analog circuit
operation.

Similar to our work, in [15], the locked digital circuit
mandates the correct key input to set one or more specifica-
tions of the analog circuit correctly. This technique is demon-
strated on a XA analog to digital converter (ADC). In [16],
both the analog and the digital sections of the AMS circuits
are locked. Here, the analog section is locked using the
parameter-biasing obfuscation [14], and the digital section
is locked using SFLL [10]. Though this technique increases
the security by locking both analog and digital sections,
it did not convey how to scale up for larger key sizes to
thwart brute-force attack. In [17], only on providing the
unique key inputs, the trained neural network generates the
necessary bias to the analog circuit. This technique cannot
protect the analog design against overproduction, cloning,
and lock removal attacks. Our technique, however, protects
the design against overproduction and lock removal attacks.

1.4 Attacks on analog locking

The work in [18] evaluates the resilience offered by the
existing analog protection schemes [13], [14], and [11] using
SMT. SMT is a decision problem similar to the Boolean
satisfiability (SAT) problem. Unlike the SAT, which can only
handle Boolean variables, SMT can handle non-Boolean
variables. The bias current or voltage range and the locked
analog netlist are the inputs to the SMT formulation. This
formulation provides the correct key required to unlock the
circuit. As the existing analog locks [11], [13], [14] are broken
by [18], one needs to develop a new defense technique to
protect the AMS circuits. Hence, in this work we develop
one such technique.
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1.5 Attacks on digital logic locking

Recent attacks such as SFLL-hd — Unlocked [19] and FALL
attack [20] break SFLL-HD? and SFLL-HD". In combina-
tional logic-locked circuits, the output is a Boolean variable
for a given input-key combination. However, in analog
circuits, the output is a non-Boolean variable, such as bias
current, bias voltage, and frequency response. As these
attacks [19], [20] can handle only Boolean variables, it cannot
break analog logic locking. Removal attack [21] identifies
the protection logic and removes them, thereby extracting
the original functionality of the locked circuit. However,
launching this attack removes the logic-locked optimizer,
which sets the correct value of the passive components in
the analog circuit-under-protection. Therefore, this attack
does not apply to our proposed work.

1.6 Challenges in AMS locking

A simple and obvious approach to lock an AMS design
is to insert extra transistors, controlled by key inputs in
the analog circuit. These key-transistors can be inserted at
random locations in the circuit. On applying the correct
key, the analog circuit provides the correct output. However,
such a simple approach suffers from the following issues:

« As this includes a minimal number of key-transistors, the
attacker determines the correct key by brute-forcing.

« Analog circuits have a smaller number of devices (only a
few hundreds). Hence it is relatively simple to reverse
engineer than digital circuits, which have millions of
transistors on a single chip.

o From the reverse-engineered netlist, the attacker can
find the key-transistors by tracking the key inputs and
remove them, thereby obtaining the original circuit [22].

« Unlike digital circuits, which have thousands of gates
in the circuit-to-be-protected, analog circuits have a few
hundreds of components. Thus, one needs to select the
best set of components to lock so as to trade-off between
overhead and corruptibility.

1.7 Proposed approach

Piracy vs. overproduction. In analog designs, most of
the commonly-used circuits follow standard layout tech-
niques, such as common-centroid and interdigitization,
which makes it easy to reverse engineer [23]. Also, an
attacker can always recreate a design from scratch, given
the circuit specification; an attacker can obtain such informa-
tion from the publicly-available datasheet. These challenges
make it difficult to prevent piracy attacks, where the attacker
can modify the existing design, produce the mask for the
modified design, and manufacture new chips. Hence, we try
to prevent overproduction, where the foundry uses the same
masks and produces excess chips. Our technique renders the
overproduced chips non-functional, even if the attacker has
access to the complete specification of the target chip.

Our technique for protecting the analog circuit is to logic-
lock the digital section of the AMS circuit, as illustrated in
Fig. 1. This digital section minimizes the effect of process
variation by choosing the correct value of passive compo-
nents in the analog circuit via the tuning knob settings.
Analog circuits are susceptible to process variations; for
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instance, a filter can suffer up to 20% of variation due to the
component’s tolerances [24]. Many approaches have been
proposed to minimize the effect of process variations [25].
In one of these approaches, the passive components of the
analog circuits, such as resistors and capacitors, are set to
their optimal values using tuning knobs [26]. The digital
components determine the optimal values for these tuning
knobs. By performing judicious logic locking on the digital
components of such circuits, only on applying the correct
key, the effect of process variations are nullified as the digital
circuit works correctly, and thus making the analog circuit
to perform as desired. On applying an incorrect key, the
digital circuit produces incorrect output, thereby setting the
tuning knobs of the analog circuit to non-optimal values.
This improper tuning deteriorates the performance of the
analog circuit.
Our approach provides the following benefits:

1) By setting the default tuning knobs where the harmful
process variation effect is high, even if the attacker
removes the locked digital circuit, the resultant analog
circuit has degraded functionality. This degradation is
due to the presence of the harmful effect of process
variations.

2) The tuning knobs are selected such that even a small
amount of change in their values significantly impact
the behavior of analog circuits.

3) Since we cannot protect all the input patterns of the
digital circuits, we protect only those input patterns
that significantly impact the values of the tuning knobs,
thereby the output of the analog circuit.

4) Furthermore, we judiciously perform all these steps to
minimize area, power, and delay overheads.

1.8 Contributions

The paper has the following contributions:

« The first technique that can protect AMS designs against
overproduction using digital logic locking techniques,
including the attacks demonstrated in [19], [20], [21], [27].

o A sensitivity analysis that can maximize the impact of
protection, thereby reducing the overhead. The number
of tuning knobs is increased using the same analysis for
a higher deterministic error experienced by the attacker
for an incorrect key.

o The AMS lock technique proposed in this work applies
to a wide variety of analog circuits. It is demonstrated on
three different circuits: BPF, LNA, and LDO, including
experimental results from a BPF chip.

o The effect of aging on the locked AMS circuits is an-
alyzed. The simulation result proves that the locked
circuits are reliable even if the transistors, age over time.
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Fig. 1: Logic locking. of the AMS circuit.
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o The effect of SFLL-flex lock on the AMS circuits is
analyzed. Results prove that we could achieve higher
security with lesser area using SFLL-flex compared to
SFLL-HD® or SFLL-HD".

The paper is organized as follows. In Section 2, we
explain the background and previous work related to logic
locking and process variations impact on AMS circuits. In
Section 3, we explain the locking strategy with the BPF
circuit as a motivating example. Section 4 shows the exper-
imental and simulation results of the proposed technique.
Section 5 concludes the paper.

2 BACKGROUND
2.1 Logic locking

In this work, we lock the digital section of the AMS cir-

cuit using stripped-functionality logic locking (SFLL) [10].

The functionality-stripped circuit (FSC) replaces the original

circuit-to-be-protected. The FSC is generated by inserting or

replacing a few of the logic gates in the original circuit. The

FSC’s output is corrupted for those input patterns which

are protected by the defender. These patterns are called

protected input patterns (PIPs). The output is inverted for
the PIP corresponding to the correct key. The restore unit
then inverts the inverted output only for the correct key,
thereby restoring the correct output. For an incorrect key,

SFLL produces an inverted output for the PIP. Both the key

and the protected input patterns are the designer’s secrets.
There are three variants of SFLL, namely, SFLL-HD",

SFLL-HD", and SFLL-flex [10]. Depending on the variant

of SFLL, the restore unit implements one of the techniques

given below. The corruption injected by the inversion logic
is restored, when

1) the Hamming distance (HD) between the external key (k)
and the input pattern equals 0 in SFLL-HD".

2) the HD between k and the input pattern equals h in
SFLL-HD".

3) the PIPs or “cubes” are stored in a content-addressable
memory along with their corresponding flip vectors,
as illustrated in Fig. 2. The flip vector associated with
each protected cube holds information regarding which
outputs are to be flipped (restored) for that cube. When
the input to the FSC is equal to one of the protected cubes
in the content-addressable memory, the corresponding
flip-vector is retrieved and XORed with the outputs to
restore the original functionality.

The choice of the input patterns to protect is not re-
stricted by the value of HD in SFLL-flex. Hence, the de-
fender can protect any IP-critical input patterns. In the con-

o
Functionality-stripped 02
13 circuit ID_ 03

Restore unit -

input cube |flip vector
3 100 11 2
101 10
111 10

Fig. 2: Stripped-functionality locking locking (SFLL)-flex [10].
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text of this research, one needs to select what input patterns
of the optimizer, that compensate the process variations
effects. This way, an incorrect key does not eliminate the
effect of process variations.

2.2 Analog ICs and process variations

The performance of analog circuits is degraded in the pres-
ence of process variations. During the design phase, the
sizes of transistors and passive components are chosen to
meet the required specifications. Being aware of the process
variations, the designer performs Monte Carlo and/or cor-
ner simulations to tune these sizes to improve the robust-
ness of the design. However, due to the limitations in the
fabrication process, it is not possible to fabricate the precise
sizes of the transistors and passive components. Adding to
this, the intra-die process variations in the manufactured
chip have an impact on the circuit’s performance. Hence,
to nullify the effect of process variations, researchers have
proposed different techniques, such as body voltage tuning
and built-in self-test (BIST) optimization techniques. Body-
bias voltage tuning is an efficient way to address process
variation in terms of power, performance, and area [28].

Likewise, in the BIST technique [26] at start-up, the tun-
ing knobs are in their default settings. The input voltage is
applied to the analog circuit, and the corresponding output
response is digitized by ADC. This digitized data is sent
to the optimizer. The optimizer calculates the deviation in
the actual output response from the ideal characteristics. If
the magnitude of this difference is high, it indicates that the
circuit’s response is far from the ideal characteristics and,
if low, indicates it is closer to the ideal characteristics. The
optimizer chooses a different tuning knob setting such that
the cost function calculated is lesser than the cost function
value corresponding to the previous settings. This process
is iterated until the output response for the chosen tuning
knob gives zero cost function value. This tuning process
helps in compensating the process variation impact on the
fabricated components. The optimizer uses the simulated
annealing algorithm to determine the tuning knob settings.
The performance of this tuning depends on various factors,
such as temperature step size, the maximum number of
iterations, and initial temperature.

The body-bias tuning can compensate for process vari-
ations only in the transistors but not other passive com-
ponents, such as resistors and capacitors. Therefore, they
cannot be deployed to analog circuits that require tuning of
their passive components. Also, as there is no secure analog
locking scheme [18], that can lock the supply voltage used
by the body-bias tuning technique. Hence, we chose the
optimization technique [26] (i) to compensate for process
variations in passive components and bias currents and (ii)
the digital optimizer can be locked using a provably secure
digital locking technique [10]. Our technique is power-
, performance-, and area-efficient and can be used in wear-
able devices and IoT architectures. The wearable IoT ECG
sensors [29] consists of AMS circuits showing the possi-
bility of implementing our technique in wearable devices.
Also, any IoT SoC has multiple analog modules such as
audio units, radio units, sensors, and power management
units [30]. Here, a single optimizer can be used to tune all the
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modules during power-up, justifying the area overhead of
the optimization unit. Hence, to show the proof-of-concept
of our technique, we illustrate an optimizer controlling
one analog circuit. However, in practical scenarios, a single
optimizer can control more number of analog blocks.

3 LOCKING APPROACH FOR AMS CIRCUIT

3.1 Choosing analog circuits to demonstrate our lock-
ing approach

We have chosen BPF, LNA, and LDO circuits to protect
as they are widely used in many domains, such as IoT,
communication, and signal processing. The filter circuits,
such as BPF, lowpass filter, and highpass filter, are essential
in many communication and signal processing systems [31].
The LNA is highly prevalent in RF communication [32], [33],
and the LDO voltage regulator is a common entity in the
power management unit [34]. Also, the analog circuits con-
sidered in this work are used in the individual blocks of the
IoT SoC architectures [30]. In this section, we first describe
the BPF circuit, which we use as a motivating example to
explain our idea. We then describe our locking architecture,
and the methodology used in selecting the input patterns to
protect. Finally, we explain how the proposed mechanism
applies to other analog circuits, such as LNA and LDO.

3.2 Motivational example: Bandpass filter

Consider the Tow-Thomas filter illustrated in Fig. 3 with a
transfer function defined by Equation (1).

s/(B.C)
s>+ s/(R1C) + 1/(R3C?)

Assuming ideal amplifiers, i.e., amplifiers with infinite gain
and bandwidth, we set Ry = R3 and Ry, = Ry. The filter
characteristics, such as center frequency f, = 1/27R.C
and quality factor Q = R;/Ry are defined by the passive
components in the circuit, i.e., resistors and capacitors. Each
of the R (C) is replaced by arrays of Rs (Cs) to enable tuning
that helps in addressing the impact of process variation. The
value of R (C) is tuned to get the optimal circuit performance
in the presence of process variation. Such tuning helps to
compensate for any changes in resistor and capacitor values
due to process variations.

The required tuning resolution controls the size of each
passive component in the array. This resolution is defined
as the minimum increase or decrease in the value of the
passive component between two consecutive tuning knob
settings. The resolution of the tuning is determined based
on the performance of the optimization technique, the area

Hgpp(s) = 1)

R2
N

Ry e
Vin "'M‘ »
| > N
VOUT }

Fig. 3: Tow-Thomas BPF circuit. The resistors R, R2, R3, and
R4 are tunable resistors.
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incurred by this technique, and the power consumption. For
example, a very low resolution in tuning (corresponding to
bigger component sizes) results in a sub-optimal operating
point after optimization. However, for a high resolution in
tuning (corresponding to smaller component sizes) results
in an optimal operating point. Nevertheless, this incurs a
large area and higher power consumption. Hence, there is a
trade-off between the optimization quality, area, and power
consumption in choosing the resolution. In BPF, the tuning
knob controls the resistor values, which in turn controls the
output response of the BPF. Each resistor in the array has a
resistance of 865.38¢).

The passive components, such as Rs and Cs, are made
tunable to compensate for process variations. Hence, the
number of these components required is controlled by the
maximum variation in the circuit parameters. This variation
in the circuit parameters is due to the impact of process
variations. In BPF, the variations in the circuit parameters
such as center frequency and bandwidth are estimated
using Monte Carlo simulations. From these simulations, the
defender determines the minimum and maximum value of
the filter parameters. Using this range, he/she calculates the
minimum and maximum values of the Rs and Cs required.
This information gives the range of the value of the passive
components that has to be implemented in the array.

3.3 Locking architecture

The use of SFLL techniques to lock the AMS circuits does not
correspond to a plug-and-play concept. Rather, it involves
multiple steps and analyses for successfully locking the dig-
ital optimizer, which controls the performance of the analog
circuit. The locking architecture consists of the following
steps given below:

1) Choosing the tunable components using sensitivity
analysis. To ensure that the attacker suffers maximum
degradation in the performance on applying an incor-
rect key, we perform a sensitivity analysis to deter-
mine those passive components on which the output
response of the analog circuit is highly dependent.

2) Replace the chosen component with an array of
components. To make the chosen component tunable,
replace it with an array of components. The required
value of the component is chosen using the tuning
knobs.

3) Determine all possible input patterns to the opti-
mizer. Simulate the analog circuit-under-protection for
each tuning knob setting. The input and output values
are determined at the frequency points of interest, de-
pending on the circuit-under-protection.

4) Determine the cost function corresponding to all the
input patterns. The defender calculates the value of the
cost function for each possible input pattern. This value
determines if the output response of the circuit-under-
protection follows the ideal characteristics of the circuit.

5) Choosing the input patterns to protect. Select the mini-
mum cost the attacker should encounter for an incorrect
key. Choose all the input patterns that produce the cost
equal to or below the selected cost. These patterns are
the PIPs.
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6) Locking the optimizer. Using the PIPs selected in
the previous step, lock the optimizer using SFLL-HD?,
SFLL-HD", or SFLL-flex.

Hence, the analog circuit-under-protection, along with the
locked optimizer, is the functionality-stripped AMS circuit.
Only on applying the correct key, the original functionality
of the circuit is recovered. The following sections explain the
locking architecture in detail.

The AMS design in Fig. 1 consists of the BPF circuit-
to-be-protected along with the ADC and the logic-locked
optimizer. The voltage input and the two tuning knobs from
the optimizer are the inputs to the BPF. Each tuning knob
setting corresponds to a unique value of the resistor in the
BPF circuit, which in turn impacts its frequency response.
During the start-up, the tuning knobs are in their default
settings. For the given input voltage, the output response
of the BPF is digitized by ADC and sent to the logic-locked
optimizer. The secret key required for the proper operation
of the optimizer is loaded from a tamper-proof memory. The
optimizer calculates the cost difference in the measured and
the desired output response of the BPFE. If the magnitude
of this difference is high, it indicates that the BPF response
has deviated from the desired response and if low, indicates
it is more close to the desired response. The deviation in
the output response from the desired response is calculated
based on the following equation.

CF =(Gy, — (V2 x Gp,)) + (Gp, — Gp,)+
(Gp, — (V2 x Gy,)) + (Gy, — Gy,)

Here, CF is the cost function, f; and f4 are the lower and
upper cut-off frequencies, and fo and f; are the center
frequencies (f2 = f3). G5, Gf,, Gy, and Gy, are gain at
fi, fa, f3, and f4, respectively. The Gy, should be equal to
V2 x Gy, and the G, should be equal to v/2 x G, in the
ideal characteristics. Likewise, G ¢, and G ¢, should be equal,
and Gy, and Gy, should be equal in an ideal characteristic.
The gain is calculated by the ratio of the output voltage
to the input voltage. The transient analysis is performed at
these four points. There is a total of 18, 10-bit data measured
from the input signal and the output response of the BPF.
It corresponds to the 180-bit data from the analog circuit.
This data is concatenated with the 40-bit control input that
configures the optimizer. This concatenated data constitutes
the 220-bit data that is fed to the optimizer. As our optimizer
is implemented using a combinational logic, we provide all
the 18, 10-bit inputs driven by the ADC along with the 40-bit
optimizer configuration input at the same time. These inputs
together constitute the 220-bit input to the locked optimizer.
This simple architecture suffers from two challenges:

Issue 1: Not all resistors and capacitors in the BPF are made
tunable. Making every component tunable increases the area
overhead of the analog circuit. Also, the optimizer now has
to tune all the components to address the process variations.
Consequently, the area and delay overheads of the optimizer
are increased. Thus, one needs to judiciously choose the
parameters to tune.

Issue 2: The logic-locking techniques can protect only a
limited number of input patterns. In SFLL-fault [35], the
input patterns to be protected are chosen based on the VLSI
testability metrics such as controllability and observability.

2
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Fig. 4: Change in H(s) with respect to the change in compo-
nent values.

This ensures that for an incorrect key, the maximum number
of output bits are corrupted. However, in our work, we want
to protect a specific set of input patterns, which sets the
tuning knobs to optimal values. Hence, we use the SFLL-
flex, where the user has the freedom to choose specific
input patterns to protect. Also, as increasing the number
of patterns protected increases the area overhead, we need
to be diligent in choosing the patterns protected.

3.4 Sensitivity analysis to solve Issue 1

To ensure that the attacker suffers maximum degradation in
the performance on applying an incorrect key, we perform a
sensitivity analysis to determine those passive components
on which the output response of the analog circuit is highly
dependent. The sensitivity is a measure of the variation in a
performance metric, such as f, and @, due to the change in
certain circuit parameters [36]. The normalized sensitivity of
the chosen metric p; with respect to the change in parameter
x; is represented by Equation (3). This equation helps in
determining the sensitivity of the circuit’s response to each
of the component considered.

sp = i 0P ®)

J Di al‘j

There is no difference in selecting the tuning knobs (tunable
components) in secured and unsecured implementations. In
both these implementations, sensitivity analysis is used to
determine the components over which the output response
of the circuit-under-protection is highly dependent. This
choice ensures that for an incorrect key, the incorrect value
of the parameters is chosen. Hence, there is maximum
deviation in the output response. The following steps are
carried out to perform the sensitivity analysis:

1) The sensitivity of the circuit’s response with respect to
the circuit parameters is plotted.

2) The component for which the circuit response has the
highest sensitivity is chosen. An array of components
replaces this component.

3) The optimal value of this component is chosen from the
array by the tuning knobs controlled by the optimizer.
For example, in BPF, the center frequency and the quality
factor are the circuit metrics on which the sensitivity analy-
sis is performed. The selected tuning knobs are the resistors
Ry and R,. The optimal value of the component varies
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from chip to chip due to process variations to achieve the
same performance metric. Hence, the defender makes the
single component tunable by replacing it with an array of
components. Once the chip is manufactured, the component
that has the optimal value is chosen, such that the process
variation impact is compensated. The defender uses the
tunable components only to compensate for the process
variation and does not use it to have flexibility in the
performance metrics.

The effect of an incorrect key on the locked circuit
can be increased by tuning more than two passive com-
ponents. Let the sensitivity of the metric p; is calculated
based on the chosen passive components. Let j be the total
number of components considered for sensitivity analysis.
The change in one of the passive components does not
affect the other. Hence, the change in p;, such as transfer
function and transconductance, due to change in one of
the passive components does not depend upon the change
in p; due to another passive component. Therefore, the
total change in p; due to the changes in more than one
passive component is the sum of the partial derivative
p; with respect to the passivﬁe components considered, i.e,
dp; = dpi(x1, 22, - ,xj) = %dm +%dmg+~ ot gf;; dzx;.
Thus,

dpi _ S <dx1> + 9P (dm) 4ot P (da:]> @)
i T T2 T\ xy

The BPF circuit considered in this example has six passive
components, as illustrated in Fig. 3. The change in the
output response of BPF, H(s) with respect to the change
in the passive components are measured using Equation 4.
The change in H(s) is plotted for the following cases: (i)
all possible combinations of three passive components are
changed, (ii) all possible combinations of two passive com-
ponents changed, and (iii) one of the passive components is
changed. Fig. 4 shows the change in H(s) of the BPF due
to the change in one or more components. As illustrated
in the figure, change in H(s) is highest when all possible
combinations of three passive components change and also
when one of the combinations of two passive components
(R1 and R») change.

3.5 Choosing input patterns to solve Issue 2

Based on the minimum deviation in the output response
the attacker has to encounter for an incorrect key, the de-
signer protects all those input patterns that correspond to
a deviation less than the chosen deviation. This deviation
is quantified by the error in the cost function. If the error
is close to zero, the output response is close to the ideal
characteristics. Otherwise, it deviates from the ideal char-
acteristics. The input patterns to the locked-optimizer are
the digitized voltage values of the output response of the
analog circuit-under-protection via the ADC. The defender
can simulate the analog circuit, for example, the BPF, for
each tuning knob settings, to determine the output response
for each of these settings. The in-phase and quadrature-
phase values of the input and output voltages are measured
via transient analysis at the lower cut-off, upper cut-off,
and two center frequencies. The voltage values calculated
via simulations may differ from the chip results due to the
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Fig. 5. Normalized error on the output of BPF
for different tuning knobs. The mnormalized error at
(27.68K$2,10.38K?) = 0. The data is collected from a IBM-
180nm process BPF chip described in Section 4.

PVT impact. These values can differ by a small percentage,
thereby changing the LSBs of the measured voltages. Hence,
the designer considers the MSBs of the voltage values in
the locking, and the LSBs are ignored. Using these values,
the designer can calculate the cost for each tuning knob
setting. He/She will then choose those input patterns which
corresponds to the least cost as protected input patterns.

In the case of SFLL-HD?, since only one input pattern
can be protected, a designer can obviously select the input
pattern of the optimizer that results in the minimum cost
function. For instance, in the case of BPF, we need to
protect the input pattern corresponding to resistor settings
Ry = 27.68K(Q) and Ry = 10.38K(). This setting ensures
minimum cost, as illustrated in Fig. 5. In other words, this
is the input pattern, for which the error between the desired
response and the actual response of the BPF is minimum. In
the case of SFLL-HD", a designer can increase the number
of PIPs by increasing the value of h. However, this decreases
the security level of an n-bit design to 2" % x (¥). Hence, one
can increase the value of h only to an extent. Here, we select
those input patterns such that they are at an HD = h away
from the one that produces the minimum cost function.

However, as SFLL-flex is devoid of the HD restriction,
the defender can choose any input patterns he/she want
to protect. Also, as the FALL attack [20] and SFLL-hd -
Unlocked [19] have broken SFLL-HDO and HDh without
the use of an oracle, the optimizer is locked using SFLL-flex
as it is resilient against these attacks. The following section
explains the locking process using the SFLL-flex technique.
The optimizer controls two tuning knobs. Each knob has a
5-bit input. They tune the resistors R; and Ry of the BPF
circuit. Though the optimizer’s input size is 220 bits, as the
total number of tuning knob settings equals 1024, the effec-
tive number of input patterns to consider reduces to 1024
from 2229, The optimizer is designed to choose the tuning
knob settings, which gives the minimum cost. Therefore,
the defender can choose PIPs, whose corresponding costs
are low.

3.6 Extending to other AMS circuits
This locking technique is illustrated over two other analog

ermitted, but republication/redistribution re

circuits-LNA and LDO.

3.6.1 LNA

A common-gate topology-based LNA was tested as a study
case [33]. The specifications to optimize are the gain (S21)
and the input matching (S;:) for the given resonance fre-
quency. Based on sensitivity analysis, the tuning knobs are
determined to be the biasing current and the capacitance
of the load tank. The minimum bias current is given by
10pA, and the maximum bias current is 554A. The mini-
mum increment in the bias current is 51 A. The metrics S11
and S, are estimated by applying two frequency tones at
fr £ Ay and connecting the proper matching at the input
and output. Then, the signal’s amplitude is measured at the
input and output of the LNA.

3.6.2 LDO voltage regulator

A capless LDO with a PMOS pass transistor and a single-
stage error amplifier is tested [37]. The performance metrics
to optimize are the power supply rejection (PSR) and the
phase margin. The selected tuning knobs are the biasing
current of the error amplifier and the compensation capac-
itor. The minimum bias current is given by 104, and the
maximum bias current is 60pA. The minimum increment in
the bias current is 10pA.

3.6.3 Extending to large scale AMS circuits

Though the analog section of the example AMS circuits
(BPF, LNA, and LDO) has only a few tens of transistors,
the digital section (optimizer) consists of around 50K gates.
These AMS circuits are generally a part of bigger analog
circuits, such as receivers and phase-locked loops [38], [39].
Hence, for an incorrect key, the degraded performance of
the AMS circuit has an impact on the overall performance
of the receiver and phase-locked loops.

4 RESULTS
4.1 Experimental setup

We demonstrate our analog locking technique on three dif-
ferent AMS circuits: BPF, LNA, and LDO. The specifications
for each of these circuits are as follows. The BPF has a
center frequency f. = 74MHz and BW = 13M Hz. The
input size of the optimizer is 220 bits. This input is fed
with the digitized output (frequency response) of the BPF.
The specifications of the LNA circuit are S2; > 20dB and
S11 < —20dB at a resonance frequency fr = 6GH z, with
input size to the optimizer equal to 154 bits. Similarly,

Fig. 6: Measurement setup of the setting the tuning knobs of
the BPF circuit.
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Fig. 7: The change in output response of BPF due to aging.

The BPF is designed for a center frequency of 18.84MHz and

gain of 3.1dB. As the circuit gets aged, the center frequency

and the gain reduce to 5.79MHz and —2.01dB, respectively.

the LDO’s specifications are PSR < —50dB and a phase
margin larger than 45° with optimizer input size equal
to 234 bits. The experiments are executed on 40, 10-core
Intel Xeon processors running at 2.8GHz with 256 GB of
RAM. The designs are synthesized using Synopsys Design
Compiler tool using Nangate 45nm open cell library [40].
Measurement setup: Fig. 6 shows the printed circuit board
containing the BPF chip fabricated using the IBM-180nm
process. The output response of the BPF for each tuning
knob setting is collected from this chip. The optimizer is
implemented on an FPGA, and a dual voltage source is
used as supply. Measurement setup for aging analysis. For
analyzing the impact of aging on BPF, V};, is increased for
the PMOS and NMOS transistors to model the NBTI and
HCT effects, respectively, caused due to aging.

The in-phase and the quadrature-phase values of the
input and output voltages are measured at the center, lower,
and upper cut-off frequencies. The experiment is repeated
for all possible tuning knob settings, and the voltage values
are logged for each simulation run. The fresh and the aged
analog circuits are simulated by applying the correct key to
the optimizer. Fig. 7 shows the degradation in the center
frequency and gain at the center frequency as the circuit
ages. The center frequency and the gain of BPF are designed
tobe 18.84M H z and 3.1d B, respectively. Also, as illustrated
in the figure, as the circuit ages, the output response de-
viates marginally from the original response. The binary
equivalent of the voltage values is analyzed to determine
the bit positions to lock, as mentioned in Section 3.5. As
indicated by Fig. 7, the output responses vary marginally,
i.e., the MSBs are constant, but the LSBs vary between the
measurements before and after the aging of the BPF. Hence,
a designer needs to consider the MSB positions for locking
and the LSBs as don’t cares.

4.2 Effect of tuning knobs on BPF’s output

For a locking technique on the BPF circuit to be effective,
any deviation in the tuning knob values from its ideal set of
values should degrade the BPF’s response. The normalized
error value can quantify this effect. Fig. 5 shows the normal-
ized error value for different tuning knob values. As one
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can see, when the (R1,R2) values are (27.68K¢2, 10.38K(2),
the normalized error value is zero, and for all the other
cases, there is a non-zero error. Thus, only on setting the
tuning knobs to the correct values, the desired response is
obtained. Any deviation from these correct values indicates
an incorrect response from the BPF circuit.

4.3 Effect of logic locking on tuning knob

The following section illustrates the impact of different SFLL
locking on the AMS circuits. SFLL-HD® and SFLL-HD".
Table 1 lists the effect of SFLL-HD? and SFLL-HD" logic
locking techniques on the optimizer circuits of BPF, LNA,
and LDO. In the case of SFLL-HD?, when the key size equals
the input size of the optimizer circuit, K = n = 220, the HD
h = 0, and only one input pattern can be protected. Based
on the normalized error in Fig. 5, we choose to protect the
pattern that results in the minimum error. Hence, the input
pattern resulting in the optimal tuning knob values, i.e.,
(27.68K2,10.38 K1) is protected; in this case, the normal-
ized error is 0%. For an incorrect key, the optimizer sets the
tuning knob that results in a normalized error value of at
least 8.11%. Though the security level (s) achieved by this
approach is 220, the normalized error value is only 8.11%.

One approach to increase the error value is to protect
more number of inputs patterns. This increase in the error
can be achieved by reducing the key size. For instance, for
SFLL-HD" and a key size of k = 112, the number of input
patterns protected is 3.25 x 1032, increasing the normalized
error to 44.59%. Similarly, by choosing a key size of k = 87,
a normalized error value is increased to 72.97%. However,
one cannot reduce the key size below 80 bits, because this
reduces the s and hence, the search space to less than
289, making it vulnerable to SAT and brute-force attacks.
Another approach to increase the number of protected input
patterns and hence, the normalized error value is to use
SFLL-HD", whose results in Table 1.

In case of LNA, SFLL-HD? and SFLL-HD" achieve the
normalized error rate of 3100% and 0%, respectively. For
LDO, SFLL-HD® and SFLL-HD" obtain the normalized error
rate of 39.58% and 0.7%, respectively. As one can see, for
the same key size, SFLL-HD" protects more input patterns
compared to SFLL-HDY. For instance, in case of BPF, for a
key size of 220, SFLL-HD® protects only one input pattern,
whereas SFLL-HD", for h = 37, protects 1.37 x 10*2. How-
ever, the normalized error rate is still the same (i.e., 8.11%)
or even lesser (i.e., for LNA it is 0%). This is because SFLL-
HD" requires all the protected input patterns to have the
same HD from the key with key size equal to the input
size. The probability of all the patterns protected having the
same h is very small. This indicates that SFLL-HD" results
in a higher error than SFLL-HD".

SFLL-flex. Table 2 lists the effect of SFLL-flex on the AMS
circuit. The input to the optimizer is 220 bits. The output
of the optimizer is a set of two tuning knobs, where each
of them is 5 bits. The input to the optimizer corresponds to
the BPF frequency response measurements for the particular
tuning knob settings. As the effective size of the tuning
knobs are 10 bits, there are 1024 possible settings for the
tuning knobs. Hence, there are only 1024 unique BPF re-
sponses. Though there is a possibility of 222Y input patterns
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TABLE 1: Effect of SFLL-HD? and SFLL-HD" logic-locking techniques on the optimizer circuits of BPE, LNA, and LDO. In
the case of BPE, the data is collected from the IBM-180nm process BPF chip described in Section 4. The correct values of
the tuning knobs for BPF are (27.68K$2,10.38K(2). We used simulation results for LNA and LDO. % error listed is the

minimum error on applying any incorrect key.

Analog # of Key | Security | # of patterns | % error || Key Hamming Security | # of patterns | % error

Circuit inputs | size | level (s) protected (min.) size | distance (h) level (s) protected (min.)

220 220 220 1 8.11 220 1 212 220 8.11

220 112 112 3.25 x 1032 44.59 220 20 126 1.19 x 1078 8.11

Bandpass filter 220 87 87 1.09 x 10%0 72.97 220 37 80 1.37 x 10%? 8.11
154 154 154 1 0 154 1 146 154 0
154 84 84 1.18 x 107! 3100 154 9 107 1.06 x 10™% 0
Low noise amplifier 154 81 81 9.44 x 1071 3100 154 17 80 1.73 x 10%? 0
234 234 234 1 0.7 234 1 226 234 0.7

234 135 135 6.34 x 1029 12.59 234 20 138 4.32 x 1078 0.7

Low-dropout regulator 234 109 109 4.25 x 10%7 39.58 234 41 81 9.89 x 10%° 0.7

TABLE 2: Impact of aging on the locked AMS circuits using
SFLL-flex. The error in the output response for a correct key,
for all the cases is 0. The maximum possible error is 255.

Analog Input | Key | Security | Area % Error % Error

Circuit size size level %o before aging | after aging
220 80 219 0.14 50 50
Bandpass 220 220 210 171.30 50 0
filter 220 220 210 107.53 39.2T 0
220 220 211 70.10 27.45 0
154 84 153 0.13 50 50
Low noise 154 154 144 92.46 50 0
amplifier 154 154 144 72.01 39.21 0
154 154 145 46.72 28.23 0
240 122 240 0.14 50 50
Low-dropout votlage 240 240 230 116.97 50 0
regulator 240 240 231 60.72 39.60 0
240 240 232 27.03 27.84 0

to the optimizer, as the input size is 220 bits, the input
depends only on the tuning knob settings. Hence, there are
only 1024 unique input patterns to the optimizer. As the
SFLL-flex has the flexibility to choose the input patterns
to protect, we can protect all the 1024 patterns, as shown
in Table 2. However, this also incurs a huge area. As it
is not necessary to protect the input patterns for which
the cost is maximum (BPF’s frequency response deviated
from the original response), we could ignore these patterns
from protecting. Based on the minimum error the attacker
has to encounter for an incorrect key, the corresponding
input patterns can be protected, thereby reducing the area
overhead. Also, the security level (s) achieved for all the
cases is more than 80, ensuring resiliency against the SAT
attack.

Based on the minimum deviation in the output response
(which is the input pattern to the locked optimizer) the
attacker has to encounter for an incorrect key, the defender
protects all the input patterns that correspond to a deviation
less than the chosen deviation. The error in the cost function
quantifies this deviation, which is tabulated in Table 2. In a
few cases, for the same input size, key size, and s achieved,
the area overhead value differs. For example, in BPF, for
two setups the input size and key size is equal to 220 and
s is equal to 210. However, these setups have different area
overheads (107.53% and 171.30%). This is because the over-
head depends on the number of protected input patterns
(c). Also, s is calculated using the SAT resilience formula
for SFLL-flex given by k — [log, ¢]. As s is dependent on
log, ¢, its value does not change for a marginal increase in
c. Adding to this, the impact of aging on the AMS circuit
is studied. The deviation in the output response (error in
cost function) when an incorrect key is applied to an aged
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AMS circuit (analog circuit-under-protection and the logic-
locked optimizer) is added to Table 2. Fig. 8.(a) shows the
impact of an incorrect key on the optimizer locked using
SFLL-flex when the PIPs whose cost function value is (i)
less than 70, (ii) less than 100, and (iii) less than 255. The
cost function depicts the deviation of the BPF response from
the expected one. Hence, as the cost function increases, the
deviation of the BPF output from the expected response also
increases, as illustrated in Fig. 8. Initially, SFLL-HDY and
SFLL-HD" were used to lock the optimizer as it does not
require an expensive restore unit, where all the protected
input patterns are stored. However, by judiciously choosing
the input pattern to protect and the key size, both security
and lesser area overhead using SFLL-flex is achieved. Also,
as shown in Fig. 8, there is no degradation in the security
even after the circuit being aged.

4.4 Security analysis

The following section shows the resiliency offered by the
locked optimizer.

Resiliency against SAT. The resiliency against SAT attack
offered by SFLL-HD? and SFLL-HD" are k and k — loga (}),
respectively [10]. From Fig. 9, we can infer that security level
s achieved for the BPF is the maximum when h = 0 or
h = 220 and the minimum when A = 110. To ensure that
the locked circuit is SAT attack resilient, we need to choose
h and k such that the security level is greater than 80. Hence,
the allowable h values canbe 0 < h < 37 or 183 < h < 220,
and the corresponding number of input patterns which can
be protected are 1 < # of patterns protected < 1.37 x 10%2.
Similarly, for LNA, the allowable value of his 0 < h < 17 or
137 < h < 154 and the number of input patterns which are
protected ranges (1,1.73 x 10?2). For the LDO, 0 < h < 41
or 193 < h < 234 and the input patterns protected are in
the range (1,9.89 x 10%%).

From Fig. 10, the security increases with the increase
in key size, whereas the number of input patterns pro-
tected reduces with the increase in key size. A key size,
k > 80 ensures resilience against the SAT attack. Hence,
the number of input patterns that can be protected ranges
(1,1.39 x 10*?) for BPF. Likewise, the number of input
patterns protected for LNA ranges (1,1.89 x 10?2) and that
of LDOis (1,2.28 x 10%®). The time required for the attack,
as shown in Fig. 11, increases exponentially with the input
size. For the input size of 14, the attack takes close to 1.5
hours to identify the key. This trend indicates that our
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Fig. 8: The impact of aged analog circuit on SFLL locked-optimizer. (a) Impact on the frequency response of new BPF circuit.
(b) Impact on the frequency response of aged BPF circuit. (c) Impact on the S11 and S21 parameters of the new LNA circuit.
(d) Impact on the S11 and S21 parameters of the aged LNA circuit. (e) Impact on the loop gain of the new LDO circuit. (f)
Impact on the loop gain of the aged LDO circuit. (g) Impact on the PSR of the new LDO circuit. (h) Impact on the PSR of the
aged LDO circuit. Correct key (CK), incorrect key (IK), and power supply rejection (PSR).
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The security level achieved by BPE, LNA, and LDO are the
same and hence, are superimposed.

technique is secure against the SAT attack. Similarly, it is
also secure against AppSAT [41], as we protect only a linear
number of input patterns.

Resiliency against removal attack [22]. An attacker cannot
remove the locked optimizer circuit and make the analog
circuit functional because the tuning knobs are not set to the
optimal values due to process variations, thus preventing
removal attacks. If he removes the locked optimizer unit,

Execution time (s)
- -
o o
N w

-
o
-

4 6 8 10 12 14
Key size
Fig. 11: Execution time of the SAT attack for BPF. The time

required for the attack to find the key increases exponentially
with respect to key size. Note that y-axis is in log scale.
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the circuit parameters will be fixed to the default value. The
probability of this value being equal to the desired value to
address process variations is negligible. An attacker cannot
set the tuning knob value to its optimal value through a
focused-ion-beam (FIB) because even identifying the value
of one chip cannot be used to set the value for another chip,
as these values are different because of process variations. In
other words, the amount of compensation varies from one
chip to another chip.

Resiliency against bypass attacks [42]. Bypass attack finds
the PIPs that give an incorrect output for an incorrect key.
The attacker adds a bypass circuitry around the protection
block to restore the output for those PIPs. However, the
bypass attack cannot compute all the PIPs from the circuit
protected using SFLL. This is because, in SFLL, a PIP pro-
duces the same incorrect output for most of the incorrect
key values. Also, the output corresponding to the PIP may
be restored correctly even for an incorrect key. Hence, the
bypass attack does not consider the corresponding input
pattern as PIP. Therefore, the construction of the bypass
circuitry using the incomplete set of PIPs will be erroneous.
Thus, it renders the attack unsuccessful.

4.5 Effect of incorrect keys

The response of the circuits for a correct and an incorrect
key are compared for the most commonly used metrics for
the analog circuits-under-protection [31], [33], [34]. The BIST
structure should be enhanced to measure advanced metrics,
e.g., LNA noise. This is because the transient analysis and
the quadratic sampling are not sufficient to measure this
metric. Fig. 12(a) shows the difference in the frequency
response of the BPE. In this case, the correct key allows
the optimizer, tune the circuit to the target w, and BW,
while an incorrect key forces the optimizer to tune to a
lower frequency and also reduces the () and gain values.
Fig. 12(b) compares the difference in the S-parameters of the
LNA targeting fr = 6GHz. One can observe an error of
1GHz in fr and an error on S7; and So; of at least 15 dB.
Finally, the deviation on the LDO performance for the two
cases was evaluated. Fig. 12(c) shows a degradation close
to 10dB in the PSR. Fig. 12(d) shows a large peaking on the
loop gain for the incorrect key, which indicates a low phase
margin and potential instability.

From Fig. 12(b) it is evident that the deviation in gain S21
is 10dB. As mentioned in [33], the gain of the LNA must be
large enough to minimize the noise contribution, specifically
in the downconversion mixers. This 10dB reduction leads
to higher input noise corrupting the signal. Also, the LNA
is designed such that the gain has its peak value at the
frequency band of interest. If the amplifier resonates at
another frequency, it does not only mean that the signal of
interest is not amplified enough, but also that the receiver
is acquiring the signal from a different frequency band. In
communications, this causes interference between different
channels and the channel of interest.

4.6 Analog circuit’'s performance for a random tuning
knob setting

The minimum percentage normalized mean-squared-error
(NMSE) due to arbitrary tuning knob settings can be less
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Fig. 12: Behavior of the analog circuits for correct and incorrect keys on using SFLL-HD". The key size used for BPF, LNA,
and LDO are 87, 81, and 109, respectively. (a) Frequency response of BPE, (b) S-parameters of LNA, (c) Power supply rejection

(PSR) of LDO, and (d) Loop gain of LDO.

than the NMSE due to process variation, thereby giving

a performance close to the desired one. However, as the

attacker does not have the resources to modify the layout,

it is not possible to choose an arbitrary tuning knob setting.

The following are the reasons why choosing the tuning knob

at random does not always work:

1) Please note that the NMSE in the output response when
the correct tuning knob is chosen is 0 (as the actual
response is equal to the expected response). However,
the probability of randomly choosing this optimal tuning
knob setting is 1/1024, as there are a total of 1024 tuning
knob settings.

2) As this technique is resilient only against the overproduc-
tion attack, the attacker does not have the resources for
layout-level modifications such as removing the locked
optimizer or changing the circuit parameters to control
the gain of LNA.

3) Even if the attacker removes the locked optimizer, the
optimal tuning knob setting will change chip to chip due
to process variations. Hence, choosing the same setting
on all chips will not compensate for process variation.

A statistical representation of the NMSE for more number of

arbitrary tuning knob settings may not help infer the impact

of random tuning knob selections due to the above reasons.

4.7

In this section, we explain the effect of increasing the num-
ber of tuning knobs, i.e., the tunable parameters on the
security of the locked AMS circuit. Along with the resistors

Impact of increasing the number of tuning knobs
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Fig. 13: Cost function (error) for all possible settings of three
tuning knobs (R1, R2, and Rq).

R, and Ry, Rg is also made tunable. Hence, there are
three 5-bit tuning knobs. Fig. 13 shows the cost function
value for all possible tuning knob settings. As illustrated in
the figure, very few tuning knob settings give the desired
circuit performance, i.e., minimal cost function value. The
optimizer controlling the three tuning knobs is locked using
SFLL-flex. Here, all possible input patterns (2'°) are pro-
tected. Fig. 14 shows the output response of the BPF circuit
for the (in)correct keys supplied to the locked optimizers
controlling two and three tuning knobs.

As shown in the figure, the deviation of the output
response from the desired response, for an incorrect key,
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increases as the number of tuning knob increases. As shown
in Fig. 14, for the correct key, both the optimizers tune
the resistors for providing the required f. = 18.84MHz
and Gain = 3.1dB. For an incorrect key, the optimizer
controlling two tuning knobs sets the BPF to function with
fe = 344TMHz and Gain = 0.362dB. However, the
effect of an incorrect key on the optimizer controlling three
tuning knobs has greater impact on the BPF’s performance.
It sets the tuning knobs such that f, = 23.71M Hz and
Gain = 24.34dB. Unlike two tuning knobs, where only
fe varies considerably and Gain varies marginally, in three
tuning knob settings, both the metrics vary considerably.

4.8 Effect of aging on the locked-optimizer

Analog circuits are subjected to aging effects such as nega-
tive bias temperature instability (NBTI) [43] and hot carrier
injection (HCI) [44]. PMOS transistors are affected by NBTL
An increase in threshold voltage can model this effect in
the PMOS transistors. The change in V};, due to NBTI is
modeled by [43] as,

AVip ~ exp(a1Vas)t™ + VSE(Cr + nrlogio(t))  (5)

Here, o and o are voltage scaling factors, which are 0.26
and 2.4, respectively. n, and ng are time exponents. They
are process-dependent parameters similar to Cr. Vg is the
gate to source voltage. The impact of HCI on the NMOS
transistors degrades the drain current, which is depicted as
an increase in the threshold voltage. The change in V;;, due
to HCI is modeled by [43] as,

AV, =~ %exp(agVGS)exp(a4VDS)t"HC (6)

Here, a3 and oy are process-dependent voltage scaling

factors, ngc ~ 0.5 is a time exponent, L is the transistor
length, and Vpg is the drain to source voltage.

Consider the locked analog circuit used in applications

such as transceivers and communication protocols. As only

the analog circuit is powered-on for a longer duration, the
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—— CK
-=- |K- 3 tuning knobs
20k —* IK-2tuning knoV’.\‘
(23.71MHz, 24.34dB) ALY
o e AN
@ (18.84MHz, 3.1dB) —_«’ .
= OF (34.47MHz, -0.362dB). -
T e
s -
_20_
.
L
-40Fy— 7

] ]
10° 107 108
Frequency (Hz)

Fig. 14: The optimizer of the BPFs with two (R1, R2) and
three tuning knobs (R1, Rz, and Rq) are locked using SFLL-
flex. The output response for the correct key (CK) is same in
both the cases as indicated in the figure. However, the output
response for an incorrect key is deviated from the original
response much more for the BPF with three tuning knobs
rather than two.
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impact of aging is comparatively higher on this circuit than
the other circuits which are powered-off after the tuning
knobs are selected. Hence, the analog circuit is simulated
with an increased V;;, in PMOS and NMOS transistors to
model the aging process. This increase in V), causes a
marginal difference in the analog circuit response, which
in turn varies the input voltage to the locked optimizer
marginally. As the increase in V;;, in PMOS and NMOS in-
creases with the age of the circuit, the output response of the
analog circuits changes with age. This trend is illustrated in
Fig. 7, where the x-axis denotes the frequency of operation,
and the y-axis is the frequency response of the second-order
BPF. It is evident from the figure that as the analog circuit
ages, its output response deviates more from the desired
response. A change in the output response results in the
change in the input patterns to the locked-optimizer. As the
defender has protected only a handful of input patterns, the
new input patterns from the aged analog circuit may not
be protected. Hence, it is imperative to study the effects of
aging on the locked-optimizer.

In the following section, the impact of aging is studied
on the logic-locked AMS circuits. The defender chooses the
PIPs that result in a minimum error, i.e., the deviation of
the output response from the desired response the attacker
has to experience for an incorrect key. The optimizer is
locked using SFLL-flex to protect (i) the input patterns
corresponding to all possible tuning knob settings which
give an error of 50% (ii) the input patterns which give an
error of less than 27%, and (iii) the input patterns which
give an error of less than 39%. The PIPs corresponds to the
analog circuit before aging. Figures 8 (a), (c), (e), and (g)
show the output responses for the analog circuits when the
locked-optimizer is supplied with correct and incorrect keys
for the above three cases. As the number of PIPs increases,
the error in output response for an incorrect key increases.
The impact of aging on the frequency response, 511 and
S21 parameters, and PSR and loop gain, are plotted for
BPF, LNA, and LDO, respectively. For the analog circuits
considered, the output response corresponding to the in-
correct keys, IK 1a and IK 1b output responses are for the
optimizer where the input patterns corresponding to all the
are tuning knobs are protected. For the incorrect key IK 1a,
all the bits of the input pattern are considered by the locking
mechanism, thereby achieving a key size of 220, 154, and 240
bits for BPF, LNA, and LDO, respectively. Whereas for the
response due to incorrect key IK 1b, only the MSBs and the
constants bits of the voltage inputs are considered by the
locking mechanisms, and the rest of the bit positions in the
input patterns are considered as don’t cares. This reduces
the key size to 80, 84, and 122 for BPF, LNA, and LDO,
respectively. Similarly, the output responses corresponding
to incorrect keys 2 and 3 belong to the optimizer, which
protects the input patterns whose error in output response is
less than 39% and less than 27%, respectively. The optimizer
considers all the bits similar to the response for incorrect key
IK 1a case, thereby achieving a larger key size equaling the
input size.

The analog circuit is now replaced with the aged circuit
to study the effect of aging on the SFLL locking. Figures 8
(b), (d), (f), and (h) shows the output responses for the
analog circuits, when the optimizer locked using SFLL-flex,
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is supplied with correct and incorrect key IK 1b based on
the input patterns they are protecting. As few of the bit
positions in the input patterns to the optimizer (from the
analog circuit) have changed due to aging (especially LSBs),
the locked optimizer considering all the bit positions in
the input patterns fails to secure the circuit. This trend is
illustrated in the figures 8 (b), (d), (f), and (h). However, the
optimizer which considers only the MSBs (and/or the bit
positions whose values are constant) with lower security
level (but more than 80) protects the analog circuits as
shown by the output response for incorrect key IK 1b.

4.9 Discussion

Why can we not protect all the digital components in the
AMS circuit? A simple solution is to protect all the digital
components of the AMS circuit. However, this seemingly
straightforward approach is not simple and may not meet
the desiderata for analog circuits, for reasons below. The
desiderata for protecting AMS circuit via logic locking of
digital components:

« An attacker should not be able to identify the locked
digital part, remove it, and make the resultant analog
circuit functional’.

« Logic locking the entire digital circuit may not necessar-
ily yield incorrect responses from the analog part. Hence,
the digital circuit needs to be locked such that the analog
component becomes non-functional when an incorrect
key is applied.

« State-of-the-art logic locking techniques can protect only
a linear number of input patterns in key size [10]. Hence,
one needs to select which input patterns to protect, such
that incorrect keys will have the highest impact on the
functionality of the analog circuit.

« Locking the entire circuit incurs high area, power, and
delay overhead. Hence, one has to be judicious in select-
ing which components to protect.

Power, delay, and area overheads. In this implementa-
tion, the power overhead is not a concern since the opti-
mization and security platform is consuming power only
at the start time for a short period. Once the optimization
finds a solution and sets the tuning knobs, the digital core is
turned off. Concerning the delay overhead, there is a delay
between the circuit turn-on time and the time at which the
regular operation starts. This delay is the time taken by the
optimizer to choose the optimal tuning knob settings. Area
overhead of SFLL-HD? for BPF, LNA, and LDO is 8.79%,
2.61%, and 3.08%, respectively. Similarly, for SFLL-HD", the
overhead is 8.78%, 5.84%, and 4.91%, respectively, for the
h values listed in Table 1. In case of SFLL-flex, the over-
head is 0.14%, 0.13%, and 0.14%, for BPF, LNA, and LDO,
respectively, proving to be the most area-efficient variant
of SFLL. Effect of temperature and environmental noise.
The on-chip optimizer can measure the performance of the
AMS circuit with respect to the circuit components along
with operating conditions, such as temperature and noise on
the power supply. Thus, the optimizer can recalibrate and
set the tuning knobs to obtain the desired response—but

1. Here, we consider an analog design as functional when it produces
the expected response.
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only when the correct key is in place. Thus, our technique
can ensure the effect of locking, even in the presence of
temperature variation and environmental noise.

Can we individually attack the analog and digital sec-
tions of the AMS circuit? As we are targeting resilience only
against overproduction attacks, the threat model assumes
that the attacker can only overproduce the chip but cannot
physically modify the existing layout. Hence, he/she cannot
remove the optimizer circuit and independently target the
analog circuit. Even if the attacker simulates the analog
circuit for the different tuning knob settings and determines
the correct settings, he/she cannot change the tuning knob
as they are not controllable by the attacker.

What guarantees that an incorrect key does not produce
the correct circuit performances? As the optimizer is locked
using SFLL-flex, the guarantees that an incorrect key does
not produce the correct circuit response is given by the secu-
rity metrics of SFLL-flex. This is because the circuit response
depends on the unique settings of one of the 1024 tuning
knob settings, which in turn is the output of the locked opti-
mizer. As the input patterns which have the highest impact
on the correct tuning knob settings are protected, unless
the optimizer is provided with the correct key, the analog
circuit does not produce the desired output response. Only
the correct key selects the optimal tuning knobs, whereas
all the incorrect key selects sub-optimal tuning knobs that
produce sub-optimal performance. Hence, as given in [10],
the output is corrupted for those input patterns which are
protected. This is given by the SAT and removal attack
resiliencies, which are k — [log, c] and ¢ x 2" ¥, respectively.
Here, n, k, and c are the input size, key size, and the number
of protected input patterns, respectively.

Is it possible to determine the correct key to unlock
the optimizer using the quantified Boolean formulation?
An attacker can try finding the key using the input and
output relationship of the analog circuit. In the oracle, an
attacker can control and observe the input and output
ports, respectively, of the analog circuit. He/she can send
in the desired input and observe the corresponding output
as the key input is loaded with the correct key. He/she
can formulate the operation of the analog circuit as QBF
equations and try to find the optimizer key that satisfies
this relationship. However, an attacker cannot find this key
to unlock the optimizer because of the nature of digital
locking techniques. Furthermore, an attacker does not know
the complete input and output relationship of the optimizer
to build his/her own optimizer. This is due to the following
reasons: (i) the underlying digital locking techniques are se-
cure in revealing the complete functionality of the optimizer
and (ii) every locked chip only reveals one or few input-
output relationships of the optimizer, and this is not enough
to build the complete optimizer. This happens because the
effects of process variations are different for different chip
and thus applying different inputs to the optimizer.

R1.6 Due to the large size of the passive components, the
number of components in an array is limited. Does this
limit the key search space? As this technique is resilient
only against overproduction, the key size is not dependent
on the number of passive devices in the array. Instead, it is
dependent on the size of the input to the locked-optimizer.
Depending on the process variation impact, the correct
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value of the passive device is chosen by the optimizer via the
tuning knobs. Hence, it is necessary to unlock the optimizer,
which is protected by SFLL. In this locking technique, the
key size should be less than or equal to the input size. For
example, in BPF, as the input size to the optimizer is 220
bits, the key size can be a maximum of 220 bits. Hence, this
key size and hence, the key search space is not limited by
the size or number of passive devices in the array.

5 CONCLUSION

In this paper, we propose the first technique to thwart the
overproduction of AMS circuits, by securely locking the dig-
ital part, which is controlling the tuning knobs judiciously.
Our analysis indicates that by properly selecting two tun-
ing knobs, we can secure several performance metrics of
different analog circuits—a BPF, an LNA, and an LDO.
On applying an incorrect key, our approach achieves at
least 27.45% error and at most 50% error in the circuit’s
response when the optimizer is locked using SFLL-flex. Our
technique is agnostic to logic locking techniques: we have
used SFLL-flex [10], as it can prevent SAT [27], AppSAT [41],
removal [22], sensitization [6], and bypass attacks [42]. Our
approach is provably-secure, as it leverages the properties of
SFLL. More importantly, it is well integrated with the analog
component, without sacrificing the security properties of
SFLL.

From the simulation results, one can conclude that the
SFLL-flex technique secures the analog circuit irrespective of
aging. We can also increase the error in the output response
of the analog circuit experienced by the attacker for an incor-
rect key by increasing the number of tunable parameters in
the circuit. Our future work entails: (i) Exploring the effect
of other logic locking techniques; (ii) Embedding secret keys
as part of analog designs, not just digital; and (iii) Exploring
techniques to prevent piracy and not just overproduction.
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