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Abstract—In a private information retrieval (PIR) system,
the user needs to retrieve one of the possible messages from
a set of storage servers, but wishes to keep the identity of
the requested message private from any given server. Existing
efforts in this area have made it clear that the efficiency of the
retrieval will be impacted significantly by the amount of the
storage space allowed at the servers. In this work, we consider the
tradeoff between the storage cost and the retrieval cost. We first
present three fundamental results: 1) a regime-wise approximate
characterization of the optimal tradeoff with a factor of two, 2)
a cyclic permutation lemma that can produce more sophisticated
codes from simpler base codes, and 3) a relaxed entropic linear
program (LP) lower bound that has a polynomial complexity.
Equipped with the cyclic permutation lemma, we then propose
two novel code constructions, and by applying the lemma,
obtain new storage-retrieval points. Furthermore, we derive more
explicit lower bounds by utilizing only a subset of the constraints
in the relaxed entropic LP in a systematic manner. Though the
new upper bound and lower bound do not lead to a better
approximation factor uniformly, they are significantly tighter
than the existing art in some regimes.

Index Terms—Private information retrieval, storage cost, re-
trieval cost, tradeoff, linear program lower bound

I. INTRODUCTION

The analysis of private information retrieval (PIR) systems
from the information-theoretic perspective has drawn signifi-
cant attention recently [1]-[35]. The canonical model, where
the K messages are replicated over all the NV servers, was stud-
ied extensively and well-understood. Particularly, the capacity
of the canonical PIR system was characterized recently by
Sun and Jafar [4], and a more efficient code construction was
presented in [5] that achieves the optimal average performance.

Full replication of the messages at the storage servers can
be costly, and the messages can be stored more efficiently by
utilizing better storage codes. However, the amount of storage
allowed at the servers will impact the efficiency of the retrieval.
At one extreme, when the messages are replicated across all
the servers, the retrieval can be made the most efficient; on
the other hand, when no storage redundancy is allowed, the
only possible strategy is to retrieve every message and thus
highly inefficient.
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There has been increasing interest in understanding the
storage-retrieval tradeoff in PIR systems. Banawan and
Ulukus [6] considered the case when each message is encoded
by a maximum distance separable (MDS) code and stored
across the servers, referred to as the MDS-PIR code, and
characterized the capacity of this system. Sun and Tian pre-
sented two sets of codes where the messages are MDS-coded
that can beat the separate MDS-PIR capacity by using joint
storage coding for certain specific parameters [10]. Attia et al.
considered the case when the storage servers can only store
uncoded segments of the messages [7], [8], and derived the
full storage-retrieval tradeoff in such systems. A generalized
code construction unifying the two codes was presented more
recently in [9]. Mathematically, we use « to denote the
normalized average storage per server per message bit, and
[ for the normalized average download cost per server by
message bit (the precise definitions are given in Section II).
In this context, the MDS-PIR code in [6] achieve the following
tradeoff points
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Though significant progress has been made in the cases
where structural restrictions are placed on the storage codes,
our understanding on the fundamental tradeoff between the
storage cost and the retrieval cost is quite limited when these
restrictions are removed. In fact, even for the smallest case
with two servers and two messages, this tradeoff is not known.
A Shannon-theoretic approach [11] was used on this special
case to improve the storage and download efficiency, and very
specialized lower bounds were also given. Two general lower
bounds were further given in [13] which focus on the two
extreme points of the tradeoff curve.

In this work, we studied the tradeoff between the stor-
age cost and the retrieval cost in PIR systems without any
structural storage restrictions. Three fundamental results are
presented,



1) A regime-wise 2-approximate characterization of the op-
timal tradeoff: The overall tradeoff can be partitioned
into three regimes, where 2-approximation holds for the
storage cost, the retrieval cost, or the sum-cost.

2) A cyclic permutation lemma that can produce more
sophisticated codes from simpler ones: This is a general
technique, and it can be shown that uncoded storage PIR
code [7], [8] can be obtained directly from the code in [4]
with this lemma, and the generalized MDS-PIR code [9]
can be obtained from that in [6].

3) A relaxed entropic linear program (LP) lower bound that
has a polynomial complexity: The generic entropic LP
frame work [36]-[38] may be used to compute lower
bounds in this problem, which however has exponential
numbers of variables and constraints. By utilizing the
specific structure in the PIR problem, we select a subset
of these inequalities and formulate a simpler LP that is
more amicable for computation.

With these results, we further seek to find improved up-
per bounds and lower bounds. We propose two novel code
constructions, and by applying the cyclic permutation lemma,
obtain a set of new storage-retrieval points. Then we derive
a close-form lower bound by utilizing only a subset of the
constraints in the relaxed entropic LP in a systematic manner.
As a byproduct, we in fact obtain a set of lower bounds
parametrized by a set of real values. Though the new upper
bound and lower bound do not lead to a more precise approx-
imate characterization in general, they are significantly tighter
than the existing art.

The rest of the paper is organized as follows. We formally
define the problem in Section II. The three fundamental
results on the optimal tradeoff are presented in Section III.
Section IV is mostly devoted to two new code constructions.
A lower bound for the optimal tradeoff is then presented in
Section V, with some numerical results. We conclude the
paper in Section VI. Some technical proofs are given in the
supplementary material.

II. PROBLEM FORMULATION

We adopt the notation [i : j] = {i,i+1,...,5} wheni < j,
and define it to be @ if ¢ > j; the brackets will be omitted
when appeared in subscripts. An (N, K) private information
retrieval (PIR) system can be described as follows. A total
of K mutually independent equal-length messages Wi.x =
(W1, Wa,--- ,Wg) are coded and stored in N servers; the
stored content at server n is denoted as S,, € S,,, where S,,
is the domain of the content at server n. Let Q,, be the set of
all possible queries sent to server n. When retrieving message
Wy, the user sends a query Qq[f ] € 9, to server n, from
which an answer Aif I Will be returned. After collecting the
answers A[lk}\, from all the servers, the user will recover the
desired message Wj,. The privacy requirement stipulates that
any single server cannot derive any knowledge on the identity
of the requested message based on the received query. In this
work, we aim to study the tradeoff between the size of storage
contents S1.n and that of the answers Aj. .

Mathematically, a PIR system can almost be fully repre-
sented using information measures of the involved random

variables alone. Each message W, (k € [1: K]) is comprised
of L i.i.d. symbols uniformly distributed over a finite alphabet
X. In log v -ary units, this is equivalent to

H(Wi.k) ZH Wi, )

(Wk):L, ke [1:K]. (5)

There are a total of N servers, and each can store coded or
uncoded contents of the messages, which is equivalent to the
condition that the stored content S,, € S,, at server n satisfies

H(Su|Wik) =0, ne(l:N] (6)

A user aims to retrieve a message Wy, k € [1 : K] from the
N severs without revealing the identity & to any individual
server. A random key F is used to generate queries Q[lk}\, =

(Q[lk], [Qk],...7 [I];]), where Q;f] € Q, forn € [1: NJ,
which can be represented as
HRM. QY. ... .Q¥F) =0, k=12... K. (O
The random key is independent of messages, i.e.,
I(F;Whi.x) = 0. ®)

Server n uses the stored content S,, and the query QL{“ I to
construct an answer AL{“ ], and then sends the answer to the
user, which is represented by the relation

HAMIQM S,) =0, ne[l:N], ke [l:K]. (9)

The answer symbols are in a finite alphabet ), i.e., Agﬂ ] e Yhn,
where /,, is the length of the answer. With the answers from
all servers AQIT]N, together with queries Q[lkl\, and the identity
of the desired message k, the user can recover the desired
message Wy, i.e.,

H(Wi| AT, Q) = 0.

The privacy requirement is more suitable to be represented
using probability distribution relations, instead of information
' ie., forany q € Q,

measures
Pr(Ql = q) = Pr(QI1 = q), forany k # K €

(10)

[1:K].
1D
The operational normalized average storage cost and the
operational normalized average download cost are defined as

N
1
a2 > logiy[Sal, (12)
n=1
_ 1
Ga Og‘*' s S E(l (13)

n=1

which are the average amount of stored data per symbol
of individual message and the expected amount of average

IStrictly speaking, it is possible to represent the privacy condition by
introducing another random variable 6 to represent the (random) index of the
requested message, assuming the probability distribution of € is known. The
privacy requirement as represented by the probability distribution relations is
more general, in the sense that there is no need to require the knowledge of
the probability distribution of 6.
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Fig. 1: Lower bound, upper bounds and simple approximation
of the optimal tradeoff.

downloaded data per symbol of desired message, respectively.
In the sequel, we shall simply refer to them as the storage
cost and download cost, respectively. Note that 5 does not
depend on the value of k, since the random variable ¢,, has
an identical distribution for all k£ € [1 : K] due to the privacy
requirement.

The definition 8 measures the retrieval download rate in
terms of the expected retrieval download rate, which is in fact
the prevailing performance measure taken in the information
theoretic literature; see e.g., the problem definition in the
pioneer work [4]. An alternative definition is to measure the
worst case download cost among all possible random key
realizations; see e.g., [39]. This two approaches are inherently
related, and it was shown in [5] that any PIR code with a given
expected case rate can be converted to a code that has the same
worst case rate, at the expense of an increased message size;
we therefore refer readers to that work for more details.

We say the storage-retrieval tradeoff point («, 3) is achiev-
able, if there exists a PIR code whose operational storage cost
@ and download cost /3 satisfy o > & and 3 > f3, respectively.
The aim of this work is to characterize the set of all achievable
pairs (v, 3), or in other words, the optimal tradeoff between
a and . It is clear that
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the right hand sides of which are referred to as the informa-
tional normalized storage cost and informational normalized
download cost, respectively. We shall use the informational
costs as surrogates for the operational costs in the rest of this
work in order to derive meaningful lower bounds. A detailed
discussion of these two definitions and their differences can
be found in [13].

For some fixed download cost 8, let amin(3) denote the
minimum achievable storage cost for the download cost f3,
and fpin (@) is defined similarly. It was established in [4] that

Buin(00) = fo & — +

— 4+ —=+...+ (16)
and it is trivial to see
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in order for the system to allow correct message retrieval. In
fact the result in [4] implies that Sy (K) = By, and it is not

difficult to verify aumin(ag) = ayp.

III. THREE FUNDAMENTAL RESULTS

We first present three results that are not difficult from a
technical point of view, but are of significant fundamental or
instrumental importance. The first is a simple approximate
characterization of the optimal («, ) tradeoff, the second
is a simple lemma which uses cyclic permutation to build
more sophisticated codes from simpler ones, and the last is an
extracted (low-complexity) linear programming lower bound
that captures the most important constraints in the problem
setting.

A. A Simple Approximate Characterization

The following proposition provides a simple approximate
characterization of the achievable storage-retrieval tradeoff.

Proposition 1 (Regime-wise 2-approximation). For any
(N, K) PIR system where N > 2,

(i) The tradeoff point (2cv,200) is achievable;

(ii) Conversely, any achievable («, ) must satisfy a > g

and 3 > Po.

The combination of the upper bound given in (i) and the
lower bound given in (ii) provide an approximate characteriza-
tion as shown in Fig. 1(a). In Fig. 1(b), we further include the
upper bounds induced by the generalized MDS-PIR code [9]
to illustrate this approximate characterization.

Proof of Proposition 1. The lower bounds in (ii) follow sim-
ply from the definition of g and Sy, and thus we only need
to prove the upper bounds in (i). This can be done by showing
that the point (2ayq, 20p) is above the tradeoff curve achieved
by the uncoded storage PIR code given in [7], [8], for which
the storage cost and download cost are given by the lower
convex envelope of the following points

. KT 1 (&1
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Taking T' = 2, we obtain

K
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For N > 2, it is seen that the
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which completes the proof. O

Remark 1. It is also possible to utilize the upper bound induced
by the MDS-PIR code [6] to prove this proposition, which we
omit for brevity.

This approximate characterization shows that the storage-
retrieval tradeoff can be divided into three regimes: a storage-
bound regime, a retrieval-bound regime, and an intermediate
regime. In the storage-bound regime 5 > 23;, the optimal
storage cost is sandwiched between o and 2c for any fixed
B; in the retrieval-bound regime o > 2ay, the optimal retrieval
cost is sandwiched between Sy and 2, for any fixed «; in the
intermediate regime, where a < 2 and 5 < 20, the optimal
sum rate o+ (3 is sandwiched between g+ By and 2ag+205;.
Thus in the first regime, the potential loss of using the uncoded
PIR code (or the MDS-PIR code) in terms of the storage cost
is less than a multiplicative factor of 2, while in the second,
the potential loss of using either of these two codes in terms of
the retrieval cost is less than a factor of 2. In the intermediate
regime, the sum-rate loss is less than a factor of 2 using these
codes. This result makes clear what questions remain difficult:
to find good approximate (or exact) characterization of the
retrieval cost in the storage-bound regime, that on the storage
cost in the retrieval-bound regime, and either direction in the
intermediate regime. In [13], these questions were considered
for the extreme cases when a = «g and 8 = [, and a precise
characterization was given for the former and an approximate
one for the latter. However, beyond those two extreme cases,
the answers to these questions remain elusive. In the sections
to follow, we shall provide further results toward answering
these questions.

B. A Cyclic Permutation Lemma

We next introduce a general technique to produce more
sophisticated codes from simpler codes, and present several
immediate applications of this lemma. In Section IV we shall
further utilize this technique to produce other achievable («, 3)
tradeoff points based on several new code constructions.

Lemma 1 (Cyclic permutation lemma). If an (N, K) PIR code
(without any symmetry assumption) can achieve the tradeoff
point («, 3), then there exists an (M, K) PIR code, M > N,
that achieves the tradeoff point (%a, % 5).

Proof. We prove the lemma by generating an (M, K) PIR
code from an (N, K) PIR code using round-robin, which is
illustrated in Fig. 2. Let the message length in the (N, K)
PIR (base) code be L, and in the (M,K) code to be
constructed, the message length will be M L. Therefore, for
the (M, K) PIR problem, we can partition each message

Wi, into M sub-messages W}, W2, --- WM, each has a
message length L. For each m € |1 M], the sub-
messages W™, W3, --- Wz can be encoded by the orig-
inal (N, K) code, and placed on a set of N consecutive
servers, i.e., the base (N, K) PIR code is utilized on the
servers in a round-robin manner. More precisely, for m =
1,2,..., M, the K sub-messages W{", W3", --- W are en-

coded using the (N, K') PIR storage code as S7*, S5*, - -- , S¥;
for notation simplicity, further define S7* = () for n €
[N+1,N+2 .- M| Then server m stores the en-
coded messages S(1m+1)N’ 5(27n+2)N, - ,S(]‘fn+M)N for m =
1,2,..., M, where (z)y is defined for any integer = as
(m)N:{m mod N, ?fx modN;éO. 21
N, ifr mod N=0

The retrieval is done on each group of sub-messages,
(Wi, Wir, ..., W2), which are stored on the corresponding
server set that they are stored, for m = 1,2,..., M. Since
for each group of sub-messages, the retrieval is private by the
property of the base (N, K) PIR code, the overall retrieval is
also private. Since the message lengths of the base code and
the new code are L and M L, respectively, the resulting storage

and download cost of the new code are o/ = MNaL — N

MML — M@
and §' = A]\{[IXfLL = %B. The proof is complete. O

Remark 2. The lemma in fact also holds for the T-colluding
(coded) PIR problem [29], [40]-[42] and the symmetric PIR
problem [21]. Moreover, when the download cost is measured
in terms of the worst case rate among all random key real-
izations [39], the lemma applies in a similar manner, i.e., we
will obtain a new code with the storage cost and worst case
download cost scaled by the same factor.

We can apply the cyclic permutation lemma on any existing
codes, e.g., the Sun-Jafar code [4], the TSC code [5], the MDS-
PIR code [6], and the uncoded storage PIR code [7], [8]. In
fact, the performance of the uncoded storage PIR code in [7],
[8] and the generalized MDS-PIR coded in [9] can be obtained
in this way from the code [4] and [6], respectively, as we shall
show next.

Application 1. The (M, K) uncoded storage PIR code in [7],
[8] can be produced from the Sun-Jafar code [4] using the
cyclic permutation lemma. The storage cost and download cost

of (N, K) Sun-Jafar code is

1 1 1
(a,B) = (l(va t N2 +""+']Vz<)'

By applying Lemma 1 to an (N,K) Sun-Jafar code, the
corresponding storage download cost can be obtained as

(22)

N NE 1 %52
M(avﬁ) = (M)M part ]W) . (23)

For different storage requirement, we can choose different Sun-
Jafar base code by varying N. By taking N = 1,2,--- | M,
the storage-retrieval tradeoff of the uncoded storage PIR code
in (18) is obtained. We remark that the base code can be any
other PIR capacity-achieving code, e.g., the TSC code [5],
which can yield the same performance.

(o, ) =
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Fig. 2: Generation of (M, K) PIR code from (NN, K) PIR code using round-robin.

%]
aQ
2
g g 32
= =
- 2 -
> Sub-message Wi Il I [ |
> Sub-message Wi o 7-7 7-7 77777 i
E— Sub-message W7 (I i . 7-7 e
z L e e e e e = = = = = —
9
]
o
uq
¢
»
; >
———
->- MDS-PIR code
0.71 —e— Cyclic permutation lemma
0.6 1
(a0}
0.5 A
0.4

2.0 2.5 3.0

a

1.0 15

Fig. 3: MDS-PIR code upper bound vs. that obtained by cyclic
permutation lemma.

Application 2. The (M, K) generalized MDS-PIR code in [9]
can be produced using the cyclic permutation lemma from the
MDS-PIR codes in [6]. The average storage and download
cost of MDS-PIR code with parameters (N, K) is given in (1)

K—-1
(avﬁ): (K ! (Z

T N \
=0

Ti
zw)) T=1,2---,N. (24

By applying Lemma 1 to an (N,K) MDS-PIR code, the
corresponding storage download cost can be obtained as

N = (ME LT
MY T\ T M 2= N

-, N.

(0/7/8/) =

(25)

By letting N = 1,2,--- | M, we obtain the storage-retrieval
tradeoff of the generalized MDS-PIR code [9] given in (3). We
illustrate this storage-retrieval points for the codes obtained
by applying the technique when N = K = 3 and M = 4 in
Fig. 3, where it is seen that indeed new tradeoff points are
obtained beyond those achieved by the MDS-PIR base code.

C. A Linear Programming Lower Bound

Fully characterizing the storage-retrieval tradeoff appears
difficult, partly due to the lack of strong lower bounds, though
some initial effort was reported in [11], [13], [33]. This prob-
lem can potentially be solved computationally in the generic
entropic linear programming (LP) framework [36], similar to
the approach discussed in [37], [38]. This generic approach
however suffers from high complexity that is exponential in the
number of random variables in the problem, since the variables
in this generic entropic LP are the joint entropy values of all
the possible subsets of these random variables. On the other

hand, the PIR problem in fact has a very special structure,
which can be well captured by a small class of inequalities.

In the following, we use one special class of inequalities to
formulate a relaxed linear program.

As a first step, we shall utilize the symmetry structure
in this problem. As shown in [5], any PIR code can be
symmetrized without sacrificing the storage and download
cost to satisfy two symmetry relations: message symmetry
and server symmetry. Let P,,, be the set of all permutations
of [1 : m]. A symmetrized PIR code satisfies the following
condition for any A,BC [1: NJandC C [1: K],k € [1: K],
and any 7™ € Py and 7’ € Pk,

H(Sa, A |F,We) = H(Sx(a), Ay [F, W), (26)

In the sequel, we consider only such symmetrized codes
without loss of optimality.



minimize: aoy1(1,0) + boy1(0,1) 27)
subject to: (Submodular) 2k (|A1],|1B1]) + 2 (A2l | Ba]) > k(A1 U Az, |B1 U B2 /(A1 U As)|)
+zi (| AL N Az, | By N Ba| + [ AL N Ba| + | A2 N By),
Vke[l: K —1],VA;,B; € [1: Nl,AinB;=0,i=1,2 (28)
(ALl [Bi]) + vk (2], 1Bal) > wi (A1 U Asl, [Bi U By /(A1 U As)))
+yr (A1 N Az, |Br N Ba| + | A1 N Ba| + | A2 N By),

Vke[IZK],V.AZ',BZ‘E[15N],AiﬂBi=®,i=1,2 29)

(Monotone) zi(a,b) > zp(a,b—1),
Vke[l:K—1,Vae[0: N—-1,¥be [1: N —q] (30)

yk(a7b) > yk(aa b— 1)7
Vke[l:K],Va€e[0: N—-1,¥be[l: N —aq) (31)
(Decodable) ye(a,N —a) > 1+ zi(a,N —a), Vk € [1: K],Ya e [0: N —1] (32)

b

(Han’s inequality)  yx(0,b) > Nyk(o N), Vke[l:K,vbe[l: N —1] (33)
(Privacy) zp(a,1) = yrt1(a,1), Vke[l: K —-1],Vae[0: N —1] (34)
(Invariance) 2k(a,0) = yr11(a,0), Vke[l:K —1],Va€[l: N] (35)
(Boundary) zx(a,b) =0, Vae[0:N],Vbe[0: N —a. (36)
lower-bounded by the solution of the linear program in (27)-

(36).

0.6 A .
— Relaxed entrc.)p'c LP lower bound In Fig. 4, we illustrate a set of bounds obtained by solving
~ ¢ lower bound in [13] this linear program for the case (N, K) = (5, 3), which are
0.51 considerably tighter than known bounds in the literature. The
capacity bound 3 > [y = 0.248 is shown as a horizontal
@ Aa+p=3 bound, which is indeed obtained through solving the relaxed
0.41 athope216 entropic LP. The two constraints given in [13] are also obtained
' through the relaxed entropic LP. This is not surprising, since
031 the insights used to formulate the relaxed entropic LP are
T b — partly motivated by the proof steps used there.
! ! ! ! _——.— _______ ? Proof. The constraints in this LP need to hold for any valid
0.5 1.0 1.5 2.0 2.5 3.0

Fig. 4: Comparison of the lower bounds in Proposition 2 and
[13] for (N, K) = (5,3).

For any nonnegative integers a and b such that a +b < N,
let A and B be two disjoint subsets of [1 : N] with |A] = a
and |B| = b, we define (for any symmetrized code)

w(a,0) 2 H(S4, AR F, Wit)/L
y(a,b) £ H(Sa, Ag'[F, Wig1)/L.

It is straightforward to see that by definition

y1(1,0) > «
y1(0,1) > B.

Thus in order to lower bound a linear combination of agc +
bo8 where ag,by > 0, we can consider the following linear
program, which we summarize as a proposition.

Proposition 2 (Relaxed entropic LP). For any achievable
(a, B), the linear combination aga + bo3 where ag,by > 0 is

(symmetrized) PIR code for the reasons given below.

o Submodular: for any disjoint Ay, B; C [1 : N], disjoint
Ay, By C[l:N]andany k€ [0: K — 1), ¥ € [1: K],
by the submodular property of the entropy function, we
have

(SAI,A[;']\F W) +H(SA2, ARV, W)
> H((Sa,, A, ) (Says Ay, HIF, W)

+ H((Sa,, AR 0 (Say, AR DIF, W)
:H(SAlquA[Bl/}UBQ/ AjUAR) |F Wi k)

(k']
+ H(Sa,04,) A(BlﬂBz)u(Al NB2)U(A2NB1) |F, Wig).
(37)

The constraints on yi(a, b) hold for the similar reason.
« Monotone: for any disjoint A, 8 C [1 : N] with B non-
empty, let B’ C B with |B’| = |B| — 1, and for any
k€ [0: K — 1] we have
H(S.A7

AR W) > H(Sa, AR, W), (38)



then the given linear constraints on zj(a, b) hold due to
the symmetry relation mentioned earlier. The constraints
on yx(a,b) hold for the same reason.
» Decodable: for any A C [1: NJ, for any k € [1 : K], we
have
H (S, AL B, Wi o)
= H(Wlm S.A7 A_[,i]r ‘F7 Wl:kfl)
= H(Wk) + H(S.A7 A[Alf]c Fa Wl:k)a
where A° = [1: N]\ A
o Han’s inequality: forany be [1: N—1]and k € [1: K],
by the conditional version of the Han’s inequality, we

have
1
DD

N
b(b) BC[1:N]:|B|=b

(39)

H(AZ’C] ‘F, Wl:k‘—l)

1
> NH(A{T]N]\F,WM_Q. (40)

e Privacy: due to the Markov string F <« Qg" LN
(A%C], Wi.k,S1:n ), and the fact that W7, is independent
of F, we have that for any A C [1 : N] with |4] < N
and any n € A€,

H(Sa, AP, Wy.p) = H(S 4, AFQI Wy.4.)

H (S, AIFTHR, W) = H(S4, AFTHIQUET W),
(41)

By the privacy requirement, the distributions of
QW AW, S, W) and  (QUTH, AN S W)
are identical, and it follows that

H(Sa, AFF, W) = H(Sa, AFTIF, Wi). (42)

o Invariance: for any A C [1 : N] with |A] = a and k €
[0: K — 1] we have

xk(a70) :H(SA|W1;]€)/H(W1) :yk+1(a70). (43)

o Boundary: for any disjoint subsets A, B C [1 : N], we
have

H (84, AXF, Wy.y) = 0. (44)

Since any valid symmetrized PIR code must satisfy these
constraints, the optimal solution to this LP is indeed a lower
bound for aga + by 3 . O

Let us now consider the complexity of this LP. The vari-
ables in this LP are all the x(a,b)’s and yg(a,b)’s for
k=1,2,...,K, and for integers a,b such that a +b < N,
and it is straightforward to verify that there are a total of
K(N+1)(N+2) of them. It is more involved to count the total
number of constraints. However, it is clear that the dominant
component here is the submodular constraints, and thus let us
focus on this set. Let a,b,c,d,e, f,g,h € [0: N] be

a:|A1 ﬂA2|; b:‘AlmBﬂ; C:|A1/(A2UBQ)|
d=|A2NBi[; e=[BiNBaf; [f=][B1/(A2UBy)|
g=|A2/(ALUB)|; h=|By/(A1UDB)|, (45)

then the submodular inequalities can be rewritten as

zp(a+b+c,d+e+ f)+ar(a+g+d,b+e+h)

>ala+b+c+d+g,e+ f+h)+ap(a,b+d+e)
(46)

ypla+b+ce,d+e+ f)+uyla+g+db+e+h)

>ypla+btct+d+g e+ f+h)+yrla,b+d+e).
(47)

Since each of these 8 parameters only takes values in [0 :
N], the total number of (a,b,c,d,e, f,g,h) combinations is
upper-bounded by (N + 1)%. Moreover, the combinations
(a,b,c,d,e, f,g,h) and (a,d, g,b, e, h,c, f) in fact represent
the same inequality. Thus, there are fewer than K (N + 1)3
such submodular inequalities, though the number of valid
combinations (a, b, c,d, e, f,g,h) is in fact even smaller due
to their inherent relations. Therefore, the problem complexity
in terms of the LP constraints is O(K N®).

In comparison, let us consider the complexity of the generic
entropic LP approach [36] in the problem setting. The number
of random variables there is at least X + N + K N, where the
KN term is due to the answers from the IV servers for the K
messages. Thus there are a total of 25X +N+KN _1 joint entropy
values as the variables in the generic entropic LP, and the
K+N+KN + (RN RN 9K+ N+KN=2 ¢lemental entropic
constraints. It is possible to reduce the number of constraints
using the symmetry reduction techniques introduced in [37],
[38], but it will not change the exponential nature (see [43] for
a more thorough analysis). In contrast, the complexity of the
formulation in Proposition 2 is polynomial. The significant
reduction in the number of constraints is due to the much
more restricted set of submodular inequalities we include in
this relaxed entropic LP, using the specific domain insights.

IV. CoDES TO IMPROVE KNOWN UPPER BOUNDS

The lower convex envelop of the storage-retrieval pairs of
the generalized MDS-PIR code provides an upper bound on
the optimal tradeoff, which is the best known in the infor-
mation theoretic PIR formulation. Equipped with the cyclic
permutation lemma, in this section, we provide several new
base code constructions which yield further improvements.

A. Construction-A: N = 2

We provide a construction for N = 2, which is based on the
idea of compressing an existing code in [5]. Here the message
length L = 1. We first provide an example, then present the
general code construction.

Example: Let (K,N) = (3,2). There 3 messages are a, b
and c, respectively. The storage for each server is given in the
following table,

S1 | So
a |ad®b
b |adc
c )

which implies that o = % Notice that b @ c can be decoded
by Sy asb@®c= (a®b)P(a® c). Suppose the user desires



message a, it randomly chooses one row from the following B. Construction-B: K|(N — 1)

table to retrieve

the answers.

prob. || server 1 server 2
0.25 a 0
0.25 b a®b
0.25 c adc
025 | a®@b®c | (a®b)Pla®c)
Similarly, to retrieve Wy = b, the following table is used.
prob. server 1 | server 2
0.25 b 0
0.25 a a®b
0.25 c bdc
025 || adbdc| adc

Next we provide a construction by generalizing the code
in [10]. Here the message length L is 1, and K = T(N — 1)
for some positive integer 7. An example is given first, and
then the general construction will be presented.

Example: Let (K,N) = (4,3), and thus T = 1 in this
example. There are four messages a,b,c,d. The contents are
stored as in the following table.

S1 | Sy S3
a c a®dc
b d | bdd

It is clear that o = 2. Suppose the user desires message a,
a row from the table below is chosen, uniformly at random,
as the queries for the servers.

And to retrieve Wy = ¢, the user uses the following table.

prob. || server 1 server 2
0.25 c 0

0.25 a adc

0.25 b (a®b)P(a®c)
025 || a®bdc adb

It is seen that § = %. Compared with the capacity achieving
code in [10] or [5], where (a, ) = (37%), the storage is
compressed while the download costs remains the same.

We next provide the code construction for more general K
and N = 2.

o Storage: Let S; = Wi, and Sy = {W; @ Wy},
It can be interpreted as server 1 stores all the messages,
and server 2 stores all the even sum of messages, because
the summation of any even number of messages can be
constructed by S5. The normalized average storage can
be calculated simply as

1 1

a—2(K+K 1)=K 5
o Retrieval: To retrieve message Wy, k € [1 : K], we
randomly choose a length-K vector v of 0 and 1. Then
retrieve P, (;)_; W; and W ® D, ;) W each from
one server. If the vector v has odd number of 1’s, retrieve
the former from server 2; otherwise, retrieve the latter
from server 2. The user can recover the desired message
by Wy = A[lk] ® A[Qk]. The user will retrieve 2 bits unless
v is consisted of all 0’s or only the k-th position of v is
1, and in these two cases, the user only retrieve 1 bit. It

follows that

B=953r

To see that the protocol is private, observe that server 1 re-
ceives queries uniformly distributed over {@v( et Wi
v has odd number of 1’s}; similarly, server 2 receives
queries uniformly distributed over the set {€D, ;)_; W; :
v has even number of 1’s}.

2K 1
92K

(2K x2-2) =

prob. || server 1 | server 2 server 2
0.25 a 0 0

0.25 b c®d |a®cpbad
0.25 ] c a®c
0.25 a®b d bdd

Similarly, to retrieve W3 = ¢, the following table is used.

prob. || server 1 | server 2 server 2
0.25 0 c 0

0.25 a®b d adcdbdd
0.25 a [ adc
0.25 b cdd bdd

1t is straightforward to see that code is private because the
set of queries at one server is the same for different retrieving
requirements and the query for retrieving any message is uni-
formly distributed over that set. Clearly 8 = 0.75. Comparing
with (4,3)-MDS coded PIR in [6], where (o, ) = (2,0.802),
the code given above has a smaller download cost.

In the general code construction, the index of a message can
be represented either as (N — 1)i + j for ¢ € [0: T — 1] and
jel:T),orasTa+bforac[0: N—2]and be[1:T].

o Storage: For n € |1 N — 1], server n stores
Sn = {Wrm-1)ti}imy; server N stores Sy =
{@;VJOZ Wrjtitl ;. As a consequence o = T.

o Retrieval: To retrieve Wy (,—1)15, Where a € [1: N —1]
and b € [1 : T]. We randomly generate a vector v of 0
and 1 with length T. Let v/ be a vector such that the
only difference between v and v’ is the b-th position,
which is v/(b) = 1 @ v(b). The user retrieves Al =
D, iy=1 Wr(n—1)+i from server n € [1: N —1]/{a};
Al = Do (i)=1 Wr(a—1)+: from server a; and AE@] =
Dy (i)=1 @;.V:BQ Wrjys from server N. Then the user
can decode W), = @fj:l Agf]. Thus

1 1 1 1
2T — 1
2T
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Fig. 5: Comparison of new upper bound and generalized MDS
upper bound for (N, K) = (7,4).

To see that the protocol is private, observe that for any
server n € [1 : N — 1], the received query is uniformly

distributed {Bus Wrari s ve 0:1)7
server N receives queries uniformly distributed over
{@”) BN Wy ve[0: 1T

C. Applying the Cyclic Permutation Lemma

over

By applying the cyclic permutation lemma to the base codes
given as construction-A and construction-B, we can obtain
further improvement on the storage-retrieval tradeoff which is
given in the following proposition.

Proposition 3. For N, K > 2, the following tradeoff points
are achievable:

(@ (@.8) = (K- .57
(b) (a,B) = w( ,22;1)f0r all T being a factor of K
so that & T +1<N.

In Fig. 5, we show the improvement of the tradeoff points in
Proposition 3 compared with the best known upper bound, i.e.
the generalized MDS tradeoff curve. Note that there is always
a point generated from construction-B lies on the generalized
MDS tradeoff curve. This can be seen by letting 7" = K in
Proposition 3 (b), then the resulting storage-retrieval tradeoff

is obtained as (o, ) = 21{,(, ]{,22,( 11) which is exactly
the tradeoff point of the generalized MDS code in (3) for
(T1,T>) = (1,2).

V. EXPLICIT LOWER BOUNDS

In this section, we derive more explicit lower bounds by
further relaxing the linear program given in Proposition 2.
Such derived bounds are more explicit, and moreover, we show
numerically that the loss from those obtained using Proposition
2 is small, for the cases that the relaxed entropic LP can be
effectively computed.

A. A Lower Bound for (N — m)a + mg

For notation convenience, define the following function for
any integer m € [1: N,

By (K, m) = inf

achievable («,8)

{(N—=m)a+mB}.  (48)

The following boundary conditions are immediate (the last two
are from (16) and (17)):

By(1,m) =1, for m € [1: N], (49)
By(K,N) = N, s1)

Let C be the set of positive real-valued vectors ¢ =
(ch:jel:m]lnel0:N—j+1]) satisfying the condi-
tions

N—j+1
> =1, forje[l:m] (52)
n=0

0<cl <1, forje[l:mlnel0:N—j+1], (53)

and the conditions
N m
SN —i+1)d; >> (N —i+1), forall j € [2:m],

(54)

N—j+1 (n— l)c
071+Z J 7
1f]€[2.m}
ifj=m+1

if je[m+2:NJ.
(55)
The lower bound is derived by a linear combination of
Shannon-type inequalities. Specifically, ¢} (j € [L : m],n €
[0 : N —j+ 1]) are the coefficients of the submodular
inequalities and d; (j € [2,m]) are the coefficients for
the residual terms of By (K, m) after applying submodular
inequalities. The above conditions (52)-(55) are chosen to
maintain the validity of the bound. The detailed proof can
be found in the supplementary material.
For any ¢ € C, we provide a general lower bound on
By (K, m) for m € [2: N — 1], through a recursive relation:

By(K,m,c) 21+ cl(K —1)

mNJ+1 n
K—-1,5 —1 56
+j22 nzl ]+7’l—1 N( 7J+n 70)7 ( )

where the initial conditions are given as E\;(K,m,c) =
By(K,m) for i) K = 1; i) m = 1; iii) m = N; i.e., the
boundary conditions in (49)-(51).

Moreover, for K > 2, N > 2, and m € [1 : N|, define

By (K, m) éma(é(E];(K,m,c). (57
- ce

Theorem 1. For K > 2, N > 2, and m € [1 : N|, we have
By (K,m) > By(K,m) > By(K,m,c), VceC. (58)

Proof overview for Theorem I. The lower bound can be ob-
tained by further relaxing the linear program in Proposition 2,



which is to minimize the objective function under a chosen
subset of constraints in a systematic manner. The idea is to first
specify which and how the submodular inequalities are applied
(i.e., utilize an even smaller subset of the possible submodular
inequalities), and then apply the other inequalities accordingly.
More specifically, we use only the submodular constraints for
jE[2:N—1], i €[j: N]that

H(ALL S 1n[FyWh) + H(Sn |[F, W)
> H(AW, S, v [P, Wh) + H(ALL S0 F, W),
H(A

(59)
Si:n|F, Wh) + H(A?], Sji—1, Sit1:n|F, Wh)

Jui—1
> H(AJ 1751+1:N|Fa Wl) +H(SJN‘F7W1) (60)
The detailed proof can be found in supplementary material.
O

The bound given in Theorem 1 is still not explicit, and
next we specialize it even further, in order to obtain a more
explicit form. This is accomplished by choosing a specific set
of ¢ € C. More precisely, we will show that the following
value of By (K, m), m € [2: N — 1] is feasible,

BN(K m) =
m— J 1 m—1 (m—j)(mtj—1)
L+ + Z (2j(j—)1()N :
1 m—3")(m+5*—1 .
+N IR +1 (1 - N—j* : _]2(].*11_)7 ), if K =2
L+ 300 5 - Ba(K —1,))
1 N—m)(m—1 m N—i+1
JrN—j*+1 [( T)n( : 7Zi=j*+1 i—f_ ]
By (K —1,5" = 1), if K>3,
(61)
where the initial conditions are given by
By(1,m) =1, form € [1: N], (62)
By (K1) = K, (63)
and j* € [2: m] is defined as follows:
e For K =2, 5% is given as
Jj* = max {2,
1 1
{(N+2) — \/(N—m)(N+m— 1)+J } (65)
e For K > 3, j* is the minimum j such that
m .
N — 1 —1)(N —
yo Mokl o DIV =m) - )
Ny 1—1 m
1=j+1
which is equivalent to
Nz +j<N+1. (67)

=Jj

If the above inequality holds for all j € [2 : m], then let
j*=2.
We can upper bound the LHS of (67) by

"1 m+1/2 _
NZZ,+]§N-ln<,/)+J,

3 FESY5 (68)

/2
of the reciprocal function l, which is

1 mtzq 1/2
277/ dlen(W).
The following theorem is our main result of this section.

Theorem 2. For K > 2, N > 2, and m € [1 : N|, we have
(70)

where f(j) = N-In (";.le/ 2) + 7 is obtained by the convexity

(69)

By(K,m) > Q(K, m).

Proof. The lower bound By (K,m) defined in (61) can be
obtained by simply assigning a proper feasible value to ¢ and
substituting this ¢ into the lower bound By (K, m,¢) in (56).
Then the theorem follows directly from Theorem 1. The details
can be found in the supplementary material. O

Remark 3. The definition of By (K, m) in (61) is defined
for m € [2 : N —1]. We can verify that for m = N, we
have j* = N, and then (61) gives Bn (K, N) = N, which
is consistent with the initial condition in (64). However, for
m =1, we have j* = 2, and (61) gives By (K,1) =1 <= K,
which is not consistent with the initial condition in (63).

B. Bounding o+ mp with Large Integer m

Similar to the previous case, we can also further relax the
relaxed entropic LP to find the following lower bound.

Theorem 3. For K > 2, N > 2 and m = (N — 1)+ (N —
2)NE=F for k € [1 : K], the term o + mf3 can be lower
bounded as follows:

1) IkaK, then

NE=2k(NF —1)(N —2)
a+mﬁ><k+ N =1) )
1 [(NEF —1)(N —2)
TR [ Nv-n  TE- k)}

+<1—N,1_1> (BN(K—k+1,N—1)—1),

2) Ifk>— then

a+m62(K—k+(N_2§\(fNi_k_l)>
2(N2k-K —1)
M
2k—K—1 1
+(N—1) ; ﬁ<BN(k—z+1N—1) 1)
1 [(NE=F—1)(N -2)
+Nk—1[ N(N —1) HK_k)]
+%(BN(K k+1N—1)—1>

Proof. Similar to Theorem 1, the lower bound can be obtained
by minimizing the objective function in Proposition 2 under a
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Fig. 7: The ratio of the upper bound and lower bound for (N, K) = (8, 20), (20, 20), (20, 8).

chosen subset of constraints. Specifically, we use the submod-

ular constraints for j € [2: N — 1], ¢ € [1 : j] that
H(AEN P, Wik) + H(Sj 1.8 |F, Wik)
> H(A[lkl, Sit1:n[F, Wig) + H(AE»’TLWIF, Wik),
H(AN S n [P W) + H(ARY, S5 v [F W)
> AV S [y W) + H(Sje1n|F Wig).

The details can be found as supplementary material. [

Remark 4. From Fig. 4, we see that the two constraints given
in [13] are also obtained through the relaxed entropic LP. Now
these two constraints are also included in the further relaxed
explicit expression, where the first one (Theorem 1 in [13]) is
simply (50) and the second one (Theorem 2 in [13]) can be
obtained from Theorem 3 by letting £ = 1 which becomes

a+[(N-1)+ (N -2)N g
(N —2)(N¥ 1)

> K
e Y D)

(71)

C. Numerical Results

We first compare the proposed lower bounds and the upper
bounds of the storage-retrieval tradeoff in Fig. 6. The upper
bounds in Section IV evidently outperform the generalized
MDS-PIR upper bound at the storage-bound regime. We fur-
ther observe that the lower bound in Theorem 2 and Theorem 3
is close to the relaxed entropic LP lower bound in Sec-
tion III-C. Recall that the relaxed entropic LP has constraints

on the order of O(K N®), which becomes unmanageable for
larger N, K, e.g., we found K = N = 10 can not be
effectively computed in a reasonable amount of time. However,
the lower bound in Theorem 2 and Theorem 3 is obtained only
by direct calculation and can be solved quickly for large K
and N. These upper bounds and lower bounds help to further
refine the approximation.

We next further analyze the difference in Fig. 7, and
consider whether the new bounds will be able to provide
a tighter approximation ratio. Since both the lower bounds
and the upper bounds are small for large K and N, we
plot the ratio of the upper and lower bounds instead of
their difference. Unfortunately, though the new bounds indeed
provide improvement over the existing art, it appears they
are not sufficient to yield a better approximation of /3 in the
storage-bound regime, and the largest ratio gap appears to be
just above %; the precise positions of the largest gap are given
in the respective figures.

VI. CONCLUSION

We studied the tradeoff between the storage cost and
the download cost in private information retrieval systems.
Three fundamental results are first presented: a regime-wise
2-approximation, a cyclic permutation lemma, and a relaxed
entropic LP with polynomial complexity. Equipped with these
results, we then provide improved upper bounds and lower
bounds. Though these results provide significant new insights
into the storage-retrieval tradeoff in PIR systems, the charac-
terization is not tight in general. As a future work, we plan



to further investigate the relaxed entropic LP and derive an
improved lower bound that can yield better approximations or
precise characterizations.
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