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Abstract—We consider secret sharing where a dealer wants
to share a secret with several participants such that predefined
subsets of participants can reconstruct the secret and all other
subsets of participants cannot learn any information about the
secret. To this end, the dealer and the participants have access
to samples of correlated random variables and a one-way (from
the dealer to the participants), authenticated, public, and rate-
limited communication channel. For this problem, we propose
the first constructive and low-complexity coding scheme able to
handle arbitrary access structures. Our construction relies on
a vector quantization coupled with distribution approximations
with polar codes to handle the reliability constraints, followed
by universal hashing to handle the security constraints. We
stress that our coding scheme does not require symmetry or
degradation assumptions on the correlated random variables,
and does not need a pre-shared secret among the participants
and dealer. Our result is also optimal in the special case of rate-
unlimited public communication when all the participants are
needed to reconstruct the secret.

I. INTRODUCTION

Secret sharing has been introduced in [1] and [2]. Basic
secret sharing models consist of a dealer that distributes a
secret among a set of participants with the constraint that
only pre-defined sets of participants can recover the secret,
while any other sets of colluding participants cannot learn any
information about the secret. In this paper, unlike in [1], [2],
we consider a secret sharing problem where noisy resources
are available to the dealer and the participants. Specifically, the
participants and dealers have access to samples of correlated
random variables. Additionally, we do not assume that secure
channels are available, but only assume that a one-way (from
the dealer to the participants), authenticated, public, and rate-
limited communication channel is available. Such secret shar-
ing models that rely on noisy resources have been introduced
in [3] for wireless channels and for source models in [4]-[6].
Channel models, e.g., [3], are similar to compound wiretap
channel models [7], while source models, e.g., [4], [5] are
related to compound secret-key generation, e.g., [8], [9], and
biometric systems with a multiuser access structure [10].

In this paper, we propose the first constructive and low-
complexity secret sharing scheme for source models with
arbitrary access structures and rate-limited public communi-
cation in the asymptotic regime, i.e., when the number of
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source samples observed by the users approaches infinity.
Our construction relies on vector quantizations coupled with
distribution approximations (implemented with polar codes)
to handle the reliability constraints, followed by universal
hashing to handle the security constraints. We do not make any
assumptions on the correlation of the random variables, e.g.,
symmetry or degradation assumptions on the source, and do
not need a pre-shared secret among the participants and dealer.

While no constructive coding scheme has been proposed in
the literature for secret sharing with arbitrary access structures,
several works have focused on the simpler problem of secret-
key generation between two parties from correlated random
variables and public communication [11], [12]. Specifically,
constructive coding schemes that achieve optimal secret-key
rates for this problem have been developed in the case of
rate-unlimited public communication by successively handling
the reliability requirement and the secrecy requirement by
means of source coding with side information and universal
hashing, respectively [13]-[15]. While such methods lead to
low-complexity coding schemes for unlimited public com-
munication, their application to rate-limited public commu-
nication [16], [17] requires vector quantization for which,
the construction of low-complexity schemes is challenging.
For this reason and the fact that the secret sharing problem
in this paper involves more than two parties, these works
do not provide a constructive solution to the secret sharing
problem with rate-limited public communication considered in
this paper. Going back to the problem of secret-key generation
between two parties, another approach that jointly handles
the reliability and secrecy requirements via polar codes also
yields optimal secret-key rates for rate-unlimited communica-
tion [18], [19] and rate-limited communication [18]. For arbi-
trary source correlations, [18], [19] only consider two parties
and, unfortunately, these works do not seem to easily extend
to the secret sharing problem in this paper. Additionally, a pre-
shared seed is also required for known polar coding schemes
to ensure strong secrecy. While this pre-shared secret has a
negligible rate, such a resource is forbidden in this paper.
Finally, note that constructive coding schemes for secret-key
generation involving more than two parties have also been
proposed in [18], [20]-[22] but only when the correlations of
the random variables observed by the participants have specific
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structures. Hence, these works cannot be applied to our setting
as we consider a source with arbitrary correlations. We can,
however, highlight that a recent construction in [23] provides
a low-complexity and constructive coding scheme for a secret
sharing channel model.

The remainder of the paper is organized as follows. We
state the problem in Section III. We present our main results
in Section IV. In Sections V and VI, we introduce an auxiliary
result and its proof, respectively. We sketch the proofs of the
main results in Sections VII and VIII. Finally, we provide
concluding remarks in Section IX.

II. NOTATION

For a,b € R, define [a] £ [1, [a]] NN, [a,b] £ [|a], [b]] N
N, and [a]* £ max(0, ). The components of a vector X!
of length N € N are denoted with superscripts, i.e., XV £
(X1, X2, ..., X"N). For any set A C [N], let X'V [A] be the
components of X whose indices are in .A. For a probability
distribution px defined over the alphabet X', define pp, =
mingex px (). For a set S, let 25 denote the power set of S.
In this paper, all the logarithms are taken base two. Finally,
let )X denote the Cartesian product.

III. PROBLEM STATEMENT

Consider a dealer and J participants. Let )y =
Xj L] Y; be the Cartesian product of J finite alphabets
(Vj)jer)- Consider a discrete memoryless source ((X x
Yi)jetn: (pxv;)jern) with X £ {0, 1} (pxv, ) je() is known
to all parties. Let A be a set of subsets of [.J] such that for any
T C [J], if T contains a set that belongs to A, then 7 also
belongs to A, i.e., A is a monotone access structure [24]. We
also define E £ 2[/1\ A as the set of all colluding subsets of
users who must not learn any information about the secret.
In the following, for any £ € E and A € A, we use
the notation YV £ (Y*N)jce and YN 2 (YV)jca.
Moreover, the dealer can communicate with the participants
over an authenticated, one-way, rate-limited, noiseless, and
public communication channel.

Definition 1. A (2Vfs R, A N) secret sharing strategy is
defined as follows:
1) The dealer observes XN and Participant j € J ob-
serves le:N ;
2) The dealer transmits M = f(X"N) subject to the
communication constraint H(M) < NR,;
3) The dealer computes a secret S € 2N] from X1:N;
4) Any subset of participants A € A can compute an
estimate S(A) of S from their observations (Y"V)jea
and M.

Definition 2. (R,, R) is said achievable if there exists a se-
quence of (2N s R,, A, N) secret sharing strategies such that

N1—1>r-ri-1<>o max P[S(A) #S] =0  (Reliability), (1)
: . 1:Ny\ __ .
Nl_lg_loo max I(S; MYz ") =0  (Strong Security),  (2)

lim log|S|—H(S) =0  (Secret Uniformity). (3)
N—+oco

(1) means that any subset of participants in A is able to
recover the secret, (2) means that any subset of participants
in E cannot obtain information about the secret, while (3)
means that the secret is nearly uniform, which is meant to
maximize the uncertainty of guessing S by the subsets of

A

participants in E. The secret capacity is defined as Cs(Rp) =
sup{R; : (Rp, Rs) is achievable}.

IV. MAIN RESULTS

Theorem 1. The secret rate
+
max
U
U-X-Yiy
subject to R, = maxI(U;X|Y
ject 1o Ry, = max I(U; X[Y)

R, = minl(U; Y) — maxI(U; Ye)

is achievable with an encoder and decoders that operate over t
blocks of source observation sequences of length N, and have
complexity T(tN), where T(tN) is the complexity of field mul-
tiplication in GF(2!V). Note that T(tN) = O(tNlog(tN))
for a wide range of values of tN [25, App. D].

Theorem 2. The secret rate
+
max %EIXI(V;YAW) - rgggI(V;YgW)

)

U-V-X-Yiy
bject to R, = max I(U; X|Y, I(V; X|UY,
subject to Ry = max I(U; X|Vy) + max I(V; X|UY.4)

R, =

is achievable with an encoder and decoders that operate over
t blocks of source observation sequences of length N, and
have complexity T(tN).

Note that the achievable rates in Theorems 1 and 2 could
be obtained from [8]. However, [8] only provides an existence
result and not a constructive coding scheme.

Next, we have the following corollary for rate-unlimited
public communication and when all the participants are needed
to reconstruct the secret, i.e., any strict subsets of participants
in [J] must not learn any information about the secret.

Corollary 1. When R, = +oco and A = {[J]}, the secret
capacity

li Cs(R,) = min I(X;Y; Yz
e G UI0) = i [ V)
is achievable with an encoder and decoders that operate over
t blocks of source observation sequences of length N, and
have complexity T(tN).

V. AUXILIARY RESULT

In this section, we use the same notation as in Section III
and provide an auxiliary result to construct a coding scheme
for the secret sharing problem described in Section III. Specif-
ically, we consider a setting similar to the one in Section III
with the following modifications. Instead of considering the
constraints (1), (2), and (3), the dealer creates a quantized
version UVN of the~source observations X1V, with the
requirements that (i) UV follows a pre-determined product
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distribution, and (ii) any subsets of participants in the access
structure can reconstruct U, This result is formalized in
Theorem 3 and will be used to prove Theorem 1.

Consider a discrete memoryless source ((X X

Va)aen, (Pxva)aes) with X = {0,1}. Define the joint
probability distribution px v, £ pxv,Puix, A€ A.

Theorem 3. Let N = 2", n € N. For any €, > 0, there exist
k,ng € N such that for any n > ng, there exist an encoder

[ XN S U M,
and |A| decoders
ga: M x VRN S URN YA € A,
such that the public communication rate satisfies
Ry < alggfl(U; XY )+ 9, 4)
the probability of error at Decoder A € A satisfies
PO # 9a(M Y3 < e VA€ A, )

where X{:iN & (X}N) ey is the source observation at the
encoder with X}:N, 1 € [k], a sequence of length N, Y}l:]l\{k £
(Y}lﬁv )ick] is the source observation at Decoder A € A,
and (UGN M) £ f(XEN). XEN ajczg Y iy are distributed
; N .

c.zc.cordmg to. pxllllcVUllIi\ijlle = Hi:l PXUY 4> ./4. € A. The
joint probability distribution induced by the encoding scheme
ﬁUllv:IiVXll.:lJc\’ satisfies

D (ﬁU%;éYX%fiY ‘pU%féYXiséY) <4y, (6)

where

resolvability. We write the access structure as A = {A4; C
[J] : 7 € [|A]]}, and adopt, for convenience, in our coding
scheme and its analysis a slightly different notation than in the
statement of Theorem 3. Specifically, we define B; = Y4, and
lelNk = Yjﬁ - This notation is convenient as the analysis
of our coding scheme is done by induction over the number
of decoders, i.e., the cardinality of A. Then, for a finite set
of integers S C [|Al], consider the following notation for a
set of |S| decoders (g}s:,’;N )jes- The superscript indicates the
length of the output, the first subscript S indicates that all
the decoders are indexed by S, the second subscript j € S
indicates that g‘ls:f]\-[ is the decoding function for the decoder
indexed by j € S, i.e., the decoder that has access to the
source observations B]11Nk = Y}\;{\g:k. Similarly, consider
the following notation for an encoder fész . The superscript
indicates the length of the input, the subscript S indicates that
all the decoders are indexed by S.

B. Preliminary Results

Algorithm 1 describes the construction of ﬁll,iv from the
random variables X{7¥ and a vector Ry of |Vy| x| uniformly
distributed bits. For N large enough, one can prove that

~ 1
D (Bugp s Iposyxpy ) <08, Q)

where 61(\}) is defined in Theorem 3. The proof is omitted due
to space constraints. Note that in Line 4 of Algorithm 1, some
of the random drawings can be simplified by deterministic
decisions similar to [30].

Algorithm 1 Construction of ULN

5](\}) 2 k% Nlog (u;UIX) V2In2 [ Nén + \/N5N + 5%1 )
82 2 2V2 W3/ Noy log (U2 |1X)¥/[VEn2y/NGy ).

8 1
sy 227N B €lo, =t

|I>

Moreover, the complexity of the encoder and decoders is
O(kNlog N).

Note that Theorem 3 recovers [26, Th. II.1] in the absence
of vector quantization and the constraint (6).

VI. PROOF OF THEOREM 3

A. Notation
N A [10]%®7
Let N = 2", n € N Let G, = 11 be the

source polarization matrix defined in [27]. Fix a sequence
of joint probability distribution (pyxy,)aca. Define UFN £
3
VENG,. For 6y 227N 3 €]0, 1| define the following sets
Hy = {i e [N]: HV |V > 65},

Vox 2{ie[N]: HVI|VY XNy > 1 -6y},
Hupy, £{i € [N]: HVHVY YNy > 65}, A€ A
We refer to [28], [29] for an interpretation of these sets in
terms of randomness extraction, source coding, and source

Require: Source observations (X} V), (), where X'V is of
length N and corresponds to Block i € [k]; a vector Ry
of [Vy x| uniformly distributed bits.

1: for Block ¢ =1 to k do

2: ]jl «— Ry

3: Vil:N[VU‘X] +— R;

4 Given X}V successively draw

bits of ‘N/il N according  to
N -~ .
Hj:l pV‘J' ‘V‘1:j71X‘1;prl:N with

the

remaining

pV.lJNX.liN =

~ jivrLl:g—1 :
pvii|vilijflx1}=N(Uzq|V; XN

A pvjIV1:_7‘—1X1:-Nn(i’()z‘|"7il:j—1XiliN) lf] c HU\VU\Xa
pvipvra (0] [V ) it j € Hiy

5. Construct U}N £ VENG,
6: end for

7. return ULYN & (UBEN

1:k — i )z‘e[k]

C. Proof of Equations (4), (5), and (6)

This proof is by induction over the cardinality of A. Assume
that |A|= 1. The encoder and decoder for the case |A|= 1 are
defined in Algorithms 2 and 3, respectively. One can prove
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Algorithm 2 Encoding when |A|=1

Require: Source observations X £ (X!*V);c;;, where
X} is of length N and corresponds to Block i € [k]; a
vector Ry of [V x| uniformly distributed bits

1: Transmit R; to Bob over the public channel

2: Construct U}Y using Algorithm 1 with input the random
variables X5 and Ry

3: Define

M £ (‘Z‘LN[HU\Bl\VU\X])ie[k}-

4: Transmit M to Bob over the public channel
s: Define f{i{™ (X{:Y) £ (UL, M)

Algorithm 3 Decoding when |A|=1

Require: Source observations Bi, £ (B{'N)icp, where
BN s of length N and corresponds to Block i € [k];
the message M and R;.

1: for Block ¢ =1 to k do

2: Form V} N[HU|B ] from M and R;

3 Create U} lN an TZLN,
(VN [(Hu|s,), B1Y) using the successive cancellation
decoder of [27].

4: end for

5: Define U, £ (UEN) e

6: Define 9{1},1(M7 Brl,mc) £ 11ka

estimate  of from

E

that the communication rate satisfies

HU|X)
li =I1(UX|B s
yim Rpy = I(U, X|By) + 3
The proof is omitted due to space constraints.

Next, by considering a coupling [31] between pg;i:v and
pyin, i € [k], such that P[E;] = V(pyi~,pyin), where

& £ {UXN £ UMNY, one can show that
[Ullk N]Sk(\/@\/NéN—i—N(SN).

The proof is omitted due to space constraints.

Finally, since Ui is constructed with Algorithm 1 as
indicated in Line 2 of Algorithm 2, Equation (6) holds by (7).
This proves the theorem for |A|= 1.

Now suppose that the theorem holds for |A|= L. Fix ¢ > 0
and § > 0. By the induction hypothesis, there exist k1,71 such
that for any n > ny, there is an encoder

fl:klN . XklN

] — YN XM[L],

and L decoders

1:k1 N

g™ s Mgy x Y — UM vl e (1),

such that, the communication rate satisfies

Ry < max [(U; X|B;) +
le[L]

and for ko large enough such that

(1+k") (

max I(U; X|B;) +

6
ks 'H(U|X
le[L+1] 2) + (U1X)

< max I(U; X|B;) + 6,
le[L+1]

the probability of error satisfies

[ 1k1 #gL ( L]aBll,lN;sl)]SE7VZ€[L]v

7

where (ﬁfi:ﬁ,M[L]) f1 N (X;
case |A|=1, the encoder

;). Next, define, as in the

flkN

k1N
{L+1} - X

— UM x M1y,

and the decoder

1 k1N

I e s My x Vi s UM

From the case |A|= 1, there exists ny such that for n > no,
the communication rate satisfies

Rip1y <I(U; X|Br41) + 5

and the probability of error satisfies

[ 1: k1 7é g%fi¥}7L+1(M{L+l}a Bit—]&yl,l:kl )] < kig’
where ([711::]?1[7M{L+1}) = f{lLkJijl\g (X{it'). We now describe
the encoder and decoders for the case |A|= L + 1. Let
k& kiky, ng £ max(ny,no). The encoder is defined in
Algorithm 4, the first L decoders and Decoder L+-1 are defined
in Algorithms 5 and 6, respectively. With this construction, one
can show that (4), (5), and (6) hold. The proof is omitted due
to space constraints.

L+1

Require: Source observations X1 kl = (Xil:klN)ie[b],
where le RN s of length klN and corresponds to
Block i € [ko]; a vector Ry of [Vyx| uniformly dis-
tributed bits

1: Transmit R; to Bob over the public channel

2: Construct ﬁfjgN using Algorithm 1 from the random
variables Xll::,]:;N and R;

3: Define (-, Migj;) 2 fi7 ™ (XY) for i € [k

4: Define (-, M1 41y,) & f{lL’gflV}(X1 FINY for i € [ky]

5: Define

Algorithm 4 Encoding for the case |A|=

M4
£ [M[L],h( it © M{pi1y.0)827" Mz, kg} ;

where & denotes bitwise modulo two addition. If the
two sequences in the sum have different length, then the
shorter sequence is padded with zeros.

6: Transmit M to Bob over the public channel

7: Define flL’_ﬂ](Xll R (ﬁ%;zliC;NvM[LH])
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Algorithm 5 Decoding at Decoder [ € [L]

1:k1 N iy 1:k1 N
Bl,l:k2 - (BM- )ie[kz]’

where Bll;klN is of length k1N and corresponds to
Block i € [ks]; the message My q) and R
1: Create an estimate of U; %1V

UzliklN = g[li]f,lzN(M[L],1> Bll,lklN)v

Require: Source observations

where My is contained in Mr 1
2: for Block 7 :Al to ko — 1 do R
3. Define (-, My 11y,) = fgikiﬁ(Ul{;klN)
. Since M[r11) contains Mr) ;41 © Myr41y,, the de-
coder can form
O

2 gl (Mizyisn ® My © My BUEY)
5: end for .
6: Define Ulllk}cév £ (Ull,;klN)ie[kzl

1'kN 1k Ny & Frl:ky N
7: Define g[L+1],l(M[L+1]’Bl,1:}62 ) = Ui,

Algorithm 6 Decoding at Decoder L + 1

Require: Source observations Bﬂfll{\{:b £ (Biflj\z )icka]»
where Bi_’ﬁllj\lf is of length k1N and corresponds to
Block i € [ks]; the message Mz 4y and Ry

1: Create an estimate

1k N A 1:kN 1:k1 N
UL+1,k-2 = 9{L+1},L+1(M{L+1},k27 BL+1,k2)’
where My 41y 1, is contained in Mz
2: for Block i = ko — 1 to 1 do
v T:k1 N 171k N
3: Qeﬁne (-, Mip)i1) é f[L] ' (UL+i,i+1)
: Since M[r 11y contains My 1y © Mz 41, the de-
coder can form

F1:kiN & 1:ki N
Uriis 900y 0 Mz ® Mir)i®

) 1:k1 N
M[L],i+1aBL+11,i)
5: end for
) A1:kiN A Lk N
6: Define UL+1,1:k2 = (ULJrl,i )ie[kz]

. LkN LEIN A ik N
7: Define g[L+1],L+1(M[L+1]’BL+1,1:k2) =Uriinm,

VII. PROOF SKETCH OF THEOREM 1

We only describe the coding scheme, its analysis is omit-
ted due to space constraints. Using Theorem 3, consider a
coding scheme C that achieves the public communication
rate R, = maxueca I(U;X|Y4) for the joint probability
distribution (puxv,)aca = (Pu|xPxya)aca. For A € A,
let pran XENY LN o be the probability distribution of the
random variables (U, XN Y 1N M) induced by the cod-
ing scheme C. Repeat ¢ times and independently the coding
scheme C. For these ¢ repetitions, the first outputs of the
encoder are denoted by U'*"V, and the estimate of UV at
Decoder A € A is denoted by UV,

Consider a hash function F' : R x {0, 1}V — {0, 1}V
where R is the secrecy rate (that can be shown to be the
rate in Theorem 1). The encoder forms S = F(R,UYtV),
where R represents the uniformly random choice of the hash
function in a family of two-universal hash functions and is
transmitted over the public communication channel. Hence,
R is made available to all parties. Note that by an hybrid
argument, e.g., [32], the communication rate associated with
the transmission of R can be made negligible. Finally, Decoder
A€ A forms S(A) & F(R,UY™N) for A € A.

Note that F can be implemented with complexity
T(tN) [33], where T'(tN) is the complexity of field multi-
plication in GF(2¢V).

VIII. PROOF SKETCH OF THEOREM 2

The proof of Theorem 2 largely relies on the proof of The-
orem 1. The proof idea is as follows. First, using Theorem 3,
we construct a coding scheme Cyy where the dealer generates
UYN and the message My with rate

Ry = max I(U; X|Ya4)

from the source observation X'V such that any subset of
the participants A € A can form UYYN from (My, YY)
and limy o P[UYN # UYN] = 0. Next, using a slightly
modified version of Theorem 3 we construct a coding scheme
Cy, where the dealer generates V1" and the message My
with rate

RV = ﬁlgﬁl(V’X‘UYA)

from the source observation X such that any subset of the
participants A € A can form VAN from (My, YN, UBN)
and limpy_, o PV #£ VEN] = 0.

Then, similar to the proof sketch of Theorem 1, consider
a hash function F' : R x {0,1}*V — {0,1}NE:  where
R; is the secrecy rate (that can be shown to be the rate in
Theorem 2). The encoder forms S £ F(R, VN), where R
represents the uniformly random choice of the hash function
in a family of two-universal hash functions and is transmitted
over the public communication channel. Finally, Decoder A €
A forms S(A) £ F(R, Vi*N) for A € A.

IX. CONCLUSION

We considered secret sharing from correlated random vari-
ables and rate-limited public communication. For this prob-
lem, we proposed the first constructive and low-complexity
coding scheme able to handle arbitrary access structures.
Our construction relies on a vector quantization coupled with
distribution approximations with polar codes to handle the reli-
ability constraints, followed by universal hashing to handle the
security constraints. We stress that our coding scheme does not
require symmetry or degradation assumptions on the correlated
random variables, and does not need a pre-shared secret among
the participants and dealer. Our result is also optimal in the
special case of rate-unlimited public communication when all
the participants are needed to reconstruct the secret.
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