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ABSTRACT 
Authentication has become increasingly ubiquitous for controlling 
access to personal computing devices (e.g., laptops, tablets, and 
smartphones). In this paper, we aim to understand the authentica-
tion process used by people with upper extremity impairment (UEI). 
A person with UEI lacks range of motion, strength, endurance, 
speed, and/or accuracy associated with arms, hands, or fngers. To 
this end, we conducted semi-structured interviews with eight (8) 
adults with UEI about their use of authentication for their personal 
computing devices. We found that our participants primarily use 
passwords and PINs as a verifcation credential during authenti-
cation. We found the process of authentication to have several 
accessibility issues for our participants. Consequently, our partic-
ipants implemented a variety of workarounds that prioritized us-
ability over security throughout the authentication process. Based 
on these fndings, we present six broad subareas of research that 
should be explored in order to create more accessible authentication 
for people with UEI. 

CCS CONCEPTS 
• Human-centered computing → Accessibility; • Security 
and privacy → Usability in security and privacy; • Social and 
professional topics → People with disabilities. 
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1 INTRODUCTION 
Current ways of authenticating on personal computing devices typ-
ically require users to perform complex actions with their arms, 
hands, and fngers. Common examples include typing complex pass-
words or positioning one’s face in front of a camera accurately for 
facial recognition. This need for dexterous use of one’s arms, hands, 
and fngers during the authentication process creates barriers for 
people with upper extremity impairment (UEI) 1 [41]. 

Authentication is the process of proving one’s identity to a per-
sonal computing device. Broadly speaking, authentication has three 
main stages: setup where one initializes the personal computing 
device and registers a credential (e.g., a password or a biometric); 
credential verifcation where a fresh credential is presented (e.g., 
typing a password or presenting a biometric) and compared to 
the registered credential from the setup stage to verify the user’s 
identity; and failure resolution that is invoked only if the credential 
verifcation fails to match the fresh credential with the registered 
credential (e.g., from a mistyped password or inadequate biomet-
ric measurement) and provides additional means to authenticate 
successfully. 

In this paper we aim to explore the use of authentication on 
personal computing devices (referred to as devices, for brevity, go-
ing forward) by people with UEI. The goals of this study are to 
determine: (1) how and why people with UEI used authentication 
on their devices and (2) the nature of the barriers they encoun-
tered during the authentication process (if any) and how they work 
around those barriers (if at all). 

To answer these questions we conducted a series of semi-
structured interviews with eight (8) adults with UEI. These inter-
views provided us with critical insight into the authentication use by 
people with UEI and allowed us to make several interesting observa-
tions. We found our participants extensively used passwords/PINs 
as the primary form of credential during authentication. Further, 
we found our participants faced barriers at all three stages of the 
larger authentication process and not just at the credential verif-
cation stage while entering a password or presenting a biometric. 
Depending on the type/severity of their impairment, available de-
vices, and computing needs, our participants used a wide range 

1People with upper extremity impairment (UEI) experience reduced range of motion, 
strength, endurance, speed, and/or accuracy associated with movement in the shoul-
ders, upper arms, forearms, hands, and/or fngers. UEI manifests in people for a variety 
of reasons, including traumatic injuries (e.g., spinal cord injuries), degenerative condi-
tions (e.g., osteoarthritis,) and movement disorders (e.g., cerebral palsy) [89]. It presents 
itself at diferent levels of severity ranging from a lack of fne motor control to a com-
plete inability to use one’s arms [89]. Over 20 million people in the US alone have 
conditions that can lead to UEI [87] 
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of workarounds to overcome the barriers they face with authenti-
cation. These workarounds typically prioritize usability over the 
security that authentication provides. In this paper, we analyze 
the signifcance of these fndings. Specifcally, we call for further 
research in six broad areas to foster an accessible authentication 
experience for people with UEI. 

2 RELATED WORK 
To contextualize our work, we reviewed some of the research done 
with respect to authentication and people with disabilities. This 
research can be divided into three categories: evaluation of exist-
ing credential verifcation methods during authentication, novel 
methods for the credential verifcation stage of the authentication 
process, and improving the accessibility of text entry. 

Evaluation of existing credential verifcation methods 
during authentication. As established in [10], research into au-
thentication for people with motor impairments has thus far been 
limited. Only a few research eforts have investigated elements of 
the authentication process for people with UEI [17, 37, 41, 75, 84]. In 
[37], the author discussed password-based and PIN-based credential 
verifcation. The author described the difculties these credential 
verifcation methods would most likely cause for people with dis-
abilities (including those with UEI). However, the author does not 
directly engage with any participants with disabilities for this work. 
In [17] the authors performed a quantitative evaluation of how peo-
ple with various disabilities used facial recognition, PIN entry, voice 
recognition, pattern-based graphical passwords, and fngerprint 
recognition. While the authors worked primarily with people with 
cognitive disabilities, a few of the participants had motor disabili-
ties and visual impairments. Their results emphasized the difculty 
for their participants in using authentication. However, the paper 
did not describe the use of authentication by people with UEI in 
any signifcant detail. In [84], the authors performed a qualitative 
study of password sharing (including ATM PINs) between people 
with disabilities and their caregivers in rural Australia. The authors 
described how sharing of passwords is essential for people with dis-
abilities to get goods and services. In [41] the authors interviewed 
participants with disabilities, including those with motor disabil-
ities, on their experience with using various, ubiquitous sensing 
technologies. A part of this work did discuss difculties that people 
with disabilities have with biometrics. However, because this work 
was focused on sensing infrastructure, it was limited in its analysis 
of the interaction of people with motor disabilities with the larger 
authentication process. Finally, in [75], the authors used three fc-
tional examples of older adults to critically examine authentication 
solutions. Since older adults often have reduced motor function 
or physical disabilities, there is mention of UEI in the form of one 
example of an older adult with arthritis. This work, however, mostly 
focuses on cognitive impairments. In addition, the authors used 
fctional examples rather than conducting interviews with people 
with disabilities as we do in this work. 

Novel credential and credential verifcation in the authen-
tication process. Recent years have also seen the use of a variety 
of new credentials and their verifcation for people with disabilities. 
Most of this work has been focused on people with visual impair-
ments [8, 12, 14, 19, 24, 33, 50, 72, 80, 91] or people with cognitive 

impairments (e.g., Down syndrome) [36, 58]. Some works have 
focused on people with motor disabilities. These include the use 
of new credentials such as voice trait [40], cardiac signal [55, 83], 
and QR-codes [23] as well as new credential entry methods via 
password dictation [23, 34, 97] and wearables [30]. 

Our fndings in this paper complement these previous fndings. 
In fact, we are able to look at the entire authentication process and 
not just credential verifcation stage, which has been the focus of 
most past works on authentication. Thus, we can provide a more 
detailed understanding of how the typical authentication process 
on personal computing devices presents barriers for people with 
UEI. We hope that our work will help to inform the design of a 
better authentication process for people with UEI. 

Improving the accessibility of text entry. In addition to 
works focused specifcally on authentication, some forms of authen-
tication credentials such as passwords and PINs involve entering 
text during the authentication process. There have been numer-
ous works on improving text entry for people with UEI including 
designing novel AT [3, 4, 7, 9, 13, 20, 22, 28, 38, 39, 49, 60–62, 66, 68– 
71, 73, 76–78, 95, 96], changes to text entry interfaces [15, 42], dy-
namic user interface design [35], and studies to understand and 
improve touchscreen interactions [63–65]. In this work we focus 
only on those forms of AT or text entry assistance that our partic-
ipants currently use as part of their authentication process. This 
allows us to understand the barriers they currently face in authen-
tication and how AT may help or interfere with their process. 

3 AUTHENTICATING TO A PERSONAL 
COMPUTING DEVICE 

At this point, it is useful to defne a few terms we use in this work. 
We use the term authentication to refer specifcally to the process 
of verifying a person’s identity to a personal computing device (e.g., 
laptops, smartphones, tablets, etc.) [81]. Based on the identity of 
the user, the computing device can then allow or deny them access 
to the device. In this paper we are interested in authentication by 
people with UEI. Authentication is a process that has three stages: 
setup, credential verifcation, and failure resolution (see Figure 1). 

Setup: This stage involves preparing the computing device to 
accept a credential. This is done by frst registering a credential such 
as a password/PIN or a biometric (e.g., fngerprint). Then any sub-
sequent tasks are performed that are necessary prior to credential 
verifcation. This may include setting up any required assistive tech-
nology (AT) or performing additional tasks necessary to reach the 
credential verifcation page. For example, older Windows machines 
required the pressing of Control+Alt+Delete before the credential 
verifcation could occur. Once the setup stage is completed, the 
device is ready to verify a user. 

Credential verifcation: This is the stage when the identity 
of the person trying to access the device is verifed. This is done 
by asking the user to enter a fresh instance of the credential and 
comparing it to the credential registered in the setup stage. Cre-
dentials can come in three basic forms — something only the user 
knows (e.g., passwords/PINs), something the user has/possesses (e.g., 
a smart card or token), or something the user is (e.g., biometrics). At 
the conclusion of this stage, if the verifcation is successful, the user 



How People with Upper Extremity Impairment Authenticate on their Personal Computing Devices CHI ’21, May 8–13, 2021, Yokohama, Japan 

Figure 1: Illustration of a typical authentication process for people with UEI. Some stages of the authentication process only 
occur under certain conditions. For instance, failure resolution only occurs if there is a failure during credential verifcation. 
These conditional stages are marked with dotted lines. 

will have access to the device. If the verifcation is unsuccessful, the 
user will proceed to the failure resolution stage. 

Failure resolution: Credential verifcation can fail to authen-
ticate a person to the device because the person made an error in 
presenting a fresh instance of the credential. Examples include a 
mistyped password or an inaccurate biometric measurement. In 
such events, the failure resolution stage provides additional means 
for a person to authenticate. This is typically done in one of two 
ways: (1) allowing the multiple retries of the credential verifcation 
stage, or (2) providing a backup credential for verifcation. A retry 
is when the user is permitted multiple attempts at providing a fresh 
instance of the same credential. While all modern authentication 
processes allow for retries, the number of retries granted varies 
from device to device. In addition to retries, certain authentication 
processes provide a backup credential. These are alternate creden-
tials that can be used if the main credential verifcation fails. For 
example, biometrics often use passwords as a backup credential. 
Backup credentials are usually used after one or more retries with 
the main credential have already been attempted. In addition, the 
user is often given multiple retries for the backup credential. Not all 
authentication processes include a backup credential. If both retries 
and backup credentials are unsuccessful, a user may encounter a 
lockout. A lockout is when an individual is barred from retrying 
credential verifcation and must wait a period of time or go through 
other administrative steps to regain access. 

4 INTERVIEW STUDY 
In this study, we aimed to understand the experience of people with 
UEI in negotiating the authentication process with their computing 
devices. To this end, we conducted semi-structured interviews with 
eight adults with UEI and asked them two core questions: 

(1) How and why do people with UEI use (or not use) authenti-
cation with their personal computing devices? 

(2) Where (if anywhere) in the authentication process do bar-
riers arise and how do people with UEI work around those 
barriers (if at all)? 

The responses to these questions presented several themes, that 
we compiled as areas for future research necessary to make the 
authentication process more accessible to people with UEI. 

4.1 Interview participants 
We interviewed eight participants. In order to take part in the study, 
participants had to be over the age of 18, have some form of UEI, 
and not have an intellectual or developmental disability. All the par-
ticipants used at least one computing device regularly. We recruited 
participants through mailing lists from local non-profts who work 
with people with disabilities. We also posted fyers around our local 
area including places ofering services for people with disabilities 
such as the ofce of disabilities service at our university as well as 
other public venues such as local libraries and cofee shops. Snow-
ball sampling was further used to increase our participant pool. 
These methods were used as it can be difcult to recruit within this 
community. The demographics of our participants are shown in 
Table 1. 

4.2 Interview design 
We conducted semi-structured interviews with participants re-
cruited for our study. All interviews were conducted in-person 
except for one participant who was interviewed over a video call. 
One hour was allocated for the entire interview process, including 
reviewing and signing informed consent, taking any breaks the par-
ticipant wanted, and providing compensation at the conclusion of 
the interview. The interview was audio recorded for which consent 
was obtained. At the start of the interview and before beginning the 
audio recording, the participants were greeted and the interviewer 
went over the details of the study, answered questions, and obtained 
consent for the study and audio recording. The interviewer then 
informed the participant that the audio recording had begun before 
asking interview questions. Interviews lasted approximately 30-50 
minutes. In addition to the audio recording, the interviewer took 
feld notes. In order to avoid inconveniencing our participants, the 
interviews were conducted at a location chosen by the participant, 
often their home or workplace. Participants were interviewed indi-
vidually, although P2 had a caregiver present during the interview. 
The caregiver helped interpret most of P2’s responses for the inter-
viewer, as P2’s disability afected her speech. Some participants also 
had a caregiver to help them sign the consent form. Participants 
were compensated with a gift card for their time. The interview 
consisted of four core categories of questions: general questions 
about their personal computing devices and authentication process; 
questions about their use of passwords and PINs as a verifcation 
credential; questions about their use of biometrics as a verifcation 
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ID Age Gender Disability Use of upper extremities 

P1 58 Male Multiple sclerosis Unimpaired use of left hand; right (dominant) hand can grab objects but lacks strength and 
tires quickly 

P2 21 Female Cerebral palsy Fine motor control of head and neck; gross motor control of other extremities, but balance 
and coordination are impaired 

P3 76 Female Quadriparesis from Guillain-
Barré syndrome 

Contractures in both hands; right hand (dominant) has greater movement than left hand; 
shoulders have a strength impairment, but elbows remain unimpaired, allowing for some 
range of motion 

P4 59 Male Spinal cord injury Gross motor function when sitting; no motor function when lying down 
P5 65 Female Amputation due to complica-

tions from virus 
Both arms are amputated below the elbow; no impairment above the elbow 

P6 50 Female Cerebral palsy Coordination is impaired; fngers largely do not move independently; some fne motor control 
over index fnger and thumb 

P7 37 Female Cerebral palsy Able to use eye-gaze for computing; other upper body movement impaired 
P8 46 Male Cerebral palsy Limited gross motor control over arms; uses toe for computing and AAC 

Table 1: Demographics of interview participants 

credential; and broader questions about their knowledge and expe-
rience with authentication and security. Participants were asked 
demographic questions at the end. Our interview procedure was 
approved by The University of Rhode Island’s institutional review 
board (ethics board). 

4.3 Interview analysis 
The frst author conducted all of the interviews. Audio recordings 
made during the interviews were transcribed afterwards by the frst 
author. The interview transcription document was then merged 
with the feld notes taken during the interview to understand the 
context of each response. For instance, feld notes were made when a 
caregiver was interpreting for P2. Any personal information such as 
details about the characters in a password or the names of friends 
or coworkers was removed from the transcription and replaced 
with placeholder text to protect the privacy of the participants. 
After all of the interviews were transcribed, the frst author read 
through all of the transcripts to identify important segments and 
group responses into thematic categories and sub-categories. The 
frst and second authors iteratively reviewed and reorganized these 
thematic categories until the categories presented in sections 5 and 
6 were produced. 

4.4 Limitations of the methodology 
The methodology of our study had a few limitations that we discuss 
briefy. One limitation of this work is that a major form of recruit-
ment was through a local non-proft that focused on providing 
assistive technology (AT) to people with disabilities. As a result, it 
is possible that our participants were greater users of technology 
than the general population of people with UEI. In addition, since 
our participants were those who responded to our advertisements 
for participation, there may have been a self-selection bias. That 
is, our participants may have been disproportionately those who 
were most interested in computing technology or those who had 
particularly strong positive or negative experiences with authenti-
cation. Lastly, all of our participants were from the United States, 
and therefore their perspectives may difer from people from other 
countries. 

5 INTERVIEW FINDINGS: PASSWORDS AND 
PINS ARE STILL COMMONLY USED 

As a frst step in understanding authentication use by people with 
UEI, we asked our participants what personal computing devices 
they used, how they authenticated to them, if at all, and why they 
used authentication on their devices. 

5.1 Both computing device and authentication 
use are common for people with UEI 

Six out of eight participants had multiple devices including smart-
phones, laptops, and tablets. The exceptions to this were P3 and 
P7. P3 had exclusive access to a fip phone with internet access. 
She also shared two desktop computers with other residents in her 
assisted living facility. P7 only used an eye-gaze enabled tablet. A 
full list of computing devices used by each participant is shown in 
Table 2. All of the participants reported using at least one of their 
devices daily. 

Most, but not all of our participants used authentication 
on their devices. Two of the participants (P2 and P7) stated that 
they had disabled the authentication process completely on all 
their current devices. P2 reported to having used authentication in 
the past for devices which she no longer used. Both had interest-
ing, practical reasons for disabling authentication. P2 did not use 
authentication because both password entry and biometrics had 
been very difcult for her to use. She also had a rotating roster of 
caregivers with whom she wanted to share access to her devices. 
She could not easily give them the required verifcation credential 
while also having a device that was easy for her to use. P7, on the 
other hand, used her eye-gaze enabled tablet as an Augmentative 
and Alternative Communication (AAC) device for communicating 
with her caregivers. She worried the authentication process on the 
device would slow down her ability to communicate when needed. 

Out of the remaining six (6) participants who used authentication, 
three participants (P1, P6, and P8) used authentication on all their 
devices. Three others (P3, P4, and P5) used authentication on only 
some of their devices. For instance, P3 reported that she did not use 
authentication on her fip phone because the device did not provide 
it as an option. However, she stated that she used a password-based 
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ID Computing devices Credential options known to be available Credential used Assistive technology used 

P1 
Personal PC laptop Password, PIN, fngerprint PIN Voice recognition software 
Family business PC laptop Password, PIN PIN Log-me-in login assistance program 
iPhone PIN PIN None 

P2 

iPhone Facial recognition, PIN None None 
Tobii tablet Unknown None Eye-gaze tracking 
Mac laptop* Password Password None 
iPad* PIN PIN None 

P3 
Flip phone with internet access None None None 
Shared desktop computer at residence None None None 
Shared desktop computer at residence Password Password None 

P4 
iPhone PIN, facial recognition PIN None 
Mac laptop Password Password None 
iPad PIN None Mouth stick 

P5 
Personal laptop Password Password Dowel bar 
Work laptop Password Password Voice recognition software, dowel bar 
iPhone PIN None None 

P6 
Personal Mac laptop Password Password None 
Work PC laptop Password Password None 
iPhone PIN, fngerprint Fingerprint None 

P7 Tobii tablet Unknown None Eye-gaze tracking 

P8 
Mac laptop Password Password AAC device for toe typing 
iPad PIN, facial recognition Facial recognition None 
iPhone PIN, fngerprint PIN None 

*Participant reported that they no longer use the device. 
Table 2: A summary of computing devices used by participants, the authentication credential options participants were aware 
of on their devices, what authentication credentials the participants use, and any assistive technology used for that device. 
The manufacturer of the computing device is included when identifed by the participant. 

credential on one of her shared desktop computers at her assisted 
living facility. The authentication process was disabled on her other 
shared desktop. P5 had disabled the PIN credential on her iPhone. P4 
had not set up the authentication process on his iPad even though 
he used authentication on his laptop and iPhone with password 
and PIN as credentials, respectively. 

Participants may not be aware of all of the options for 
authentication credentials available on their devices. When 
asked about options for authentication credentials, most partici-
pants reported only one or two options available on their devices. 
These are listed in Table 2. However, it is unclear if there were more 
options available which participants were unaware of. For instance, 
P1 stated that he only had a choice of passwords or PINs on his 
laptop saying, “I didn’t know there were [other credential options] 
that existed.” It was only when we were discussing biometrics that 
he suddenly remembered his personal laptop had a “fngerprint 
thing” that he had never set up. Such observations indicated that 
while participants like P1 sometimes remembered additional cre-
dential options available to them, it was not possible to be sure if 
the options participants detailed were comprehensive or not. 

Out of the available credential options, passwords/PINs 
were the most common form of credentials used. All six of 
the participants who used authentication used passwords or PINs 
on at least some of their devices either by choice or because they 
were unaware of any alternatives. Most participants reported that 
they were not aware of any alternate credential choices, such as 
biometrics, when setting up a password/PIN for a particular device. 

As a result, our participants often did not have defnitive reasons for 
the choice of passwords or PINs over other possible credentials. For 
instance, when P8 was asked whether he liked using passwords for 
his laptop he responded, “I don’t know if I like that as a [verifcation 
credential] or not, but I don’t know what else they could do.” Only 
two participants (P1 and P4) reported that their devices supported 
biometric credentials that they did not use. Both participants re-
ported that they had not tried using the biometrics available on 
their devices. 

Other forms of credentials were less prevalent than PINs and 
passwords. Only two participants (P6 and P8) used biometrics as 
credentials. P6 used fngerprint on her iPhone. P8, on the other 
hand, had a very unusual way of using facial recognition on his 
iPad. Since his arms had limited gross motor function, he placed the 
iPad on the foor and performed credential verifcation by leaning 
over its camera from above. 

5.2 People with UEI use authentication for 
several reasons including and beyond 
securing their devices 

The main purpose of introducing authentication into computing de-
vices has been for security reasons. It was not surprising therefore 
that we found that fve out of six participants who used authentica-
tion (P3, P4, P5, P6, and P8) reported that at least one of the reasons 
for using authentication was to keep their devices secure. That 
being said, the reasons for keeping the device secure were diverse. 
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For instance, P8 was generally security conscious and wanted to 
keep others from accessing his device. He specifed that he used au-
thentication on all his devices because “I can secure it when I’m not 
on it and nobody can get on unless somehow they know the password.” 
Similarly, P5 used authentication on her personal and work laptops 
because she did not keep them with her at all times. She stated, 
“...you know anybody can come in and out. You know, use my data or 
see my data.” On the other hand, for P4 the use of authentication 
on his devices was motivated by a negative past experience: “I lost 
one phone before that didn’t have a password on it and had some 
difculty with things....fnancial trouble afterwards... [with] personal 
information being disclosed.” 

However, authentication use was not always motivated by se-
curity. Sometimes it was something that our participants could 
not avoid. In certain work situations or group homes, for example, 
authentication was mandatory on the computing devices and could 
not be disabled. We refer to this as mandated authentication use. 
In such situations, our participants were forced to use authentica-
tion (typically a password) to login to the computing devices. For 
instance, P3 reported that while she found authentication with pass-
word entry inconvenient, she still used it because it was enabled 
on one of her shared computers in her group home and she could 
not change it. 

Yet another reason for the use of authentication was social pres-
sure as stated by P2. P2, who currently does not use authentication 
on any of her devices, reported that she had previously used pass-
words, when she was younger, because others around her had used 
them. During the interview she refected on the experience and 
concluded that peer pressure was not a good reason for using au-
thentication: “[I was using authentication] because everybody else 
was doing it..., which is bad.” 

6 INTERVIEW FINDINGS: EACH STAGE OF 
THE AUTHENTICATION PROCESS 
PRESENTS BARRIERS, AND PEOPLE WITH 
UEI OFTEN USE WORKAROUNDS THAT 
PRIORITIZE USABILITY OVER SECURITY 

The initial fndings regarding device and authentication use con-
frmed that the authentication process imposed barriers on people 
with UEI. Not all of our participants were content with the use of 
authentication and some disabled it altogether. We next asked our 
interview participants to discuss these barriers in detail. We found 
each stage of the authentication process presented barriers for our 
participants, who often used interesting workarounds to address 
these barriers. Table 3 summarizes the barriers and workarounds. 

6.1 The setup stage in the authentication 
process can be difcult for people with UEI 

Barriers for people with UEI in the authentication process started 
from the setup stage itself. We list three specifc barriers in this 
stage — challenges in registering credentials, problems with the 
assistive technologies (AT), and difculties reaching the verifcation 
screen. 

The challenge of choosing passwords/PINs and register-
ing biometrics can discourage their usage. Registering a cre-
dential in the setup stage is essential for the authentication process 
to function. However, the initial registrations of the credentials can 
be difcult or time consuming. For example, P8, who uses facial 
recognition, reported barriers while setting up FaceID on his iPad 
because part of his disability involves involuntary movement of 
his body. As a workaround, he relied on a friend to help hold the 
device camera close to his face in order to set up the biometric. This 
process, “took some time because I move a lot.” While this process 
did not discourage him from using facial recognition, he did state 
that it would have been nice to have an easier setup. 

P4, however, found the process for registering password/PIN 
so cumbersome that he initially avoided enabling authentication 
altogether, even though he now uses authentication on all of his 
devices except for his iPad. This partially came from the cognitive 
requirement of not only entering but remembering PINs. P4 stated 
“I was trepidatious of [PINs]. And I couldn’t come up with a passcode 
that I could easily remember. So that’s why I didn’t do it.” This may be 
even more of a barrier for those with cognitive disabilities that are 
often associated with conditions that cause UEI. Since passwords 
were still commonly used by our participants, we cannot dismiss 
such cognitive concerns with password use. 

The need to use assistive technology (AT) can interfere 
with authentication. AT can help people with UEI interact with 
their devices by enabling easier user input. Since credential regis-
tration and entry during the authentication process requires user 
input, ATs have been used in the authentication process as well. 
However, we found that AT use in the authentication can make the 
entire process slow and unreliable, especially if the person wants 
to perform an otherwise quick task. For instance, P8 uses an AAC 
board conducive to toe-typing to enter passwords on his laptop. 
He stated that even though it “works well” for login, he often felt 
impatient if he wanted quick access to his laptop. He states, “Some-
times I just need to read an email and I don’t have my [AAC] device 
right by the computer so I have to go get that.” Despite the difculty 
in quickly getting his AAC device working for password entry, 
P8 endures the delay and does not choose to use a workaround 
for it. 

Similarly, P5 reported that she used speech recognition software 
(Dragon Naturally Speaking [25]) to complete work tasks like writ-
ing e-mails. However, while she could use the speech recognition 
software for entering passwords as well, she often did not do so 
because the software was too slow to start. Instead she relied on a 
diferent mechanical AT, a dowel bar strapped to her arm, to type 
the password. She commented, “If I have the Dragon on, I won’t 
use the dowel but sometimes it’s easier just to type [the password] 
with the dowel.” In a similar vein, P4 noted that he used his own 
hands to enter passwords for his laptop. Even though this was 
not easy, he did not trust speech recognition software for pass-
word entry based on the experience of his friends. He stated that, 
“I have friends who have Dragon [speech recognition system] and 
they have a lot of trouble with it and they’re locked out of their 
machines.” 

Some ATs are hard to use independently and require someone to 
help the individual with UEI to set them up. In such situations the 
use of AT for credential entry becomes an even greater barrier. P5 
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commented on this issue: “My brother brought me this typing thing 
that was a headset...to me that was a pain because...I couldn’t get 
the headset on myself, I’d have to have someone help me...technology 
like that...it’s useless to me.” She does not use the head-based AT 
anymore. 

Security measures for reaching the verifcation screen 
may not be usable. Another source of impediment in the setup 
stage of the authentication process was difculty gaining access 
to the verifcation screen (often on laptop or desktop devices). 
For instance, on older Windows machines users need to press 
Control-Alt-Delete to reach the verifcation screen2. However, this 
requirement to press three buttons simultaneously can be very 
difcult for some people with UEI. Two of the participants (P1 and 
P3) reported having major difculty typing Control-Alt-Delete on 
their laptop and shared desktop, respectively. As pointed out by 
P1, “It’s a nightmare trying to do to Control-Alt-Delete with three 
fngers on your left hand.” P3 expressed a similar concern by stat-
ing, “The one thing that’s more complicated is when I have to use 
Control-Alt-Delete.” 

Each adopted a diferent workaround for managing the need to 
simultaneously press the Control-Alt-Delete keys. For instance, P1 
used a software called Log-me-in that entered the key combina-
tion and also the password for him. P3, on the other hand, used 
a physical workaround to enter the three keys. She demonstrated 
her approach during the interview using a folder as a proxy for her 
keyboard. She reported that she had invented the approach herself 
through a trial-and-error process. P3 explained how her process 
made it possible to enter the sequence with her disability. P3’s dis-
ability afects the strength and range of motion in her shoulders. 
She therefore cannot reach up to use the keyboard on the table in 
her place of residence. Instead, she picks up the keyboard to use it in 
her lap. She then uses one hand to hold the keyboard and the other 
to type. Since Control-Alt-Delete requires the simultaneous press-
ing of three diferent keys, she is unable to use her usual method. 
Instead, she tilts her power wheelchair backwards before using both 
her hands to press the three keys. The tilting allows the keyboard to 
slide towards her body thus keeping it in place. After she is logged 
in, she straightens her wheelchair so that she can see the screen to 
use the computer. This allows P3 to work around the barrier repre-
sented by Control-Alt-Delete. However, others with UEI may not 
be able to use the same workaround depending on their particular 
disability. 

This barrier took us somewhat by surprise as pressing Control-
Alt-Delete is no longer required by default to reach the verifcation 
screen for Windows [90]. The security measure was removed as 
the default setting because it made the authentication process more 
difcult for people with physical impairments (like UEI) [90]. How-
ever, the need to press Control-Alt-Delete was still found to be a 
barrier by two of our participants. This indicates that in many prac-
tical situations people with UEI may still be using older operating 
systems that introduce barriers to authentication. Consequently, 
we need to be cognizant of those barriers. 

2Control-Alt-Delete was designed to prevent an attacker from creating a dialog that 
resembles the Windows login page in order to steal a user’s credentials. Since only 
Windows is able to listen to the Control-Alt-Delete signal, its use ensures that the user 
is actually communicating with Windows and not a malicious login page [90]. 

6.2 Both passwords and biometrics present 
barriers during credential verifcation 

Once the credential verifcation stage was reached, more challenges 
arose that made the authentication process difcult for our partici-
pants. 

Long, complex, secure passwords/PINs are difcult for 
people with UEI to use. Passwords are the most common form 
of credentials used during the credential verifcation stage of the 
authentication process. While longer or more complex passwords 
may help make a device more secure, they can also present barri-
ers. This was described eloquently by P6 who discussed it in some 
detail. She reported that she had strict guidelines for her work 
computer password. The password was mandated to be long and 
complex. Further, the password had to be changed regularly. Con-
sequently, P6 frequently made errors typing the password on her 
work computer and had additional difculty remembering them. 
She stated, “[Passwords] require...many diferent digits...You need to 
press more buttons...[You had to] press Shift at some point because 
you had to do [capital letters]. You had to do numbers and whatnot. 
So they’re much more complicated [and] it’s much more unforgiving.” 
Similar problems with password entry were reported by most of 
our participants. 

In our interviews we found that four of the participants (P1, P4, 
P5, and P6) reported that they had strategies that made it easier, 
or in some cases possible, for them to enter passwords and PINs. 
However, these strategies often involved a tradeof between security 
and usability, and often usability was favored at the expense of 
security. 

P1, who had difculty entering long passwords, had switched 
to using a four-digit PIN on his laptops. The short PIN was much 
less secure than a long, complex password but it was easy to use. 
P1 stated “If I had a password that was more difcult, that would be 
harder to do...If you set up a real secure password with...symbols and 
numbers, uppercase letters and lowercase letters. I’m not doing that.” 

P4 wanted to keep his device secure but found entering PINs on 
his iPhone difcult. He therefore shared the PIN with his caregiver 
and then asked them to help him perform tasks on the device such 
as looking up a word in the dictionary. He stated “So a helper and 
I will discuss the derivation of a word, and then they’ll pick up the 
phone. And I’ll give them the [PIN] and they’ll verify it.” 

For P5, password entry was challenging. Further, her experience 
with AT was not always easy (as mentioned in Section 6.1). Con-
sequently, she had an interesting workaround for entering long 
passwords, especially on her work laptop. P5 reported that she 
chose passwords with characters that were in the same general 
area on the keyboard: “I like to have them all on one side of the 
keyboard.” Given her experience with credential verifcation and 
AT, it was therefore not surprising that P5 disabled authentication 
on the device she used most frequently where authentication was 
the greatest impediment: her iPhone. P5 specifcally stated that she 
disabled authentication on her iPhone because she had her phone 
on her at all times and therefore did not need the security: “Well, 
the phone I kinda carry with me all the time.” On a slight side note, 
choosing letters in a particular arrangement on the keyboard was 
not unique to P5. P3 also stated that she did something similar with 
her online passwords (e.g., email, social media, etc.). She reported 
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Authentication process stage Barriers encountered Workarounds used 

Setup Authentication can be difcult or 
intimidating to create/register 

Getting help from a friend to set up biometrics (P8) 
Not setting up authentication (P4) 

AT can slow down authentication or make 
it unreliable 

 

Not choosing to use a workaround (P8) 
Using a diferent AT instead (P5) 
Avoiding AT for authentication (P4) 

Multi-key sequences to reach the 
verifcation screen are difcult to enter 

Using assistive technology to enter difcult sequences (P1) 
Using trial-and-error to fnd a way to enter the sequence (P3) 

Credential Verifcation 
Passwords/PINs are difcult to enter and 
remember 

Using a shorter, four-digit PIN instead of a longer password (P1) 
Getting help to enter PIN (P4) 
Choosing passwords with characters that are close to each other
(P5) 
Disabling PIN on a commonly used device (P5) 
Switching to biometrics (P6, P8) 

 

Available biometrics are not well suited to 
the abilities of people with UEI 

Attempting “toe-print” (Unsuccessful) (P8) 
Attempting “nose-print” (Unsuccessful) (P2) 
Disabling authentication on all devices (P2) 

Failure Resolution 
Insufcient retries and limited options for 
backup credentials create lockouts 

Restarting the computer to get more attempts at verifcation (P6) 
Resetting password credential (P5) 

Table 3: A summary of barriers encountered during the authentication process and the workarounds used to address them. 
While many participants encountered similar barriers, the unique circumstances of their lives and disabilities meant that each 
individual had unique workarounds for those barriers. 

picking letters that were close to each other, a few on one side of 
the keyboard, and a few on the other. 

Another workaround two of our participants (P6 and P8) em-
ployed was to switch to biometric-based credentials. Both P6 and 
P8 liked their respective biometrics (fngerprint and facial recogni-
tion) better than passwords. One reason given was the speed that 
it brought to their authentication process. P6 uses fngerprint as a 
biometric on her phone because it is easier to use and faster than the 
passwords that she is mandated to use for her work and personal 
laptops. P6 said that “[Fingerprint recognition] is much easier...and 
much faster.” P8 echoed a similar sentiment with respect to using 
facial recognition on his iPad, that (as mentioned in Section 5.1) 
he places on the ground where he leans over during the credential 
verifcation stage. He stated, “Well I have to lean over so the camera 
can see my face, but it picks it [his face] up quickly and then I can 
open stuf quickly.” 

Fingerprint biometrics were seen as benefcial for someone with 
degenerative impairments. P6 felt confdent that fngerprint would 
always be available to her to authenticate as opposed to password 
entry, that had become more difcult for her over time. She stated, 
“I feel confdent that I’ll always have a fnger [for] fngerprint...I’m not 
getting any better with my issues coordination, typing, and stuf. So 
it feels like...no matter what happens I’ll still be able to have access.” 

Biometrics are not always well suited to the abilities of 
someone with UEI. Switching to biometrics may not be possible 
or practical for everyone with UEI. Biometrics themselves can create 
barriers to authentication. For instance, P2 tried using fngerprint 
on her old iPhone and it did not work for her. P2 then tried to 
register her nose-print using the fngerprint sensor on her device 
for authentication. However that too failed for her. She stated “I...got 
my nose print [on the iPhone]. But it wasn’t accurate.” Since then, she 

has a new iPhone with facial recognition on it. However, this too 
presented problems for her. P2 has several caregivers helping her 
during the day. She often wanted them to help her use her iPhone. 
She stated that facial recognition on her iPhone limited the number 
of faces it could register. That meant she could not give access to all 
her helpers. “[The phone] only allows 5 faces [to be registered] and I 
have more than fve (5) people who help [me].” As a result of these 
experiences, P2 has now completely disabled authentication on all 
her devices. P2’s attempt to use her nose-print was not unique. P8, 
who uses his toes to type, tried a similar strategy with his iPhone by 
trying to use his toe-print with the fngerprint sensor. That strategy 
also did not work. 

P3, who did not use biometrics, was apprehensive about them 
altogether. She stated that she would probably not be able to use 
face recognition due to her shoulders: “I don’t think I could reach 
up...I don’t really know. I would think I’d have problems...because my 
shoulders don’t work.” P4, who had facial recognition available on 
his phone, expressed similar concerns that he had avoided trying it 
because the positioning was not practical for him. Similarly, with 
fngerprint, P3 expressed concern with positioning the fnger prop-
erly due to lack of sufcient control: “I would think the fngerprints 
would be difcult because I don’t have a lot of control [of my fngers].” 

6.3 Insufcient retries and too few options for 
backup credentials can induce frustration 

All modern authentication processes allow for failure resolutions 
when the credential verifcation fails. One way to perform failure 
resolution is to allow for multiple retry attempts at credential verif-
cation. Four participants (P1, P3, P4, and P8) reported that the retries 
provided by their devices were sufcient to verify their credentials 
to the devices. P4 described this process stating, “Once I make a 
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mistake, I step back and check the Caps Lock is on or not...[and] take 
it from there.” P8, who used facial recognition, commented that 
sometimes he was too far away from the camera for it to recognize 
him because it is on the foor. He would retry by leaning closer to 
the device from above: “I just try again and make sure I am actually 
in the camera.” 

As part of their failure resolution, some authentication processes 
provide a backup credential if the main credential fails. It is common 
for authentication processes that use biometrics as a credential to 
provide a password or PIN as a backup credential. However, this 
can create barriers given the difculty people with UEI have with 
passwords and PINs. P6 summarizing this issue as, “If you mess up 
with the initial log-on [using fngerprint recognition], then the second 
backup is the way the backup systems [backup credentials] work now, 
they’re all awful.” 

When neither the initial retries nor the backup credentials pro-
vided by the authentication process are sufcient, a lockout can 
occur. In these cases, a person with UEI may have to wait or use 
another administrative process to regain access to the device. To 
avoid such consequences, P6 reported an interesting workaround: 
“So usually my strategy for that is [if] I log in twice incorrectly, if that 
happens, then I power down the computer, and then I have to wait 
for it to kick up again.” Unsurprisingly, she found this to be quite 
frustrating. P5, on the other hand, reported that she occasionally 
experienced lockouts at work where the password requirements 
were strict. In these cases, she is able to create a new password 
through workplace specifc processes for forgotten passwords. 

7 ACCESSIBILITY OF AUTHENTICATION 
FOR PEOPLE WITH UEI IS A NASCENT 
RESEARCH AREA THAT MERITS 
FURTHER EXPLORATION 

In our literature review, we were surprised to fnd so little work 
had been done to examine the needs of people with UEI for au-
thentication. While we found in our results that people with UEI 
use authentication on their computing devices, overall, there was a 
gap between what people with UEI want from their authentication 
process and the current research being done within this area. This 
gap presents an opportunity for further research in authentication 
accessibility for people with UEI. In order to explore this gap, we 
asked each of our participants what their ideal authentication pro-
cess would be. In this section, we use their responses along with 
other information from the interviews to present six areas for future 
research. Each of these describe particular challenges regarding 
authentication for people with UEI and should be explored in order 
to create accessible authentication. 

7.1 Opportunity: Evaluating AT in a security 
context for password/PIN entry 

Passwords and PINs are here to stay for the near future. However, 
passwords and PINs present many barriers for people with UEI with 
respect to authenticating to their devices. Therefore, it is important 
for us to ease their entry. One way of doing this is by developing 
text-entry AT with the goal of easing authentication. As discussed 
in our related work section, there has already been research into 

various forms of AT for people with UEI. These works can help give 
an informative background on some strategies that may be worth 
exploring in an authentication context. Further, many of our partic-
ipants used AT for computing more generally, including eye-gaze 
trackers (P2 and P7), Dragon Naturally Speaking speech recogni-
tion software (P1 and P5), a mouth stick (P4), and a foot-based 
AAC board conducive to typing with toes (P8). Several participants 
expressed interest in using authentication that worked with their 
AT. 

However, creating AT that works well for computing more gen-
erally is not sufcient. We need to design the AT to work with the 
authentication process. Many participants experienced difculties 
setting up AT for their devices in order to authenticate to the de-
vice. Therefore, more research is needed in designing AT systems 
that are reliable, available at boot-time, require minimal setup for 
the user, and can be used to quickly login to a computing device 
for short tasks such as reading an e-mail. Further, password entry 
presents unique challenges in that authentication needs to not only 
be usable for people with UEI, but also secure so that people with 
UEI can continue to have secure computing devices. This means 
that AT must be evaluated to ensure that it cannot be exploited 
by an attacker (e.g., ensuring that it does not leak information 
through a side channel that could be exploited by an attacker to 
gain knowledge about a password credential). 

Some of the open research questions in this area include: 

• What are the characteristics of the AT that can be used by 
people with UEI for authentication? 

• How do we ensure that AT being used for password/PIN 
entry is secure and does not provide any opportunities (e.g., 
side-channels) to a potential attacker? 

• How do we design new AT or repurpose currently used 
AT for people with UEI to enable password entry without 
creating a barrier for them? 

7.2 Opportunity: Improving biometrics 
Biometrics can be a more usable alternative to passwords for peo-
ple with UEI. However, the currently predominant methods of face 
and fngerprint recognition are not sufcient. Several participants 
reported that they could not use biometrics because of their impair-
ment. In fact, several of the participants tried to repurpose existing 
biometric sensors in new ways such as trying to use nose-print and 
toe-print. This is an opportunity for us to develop new credentials 
for people with UEI that leverage their abilities. Almost all of our 
participants expressed strong interest in newer biometrics that can 
help them login more easily. 

Some of the ideas that emerged included verifcation credentials 
based on voice-print and eye-gaze. Voice-print credentials have 
been studied extensively in the past few years [16, 29, 52, 74, 79, 93, 
94]. However, their use for people with UEI, many of whom may 
have speech impairments, is yet to be evaluated carefully. Similarly, 
eye-gaze trackers have been investigated as a method for producing 
verifcation credentials [1, 26, 27, 32, 43, 48, 51, 82, 85]. However, 
most of this work has been done with people without disabilities. 
There has yet to be work done to study eye-gaze authentication for 
people who use eye-gaze trackers regularly as AT. More generally, 
the way people with UEI use their AT can present novel options 
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for biometrics. As newer AT modalities are developed (e.g., those 
listed in our related work section), they should be evaluated for 
their biometrics generation potential. 

Prominent open research questions in this area include: 
• What new biometrics (such as toe-print and nose-print) 
would people with UEI like to use for authentication? 

• What new biometrics can be obtained from ATs used by 
people with UEI for operating their computing devices? 

• Can existing sensors such as a fngerprint sensor be re-
purposed to work with new biometrics better suited to peo-
ple with UEI? 

7.3 Opportunity: Exploring token-based 
authentication 

Many of the verifcation credentials used by people with UEI are 
based on what a person knows (e.g., passwords) and what a person 
is (e.g., biometrics). However, the third obvious way to authenticate 
is based on what a person has (e.g., a token). Tokens were one of 
the methods that was brought up by our participants as a way to 
ease verifcation. Tokens such as Yubikey [92] could be tried in 
this regard. However, these credentials present their own usability 
problems in terms of (1) keeping the token secure, (2) interfacing the 
token with a computing device, and (3) then activating the token 
(e.g., YubiKey’s touch interface). These usability considerations 
may not be easy for many people with UEI, though they may work 
for some. Interestingly, Apple has used a similar approach to ease 
credential verifcation on their devices. It is possible for a user to 
authenticate to their Mac laptop without using a password or a 
biometric when wearing their Apple watch [11]. Of course, the 
user has to type in a PIN to authenticate to their Apple Watch. 
This may present usability challenges for someone with UEI. In 
addition, some of our participants commented that fnancial strain 
was a deciding factor for choosing certain computing devices. For 
instance, P3 commented that despite being interested in iPhones 
and iPads she uses a fip phone with internet access because, “I’m 
poor and I can’t aford...an iPhone.” Premium products like the Apple 
watch may exclude people with UEI who do not have the means to 
aford them. 

Open research questions in this area include: 
• How can token-based credentials be kept secure? 
• Which sorts of devices would a person with UEI want to be 
able to interface the token with? 

• How should tokens be designed in order to be accessible 
to people with UEI especially if activation of the token is 
required? 

7.4 Opportunity: Promoting interdependence 
through shared credentials 

People with UEI sometimes want to be able to share access to their 
devices with caregivers. When sufcient trust is present between 
the individual with UEI and their caregiver(s), the authentication 
processes should be designed to promote partnership between peo-
ple with UEI and their caregivers. For instance, people with UEI 
sometimes want help from trusted caregivers in using their com-
puting devices. Often times, the caregivers rotate over the course 

of a day. Therefore, it can become tedious for people with UEI to 
share their verifcation credentials with others again and again. This 
presents a new opportunity for developing credentials that enable 
people with UEI to easily share those credentials with caregivers, 
even when the caregivers are constantly changing. Care needs to 
be taken to ensure that the credentials given to the caregivers limit 
their access to the specifc tasks that the person with UEI wants 
them to perform. Further, access should be limited to specifc peri-
ods of time set by the person with UEI. This is because we cannot 
assume that caregivers are always trusted by their clients and the 
clients should always be able to control access to their data and 
devices. 

A few open research questions in this area include: 
• Who do people with UEI want to share access to their com-
puting devices with? 

• What sort of access would a person with UEI want a trusted 
caregiver to have? 

• How can we ensure that the person with UEI remains in 
control of the access to their devices? 

7.5 Opportunity: Improving the failure 
resolution process 

The entire authentication process has to be made usable for an 
individual with UEI. Based on our discussion with our participants, 
this involves improvements in two areas: (1) lockout procedures, 
and (2) backup credentials. Getting locked out of one’s devices is 
a real concern for people with UEI. Therefore, when designing 
authentication processes for people with UEI in mind, we need to 
relax the conditions for lockout. This can be done by allowing more 
retries to enter the correct verifcation credential, or by making 
credential verifcation more tolerant to errors. Backup credentials 
are often used to gain additional attempts prior to lockout. Many 
authentication processes currently revert to passwords or PINs as 
a backup credential. Since people with UEI fnd password and PIN 
entry difcult, there is a need to improve the diversity in the backup 
credentials made available. Many of our participants expressed the 
desire to have more backup options like alternative biometrics. For 
instance, being able to use facial recognition if fngerprint recogni-
tion was unsuccessful. Other participants wanted multiple backup 
credentials such as having voice-print, fngerprint, and facial recog-
nition all made available. This diversity of backup credentials would 
help to ensure that passwords/PINs can become the last option for 
backup credentials and not the very frst alternative. 

Some research questions in this area include: 
• How can authentication processes be made more tolerant 
to mistakes and prevent people with UEI from experiencing 
lockouts? 

• Which types of backup credentials would be efective for 
people with UEI? 

7.6 Opportunity: Enabling physical 
rehabilitation through authentication 

One point of discussion that came up in our interviews was the 
use of authentication to provide physical beneft to people with 
UEI. This was expressed clearly by P4 who stated that entering 



How People with Upper Extremity Impairment Authenticate on their Personal Computing Devices CHI ’21, May 8–13, 2021, Yokohama, Japan 

his password was something that he did as a way to maintain 
the use of his arms: “I thought of Dragon Dictate and other voice 
command systems, but while I can use my arms, I’d rather do that 
to keep some strength and mobility.” This is interesting because it 
goes against the usual ideal that the authentication process should 
be made as efortless for the user as possible. One possible future 
area of research is exploring the role that authentication can play 
in physical rehabilitation for people with UEI. Of course, since 
rehabilitation generally involves efort to be expended in order to 
be efective, it could have a negative efect on usability if poorly 
implemented. Any proposed system would need to ensure that 
it remains usable such that any added rehabilitation exercises do 
not become a barrier. A variety of work has been done on the use 
of technology more generally to support rehabilitation including 
works around IoT devices [67], games [2, 5, 6, 31, 45, 88], virtual 
reality [21, 56, 57], robotics [54, 59], musical instruments [46, 47], 
sensing technology [18, 44], tangibles [53], and mobile devices 
[86]. However, authentication presents unique challenges due to 
its regular usage in daily computing and the need for it to remain 
secure. 

Some of the research questions in this area include: 
• What sort of physical rehabilitation and exercise do people 
with UEI want to have in their authentication process? 

• How can credential entry be designed such that an individual 
with UEI is able to exercise their arms and fngers? 

• How can the authentication process preserve usability while 
enabling physical benefts? 

8 CONCLUSION 
In this paper we wanted to understand the authentication process 
of people with upper extremity impairment (UEI). Consequently, 
we interviewed eight people with UEI in order to learn more about 
how and why they use authentication, where in the authentication 
process they encounter barriers, and what workarounds they use 
for those barriers. We found that many people with UEI used au-
thentication, with PINs and passwords being the primary form of 
credentials used. Further, they face barriers throughout the entire 
authentication process and use workarounds that often prioritize 
usability over security. We then identifed six areas for future re-
search in order to make accessible authentication for people with 
UEI. In the future, we hope to propose improvements to the existing 
authentication process based on the results of this work. 
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