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Abstract—Thepastdecadehaswitnessedanexplosivegrowthincryptocurrencies,buttheblockchain-basedcryptocurrencieshave

alsoraisedmanyconcerns,amongwhichacrucialoneisthescalabilityissue.Sufferingfromthelargeoverheadofglobalconsensus

andsecurityassurance,eventheleadingcryptocurrenciescanonlyhandleuptotensoftransactionspersecond,whichlargelylimits

theirapplicationsinreal-worldscenarios.Amongmanyproposalstoimprovethecryptocurrencyscalability,oneofthemostpromising

andmaturesolutionsisthepaymentchannelnetwork(PCN),whichofferstheoff-chainsettlementoftransactionswithminimal

involvementofexpensiveblockchainoperations.However,transactionfailuresmayoccurduetoexternalattacksorunexpected

conditions,e.g.,anuncooperativeuserbecomingunresponsive.Inthispaper,wepresentadistributedrobustpaymentroutingprotocol

RobustPay+toresisttransactionfailures,whichachievesrobustness,efficiency,distributednessandapproximateoptimization.

Specifically,weinvestigatetheproblemofrobustroutinginPCNsfromanoptimizationperspective,whichistofindapairofpayment

pathsforapaymentrequest,whileminimizingtheworst-casetransactionfee,subjecttothetimelinessandfeasibilityconstraints.We

presentadistributed2-approximationalgorithmforthisproblem.Moreover,wemodifytheoriginalHashedTime-lockContract(HTLC)

protocolandadaptittotherobustpaymentroutingprotocoltoachieverobustnessandefficiency.Extensivesimulationsdemonstrate

thatRobustPay+significantlyoutperformsbaselinealgorithmsintermsofthesuccessratioandtheaverageacceptedvalue.

IndexTerms—Cryptocurrency,paymentchannelnetwork,routing,blockchain

✦

1 INTRODUCTION

OVERthepastdecade,theblockchain-basedcryptocur-
rencieshaverisentomorethan$80billioninpeakcap-

ital,includingBitcoin[13],Ethereum[18],andRipple[20].
Thesealtcoins makeuseoftheblockchaintechnologyto
achievereal-timetotalsettlement[19]ofdifferentcurrencies
andassets[29,30],whichismuchcheaperthanthecurrent
centralbanksystem.Nevertheless,whenattemptingtoscale
upblockchainslikeBitcoinandEthereum,severalconcerns
emerge.Firstly,everyparticipantneedstoknoweverysin-
gletransactiontoensureauniqueandsynchronizedglobal
status.Thisleadstohighoverheadanddemandforlocal
storage.Forinstance,itcouldcostaBitcoinuseralmost20
GB(canincreaseto60GBafterthreeyears)ofadditional
storageeachyear[9].Further,blockscanonlybeadded
atacertain maximumratedeterminedbythenecessary
proof-of-workcomputationsthatneedtobecarriedoutby
generatinganumberwhosehashvaluethatstartswitha
pre-decidednumberofzeros.TakingtheBitcoinblockchain
asanexample,the maximumnumberoftransactionsper
second(tps)isonly7[8],whichisnotcomparabletoover
47,000peaktpsprocessedbyVisa[26].
Thepaymentchannelnetwork(PCN)wasproposedto

tacklethescalabilityissues[16].Asimpleillustrationof
PCNisshowninFig.1.PCNscanprocessinstantandless
valuablepaymentswithoutinvolvingblockchaintransac-
tionswhichareslowandexpensive.Onlytheinitialand
finalbalancesofeachchannelarerequiredtoberegis-

Thispaperisanextendedandenhancedversionof[32].ZhangandYangareaf-
filiatedwithColoradoSchoolofMines,Golden,CO80401.Email:{yuhzhang,
djyang}@mines.edu. ThisresearchwassupportedinpartbyNSFgrants
1717315and2008935.Theinformationreportedheredoesnotreflectthe
positionorthepolicyofthefederalgovernment.

Fig.1.Paymentchannelnetwork(PCN)withapaymenttransactionfrom
AtoD.Thetransactionsareoff-chain.Whentwopartiesdisagreewith
thetransactionhistory,thetransactionhistorywillbepublishedtothe
blockchainforverification.Thedishonestpartywillbepenalized.

tered.Section3providesanin-depthdiscussionofthePCN
workingmechanism.PCNshavebeenemployedtodevelop
Bitcoin’sLightning Network[16]andEthereum’sRaiden
Network[14].TheuniquenessofPCNsisthatPCNscan
significantlylowerthetransactionfeesthaninblockchain.
Itisachievedbyallowingapaymentsenttotherecipient
through multiplehopsbetweenpaymentchannels.Inthe
paymenttransferringprocess,hostsofthechannelsonthe
routecanchargefeesaccordingly.Therefore,thekeymoti-
vationistooptimizetheroutinginPCNsandguaranteethe
successofapayment.

Severalreportedresearchworkshaveinvestigatedpay-
mentroutinginPCNs[12,17,21–23,31].However,these
effortseitheremphasizeonprivacy[12,22],orunderesti-
matetheimportanceofkeyrealisticconstraintssuchasthe
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Fig.2.Impactofunresponsiveusersonthetransactions

transactionfees[12,17,21–23,31].One misconceptionof
theroutinginPCNsisthatPCNsmaybetreatedasacon-
ventionalcomputerad-hocnetwork.Infact,thecomplexity
ofroutinginPCNsisincreasedbytwodistinctfeatures,
whicharenotfoundinconventionalad-hocnetworks.The
firstdistinctfeatureisthefeasibilityconstraint, which
resultsfromthefactthatadditionalfeespaidtotheusers
alongtheroutehavetobesenttogetherwiththepayment
totherecipient.Thesecondfeatureisreferredtoasthe
timelinessconstraint,whichisbecausethetoleranceonthe
cooperatingtimeinpaymentforwardingprocessofeach
PCNuserisdifferent.Duetothesedifferencesbetween
PCNsandcomputeradhocnetworks,PCNscannotapply
thealgorithmsforconventionalroutingproblemsdirectly.
Recently,Zhangetal.[33]designedanoptimalalgorithm

CheaPaytogenerateasinglepaymentpaththatminimizes
thetransactionfeeinPCNsandsatisfiesboththefeasibility
andtimelinessconstraints.However,CheaPaycannotresist
transactionfailuresduetounexpectedconditionsorexternal
attacksalongthepath.Forexample,someuncooperative
intermediateusersonthepathmaybecomeunresponsive
intentionallyorunintentionally.Beingunresponsivemeans
thatthechannelfunds maybeonholduntilthe HTLC
expires.Achannelparticipantkeepsfundsinachannel
eithertomakeapaymentforgoodsorservice(whichnowis
delayed),ortoearnfeesbyforwardingatransaction.Since
thevalueofcryptocurrenciesfluctuatesdramatically,the
timevalueofmoney(TVM)conceptinfinancialmanage-
mentalsoappliestocryptocurrencies,ormightcontribute
moreaccordingtothehistoricvolatility.Thus,unresponsive
usersarealiabilitytochannelparticipants.Itissimilarto
adenialofserviceattack,whichtiesupcryptocurrencies
ratherthanbandwidth.Inordertoevaluatetheimpactof
theunresponsiveusersonthetransactions,weconducted
simulationsonareal-worlddatasetfromtheBitcoinLight-
ning Network[5].ThesimulationresultinFig.2shows
thatthetransactionsfailureratioincreasesby15%,when
5%usersareunresponsive.Thisindicatesthatunrespon-
siveusersareindeedanissueandneedtobetakeninto
considerationduringpaymentrouting.Therefore,PCNsare
expectedtoprovidebetterrobustnessagainsttransaction
failuresduetounresponsiveusers,i.e.,apaymentrouting
protocolsatisfiesrobustness,ifitconstructstwoor more
node-disjointpaymentpaths,whereeachpaymentpathcan
fulfillthepaymentrequest.Apaymentistransferredon
thesepaymentpathssimultaneously.Ifonepathfulfillsthe
paymentfirst,theotherpath(s)willbeinvalidated.
Inthispaper,weinvestigatetherobustpaymentrout-

ingbyconstructingtwonode-disjointpaymentpathsfora

paymentrequestinPCNs.Arobustpaymentroutinghas
anumberofdistinctcharacteristics,thusitisexpectedto
satisfyasetofdesiredproperties.First,arobustpayment
routingprotocolisexpectedto minimizethe worst-case
transactionfee,whichisreferredtoasoptimization,since
itconstructs morethanonenode-disjointpaymentpaths
toresisttransactionfailures.AsforNP-hardproblems,we
canonlyseekforapproximateoptimization.Secondly,a
robustpaymentroutingprotocolshouldsatisfyefficiency,
i.e.,tominimizetheroutingandpaymentlatencyincurred
bytransmittingapaymentthroughmultiplepaymentpaths
simultaneously.Finally,arobustpaymentroutingshould
satisfydistributedness,asnocentraladministrativeopera-
torexistsinPCNs.Evenifsuchanoperatorexists,itwould
notbetrusted.
Infaceofthesechallenges,weproposeRobustPay+,a

robustpaymentroutingprotocolthatsatisfiesrobustness,
approximateoptimization,efficiencyanddistributedness.
Specifically,weinvestigatetheproblemofrobustpayment
routinginPCNsfromanoptimizationperspective.This
problemisreferredtoastheMaximumTransactionFee
Minimization(MTFM)problem:minimizingthemaximum
transactionfeeofapairofnode-disjointpathstotransfera
paymentfromthesendertotherecipient,whileguarantee-
ingthatboththetimelinessandfeasibilityconstraintsare
satisfiedforeachinvolvedpaymentchannelonthispair
ofnode-disjointpaths. Meanwhile, wedesignan HTLC
mechanismprovidingmoreflexiblechoicesandsecurityto
usersandadaptittotherobustpaymentroutingprotocol.
Themaincontributionsofthispaperare:

• Tothebestofourknowledge, wearethefirstto
considertherobustpaymentroutingprotocol,which
providesresistancetotransactionfailuresinPCNs.

• Weinvestigateimportantdesigngoalsofpayment
routinginPCNs, whicharerobustness,efficiency,
distributednessandapproximateoptimization.

• We propose RobustPay+,a distributedRobust
Paymentroutingprotocolagainsttransactionfailures
inPCNs.RobustPay+ consistsofthreestages:Pay-
mentPathConstruction, HTLCEstablishmentand
PaymentForwarding.

• Weenhancetherobustnessforpaymentroutingin
PCNsbyconstructingtwonode-disjointpathsfor
apaymentrequestandachieveapproximateopti-
mizationbydesigningadistributed2-approximation
algorithmtominimizetheworst-casetransactionfee.

• Wealso modifytheoriginal HTLCprotocoland
adaptittoRobustPay+toguaranteeefficiency.

• ExtensivesimulationsdemonstratethatRobustPay+

notonly minimizestheworst-casetransactionfee,
butalsoachievessuperiorsuccessratioandaverage
acceptedpaymentvalueoverbaselinealgorithms.

Theremainderofthepaperisorganizedasfollows.In
Section2, weprovideabriefliteraturereviewofrelated
work.InSection3,wepresentthebackgroundandsystem
overviewofPCNs.InSection4,weformallydescribethe
systemmodel,outlinethedesigngoalsandgivetheproblem
formulation.InSection5,weillustratetherobustpayment
routingprotocolRobustPay+,demonstratethedesignofthe
routingalgorithmandanalyzetheproperties.InSection6,
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Fig.3.Hashedtime-lockcontract(HTLC).ThesenderAsendsapay-
mentof7totherecipientDviaBandCwithanHTLCtoleranceof3.
Assumethatthetransactionfeechargedbyeachuseris0.01.Circled
numbersrepresentthesequenceoftheoperations.

wetestandvalidatetheperformanceof RobustPay+ by
comparingittobaselinealgorithms. Wesummarizethis
paperinSection7.

2 RELATEDWORK

Uptonow,thereareonlylimitedeffortsonstudyingthe
routingproblemsinPCNs.Threeyearsago,oneofthepio-
neeringdecentralizedroutingalgorithmsforPCNs,known
asFlare[17].Inthisalgorithm,thereisaroutingtableon
eachnode,formedbytheadjacentnodesthatareclose
inhopdistanceandpathstoalistofbeaconnodes.The
privacy-reservingroutingproblem wasstudiedby Mala-
volta[12].HedevelopedSilenWhisper,whichisarouting
schemebasedonLandmarkRouting[27].InSilenWhisper,
thelandmarkthatispassedbyallpaths mayresultin
unnecessarilylongpaths.Furthermore,thisapproachcan
violatedecentralization,whichistheonlyintentionofusing
theblockchainsystem.SpeedyMurmurs[22]usedanim-
provedalgorithmbasedonembedding-basedpathdiscov-
ery[15].Inthisway,theweaknessofSilentWhispercould
beovercomeandimprovedintermsofsuccessratio,delay
ofpayment,overhead,lengthofpath,andstabilization.
Rohreretal.[21]sketchedthepaymentflowas multiple
pathsaddinguptogetherto makeuseoftheavailable
capacitiesinthenetworkinanefficient way.Following
Rohrer’spath,Yuetal.[31]outlinedascatteredalgorithm,
whichimprovedthesuccessratioofpaymentandreduced
thesystemoverhead. However,allthepreviousstudies
eitherconcentrateontheprivacy[12,22]orsimplifying
theproblemwithouttakingintoaccountthehop-dependent
constraints[12,17,21,22,31].
Recently,Bagariaetal.[6]devisedatechniquethatcon-

structsredundantpaymentpathsfreeofcounterpartyrisk.
However,thissolutionwasdesignedformulti-pathrouting
schemes withoutconsideringoptimalrouting.Zhanget
al.[33]proposedCheaPaytominimizethetransactionfee
ofapaymentpath,whileconsideringthetimelinessand
feasibilityconstraints.ButCheaPaydidnotproviderobust-
nesstopaymentroutinginPCNs,includingresponsesto
transactionfailuresduetounexpectedconditions,e.g.,an
uncooperativeuserbecomingunresponsive.

3 BACKGROUNDANDSYSTEMOVERVIEW

Inthissection,weprovidethenecessarybackgroundon
permissionlessblockchainsandpresentanoverviewofour
paymentchannelnetworksystem.

3.1 DecentralizedLedger

CryptocurrencieslikeBitcoin[13],Ethereum[18],andRip-
ple[20]arebasedontheblockchaintechnology,whichis
anappend-onlydecentralizedledgeroftransactionsshared
amongmutuallydistrustedentities.However,theconsensus
algorithm(e.g.proof-of-workinBitcoin)thatguaranteesthe
uniqueglobalstaterequireslargelocalstorage,duetothe
highlevelsofdatareplicationandcomputationalpowerfor
addingablockcontainingtransactionstotheblockchain.
ScalabilityIssue.The mainconcernof decentralized

blockchainsisthateverypeerneedstobeawareofall
transactionofallotherpeerstonotbevulnerabletodouble-
spending.Bitcoincurrentlyonlysupportsupto7transac-
tionspersecond[8]whichisnotcomparabletoover47,000
peaktpsprocessedbyVisa[26].Therefore,theblockchain-
basedcryptocurrenciescannotscaleforwide-spreaduse.

3.2 PaymentChannel

Toovercomethescalabilityissue,off-chainapproacheshave
beenproposedtoeliminatetheneedtocommiteachindi-
vidualtransactiontotheblockchain.Theuseofpayment
channelsisonewaytorealizetheoff-chainapproach.Two
usersestablishapaymentchannelbyeachdepositingacer-
tainamountintoajointaccountandaddingthistransaction
totheblockchain.
Nowatransactionbetweenthemisessentiallyachan-

nelbalanceupdateagreeduponbythem. Achannelis
protectedbymulti-signaturesmartcontracts,whichensure
validity,nonequivocalityandnon-repudiationoftheon-
goingtransactions. Whenonepartypublishesanobsolete
balancehistorytoreversesettledtransactionsortodouble-
spend,thecontractguaranteesthatthedishonestpartyis
punishedbygrantingallitsremainingchannelbalanceto
theotherparty.Thiseconomicallypreventsanadversary
fromutilitygainviadishonestbehaviors.Whenthechannel
closesbecauseeitheritisnotneededanymoreorthedeposit
isdepleted,aclosingtransactionwillbebroadcasttothe
blockchainandwillsenddepositedamounttoeachuser
accordingtothemostrecentbalance.

3.3 PaymentChannelNetwork

Unfortunately,paymentchannelalonecannotsolvethescal-
abilityissue.Requiringeveryonetocreateapaymentchan-
nelwitheveryoneelseresultsinalargeamountofon-chain
transactionsbroadcasttotheblockchain.Inordertoenable
paymentsbetweenanytwousers,paymentscanberouted
throughmultiplehopsofchannelsinthepaymentchannel
network(PCN)formedbyusersconnectedbypayment
channels.This,however,canleadtoissuesthatauserdenies
performingpaymenttransferafterreceivingapreceding
one,ortherecipientdeniesreceivingthepayment.

3.4 HashedTime-LockContract(HTLC).

Toaddresstheseissues,the HashedTime-LockContract
(HTLC) mechanismhasbeenintroduced[16],asshown
inFig.3.TherecipientfirstgeneratesarandomvalueR
andsendsitshashH tothesender.Thesender,as well
asanyintermediateuser,includesH inthetransaction
contract,suchthatthetransferredpaymentcanbeclaimed
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bythetransfereeonlywhenthesecretRisprovidedtothe
transferor.Inaddition,eachtransactionisrestrictedbyan
HTLCtolerance,suchthatifthetransferordoesnotreceive
Rwithinthe HTLCtolerance,thetransferredfund will
berefundedtothetransferoraftertheHTLCexpires.The
unitofthe HTLCtolerance,denotedbyδ,isthe worse-
caseboundontimeforoneon-chaintransaction.Everyuser
inthepaymentpathsetsatolerance,whichisasmaller
HTLCtoleranceintheoutgoingpaymentchannelthanthat
intheincomingpaymentchannel.Forexample,inLightning
Network,thetoleranceissetasthenumberofhopsuntilthe
recipient[16].Asanexample,theHTLC(H,2,7.01)fromB
toCinFig.3meansthatCcanreceiveapaymentof7.01
fromBifCcanprovidethepreimageofHwithin2δ.This
mechanismensuresthatausercanpullthepaymentfrom
itspredecessorafteritspaymenthasbeenpulledbyitssuc-
cessor.NotethattheHTLCtolerancetimeisnotthetimeof
paymentrouting,whichisfastwhenusersarecooperative
andresponsive.Inadditiontothepaymenttotherecipient,
anHTLCalsoincludesthetransactionfeeschargedbythe
intermediatenodesfortransferringthesender’spayment.
Thefeesaresignificantlylowerthanblockchaintransaction
feeslargelyduetothetime-valueoflockingupfundsinthe
channel,aswellaspayingforthechanceofchannelclose
ontheblockchain.

3.5 Challenges

ThemainchallengeoftheroutinginPCNsisthatPCNscan-
notbetreatedasaconventionalcomputerad-hocnetwork.
Infact,thecomplexityofroutinginPCNsisincreasedby
twodistinctfeatures,whicharenotfoundinconventional
ad-hocnetworks.Thefirstdistinctfeatureisthefeasibility
constraint,whichmeansdifferentbalancerequirementson
differentchannels.Itisresultedfromthatfeespaidto
theusersalongtheroutehavetobesenttogether with
thepaymenttothetargetedrecipient,duringthepayment
transferringprocess.Thesecondfeatureisreferredtoasthe
timelinessconstraint,whichcannotbefoundincomputer
adhocnetworks.Thereasonisthatthetoleranceonthe
cooperatingtimeinpaymentforwardingprocessofeach
PCNuserisdifferent.Thetoleranceisjudgedbythenumber
ofhopstotherecipient.Duetothesedifferencesbetween
PCNsandcomputeradhocnetworks,PCNscannotapply
thealgorithmsforconventionalroutingproblemsdirectly.

4 SYSTEMMODELANDPROBLEMFORMULATION

Inthissection, wedescribethenetwork modelandthe
paymentmodel,outlinethedesireddesigngoalsandgivea
preciseproblemformulation.

4.1 NetworkModel

APCNcanberepresentedasadirectedgraphG=(V,E),
whereVisthesetofnodes,andEisthesetofedges.Each
nodevi∈Vrepresentsauser,whohasacryptocurrency
accountandestablishesatleastonepaymentchannelwitha
peeruser.Eachedgee=(vi,vj)∈Erepresentsapayment
channel,whereviisthetransferorandvjisthetransferee.
Eachedgeisassociatedwithseveralattributes.First,each
edge(vi,vj)∈Ehasatransactionfeefi,j,denotingthe

Fig.4.ExampleofPCN.Eachpaymentchannelisassociatedwith3
attributes(channelbalance,transactionfee,HTLCtolerance).

amountofvaluechargedbyvifortransferringapayment
tovj.Fornotationalconvenience,weletfi,i=0.Second,
eachedge(vi,vj)∈Ehasachannelbalancebi,j,denoting
theamountoftheremainingbalancethatvicantransferto
vj.Third,eachedge(vi,vj)∈EalsohasanHTLCtolerance
τi,j,denotingthe maximumtimeviwould waitforthe
secretRfromvj.Notethatweomitthetransmissiontimein
PCNs,becauseitisnegligiblecomparedtothetransaction
timeonblockchain.Forsimplicity,weassumethesetEonly
containsedgeswithpositivebalancesatanytime.Anedge
withzerobalanceisremovedfromthegraph.Inaddition,
wedefinean(i,j)pathasasimplepathfromvitovj.
Weassumethateachuseronlyhaslocalknowledge

onallitsincomingandoutgoingedges,includingtheir
transactionfees,balancesandHTLCtolerances.Ingeneral,
eachusercannotknowthetransactionfee,balanceorHTLC
toleranceofanyremoteedge,duetonetworkasynchrony
anddynamics.

4.2 PaymentModel

ApaymentrequestisdenotedbyR=(vs,vt,a),wherevs
andvtarethesenderandrecipientrespectively,andais
theamountofthepaymenttobetransferred.Apayment
requestRisperformedviaanumberoftransactionsthrough
differentchannels,organizedasan(s,t)pathpdenotedbya
sequencev0→v1→...→vL,wherev0=vsandvL=vt.
Hereweabusethenotation(vi,vi+1)∈ptorepresentthat
achannel(vi,vi+1)isinvolvedinapaymentpathp. We
useatransactionfeefunctionFp(l,m)todenotethetotal
transactionfeefromvltovm onapaymentpathp,where
0≤l<m≤L:

Fp(l,m)=
m−1
i=l+1fi,i+1, vl=vs,
m−1
i=l fi,i+1, vl=vs.

(1)

Forapaymentpath,allthepaymentchannelsarecalledin-
volvedchannels(ICs),andalltheusersexceptthesenderand
therecipientalongthepaymentpatharecalledintermediate
users(IUs).

4.3 DesignGoals

Nowweproposethefollowingdesirabledesigngoalsthat
apaymentroutingprotocolshouldsatisfy.

• Robustness: Apaymentroutingprotocolsatisfies
robustness,ifitgeneratestwoormorenode-disjoint
paymentpaths,whereeachofthemcanfulfillthe
paymentrequestindividually.InPCNs,anodemay
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becomeunresponsiveduetoexternalattacks,unex-
pectedconditionsoruncooperativebehaviors,which
leadstotransactionfailures.Iftheroutingprotocol
generatesonlyasinglepathforapaymentrequest,
itfailswhenanodeonthispathbecomesunrespon-
sive.Inordertoresistsuchtransactionfailures,itis
necessarytogenerate morethanonenode-disjoint
paymentpathstotransferapayment, whereno
commonintermediateuserissharedonbothpaths.
Thepaymentisforwardedonthesepaymentpaths
simultaneously.Ifonepathfulfillsthepaymentfirst,
theotherpath(s)willbeinvalidated.

• ApproximateOptimization:Apaymentroutingpro-
tocolsatisfiesoptimization,ifitminimizestheworst-
casetransactionfeeforapaymentrequest.Sincea
robustpaymentroutingprotocolconstructstwoor
morepaymentpaths,whereeachpaymentpathcan
fulfillthepaymentrequest,itisnecessaryto min-
imizethe maximumtransactionfeeofthesenode-
disjointpaymentpaths.However,thisoptimization
problemcouldbeNP-hardduetothedistinctchar-
acteristicsinPCNs.Sometimeswecanonlystriveto
achieveapproximateoptimization. Wewilldiscuss
theNP-hardnessofthisprobleminSection4.4.

• Efficiency:Apaymentroutingprotocolsatisfiesef-
ficiency,ifit minimizestheroutingandpayment
latencyincurredbytransmittingapaymentthrough
morethanonepathsimultaneously.Intherobust
paymentrouting,onlyonepaymentpath willbe
usedtofulfillthepaymentrequest,andtheother
paymentpath(s)willbeinvalidated.Thus,itisneces-
sarytoguaranteethatthispaymentpathintroduces
theminimumlatency.

• Distributedness:Apaymentroutingprotocolsatis-
fiesdistributedness,ifitdosenotrelyonacentral-
izedtrustedparty.Centralizedroutingissubjectto
asinglepointoffailuresuponexternalattacksand
hencecannotbetrustedbyusers.Instead,usersneed
tocommunicatewitheachotherandconductlocal
computationstofindroutesforpayments.

4.4 MTFMProblemFormulation

Followingthedesirabledesigngoalsthatareoutlined
above,weconsidertheMaximumTransactionFee Mini-
mization(MTFM)problemforroutinginPCNs.Toformally
formulateourstudiedproblem,weintroducethefollowing
necessaryconcepts.
TimelinessConstraint:Apaymentpathp=v0→ v1→

...→ vL satisfiestimelinessconstraint,ifthepayment
requestcanbesuccessfullyfulfilledwithintheHTLCtoler-
anceofeachIC,i.e.,τi,i+1≥L−i,∀i∈[0,L−1].Timeliness
guaranteesthecommitmentofhonestprocessingatanyIC.
FeasibilityConstraint:Apaymentpathp=v0→ v1→

...→ vL satisfiesfeasibilityconstraint,ifthepayment
requestcanbesuccessfullytransferredthrougheachIC.
Specifically,thebalancebi,i+1 ofe=(vi,vi+1)shouldbe
atleastthepaymentamountaplustheaccumulationof
transactionfeespaidtotheIUsthatfollowvionthepath,
i.e.,bi,i+1≥a+Fp(i+1,L),∀i∈[0,L−1].
Apparently,asinglepaymentpathcannotguarantee

robustness,sincesomeuncooperativeIUsonthepathmay

decidetobecomeunresponsiveorsufferfromexternal
attacks.Inordertoavoidsuchatransactionfailure, we
canestablishapairofnode-disjointpaymentpaths,where
eitherpaymentpathcanfulfillthegivenpaymentrequest.
Sinceeitherpaymentpathcanbeusedtotransferapay-
ment,itisnecessarytoguaranteeoptimization,whichisto
minimizethemaximumtransactionfeeofthepairofnode-
disjointpaymentpaths,whilestillguaranteeingtimeliness
andfeasibilityconstraints.Towardsthisgoal,weconsider
thefollowingoptimizationprobleminPCNs:

Maximum Transaction Fee Minimization(MTFM):
GivenapaymentrequestR =(vs,vt,a),findapairof
timelyandfeasiblenode-disjointpaymentpaths,eitherof
whichcanfulfillR,suchthatthemaximumtransactionfee
ofthesetwopaymentpathsisminimized.

The MTFMproblemcanbeprovedNP-hardbyreduc-
tionfromthe Min-Max2-pathproblem, whichhasbeen
provedtobeNP-completein[11].

Theorem1.TheMTFMproblemisNP-hard.

Thus,wecanonlystrivetoachieveanapproximation
solutionfortheMTFMproblem.

5 A DISTRIBUTEDROBUST PAYMENT ROUTING
PROTOCOLINPCNS

Inthissection,wepresentthedesignofRobustPay+. We
firstprovidethehigh-leveloverviewandintuitionbehind
RobustPay+ andthenfollowthedesigngoalsthatare
outlinedinSection4.3todesignRobustPay+indetail.

5.1 DesignRationaleandChallenges

Apaymenttransactionfailureoccurs,ifthereareexternal
attacksorunexpectedconditionsalongthepaymentpath.
Thus,weproviderobustnessinpaymentroutingbycon-
structingapairofnode-disjointpaymentpaths,suchthatif
atransactionfailureoccursononepaymentpath,theother
paymentpathcanstillfulfillthegivenpaymentrequest.
Specifically,wedesignadistributedalgorithmderivedfrom
theSuurballe’sAlgorithm[24]forthemin-sum2-pathprob-
lem.ToapplytheSuurballe’sAlgorithmthatwasoriginally
designedforcentralizedsystems,weneedtoaddresssev-
eralchallenges.ThefirstoneistotransformtheSuurballe’s
Algorithmintoadistributedalgorithm,whereeachnode
onlyhaslocalknowledge.Second,thetimelinessandfeasi-
bilityconstraintsneedtobetakenintoconsideration.

Inordertosupportrobustpaymentrouting,theoriginal
HTLC[16]needsmodification,sinceitwasoriginallyde-
signedforroutingonasinglepaymentpath.Thismaycause
apotentialproblemthattherecipientclaimsthepayment
onbothpaths.ToadapttheHTLC mechanismtorobust
paymentrouting, weneedto modifythecurrent HTLC
protocolcarefullytosatisfyefficiencyaswellasoff-chain
security.

Weaddressthesechallengesinthefollowingsubsections
anddesigntheRobustPay+protocolthatusersareexpected
tofollow.
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TABLE1
Mainnotations

Notation Meaning

fi,j amountoftransactionfeeofchannel(vi,vj)
bi,j amountofremainingbalanceofchannel(vi,vj)
τi,j HTLCtoleranceofchannel(vi,vj)
INi setofvi’stransferees
OUTi setofvi’stransferors
Γh(i,j) minimumtransactionfeeoftheh-(i,j)TFMpath
Nh(i,j) vi’soutgoingtransfereesofΓ

h(i,j)
vi auxiliarynodeofvi

5.2 PaymentPathConstruction

Thefirststageistoconstructtwopaymentpathsfora
paymentrequest,suchthateitherpaymentpathcanfulfill
thepaymentrequest,andthereisnointermediateuser(IU)
sharedonbothpaymentpaths.Suchtwopaymentpathsare
referredtoasapairofnode-disjointpaymentpaths.Ifa
transactionfailureoccursonapaymentpathduetounex-
pectedconditions,theotherpaymentpathcanstillworkto
fulfillthetransaction.Inthissection,wedesignandanalyze
RobustPay+,adistributedapproximationalgorithmthat
determinesapairofnode-disjointpaymentpaths.

5.2.1 DesignRationale

Before weformallydescribethedesignofRobustPay+,
weintroducethemainnotationsinTable1andnecessary
definitionsinthefollowing.
(i,j)-TFMpath[33]:Apaymentpathisan(i,j)-TFM

path,ifitsatisfiesthefollowingconditions:1)thispayment
pathsatisfiesboththetimelinessandfeasibilityconstraints;
2)thispaymentpathhasthe minimumtransactionfee
amongallpaymentpathsfromvitovj.
h-(i,j)TFMpath:[33]Apaymentpathisanh-(i,j)TFM

path,ifitsatisfiesthefollowingconditions:1)thelengthof
thispaymentpathisnomorethanh;2)thispaymentpath
satisfiesboththetimelinessandfeasibilityconstraints;3)
thispaymentpathhastheminimumtransactionfeeamong
allpaymentpathsfromvitovj.
(i,j)-MTFMpathpair:Apairofpaymentpathsisan

(i,j)-MTFMpathpair,ifitsatisfiesthefollowingconditions:

1) thesetwopaymentpathssatisfyboththetimeliness
andfeasibilityconstraints;

2) thesetwopaymentpathsdonotshareanycommon
intermediateuser(IU);

3) themaximumtransactionfeeofthesetwopayment
pathsistheminimumamongallpairsofpayment
pathsfromvitovj.

OuralgorithmRobustPay+ isbasedonthedistributed
Suurballe’sAlgorithm[24],whichwasoriginallydesigned
tominimizethetotalcostoftwodisjointpathsinacentral-
izedsystem.Specifically,wedesignRobustPay+ byimple-
mentingCheaPay[33],whichgenerateasingle(i,j)-TFM
pathinPCNs.RobustPay+algorithmconsistsoffivestages:
initialization,firstrouting,graphtransformation,second
routingandpairgeneration.Intheinitializationstage,the
algorithmsplitsanodeviintotwonodesviandvibycre-
atinganauxiliaryedge(vi,vi)andreassigningalloutgoing
edgesonviasoutgoingedgesonvi,becausetheSuurballe’s
Algorithm[24]wasoriginallydesignedforfindingapair

TABLE2
ExampleofRoutingTablebeforeNodeSplitting

i j
A B C D E F

Γh(i,j) 0 ∞ ∞ 0 ∞
Nh(i,j) A - - A -

numberofhops 1 - - 1 -
feasible - - -

ofedge-disjointpaymentpaths.Inthefirstroutingstage,
thealgorithmgivesan(s,t)-TFMpathbyrevokingChea-
Pay[33], whichisanoptimaldistributedalgorithmthat
minimizesthetransactionfeeofapaymentpathinPCNs
whileconsideringthetimelinessandfeasibilityconstraints.
Notethatthispathisnotonethetwopaymentpaths
forfinalpaymenttransaction.Inthegraphtransformation
stage,thealgorithmtransformsGtoaresidualgraph.In
thesecondroutingstage,thealgorithmoutputsan(s,t)-
TFMpathintheresidualgraph,similarlytothefirstrouting
stage.Inthepairgenerationstage,thealgorithmgenerates
apairofnode-disjointpaymentpathsbydiscardingthe
reversededgesinthesecondpaymentpathfromboth
paymentpathsandreconstructingtheremainingedges.
Currently,sourceroutingisutilizedintheLightning

Network[5],wherethesendernodeisresponsibleforcal-
culatingtheentirepath,fromthesendertotherecipient.To
doso,thesendernodeneedstodownloadasnapshotofthe
PCNtopologytolearneachchannel’stransactionfeeand
HTLCtolerance.Becausethechannelbalanceinformationis
notpublicduetoprivacyconcernsandvariesovertimedue
todynamics,thetransactionsmayfailastheactualbalances
onthechannels maynotsatisfythepayment.Therefore,
RobustPay+ doesnotadoptsourcerouting.Instead,each
nodemakesdistributedroutingdecisionsbasedonadis-
tributedBellman-Fordstylealgorithm.Inthissetting,anode
checksthebalanceavailabilitywithitsneighborsduringthe
stageofpaymentpathconstruction.
RobustPay+ establishesHTLCsafterthepaymentpath

constructionstage.Thus,collateralisnotlockedduringpath
construction.Indeed,itispossiblethattransactions may
failduetodynamicbalancechangeinthePCN.Although
themaingoalofthisworkistoresisttransactionfailures
duetounresponsivenodes,RobustPay+ canalsomitigate
transactionfailurescausedbydynamicbalancechange.This
isbecauseRobustPay+ establishesapairofnode-disjoint
pathsthatareguaranteedtobeedge-disjoint.Evenifthere
areedgefailuresalongonepathduetothedynamicchange
betweenthepaymentpathconstructionstageandthepay-
mentforwardingstage,theotherpathcanstillbeusedfor
thepaymenttransaction.

5.2.2 DesignofRobustPay+

Inthissection,wedescribethedetailsofRobustPay+,which
isillustratedinAlgorithms1,2and3.
TheinitializationstageisshowninRobustPay+-Init

(Algorithm1).RobustPay+-Initsplitsanodeviintotwo
nodesbycreatinganauxiliarynodevi andreassigning
alloutgoingedgesonviasoutgoingedgesonvi. Weuse
INiandOUTitodenotethesetofvi’singoingtransferors
andthesetofvi’soutgoingtransferees,respectively(Lines1
and2).Thus,viisvi’stransferor,andviisvi’stransferee
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TABLE3
ExampleofRoutingTablesAfterNodeSplitting

i j
A B C D E F

Γh(i,j) 0 ∞ ∞ 0 ∞
Nh(i,j) A - - A -

numberofhops 2 - - 2 -
feasible - - -

i j
A B C D E F

Γh(i,j) 0 ∞ ∞ 0 ∞
Nh(i,j) A - - A -

numberofhops 1 - - 1 -
feasible - - -

(Lines3and4).Anauxiliaryedge(vi,vi)connectsviand
vi.Becausethereisnoconstrainttotransferapaymentfrom
vitoitsauxiliarynodevi, wesetfi,i =0,τi,i = ∞,
andbi,i =∞ (Line5).Inordertoreassignalloutgoing
edgesonviasoutgoingedgesonvi,RobustPay

+-Initadds
edgestoconnectviandvi’stransferees(Lines6to11)and
removesedgesthatconnectviandvi’stransferees.Weshall
runAlgorithm1toinitializethenodesplittingforeachnode
vi∈V.Tables2and3showtheexampleofroutingtables
thatarestoredonvibeforeandafternodesplitting.
ThefirstroutingstagerevokesCheaPay[33]tofindan

(s,t)-TFMpathp1R inG.Notethispathisnotoneofthe
twopaymentpathsforthefinalpaymenttransaction.A
transactionfeetable{Γ(i,j)}vj∈Visgeneratedoneachnode
vi,whichstoresthetransactionfeesofthe(i,j)-TFMpaths.
Therefore,RobustPay+ canreusethetransactionfeetable
{Γ(s,i)}vi∈Vforgraphtransformationinthenextstage.
The graph transformation stage is shown in

RobustPay+-Trans (Algorithm 2). RobustPay+-Trans
transformstheoriginalgraphtoaresidualgraphby
reusingthetransactionfeetable{Γ(s,i)}vi∈V obtained
fromthepreviousstage.First,virequestsΓ(s,i)fromits
transferoralongthe(s,i)-TFMpath(Lines1to3).Then,vi
modifiesthetransactionfeeofeachedge(i,j)byreplacing
fi,jbyf̃i,j= fi,j−Γ(s,j)+Γ(s,i)(Line5).Also,if
the modifiedtransactionfeeofanedgeonpathp1R is0,
RobustPay+-Transreversestheedgedirection(Lines6to8).

ThefinalstageisshowninRobustPay+-Output(Al-
gorithm3).RobustPay+-Outputoutputsthe(s,t)-MTFM
pathpair.First,RobustPay+-OutputrunsRobustPay+-Init
toinitializetheauxiliarynodevi oneachnodevi∈V.
Second,RobustPay+-OutputrevokesCheaPaytogenerate
an(s,t)-TFMpathinG.Third,RobustPay+-Outputruns
RobustPay+-Transoneachnodevi∈Vtotransformthe
originalgraphtoaresidualgraphGv.Then,RobustPay

+-
OutputrevokesCheaPayagaintogeneratean(s,t)-TFM
pathinGv.Finally,RobustPay

+-Outputoutputsthe(s,t)-
MTFMpathpairbydiscardingthereversededgesinthe
secondpaymentpathfrombothpaymentpathsandrecon-
structingtheremainingedges.

5.2.3 AnalysisofRobustPay+

Inthissubsection,weanalyzetheapproximationratioof
RobustPay+asfollows.

Theorem2.RobustPay+ outputsa2-approximationsolution
totheMTFMproblem.

Algorithm1:RobustPay+-Init

Input:anetworkG=(V,E),anodevi.
Output:anodeviandanauxiliarynodevi.

1INi←thesetofvi’stransferornodes;
2OUTi←thesetofvi’stransfereenodes;
3Createanauxiliarynodevi;
4OUTi←OUT i∪{vi};OUTi←∅;INi←{vi};
5fi,i←0;τi,i←∞;bi,i←∞;
6forvj∈OUTido
7 fi,j←fi,j;fi,j←∞;
8 τi,j←τi,j;τi,j←0;
9 bi,j←bi,j;bi,j←0;
10 OUTi←OUT i\{vj};OUTi←OUT i∪{vj};
11end
12returnvi

Algorithm2:RobustPay+-Trans

Input:anetworkG=(V,E),anodevi.
Output:aresidualgraphGt.

1forvk∈INido
2 RequestΓ(s,i)alongthe(s,i)-TFMpath;
3end
4forvj∈OUTido
5 fi,j←fi,j−Γ(s,j)+Γ(s,i);

6 if̃fi,j==0and(vi,vj)∈p
1
Rthen

7 fj,i←0;fi,j←∞;
8 end
9end
10returnGv

Proof.Wefirstprovethat RobustPay+ outputsanoptimal
solutiontothefollowingMin-SumTransactionFee(MSTF)
problem:GivenapaymentrequestR=(vs,vt,a)andaPCN
G=(V,E),findapairoftimelyandfeasiblenode-disjointpaths,
eitherofwhichcanfulfillR,suchthatthesummationtransaction
feeofthesetwopathsisminimized.
BecauseRobustPay+isdesignedbasedonadistributed

versionoftheSuurballe’sAlgorithm[24],RobustPay+out-
putsanoptimalsolutiontotheMSTFproblem.
Let{p∗1,p

∗
2}bethepairofpathsinanoptimalsolution

tothe MTFMproblemandOPT = max{Fp∗1,Fp∗2}.Let
{p1,p2}bethepairofpathsgeneratedbyRobustPay

+.
Thus,wecanget

2max{Fp∗1,Fp∗2}≥Fp∗1+Fp∗2
≥Fp1+Fp2
≥max{Fp1,Fp2},

2OPT≥2max{Fp∗1,Fp∗2}≥max{Fp1,Fp2}.

Therefore,RobustPay+outputsa2-approximationsolution
totheMTFMproblem.

WenowanalyzethemessagecomplexityofRobustPay+.
First,RobustPay+-InitbuildsO(|V|)auxiliarynodes,where
|V|isthetotalnumberofnodes.Second,RobustPay+calls
CheaPayonce, whose messagecomplexityisO(|V|2|E|).
ThenRobustPay+-Transsendsmessagesalongeach(s,i)-
TFMpath.Therefore,RobustPay+-TransexchangesO(|E|)



IEEETRANSACTIONSONNETWORKING 8

Algorithm3:RobustPay+-Output

Input:anetworkG=(V,E),apaymentrequest
R=(vs,vt,a).

Output:apaymentpathpR.
1p1R←∅;p

2
R←∅;

2forvi∈VdoInit(G,vi);
3p1R←CheaPay(G,R);
4forvi∈VdoTrans(G,vi);
5p2R←CheaPay(G,R);
6for(vi,vj)∈p

2
Rdo

7 if(vj,vi)∈p
1
Rthen

8 p1R←p
1
R\{(vj,vi)};p

2
R←p

2
R\{(vi,vj)};

9 end
10end
11Reconstructtheremainingedgesofp1R,p

2
R;

12returnp1R,p
2
R

messagesoneachnode.RobustPay+-Output’smessagecom-
plexityisdominatedbyCheaPayandRobustPay+-Transon
eachnode,whichisO(|V|2|E|).Intotal,theoverallmessage
complexityofRobustPay+isO(|V|2|E|).

5.3 HTLCEstablishment

A HashedTime-LockedContract(HTLC)isascriptthat
permitsadesignatedparty(thetransferee)tospendfunds
bydisclosingthepreimageofahash.Italsopermitsa
secondparty(thetransferor)tospendthefundsaftera
timeoutisreached,inarefundsituation.TheoriginalHTLC
introducedin[16]wasdesignedforpaymentroutingina
singlepaymentpath.IntheHTLC,theonholdpayment
isrefundedtothetransferor,onlyifthetransfereedoes
notprovidethepreimageofHwithintheHTLCtolerance.
However,theHTLCdoesnotprovidethetransfereewith
flexiblechoicestocancelatransactionbeforetheexpiration.
Evenifthetransfereedecidestocancelatransaction,itcan
onlywaituntiltheexpirationoftheHTLC.

ToadapttheHTLCprotocoltoRobustPay+,wemodify
theoriginalHTLCtoprovidemoreflexiblechoicesasfol-
lows:IfthetransfereedoesnotprovidethepreimageofH
withintheHTLCtolerance,orifthetransfereecancelsthe
transactionbeforethepreimageofH isprovided,theon
holdpaymentintheHTLCisrefundedtothetransferor.
Apotentialproblemisthattherecipient mayclaimthe
paymentonbothpaths.Inordertopreventthisdouble-
claimissue,weimprovetheHTLCbyusingtwoseparate
secretsontwopaymentpaths,inspiredbyBoomerang[6].
However, wecannotdirectlyapplyBoomerang.Because
Boomerangcannotpreventthesenderfromrevertingboth
payments,sinceitonlyguaranteesthatthesendercanrevert
allpayments,iftherecipientclaimsmorethanonepayment.
Thus,wemodifyittopreventthedouble-revertingissue,
suchthatonlyoneofthepaymentpathsisrandomlyse-
lectedtobereversible. Withthis modification,thesender
canrevertthepaymentonthereversiblepathbyproviding
thesecretoftheirreversiblepath,iftherecipientclaimsthe
paymenttwicebyproducingsecretsonbothpaths.

Thescriptofthe modified HTLCtakesthefollowing
form,andthemodificationoftheHTLCishighlighted:

OPIF
OPIF
[HASHOP]digest OPDROPOPDUP
OPHASH160 buyerpubkeyhash

OPELSE
num [TIMEOUTOP]OPEQUALVERIFY
OPDUPOPHASH160 sellerpubkeyhash

OPENDIF
OPNOTIF
[CANCELOP]digest OPDROPOPDUP
OPHASH160 sellerpubkeyhash

OPELSE
num[TIMEOUTOP]OPDROPOPDUP
OPHASH160 buyerpubkeyhash

OPENDIF
OPEQUALVERIFY
OPCHECKSIG

AsimpleillustrationofthemodifiedHTLCisshownin
Fig.5.SuchamodificationonHTLCcanprovideflexible
choicesforPCNusersandsecurityforsenders.Weformally
givethefollowingsecurityguarantee:

Theorem3.RobustPay+ guaranteesthattherecipientcannot
claimthepaymenttwice,andthesendercannotrevertboth
payments.

Proof.Let{p1,p2}beapairofnode-disjointpaymentpaths
generatedbyRobustPay+. Withoutlossofgenerality,let
p1betheirreversiblepath,andletp2bethereversible
path.LetR1andR2bethepreimagesfortherecipient
toclaimthepaymentsonp1andp2,respectively.Assume
thattherecipientclaimsthepaymentsonbothp1andp2by
providingR1andR2.Thisindicatesthesenderknowsboth
R1andR2.ByprovidingR1onp2,thesendercanrevert
thepaymenttransactiononp2.Thus,itguaranteesthatthe
recipientcannotclaimthepaymenttwice,andthesender
cannotrevertbothpayments.

5.4 PaymentForwarding

AfterthepaymentpathconstructionandtheHTLCestab-
lishmentprocesses,thesendercanforwardthepayment
totherecipientviatheconstructedpaymentpaths.Once
oneofthetwopaymentpathssuccessfullytransfersthe
paymenttotherecipient,theotherpaymentpathshould
beinvalidated.Iftherecipienttriestoclaimthepaymenton
thesecondpath,thesendercanrevertthepaymentonthe
firstpath.Asimpleillustrationofthepaymentforwardingis
showninFig.6.Twonode-disjointpaymentpathshavebeen
constructedinthepreviousstage,whereAisthesenderand
Distherecipient.AnHTLChasbeencreatedoneachICon
bothpaymentpaths.SinceDreceivestheHTLCfromG
onthelower(red)paymentpathearlier,D providesthe
preimageofH toCandreceivesthepaymentfromC.
Therefore,theupper(green)paymentpathisinvalidated.
DcanchoosetocancelthetransactionfromCtoD.Theon
holdpaymentintheHTLCbetweenCandDisrefundedto
C.SoaretherestonholdpaymentsintheHTLCsontheICs
alongtheupper(green)paymentpath.IftheDtriestoclaim
thepaymentontheupper(green)path,theAcanrevertthe
paymentonthelower(red)pathbyprovidingthepreimage
ofH,whichindicatesthatthepaymenthasbeclaimed.This
guaranteesthatthepaymentcannotbedoubleclaimed.
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Fig.5.Modifiedhashedtime-lockcontract(HTLC).Alicesendsapay-
mentof0.1totheBobviaBandCwithanHTLCtoleranceof3.Note
thattherearetwopossiblespendsfromanHTLCoutput.IfBobcan
producethepreimageofH1within3days,Bobcanredeempath1.If
AlicecanproducethepreimageofH2afterBobproducesthepreimage
ofHwithin4days,Alicecanredeempath4.IfAlicesendscancellation
beforeBobcanproducethepreimageofH1within3days,Alicecan
redeempath2.After3days,Aliceisabletoredeempath3,ifthereis
noresponsefromBob.

Fig.6.PaymentForwardinginRobustPay+.Thesender(A)sendsa
paymentof7totherecipient(D).Twonode-disjointpaymentpaths
areA → B → C → D andA → E → F → G → D.HTLCs
areestablishedonbothpaymentpathssimultaneously,fromAtoD,
sequentially.Theupper(green)pathisnotreversible,andthelower(red)
pathisreversible.DprovidesthepreimageofHtoGonthelower(red)
paymentpathandrefundsContheupper(green)paymentpath.

6 PERFORMANCEEVALUATION

Inthissection,weevaluatetheperformanceofRobustPay+.
AswesurveyedinSection2,thereisnoexistingpayment
routingprotocolthatsatisfiesrobustness,optimization,ef-
ficiencyordistributednessinpaymentchannelnetworks.
Therefore,wedemonstratetheperformanceofRobustPay+

bycomparingittoCheaPay[33]andbaselinealgorithms.

6.1 EnvironmentSetup

WeimplementedandmodifiedasimulatorforPCNs[33]to
modelthetransactionarrivalsandsettlements.Transactions
areserialandroutedaccordingtotheroutingalgorithms,if
thetimelinessandfeasibilityconstraintsaresatisfiedonthe
generatedpaymentpaths.Thelockedfundsareunavailable

forusebyanynodeonthepaymentpath.Whenapayment
transactionissettled,thesefundsarereleased.Thesimulator
supportspaymenttransactionsthroughaqueueofpending
payments.Thequeueisperiodicallypolledtocheckif
thetransactionscanprogressfurther.TheHTLCtolerance
parameterisspecifiedoneachchannelindependentlybythe
transferoronthischannel,whichrepresentsthemaximum
timethatthetransferoris willingto waitforthepreim-
agetoconfirmatransaction.Becausethepreimageissent
backwardsfromtherecipient,theHTLCtimeoutparameter
indicatesthemaximumdistance(thenumberofhops)from
anodetotherecipient.Thus,theHTLCtimeoutparameter
isatchannellevelratherthanatasource-destinationpair
level.SincetheHTLCtimeoutinformationispublicinthe
LightningNetwork,weusetherealdatainthesimulation.

Weobtainedareal-worldPCNtopologyfromtheBit-
coinLightning Network[5].Inparticular, wecrawleda
snapshottopologyoftheLightning NetworkonJuly14,
2020[4].TocrawltheLightningNetwork,werantheBitcoin
Coredaemon(bitcoind)[1],builtac-lightning[3]nodeon
mainnet,andconnectedittoanexistingLightningnode[2].
Thenetworkconsistsof5,622nodesand65,628channels.
Weusedareal-worldtransactiondatasetsampledfromthe
path-basedtransactionnetworkRipple[20,22].Toevaluate
theimpactofthenetworksize,weextractedconnectedin-
ducedsubgraphs.Weassumethatthetransactionfeesofall
paymentchannelsaredistributeduniformlyatrandomover
(0,1].WecompareRobustPay+tothefollowingalgorithms:

• CheaPay[33]:Itfindsasinglepaymentpaththat
minimizesthetotaltransactionfee,whilesatisfying
boththetimelinessandfeasibilityconstraints.

• Cheapest:First,itfindsapaymentpaththat min-
imizesthetotaltransactionfee.Second,itfindsa
node-disjointpaththat minimizesthetotaltrans-
actionfeebyremovingtheintermediatenodein
thefirstpath.Then,itchecksifbothpathssatisfy
boththetimelinessandfeasibilityconstraints.Ifboth
constraintsaresatisfied,thepaymentisaccepted.
Otherwise,thepaymentisrejected.

• Widest:First,itfindsapaymentpaththatmaximizes
theminimizechannelbalanceonapath.Second,it
findsanode-disjointpaththatmaximizesthemin-
imizechannelbalanceonapathbyremovingthe
intermediatenodeinthefirstpath.Then,itchecksif
bothpathssatisfyboththetimelinessandfeasibility
constraints.Ifbothconstraintsaresatisfied,thepay-
mentisaccepted.Otherwise,thepaymentisrejected.

6.2 PerformanceMetrics

Weusethefollowingmetricsforperformanceevaluation:

• Successratio:Thepercentageofacceptedpayment
requests.

• Average maximumtransactionfee:Average max-
imumtransactionfeeofthepairofpathsoverall
acceptedpaymentrequests.

• Averageacceptedpayment:Averagepaymentover
allacceptedpaymentrequests.
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Fig.7.ImpactofnumberofnodesonRobustPay+
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Fig.8.MessagecomplexityofRobustPay+

6.3 EvaluationofRobustPay+

Fig.7showssuccessratios,averagemaximumtransaction
feesandaverageacceptedpaymentsofRobustPay+,Chea-
Pay,CheapestandWidest.

Fig. 7(a)showsthecomparison ofsuccessratios
achievedbyRobustPay+,CheaPay,CheapestandWidest.
RobustPay+ outperformsotheralgorithms,duetoitsro-
bustness,timeliness,andfeasibilityguarantees.CheaPay
givesalowersuccessratiothanRobustPay+,becauseChea-
Paygeneratesasinglepathanddoesnotproviderobust-
ness.WecanwitnessthegrowinggapbetweenRobustPay+

andCheapest,whichindicatesthatfocusingonlyonmin-
imizingthetotaltransactionfee withoutconsideringthe
timelinessandfeasibilityconstrainsdecreasesthesuccess
ratiosignificantly.Widestdescribeshowwellanalgorithm
cando withouttakingintoaccountthe minimizationof
maximumtransactionfee,timelinessorfeasibilitycon-
straint.Asexpected,Widest givestheworstsuccessratio,
becauseWidest onlyfocusesonmaximizingtheminimum
channelbalanceonapath,whichpossiblymakesthepath
non-timelyorinfeasible.Allalgorithmshavedroppingsuc-
cessratioswithmorenodes.Thisisbecausealthoughthe
numberofnodesincreases,thepercentageofpathsthatsat-
isfyboththetimelinessandtoleranceconstraintsdecreases.

Fig.7(b)showsthecomparisonoftheaverage maxi-
mumtransactionfeesachievedbyRobustPay+,CheaPay,
CheapestandWidest.Cheapestgivesaslightlylowerav-
eragemaximumtransactionfeethanRobustPay+,because
Cheapesthasa muchlowersuccessratioandintendsto
acceptpathswithlowtransactionfees. Wecanwitnessthe
gapbetweenRobustPay+ andCheaPay, whichindicates
thatRobustPay+sacrificesalittlebitoftransactionfeemin-
imizationforrobustness.Widest givesthehighestaverage
maximumtransactionfee,becauseWidest onlyfocuseson

maximizingtheminimumchannelbalanceonapath,but
ignoresminimizingthetransactionfee.
Fig.7(c)showsthecomparisonofaverageacceptedpay-

mentsachievedby RobustPay+,CheaPay,Cheapestand
Widest.RobustPay+ outperformstheotheralgorithmsin
termsoftheaverageacceptedpayment,duetoitsrobust-
ness,timeliness,andfeasibilityguarantees.CheaPaygivesa
slightlyloweraverageacceptedpaymentthanRobustPay+,
becauseCheaPaydoesnotproviderobustness.Theaver-
ageacceptedpaymentofWidest dropswith morenodes,
becausetheminimumchannelbalancesofpathsdecrease.
WealsoevaluatetheconvergencespeedofRobustPay+.

TheresultisshowninFig.8. Wecanobservethatthe
averagenumberofmessagesincreaseswiththethenumber
ofnodes.SinceRobustPay+ implementsavariantofthe
distributedSuurballe’sAlgorithm[24],whichisbasedon
thedistributedBellman-FordAlgorithm[7,10],RobustPay+

hasthegrowingtrendofmessagecomplexitysimilartothat
ofBellman-Ford.

7 CONCLUSIONANDFUTUREWORK

Inthispaper,weinvestigatedtherobustpaymentrouting
protocoltoresistpaymenttransactionfailuresinPCNs. We
firstsuggestedasetofcrucialdesigngoalsforpaymentrout-
ing,whicharereferredtoasrobustness,efficiency,distribut-
ednessandapproximateoptimization.Followingthesede-
signgoals,wepresentedadistributedrobustpaymentrout-
ingprotocolRobustPay+ consistingofthreestages:Pay-
mentPathConstruction,HTLCEstablishmentandPayment
Forwarding.ForPaymentPathConstruction,RobustPay+

achievedrobustnessbyconstructingtwopaymentpaths,
whereeitherpaymentpathcanfulfillthepaymentrequest.
Toguaranteeapproximateoptimization,weformulatedthe
MaximumTransactionFee Minimization(MTFM)problem
andpresentedadistributed2-approximationalgorithm
RobustPay+. Moreover, we modifiedtheoriginal HTLC
protocoltoprovideefficiencyandrobustnessandadapted
ittotherobustpaymentroutingprotocol.Extensivesimula-
tionsdemonstratedthatRobustPay+achievedoutstanding
successratioandaverageacceptancevaluecomparedto
baselinealgorithms.
Onefuturedirectionthat wecan workonistoim-

proveprivacyinpaymentrouting.Asstudiedin[25,28],
attackerscandiscoveralargeportionofchannelbalances
bysystematicallyprobingforpaymentpaths.Theattack
experimentshavebeenconductedinthecurrentLNsetting
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thatadoptssourcerouting.Therefore,ahigherdegreeof
privacyisdesiredforroutinginPCNs.Ontheonehand,
Ifanexternalattackercouldprobeintermediatechannel
balances,it wouldbreaktherelationshipanonymityand
channelbalanceprivacy.Ontheotherhand,knowingchan-
nelbalanceswouldallowsenderstoavoidtryingroutesand
thusimprovetransactionsuccessratio.Thus,itis worth
studyingthetrade-offbetweenroutingefficiencyandpri-
vacyinPCNsasthefuturework.
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