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ABSTRACT
Access control and information flow are the two building blocks 
in the design of secure software. Of the two, access control seems 
ubiquitous,  being widely used in operating systems, databases, 
firewalls, servers, web applications, and so on. The successes of 
information flow seem less obvious, and its benefits and potential 
underappreciated.  Yet,  when  it  comes  to  defending  against 
malicious  code,  access  control  based  defenses  have  proved 
susceptible to evasion, or they end up being so restrictive as to 
interfere  with  legitimate  use.  In  this  talk,  I  will  argue  that 
defenses based on information flow can be more discerning, as 
they  utilize  not  only  the  operations  performed  but  also  their 
context, e.g., whether malicious actors could be exerting control 
over these operation or their key arguments. I will then describe 
successful  applications  of  information  flow  to  defend  against 
every stage  of  a  cyber  attack campaign,  including:  (a)  exploit 
mitigation  for  a  wide  range  of  software  vulnerabilities,  (b) 
malware containment across diverse OSes, including Linux, BSD, 
and Windows XP through Windows 10, and (c) attack campaign 
reconstruction,  where  we  achieve  a  five  to  six  orders  of 
magnitude data reduction by applying our techniques.
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