IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS-I: REGULAR PAPERS, VOL. 67, NO. 1, JANUARY 2020 309

Efficient and Secure Non-Coherent OFDM-Based
Overlapped Chaotic Chip Position Shift Keying
System: Design and Performance Analysis

Lin Zhang

Abstract—1In this paper, we propose a novel non-coherent
orthogonal frequency division multiplex (OFDM) based over-
lapped chaotic chip position shift keying (OCCPSK) system.
Different from traditional non coherent chaotic systems, this
system endeavors to achieve efficient and secure performances
with no need to transmit reference chaotic sequences. At the
transmitter, information bits are grouped into multiple subsets
and respectively modulated by the position of chaotic chips.
Then iterative chaotically shift-aided shuffling and overlapping
operations are performed on the resultant multi-ary signals
to enhance the security. Subsequently, OFDM modulations are
performed and information-bearing signals are transmitted.
At the legitimate receiver, with the known key parameters,
reverse operations are carried out. Then the positions used for
modulations can be formulated out to recover information bits
via maximizing the Euclidean norm of received symbols. Since
no reference chaotic signals are required to be transmitted, both
efficiency and security performances are improved. Moreover,
we derive the analytical symbol error rate (SER) and bit error
rate (BER) expressions over fading channels, and theoretical
spectrum efficiency, energy efficiency and security performances
are analyzed. Simulation results verify the effectiveness of deriva-
tions, and demonstrate the high efficiency and security of this
design.

Index Terms—Efficiency, non-coherent overlapped chaotic
modulation, orthogonal frequency division multiplex, position
shift keying, security.

I. INTRODUCTION
HAOTIC communication has been widely used for pro-
viding secure information transmissions by exploiting the
natural high security properties such as being non-periodic
and being sensitive to the initial value etc. [1], [2]. The
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potential applications include power line communication [3],
ultra wide band systems [4] and cooperative networks [5], [6]
etc. Additionally, the chaotic sequences have revealed the
ability to minimize interferences for spreading code division
multiple access (CDMA) systems [7]-[9].

In chaos-based communication systems, the information can
be transmitted in the coherent or the non-coherent manner.
The non-coherent chaotic transmission schemes have attracted
a lot of research interests due to the low implementation
complexity, while the coherent chaotic receivers require to
use complex synchronization circuits to retrieve the chaotic
basis sequences [10]. In non-coherent systems, the reference
chaotic sequences are transmitted directly to the receiver and
the synchronization circuits are removed [4], [11]-[14].

Among the non-coherent chaotic communication systems,
the differential chaos shift keying (DCSK) [11] has been
considered the most promising one because of its constant zero
threshold, excellent bit error rate (BER) performance and low
implementation complexity [4]. However, DCSK systems have
two major drawbacks. As mentioned by [15], one drawback
is the low energy and spectrum efficiency since only half of
each symbol duration is used for information transmission.
Another major drawback is that the delay line employed in
the modulator is difficult to implement in practical systems.

In recent years, many researches have been done to remove
the delay line and to improve performances for non-coherent
chaotic modulation systems. On the one hand, in order to
improve the spectrum efficiency and to remove the delay line,
the signal extensions in different spaces such as the orthogonal
basis space, the time space, the frequency space, the space
constructed by the parameters and the amplitude space etc. are
utilized to transmit more bits [12]-[14], [16]. For example,
the space constructed by the orthogonal basis is utilized
in [13], which employs the Hilbert transform to generate
orthogonal basis signals for 2-dimension chaotic modulation
schemes to transmit multiple bits in one time slot. For the time
space extension, a high-efficiency DCSK (HE-DCSK) scheme
is proposed in [12] which uses the same reference chaotic
sequence in different time slots and transmits two data bits
in one chaotic sample sequence by recycling each reference
sample. Additionally, chaotic pulse is delayed by a certain
time in [17] to modulate extra information bits with the time
position of chaotic pulse, which is a hybrid modulation scheme
of DCSK and chaotic pulse position modulation (PPM).

1549-8328 © 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

Authorized licensed use limited to: WRIGHT STATE UNIVERSITY. Downloaded on September 29,2021 at 15:27:53 UTC from |IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0002-5303-0639
https://orcid.org/0000-0001-7500-5779
https://orcid.org/0000-0001-9055-5680

310 IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS-I: REGULAR PAPERS, VOL. 67, NO. 1, JANUARY 2020

In [18], chaotic PPM is combined with the orthogonal basis
to further improve the date rate. Meanwhile, the frequency
resources in the frequency space are utilized and many multi
carrier aided DCSK scheme have been presented to utilize the
orthogonality in the frequency space to remove the delay line
and to improve the spectrum efficiency [19]-[22]. Moreover,
the space constructed by the parameters of the signals is also
exploited for higher efficiency. Reference [14] commutates
the chaotic chips to generate different basis signals with
distinct positions, and then exploits the index modulation
of the commutations to increase the data rate, while in our
previous work [16], we utilize the orthogonal signal index and
amplitude space to modulate the extra information bits.

On the other hand, the security issue has also been inves-
tigated. Although the direct transmission of the reference
chaotic sequences bring the benefit of the implementation
simplicity, the security performances are degraded. Recently,
researches have been done to improve the security by enhanc-
ing the randomness of the non-coherent chaotic transmissions
[23]-[25]. Reference [23] proposes to interleave the chaotic
chips to enhance the security, while in [24], the permutation
index is utilized to hide the reference chaotic signals. In addi-
tion, in [25], the authors propose to shift the reference chaotic
sequence, thus the eavesdroppers can not retrieve the data
without the known shifting rule shared between the legitimate
transceivers.

However, most of the presented schemes, which improve
the efficiency or the security performances while removing
the delay lines, still need to recover the information with the
known reference chaotic sequence at the receiver. Naturally
the transmission of the reference chaotic signals lowers the
efficiency and increases the exposure chances to the malicious
eavesdropping.

In this paper, we present an efficient and secure non-
coherent orthogonal frequency division multiplex-based over-
lapped chaotic chip position shift keying (OCCPSK) to
simultaneously enhance the spectrum efficiency and the secu-
rity via utilizing multiple chip positions and the iterative
chaotically shift-aided shuffling and overlapping. Thanks to the
aperiodicity property and the outstanding self-correlation char-
acteristic of the chaotic sequence, in our design, the presented
OCCPSK receiver can recover the information by maximizing
the Euclidean norm of the internal chips of the received
symbols and then performing the chip position demodulation,
thus the reference chaotic sequences are not required to be
transmitted.

More explicitly, at the OCCPSK transmitter, after the serial
to parallel (S/P) conversion, the information symbols are
respectively modulated by different chips in chaotic sequences
which may be generated by the same or different chaos
generators. Each information symbol is modulated by the
specific position of a chaotic chip in a chaotic sequence with
the chip number of p. Thus the resultant information-bearing
chip position shift keying modulated symbol can carry log>(p)
bits, and a multi-ary modulation is realized. Then iterative
chaotical shift aided shuffling and overlapping operations are
carried out to process these logs(p)-ary chaotic symbols. As a

result, the information carried by the chaotic chip positions
is interleaved with the chaotic scrambling, and the shuffled
symbols are overlapped in pairs with a specific pattern. There-
fore, the chaotic modulated symbols are hidden behind the
overlapped signals to improve the security performance, which
can be further enhanced by performing the combined iterative
shift-aided shuffling and overlapping operations multiple times
based on the user security demands. After the inverse fast
Fourier transform (IFFT), the information-bearing orthogonal
frequency division multiplex (OFDM) chaotic symbols are
transmitted over the channels.

At the legitimate OCCPSK receiver, after the fast Fourier
transform (FFT), inverse operations are performed on the
received data. We firstly separate the overlapped received sym-
bols, then with the known initial value and mapping method of
chaotic sequences used for shuffling, the obtained symbols are
re-shuffled to retrieve the position-modulated symbols, and the
positions used for modulations are determined by calculating
the Euclidean norm of the received symbols. Subsequently,
the position demodulation can be performed. Then an index-to-
bit mapping is performed and the estimates of the transmitted
data can be derived.

Furthermore, we derive the symbol error rate (SER) and bit
error rate (BER) performances for the OCCPSK system over
the additive white Gaussian noise (AWGN) channel and the
multipath flat fading channel, then we analyze the spectrum
efficiency, the energy efficiency and the security performances
theoretically.

Briefly, the main contributions of this paper include:

1) No reference chaotic signals are required for the non-
coherent multi carrier transmissions. The OCCPSK
receiver can retrieve the data via maximizing the Euclid-
ean norm of the internal chips of the received symbols,
thus both the efficiency and the security performance
can be improved.

2) We propose a multi-ary chaotic chip position modulation
scheme to modulate the information bits with the posi-
tions of the aperiodic chaotic sequence. Multiple bits
can be transmitted with the positions of the aperiodic
chaotic chips, thus the data rate, the spectrum efficiency
and energy efficiency could be further enhanced.

3) We propose an iterative chaotical shift aided shuffling
and overlapping algorithm to process the chaotic modu-
lated symbols to hide the information behind the chaotic
waveforms, wherein the iteration number is determined
by user security demands. The legitimate receiver can
recover the received symbols using the known shuffling
and overlapping pattern, while the eavesdroppers could
not retrieve the data without the knowledge of the
key parameters, thereby improving the security perfor-
mances.

4) Theoretical performances including the SER, the BER,
the spectrum efficiency, the energy efficiency and the
security are analyzed. We derive the SER and the BER
over the AWGN channel and the flat fading channels,
and utilize the wavelet transform to investigate the
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Fig. 1. Block diagram of the OCCPSK transmitter.

spectral characteristics of the signals for security per-
formance analysis.

The remainder of the paper is organized as follows.
In Section II, the details of the OCCPSK modulation as well
as the demodulation are presented. Section III derives the SER
and the BER expression over the flat multipath Rayleigh fading
channel, then the spectrum efficiency, energy efficiency and
security performances are analyzed for the proposed scheme.
Subsequently, Section IV provides the simulation results
and numerical analysis. Finally, Section V concludes our
findings.

II. THE OCCPSK TRANSCEIVER

In this section, the modulation and demodulation architec-
tures of the proposed OCCPSK scheme are presented.

A. OCCPSK Modulation

Fig. 1 illustrates the block diagram of the proposed
OCCPSK transmitter. The information bits are converted from
the serial bit stream to the parallel information subsets. Then
they are respectively modulated with the chip positions of
the chaotic sequence output from the chaos generator. The
resultant information-bearing chaotic modulated symbols are
chaotically shifted and shuffled to enhance the security by
utilizing the natural high secure property of the chaotic
sequence being sensitive to the initial value non-repetitive.
Subsequently, the neighboring pairs are overlapped mutually
and then transformed by the IFFT module.

Specifically, let n denote the number of chaotic generators
used for chaotic modulation, which also represents the number
of generated chaotic sequences in one time slot, and p denote
the number of chaotic chips contained in one chaotic sequence,
then the number of the parallel information subsets, which are
obtained after the serial to parallel (S/P) conversion, should
be equal to the number of the chaotic sequence n. In addition,
for the binary data, the chaotic positions numbered p can
be used to modulate logs(p) bits. Accordingly, in one time
slot, the total number of n x logz(p) binary data bits can be
modulated.

The procedure of the OCCPSK modulation for these binary
bits is presented as follows.

1) Binary Bit to Decimal Number Conversion: For the
multiple parallel streams, each binary data stream is fed into a
bit-to-number converter to produce the corresponding decimal
number. Let d; denote the decimal number obtained from the
ith input bit subset, then for a specific input stream including
loga(p) bits, the range of values of the obtained decimal
number d; should be 0,1,2,...,p — 1.

2) The Chaotic Chip Position Shift Keying: As illustrated
in Fig.1, let uj,us,...u, denote the n chaotic sequence
vectors, where each vector has the length of M. These chaotic
vectors can be generated using different chaotic maps or the
same chaotic map with different initial values. In this paper,
we use the following Logistic map with different initial values
to generate the n chaotic vectors, i.e., we have
2

g 1=i=n, 1l<qg=M

(1)

where u; , denotes the g, element of the chaotic vector u;.

Subsequently, the ith p-ary number d; is modulated by the
position of the chaotic sequence generated from the chaos
generator numbered from 1 to n. The resultant position shift
keying modulated symbol obtained from the information d;
and the chaotic vector u; is represented by x;, which has the
length of (B = p x M). More explicitly, the (di x M + q),
element of xé will become the ¢q;, element of u; (g
1,2,... M), namely we have

u,-,q+1:1—2xu

)

where x; 4, xm+¢ denotes the (d; x M + q), element of x;,
u; 4 denotes the g;, element of u;, and the other elements of
X; are zeros.

For example, assuming that there are p = 4 chips in one
chaotic sequence, and the length of each chip is M = 20, thus
each symbol has the length of 80 (p x M = 4 x 20). In each
symbol, log>(p) = 2 information bits will be modulated by the
position shift keying scheme. Take the information bits “11”
as an example. For the ith bit subset “11”, the corresponding
decimal number is d; = 3. Then the (d; + 1) = 4;, chip of
is modulated and equals to u;, namely we have x;3x204+¢ =
uiglg =1,2,...20).

3) The Chaos-Based Shuffling and Symbol Differential
Overlapping: Next, the n position shift keying modulated
symbols x; are shuffled aided with chaotical shifting. To be

XidixM+q = uijq(q =1,2,...M)

Authorized licensed use limited to: WRIGHT STATE UNIVERSITY. Downloaded on September 29,2021 at 15:27:53 UTC from |IEEE Xplore. Restrictions apply.



312 IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS-I: REGULAR PAPERS, VOL. 67, NO. 1, JANUARY 2020

more specific, the shuffling rule is determined by the chaotic
sequence, and a specific shift pattern dependent on the resul-
tant chaotic sequence.

More explicitly, let v = [v1, 01, ..., 0,] denote the chaotic
sequence generated by the chaotic generator with the length
of n, x = [x1,...,Xi,...,Xx,] denote the collection of the
modulated symbols, and x" = [x],...,x},...,x)] represent
the shuffled symbols, we define the shuffling rule as f (x),
which shuffle the symbols aided with the chaotical shift
according to Algorithm I. Then after shuffling, we obtain
x' = f (x). In the 9, step of Algorithm I, [-] is the rounding
function and % is the modulo operator.

Algorithm 1 Shuffling x
Input: x
Output: x’

Initialization -

LOOP Process

1: fori =1 ton do

22 j=0

3: for g=1tondo
4: if (v; > vg) then
5: j=Jj+1

6: end if

7. end for

Shifting Process
8: form=0to pxM—1do

. ’ _
O Ximtt T X e jx [ 2M )G (px M) 41
10: end for

11: end for

12: return x’

Notably, thanks to the non repetitive property of chaotic
sequences, the shifting will also be non repetitive when n <
pxM.If n > px M, we would divide the subcarriers
into several groups, each group including less than p x M
subcarriers. Then the shuffling operations will be performed
on each group respectively, thus the security could be further
enhanced. For legitimate users, the key parameters including
the initial value and the mapping structure for the chaotic
sequence generation, and the chaotical shift aided shuffling
algorithm are notified before the information transmission.
By contrast, the malicious user can not retrieve the information
without the knowledge of these secret keys. Thus with the
aid of the chaotical shift-aided shuffling, which scrambles
the symbols chaotically in the time domain, the security
performance of DCSK systems can be greatly improved.

After the shuffling, as indicated by Fig.1, the neighboring
pairs of symbols are overlapped with each other in a differ-
ential way. To be more explicit, performing the differential
overlapping operation on the paired i;;,(i = 1,...,n) and the
(i + 1);, symbol, which are respectively expressed as x! and
we obtain the overlapped symbol ¢; and ¢;+1 as

ci | x| [ 1 1]] x;
|:ci+1i|_Boverlap |:x;+1:|_[—1 1 [xi )

where Byeriqp represents the overlapping method. In fact, for
the matrix Boyeriap With the dimension of 2 x 2, the elements
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Fig. 2. An example of the waveform of x;, x/, ¢; and ¢}.

can be any real number on the premise that the constructed
Byeriap 1s invertible, since at the receiver, the inverse matrix
B;uler lap is required for recovering the transmitted information.

Here with considerations of the energy efficiency and the
brevity of the theoretical derivations, we use the matrix

Boyeriap = [ 1 1] In this case, Eq.(3) can be rewritten as

4
X, —xi_y, ifi%2=0 @

1

. :[x;+x;+1, if i%2=1

It is noticeable that the security performances can be further
enhanced by performing iterative chaotic shift-aided shuffling
and overlapping for multiple times, wherein the iteration
number is dependent on the user security demands. More
explicitly, the overlapped ¢; and ¢, are fed back as the input
x; and x;4 iteratively. Hence, the proposed OCCPSK design
can provide multiple fold chaotical shift-aided shuffling and
overlapping protections for security enhancements.

Take an OCCPSK system using one iteration as an example.
In this system, x;, x; and ¢; are the waveforms obtained at the
first round shuffling and the overlapping. Then ¢; is fed back
as x; for the second round shuffling and overlapping. Let c;
represent the overlapped symbol.

Assuming that n = 4, p = 4, M = 20 and the chaotic
sequence used for the shift-aided shuffling is v1 = 0.2, 07 =
0.92,03 = —0.6928,v4 = 0.0401, then we have x/1 =
roll (x1,40), x, = roll (x2,60), x5 = roll (x3,0), x; =
roll (x4,20) cL =X, +x), ¢ =x, —x|, 3 = x5 +x},

c4 = x4 — xg, while after the feedback and the second shift-
aided shuffling as well as the overlapping, we have ¢| =
roll (c1,40) 4 roll (¢2, 60), ¢, = roll (¢2,60) — roll (c1, 40),
¢y = roll(c3,0) + roll (c4,20) and ¢ = roll (cs,20) —
roll (¢3,0) where roll (¢;, s) denotes the function rolling ¢;
to the right s units.

Fig. 2 illustrates the waveforms of x;, xg, ¢; and c§ when
the position information is di = 0,d» = 0,d3 = 2,
d4 = 3. It can be observed that the shuffled symbols x; can
be identified if the malicious users apply the energy detection
method. In addition, in the special case that the neighboring
pair has the value of O such as di = d» = 0, ¢ and ¢;
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Fig. 3. Block diagram of the OCCPSK receiver.
would not reveal the user information when using the energy expressed as
detection. .
By contrast, after 1 iteration, thanks to one more shift aided r b
shuffling and overlapping operation, the randomness of the h(r) = Zzal,[%]éa - Tl,(%]) ©)

symbols ¢; is enhanced and they could hardly be identified
by applying the energy detection. Moreover, the randomness
could be further improved via the iterative chaotical shift-aided
shuffling and overlapping operations. In practical systems,
we could select an appropriate iteration number based on the
user security demands.

Notably, in the following descriptions and performance
analysis, as shown in Fig. 1 and Fig. 3, we only consider
the case of one-time overlapping for the sake of brevity.

4) OFDM Modulation: The resultant overlapped chaotic
signals are then transformed by the IFFT module for trans-
mission over multiple subcarriers. Notably, in order to accom-
modate the paired overlapping, the total number of subcarriers
should be an even number. Then the OFDM symbols are
converted by the parallel to serial (P/S) module. After adding
the cyclic prefix (CP) that is longer than the maximum channel
delay time to eliminate the inter symbol interference and to
allow a simpler frequency domain processing at the receiver,
the OCCPSK symbols are sequentially transmitted over the
channel to the receiver.

After the modulation, the symbol is switched from fre-
quency domain to the time domain, and the sequential OFDM
signal in the time domain can be expressed as

f n
s() =2 D g™, 0<1<pT, 5)
q=1i=1
where ¢;, denotes the g5 element of ¢;, f; = i/T, is the
subcarrier frequency, 7, is one OFDM symbol duration, and
s(t) represents the transmitted OCCPSK signal. It is worth
pointing out that for each overlapped symbol ¢; having the
length of £, the spreading operations performed in the time
domain will require f number of IFFT operations to transmit
all the n x log(p) bits, where the spreading factor is .

B. The Channel Model

We employ the following channel model to represent
the multipath fading, and the channel impulse response is

=1 g=1

where L, is the total number of fading channel paths, [ is the
channel path index, t, raloy is the channel delay time, Tp is
LT

the OFDM symbol durat]fon time and 7}, = 07T, is the time
duration when the channel coefficient o; maintains constant
during the transmission of & OFDM symbols and [.] is the
ceiling operator.

When the statistics characteristics of the fading channel fol-
lows the Rayleigh distribution, the probability density function
(PDF) of a; is

2
a a
fantelo) = (7)o 55).

where o is the scale parameter of the distribution representing
the root-mean-square value of the received voltage signal.

a>0 (7)

C. Demodulation

At the receiver, the received OCCPSK signal over the
multipath fading channel is given by

r(6) = h() () s (1) + (@) ®)

where @) is the convolution operator and £(z) is a circularly
symmetric Gaussian noise with zero mean and power spectral
density of Ny/2.

Fig. 3 illustrates the information recovery procedure of
the OCCPSK receiver. After the removal of the CP, FFT
operations are performed on the received data. Then we derive
the positions used for the chaotic chip position keying by
maximizing the Euclidean norm of the symbols for estimations
of the transmitted data. For the proposed OCCPSK legitimate
receiver, with the known shuffling algorithm, the known key
parameters and the same iteration number as that used at
the transmitter, the iterative multiple chaotical shift aided
re-shuffling and overlapping operations are carried out to
recover the user data. More details are provided as below.
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1) FFT Operation: For each received symbol stored in
a shared buffer, which contain n samples, we perform f
successive FFT operations, then we can obtain n symbols
with the length of f. For the i;; symbol corresponding to
the transmitted vector ¢; over the ith subcarrier, the samples
in this symbol denoted by r; are given by

Iig = Hi,qci,q +Qri,q 9)

where &, is the AWGN with zero mean and variance of
No/2, and H; 4 is the frequency channel response for the i
subcarrier obtained from by the g;;, FFT operation based on
Eq.(6), namely we have

—2rjfit

Lp
= i
7 f— a
iq %, r4pe1€
=1 !

Since CP has been added at the transmitter, in the case that
the maximum channel delay time is much lower than the
OFDM symbol intervals, namely z << T,, the multipath

(10)

1, quo-‘

interferences at the receiver become neghglble then we have
—2mjfit l(qT”l 275]” (qTow/TO .
e =e ~ 1. Accordingly, Eq. (10)

can be simplified as

Lp
Hi,q = zal (4o
=

which is uncorrelated to the subcarrier index i. For the sake
of expressing brevity, in the following sections, the channel
response is represented by H,. Considering that the paired
overlapped symbols are correlated to each other, and can be
transmitted over two neighboring subcarriers, which means
that the condition that T (qn,] << T, can be satisfied,

Y

the overlapped two symbols "will undergo similar channel
conditions within the coherence bandwidth.

Accordingly, over the two subchannels with the chan-
nel response of H,, by substituting Eq. (3) into Eq. (9),
the received symbol r; , will be reexpressed as

rig = Hqcig +<iq

_ Hq(xl;q —i—x{qu) + &g z:f z:%z =1 (12)
Hq(xijq Xi_1,9) FCig, f 1%2=0
2) Separation of Overlapped Symbols: Subsequently,

as indicated by Fig.3, every two paired neighboring vectors
rii = 1,2,...n) are firstly separated to recover the i
position-modulated vector y;(i = 1,2,...n), which is an
inverse process of the overlapping at the transmitter repre-
sented by Eq. (3). After the symbol separation, we obtain

;| ri it if i%2=1
G PR if i%2=0

Then we substitute Eq. (12) into Eq. (13), the g;;, element
in the position-modulated vector y; can be unfolded as

PR,
r i,q i+1,q»
Yig = [

(13)

if i%2 =1
if i%2=0

B [ 2Hyx] , + Cigs if i%2=1

Fig +Ti-1q

/ . (14)
2Hgx; o + (i, if i%2=0

where (i g = &ig — Civ1,g When i%2 =1, and ;g = &g +
¢i—1,4 when i%2 = 0, which are Gaussian noises with zero
mean and variance of Nj.

It can be seen from Eq. (14) that the decision symbol yi” 4
is composed of two terms. For the position demodulation, the
first term 2qu is the desirable information-bearing part,
while the second term (ig 18 AWGN.

As an example, given n = 4, we have

rig = Hycrqg+&1q = Hy(x) , + x5 ) + &1 g
rag = Hycoq+ &g = Hy(xy g — X1 g) + &2
r3g = Hgcz g +S9 = Hq('xé,q + xﬁ,q) +&yq
rag = Hyca g+ &g = Hy(xy , — x5 ) +Sayg

Then based on Eq. (13) and Eq. (15), we retrieve the four
position modulated symbols as y;(i =1,...,4) as

15)

/ /

Vig =Tlg — T2 =2Hgx) ,+ (14
/ /

Vag =T2,q T71,g=2Hgx; . +(2g
/ /

Y3,q =13.q —Taqg =2Hyx3 ,+ (34

Vi =Tdq+13g=2Hgxy, +lag (16)

From Eq.(16), we can see that the information-bearing part
of each y; has the performance gain of 2. Thus although the
overlapping operations consume more energy at the trans-
mitter, the effective energy of information-bearing symbols
correspondingly increases at the receiver. Hence, the presented
design would enhance the system security without lowering
the energy efficiency and the spectrum efficiency.

3) Symbol Re-Shuffle:  As mentioned above, at the
stage of the re-shuffling, the separate symbols yi(i =
1,2,...n) are descrambled chaotically with the known ini-
tial value and known chaotic sequence generation mapping
method. The resultant recovered symbols are represented
as {y{,¥2,...,¥,}, whose elements are expressed based on
Eq. (14) as

2HyXig + Cing, 1f i%2=1
Yi,g =

S (17)
2Hyxiq + Cig, 1f i%2=0

4) Decisions: Subsequently, the re-shuffled position-bearing
signal y; is fed into the position demodulator for the retrieval
of the p-ary number d;, which is represented as

Il (18)

YVi,wxM+1:(w+1)xM
2

where w = 0,1,2,..., p — 1 denotes the chip number, and
Yi,wxM+1:(w+1)xm denotes the wyy chip of y;, which consists
of the (w x M + 1), element to the ((w + 1) x M), element
iny;, the denominator 2 is used to normalize the desirable part
2H, x ig A given by Eq. (14), and ||w|| denotes
the Euchdean norm of y; yx M-+41:(w+1)x M /2.

Finally the decisions d; are passed to a number-to-bit
converter to retrieve the estimated binary data.

g,-:argmax [|
w

III. THEORETICAL ANALYSIS

In this section, we analyze the error probability of the
OCCPSK scheme with one shuffling and overlapping oper-
ation over the multipath Rayleigh flat fading channel, then the
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spectrum efficiency and the energy efficiency of the proposed
scheme is evaluated and compared with its counterparts, finally
the physical layer security is studied in terms of the wavelet
transform.

A. Error Probability Analysis

1) SER Derivation: According to the decision making
expressed by Eq. (18), the symbol error occurs when the
Euclidean norm of the (d; + 1), chip of y; is less than the
Euclidean norm of any one of the other chips of y;. Then we
derive the SER as follows.

Considering that the position demodulation requires the
computation of the Euclidean norm of the chips, we decom-
pose the decision vectors y;/2 into multiple sub-variables
which are the Euclidean norm of the inner chips of y;/2,
namely || 2@ || () =0, 1,2, ... p — 1).

According to Eq. (17), the re-shuffled y; is a linear combi-
nation of x; and ¢;. In addition, as mentioned above, for the
ith loga(p)-ary number d; which has the possible value of
0,1,2,..., p— 1, the (di + 1)y, chip of x; is modulated by
u; and other (p — 1) chips are occupied by zeros.

Therefore, the p sub-variables |[|ZLxXMELLEM || ()
0,1,2,...p—1) are further decomposed into two parts. One
part corresponds to the Euclidean norm of the element-wise
linear combination of #; and one chip of ¢;, which is denoted
as ¢, namely

¢=Il

Vi,di x M+1:(di+1)x M
2

Cidi x M+1:(dj+1)x M
2

where Hg;xpm41:(4;+1)xm denotes the vector composed of the
elements from Hy; xp+1 t0 H(g;41)xm, and o is the Hadamard
product operator which denotes the element-wise product of
two vectors.

Another part of the (p — 1) sub-variables are the Euclidean
norms of the remaining chips of ¢;, which is denoted as € and
given by

I 19

= || Ha; x M+41:(d;+1)x M OU; +

Yi,wxM+1:(w+1)xM £ dy)
2
Ci,wx M+1:(w+1)xM 7& di)
2
where the (p — 1) remaining sub-variables are denoted as
€1,€2,...,€p_1, and the maximum value is denoted as €y,
namely €,,,x = max{ey, e2,...,€p_1}.
Next, we derive the statistical characteristics for the decision
variables ¢ and €.
For the first part, with the aid of the channel response
expression, ¢ can be further unfolded as

30

=1

I (w
Il (w

€=l

(20)

2

d;
"(q+d xM)To"ul a + Cl (q+2 XM):| (21)

As mentioned in Section II-C, over slow and flat fading

channels, the channel coefficient stays constant during 8 =

T,/ T, OFDM symbols, hence a, "(qﬂi,’xM)T,f‘(l <qg < M)
S S —

is uncorrelated to the index i when M << 6. In this case,
Eq. (21) can be further expressed as

¢) z |:Z ajU; q Cl (q+§ XM):|

It can be seen that ¢ is the square accumulation of the
sum of Gauss variables and chaotic samples. Note that the
Gauss variable W%M) has zero mean and variance of Ny/4,
hence by normalizing the variance of the Gauss variable in ¢,
the normalized variable ¢,0rm = %/4 is distributed according
to the non-central chi-squared distribution with its possibility
density function (PDF) given by

2
(22)

M/4—1/2
Finn @) = 52 () (V) 03)
0 214}
where I, (x) = (x/2)" > % and 1 =
j=0

L 2y
N> w) Xuf,
I=1 g=1 "~

No
For another part represented by €, we have

& {i( M) ?
_ 1,(gt+wx
e= | Sazan ]

g=1

(24)

We can see that € is the sum of squares of Gauss variables.
Similarly, by normalizing the variance of the Gauss variable
in €, the normalized variable €, = ﬁ is distributed
according to the chi-squared distribution with its cumulative
distribution function (CDF) given by

y (M/2,x/2)
€norm (‘x) F(M/Z) ( )
where I'(z) = [;¥x*"le™dx, y (s,x) = [; t*"le~"dt. For

the maximum €4y, since €i,€2,...,€,_1 are independent
distributed random variables, the CDF of E”’"Z can be given in
a form of successive multlphcatlon of Fe,,, (x) with (p —1)
times, namely Fax(e)(X) = Fe,om ()P~ 1.

Subsequently, with the aid of the derived PDF of ¢
expressed by Eq. (23) and the CDF of € given by Eq. (25),
we derive the SER as follows.

Without loss of generality, the symbol energy E; can be
computed as

B
Es = Zciz,q
g=1
A p
Z)C +le+1q szl{,qxt{+l,q9 if i%2=1
q= q=1

5 B
> 7 +Zx, L= D 2X] Xy if i%2=0
g=1 g=1

(26)

Due to the low cross-correlation value of chaotic

sequences, for large f and M, the terms Z 2x! and

q_

i,q l+1q
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Z 2x! x ¢%i—1,4 are small valued compared with other terms

1n Eq (26) and can be approximated as 0, thus E can be
approximated as

M

> +Zu,+1q, if i%2=1 "
q;II o =2Z“iq
Z +Zul Lgs 1fi%2=0

Ey ~

27)

Based on the above e;quation, A in Ezq. (23) can be reex-
Z(i (1]) Eg Zk(i (1]) Ep
pressed as A = l:1N0 = N , Where E}, is the
energy for transmitting per mformatlon bit and k = logz(p)
denotes the number of bits modulated in each subcarrier
symbol.

Finally, the error probability of d;, namely the SER, can be
derived as follows

SER(d;) = 1 — P(d; = dy)
=1- P(Qb > Emax)

400
/ (1= (Fnax©)())) X fpuorm (x)dx

—00

+00 1
= / (1_(F5)wrm (‘x))p7 ) X f¢)wrm (‘x) dx (28)

2) BER Derivation: With considerations that €1, ¢, ...,
€,—1 are independent distributed variables, and that the prob-
ability of misjudging d; would be the same, which is equal
to %1, the BER of the proposed scheme can be derived
directly from the SER as

(logap—1)

> (logap

j=0
(p — Dlogap

N
a J)Clogzp

BER = SER(d;) x (29)
where Cljo ¢, p TEPrESEnts the number of possibilities of selecting
J elements from logs p elements.

B. Spectrum Efficiency Analysis

According to the definition of spectrum efficiency given
in [26], which is the ratio of the bit rate to the total bandwidth,
the spectrum efficiency of the OCCPSK scheme is derived as
below

logo(p)xn
OCCPSK = pMT; = nlog2(p) (30)
Bcx(1+n) (A+n)pM

where p is the number of chips and logs(p) is the number of
modulated bits transmitted over each subcarrier, M is the chip
size, T; denotes the duration of each chaotic sample (which
is equal to the OFDM symbol duration 7, in this paper), thus
pMTy represents the sequence duration. In addition, B, = Tl
represents half of the bandwidth occupied by each subcarrier
under the assumption of ideal filtering.

TABLE I
SPECTRUM EFFICIENCY COMPARISON

Scheme | OCCPSK [CCI-DCSK [14][PPM-DCSK [17]| DIM-DCSK [18]
nloga(p) | n(log2(p)+1) n(loga(p)+1) n(2logs (p)+2)
n tn)pM |~ (I+n)pM Tt (1M | Qtn)(ptDM
TABLE II
ENERGY EFFICIENCY COMPARISON
Scheme OCCPSK DCSK [11] CCI-DCSK [14]
3 logz(p) 3 loga(p) +1
Scheme PPM-DCSK [17] DIM-DCSK-I [18]
v (loga(p —1) + 1) [ (2l0g2(p—1) +2)

For the OCCPSK scheme, which operates over multiple
subcarriers, let n represent the total number of subcarriers,
then the total number of modulated bits is loga(p) x n and the
total bandwidth of the OCCPSK symbol is (n + 1) B, instead
of 2 nB. because OFDM allows the spectrum aliasing.

Next, we compare the spectrum efficiency of the OCCPSK
scheme with the counterpart position-related chaos-modulated
schemes, including commutation code index DCSK (CCI-
DCSK) [14], pulse position modulation DCSK (PPM-DCSK)
[17] and dual-index modulation DCSK I (DIM-DCSK-I) [18].
For the comparison fairness, we assume that PPM-DCSK and
DIM-DCSK-I modulation schemes are combined with multi-
carrier OFDM transmissions.

As shown in Table I, wherein 5 represents the spectrum
efficiency, we can observe that the presented OCCPSK scheme
achieves the similar spectrum efficiency to that of PPM-DCSK
aided OFDM systems, which is slightly lower than that of the
CCI-DCSK and DIM-DCSK-I scheme.

C. Energy Efficiency Analysis

According to the definition of the energy efficiency given
as below [20]

Ejata
Ep

where Egj,4, is the energy of data and E) represents the
transmitted energy for each bit. Note that no reference signal is
transmitted, thus Ey,;, is equal to the symbol energy E; given
by Eq. (26). Since the symbol has p positions for modulation.
k = log>(p) bits of information are modulated, hence E;, =
Eg/loga(p). Therefore, for the presented OCCPSK system,
the energy efficiency is ¥ = Egq1a/Ep = loga(p).

Then we compare the energy efficiency in Table II. It can be
seen that compared with the conventional DCSK systems with
the ¥ of 1/2, the energy efficiency of the proposed OCCPSK
system is satisfactory and is close to that of PPM-DCSK [17],
which is determined by p, although slightly lower than the
energy efficiency of CCI-DCSK [14] and DIM-DCSK-I [18].

¥ = 31)

D. Physical Layer Security Evaluation

Moreover, we use the wavelet transform to quantitatively
analyze the characteristics of the OCCPSK modulated signals
in the time-frequency domain.

Authorized licensed use limited to: WRIGHT STATE UNIVERSITY. Downloaded on September 29,2021 at 15:27:53 UTC from IEEE Xplore. Restrictions apply.



ZHANG et al.: EFFICIENT AND SECURE NON-COHERENT OFDM-BASED OVERLAPPED CHAOTIC CHIP POSITION SHIFT KEYING SYSTEM 317

BER

% Simulation, k=2
A simulation, k=3 \ .
X Simulation, k=4 "

Analysis, k=2 \
--------------- Analysis, k=3 \
- - - - Analysis, k=4

107 I I I I \ I A I
0 2 4 6 8 10 12 14

E,/N,(dB)

(a) AWGN channel

BER

% Simulation, k=2 X A
A Simulation, k=3 =
X Simulation, k=4

Analysis, k=2 X BN
------- Analysis, k=3 X
— — —Analysis, k=4
10.4 L L I I I I

0 2 4 6 8 10 12 14

E,/N,(dB)

(1b/)3Three-path flat fading channel with equal average power gain E(alQ) =

Fig. 4. Comparisons of the simulated and analytical BER of OCCPSK with
f = 256 over AWGN channel and flat multipath Rayleigh fading channel
with different k.

Using the definition of the wavelet transform given as
below [27]

WTY (0,0) = ﬁ [xop=Da e

where /(¢) is the transforming window function, ¢ is related
to the location of the window which corresponds to time
information in the transform domain, and » is the scale
parameter which is defined as the reciprocal of the frequency.
The results of the wavelet transform of the proposed OCCPSK
modulated signals will be provided in Section IV.

IV. NUMERICAL RESULTS

In this section, numerical results are given to evaluate the
performances of the proposed OCCPSK scheme which uses
4 subcarriers, i.e., n = 4.

A. BER Performances

Fig. 4(a) and Fig. 4(b) respectively compare the simulated
BER of OCCPSK with the analytical BER given by Eq. (29)

over the AWGN channel and the flat multipath Rayleigh fading
channel when the number of modulated bits carried in one
symbol over each subcarrier, which is represented by k =
loga(p), is different. It can be seen that the analytical results
match the simulations, and the differences become smaller
when k decreases. The reason is that for bigger k, the chip
size M = 2% becomes smaller, thus the approximation error of

iq z—1,q/ES ~ 0 in Eq. (26)

% 2x] ,%i 1 4/ Es = 0 or % 2x x!
=1 =1
fncreases, leading to larger variance of Ej, thereby bringing
less accurate analytical BER. Moreover, we can observe that
no matter what channel condition is, the BER performances
are improved when k increases thanks to the equivalently
suppressed noises as indicated in Eq. (29).

In the following Fig. 5, the influences of the chip size M
on the performances of the proposed scheme over the AWGN
channel and the flat multipath Rayleigh fading channel are fur-
ther evaluated. Similar to the observations drawn from Fig. 4,
for smaller M, the differences between the analytical BER and
the simulated BER are larger. In addition, it is noticeable that
with smaller M, the presented OCCPSK systems achieve better
BER performances thanks to larger value of f,—g over AWGN
channel and Rayleigh channel with the invariant 8 = 256,
as respectively shown in 5(a) and Fig. 5(b).

From Fig. 5(c), we can observe that when the parameter
6 corresponding to different channel conditions of Rayleigh
fading is as small as § = 4 and § = 8, the BER performances
would not always become worse when M increases. Further,
we can see from Fig. 5(c) that M should be larger than &,
thus the time diversity of the fading channel can be utilized
to improve BER performances. Hence for transmissions over
flat multipath fading channels, there should be a trade-off
between the energy intensity and the channel time diversity
when selecting the chip size M. Additionally, when 6 is 4 and
8, we can see that with the best selected M, the presented
OCCPSK system can achieve better performances because
more channel variations among different time slots are embed-
ded into the symbols and more time diversity gain could be
exploited. Moreover, in another case that § = f = 256, since
the transmitted data could not experience different channel
fading in different time slots, thus no time diversity gain is
available and we can observe that the OCCPSK have the worst
BER performance in this scenario.

B. BER Comparisons With Counterpart Schemes

Then we compare the BER performances of OCCPSK with
three counterpart position-related chaos-modulated schemes
including the CCI-DCSK [14], the PPM-DCSK [17], the DIM-
DCSK-I [18] over the AWGN channel and the flat multipath
Rayleigh fading channel. Note that the proposed OCCPSK
scheme transmits the information via multiple subcarriers,
while the other three counterpart systems are single carrier
transmission systems. Let k& denote the number of bits in
one symbol period transmitted over each carrier, and k;orq;
denote the total number of bits transmitted in one symbol
period. Accordingly, for three counterpart single carrier sys-
tems, we have k;,rq; = k, while for the proposed multicarrier
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Fig. 5. BER performances of the OCCPSK system in terms of M.

OCCPSK system, ksprqq = n x k. It could be observed
from Fig. 6 that the BER performances of the proposed
OCCPSK system and the counterpart systems become better
when k increases.
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Fig. 6. BER comparisons of the CCI-DCSK [14], PPM-DCSK [17],
DIM-DCSK-I [18] and the OCCPSK systems with f = 288, k = 1,2,3,4
and krorg) =2, 4,8, 12.

Moreover, in Fig. 6, we compare the BER performances not
only for the same number of bits per carrier but also for the
same number of bits per symbol. For fairness of comparisons,
we have chosen f = 288 in Fig. 6 to ensure the same
spreading factor is applied on different schemes, while their
chip size M may be different. According to Table I, since the
spreading factor for CCI-DCSK, PPM-DCSK, DIM-DCSK-I
and the proposed OCCPSK schemes are 2¥M, (K1 + 1) M,
(2(1‘_2)/ 24 M, 2km, respectively, thus we could derive the
common value of k for these schemes, which is & = 4.
In addition, we also consider the cases that k = 1,2,3
in Fig. 6(a) and Fig. 6(b).

To be more explicit, when k 4, i.e., all the systems
have the same number of bits per carrier, we could observe
from Fig. 6(a) and Fig. 6(b) that the proposed OCCPSK
design achieves better BER performances than the benchmark
schemes over the AWGN channel and the flat multipath fading
channel with the same k.

On the other hand, when k;,;q; = 4, i.e., all the considered
systems have the same number of bits per symbol. In this
case, for the proposed multicarrier OCCPSK system with
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Fig. 7. BER comparisons of the CCI-DCSK [14], PPM-DCSK [17] and the
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Fig. 8. BER comparisons of the eavesdropper and the legitimate receiver

over the AWGN channel with p =4 and f = 256.

4 subcarriers, only 1 bit is transmitted per carrier, i.e., k = 1.
We can observe that the BER performances of the proposed
OCCPSK system are worse than those of counterpart systems
due to the decreased signal to noise ratio per carrier as
indicated in Eq. (29) and observed from Fig. 4.

Furthermore, Fig. 7 demonstrates the BER performances
of CCI-DCSK [14], PPM-DCSK [17], and the proposed
OCCPSK scheme in terms of different k& with the same
spreading factor £ or with the same chip size M. In this
figure, we would not compare the performances with those
of the DIM-DCSK-I scheme [18] since the number of bits
modulated by the DIM-DCSK-I symbol is required to be a
even number that is no less than 4. From Fig 7, we can observe
that the OCCPSK scheme achieves better BER performances
than those of the other two counterpart schemes with the
same parameters, hence our scheme can provide more reliable
transmissions than the counterpart schemes.

C. Security Performances

In Fig. 8, we investigate the BER performances for the
eavesdroppers and the legitimate receivers. It can be seen
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Fig. 9. Wavelet transformation comparisons.

that due to the high BER, the eavesdroppers can not retrieve
the information without the knowledge of the overlapping
pattern and the key parameters used in the chaotical shift-
aided shuffling operations, while the legitimate receivers can
recover the data reliably with the satisfactory BER. With the
aid of the iterative shuffling and overlapping design, after one
more overlapping, the BER of eavesdroppers increase from
about 0.25 &1/ p) to 0.4. Moreover, after the second shuffling,
the BER approaches to 0.5, which means that it’s impossible
for the eavesdroppers to retrieve the transmitted data. Thus the
system security can be greatly enhanced by using the iterative
chaotical shift-aided shuffling and overlapping design.

Moreover, we use the wavelet transform to investigate the
physical features of signals, which determines the physi-
cal layer security performance [29]. The wavelet transform
provides the time-frequency representation of signals with
multiple resolutions [27]. For instance, it has been used in [30]
to extract features for the physical layer signals.

Fig. 9 illustrates the signal time-frequency features of the
OCCPSK system and counterpart systems with the sampling
frequency f; = 5kHz. As shown in Fig. 9(a) and Fig. 9(b),
the DCSK and the CA-COOK modulated signals exhibit
distinct patterns like the peaks along the frequency axis and
the cliffs along the time axis. These patterns are not desirable
in physical layers because it exposes the existence of the
information and imperils the physical layer security.

By contrast, the wavelet transform of the CCI-DCSK, PPM-
DCSK and the proposed OCCPSK modulated signal reveals
nothing but direct current components. Meanwhile, even if
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the OCCPSK signal feature has been unfortunately identified,
the OCCPSK modulated information is still hardly to be
cracked through brute force algorithm if the shuffling and
overlapping pattern is unknown. Therefore, the OCCPSK
scheme can provide high security transmission scheme thanks
to the smooth signal features as well as the large space of the
chaotical shuffling and overlapping possibilities.

V. CONCLUSION

In this paper, we present a non-coherent OCCPSK scheme
to transmit information with high efficiency and enhanced
physical layer security. In our design, no reference chaotic
signal are required to be transmitted. The information bits are
modulated by the chip position of the chaotic signal, then each
position-modulated sequence is shuffled and overlapped itera-
tively with the other specified sequences. Using this method,
multiple bits can be carried using one chaotic sequence, thus
high spectrum efficiency can be achieved. Moreover, thanks
to the iterative chaotical shift-aided shuffling and overlapping
operations, the information is hidden in the overlapped sym-
bols, thus the security can also be improved. Furthermore,
we derive the SER and the BER expression over the flat
multipath Rayleigh fading channel. Simulations results verify
the effectiveness of the theoretical analysis. Furthermore,
the performance comparisons among the presented scheme and
counterpart schemes over AWGN channel and flat multipath
fading channels demonstrate that our presented OCCPSK
scheme can achieve better BER than the counterpart systems
while retaining high security performances. Hence, with the
aid of the high order position modulation, the chaotical shift-
aided shuffling and the overlapping, the requirement for the
reference chaotic signals is removed and the users can be
served with more efficient, reliable and secure performances.
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