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A Secure and Robust Frequency and Time Diversity
Aided OFDM-DCSK Modulation System Not
Requiring Channel State Information

Zhaofeng Liu

Abstract—1In this paper, we propose a novel two-dimensional
frequency and time diversity aided orthogonal frequency division
multiplexing based differential chaos shift keying (OFDM-DCSK)
system. Our aim is to provide secure and robust transmissions for
practical wireless systems, where perfect channel state informa-
tion (CSI) may not be available at the receiver, by exploiting the
natural high security of chaotic sequences and frequency diversity
gains brought by the frequency hopping (FH). In our design,
the information bits are firstly modulated by chaotic chips, then
non-repetitive FH operations are performed on both reference
chips and chaotic modulated symbols. After the inverse fast
Fourier transform (IFFT), the non-repetitive reference chips and
chaotic modulated symbols are respectively transmitted over dif-
ferent subcarriers. Subsequently, the receiver recovers the infor-
mation using the received reference chaotic chips which naturally
embed the channel frequency response (CFR) of all subcarriers.
We then analyze the energy and spectral efficiencies, derive the
bit error rate (BER) and information leakage expressions, and
provide a detailed complexity analysis of the proposed scheme.
Simulation results verify the effectiveness of our derivations and
demonstrate that the proposed system achieves better BER and
security performances compared with the benchmark system,
especially when the CSI is imperfect or unknown.

Index Terms— Bit error rate, channel state information, differ-
ential chaos shift keying, two dimensional interleaving, security.

I. INTRODUCTION

IMITED radio frequency (RF) bandwidth has become a
bottleneck for high data rate wireless communications.
In order to meet the increasing demands for data rate of
end users, carrier aggregation (CA) technology has been
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employed by the 3rd Generation Partnership Project (3GPP)
Long Term Evolution-Advanced (LTE-A) to aggregate avail-
able bandwidth for transmissions [1], and cognitive radio (CR)
technology is also utilized to identify available spectrum holes
to allow the transmissions over unused or under-utilized sub-
bands [2].

In CA or CR systems, the aggregated contiguous or non-
contiguous frequency bands can provide more bandwidths.
However, due to the possible discontinuity of specific bands,
the receivers may not obtain accurate channel state information
(CSI) estimation. Moreover, due to the broadcasting property
of wireless channels, the CA and CR systems may suffer from
eavesdropping or malicious attacks.

In order to enhance the security and robustness of wireless
systems, chaotic communications have been widely used in
some scenarios such as ultra-wide-band (UWB) communi-
cation and power line communication [3], [4] thanks to
the natural high-security properties including non-periodicity,
noise-like behavior, and sensitivity to initial value [5]. Chaotic
communications include coherent chaotic modulations and
non-coherent chaotic modulations, where non-coherent chaotic
modulations have attracted more research interest due to the
removal of complex chaotic synchronization circuits.

Among non-coherent chaotic modulation schemes, differ-
ential chaos shift keying [6] (DCSK) is considered more
practical, since the DCSK receiver can be easily implemented
and the bit error rate (BER) rate performance can meet the user
demands [3] even when no channel estimation is available.
The BER bounds for DCSK systems over multi-path fading
channels have been derived in [7].

However, DCSK scheme has two main drawbacks. As men-
tioned in [3], one drawback is the low efficiency since the
information-bearing symbols are delivered in only half of the
DCSK symbol duration [8]-[10]. Another drawback is that the
delay line used in the modulator is difficult to implement in
practical circuits.

Recently, many research works have been done to improve
the efficiency of the DCSK scheme by carrying more infor-
mation bits via the information-bearing chaotic sequences
[11]-[15], shortening the duration of chaos sequences [16],
[17], or utilizing the index modulation [18] and spatial modu-
lation [19]. Nevertheless, these methods still require delay line
circuits, which is difficult to implement in practical systems.
Therefore, multi-carrier (MC) transmission schemes have been
applied in DCSK modulations [8] to improve the transmission
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rate and remove the delay line, which is called MC-DCSK.
Furthermore, the orthogonal frequency-division multiplexing
(OFDM) technology, which allows the overlapping of mul-
tiple subcarriers orthogonal to each other and improves the
bandwidth utilization efficiency of MC transmissions, has been
combined with DCSK modulations to achieve higher data
rate [9].

Although OFDM-DCSK systems can remove the delay line
and increase the data rate via multi-carrier transmissions,
they lost the inherent capability of DCSK to defend against
frequency selective fading (FSF). In [20], [21], DCSK systems
have been verified that they can achieve satisfactory BER
performances over frequency selective Rayleigh fading chan-
nel without CSI, thanks to the high auto-correlation and low
cross-correlation values among chaotic sequences [22], [23].
However, this property can not be retained due to the cross-
correlation existing among the OFDM-DCSK symbols, thus
the OFDM-DCSK systems can not work well over FSF
channels.

In order to improve the performance to combat the FSF, [24]
has proposed to apply the Walsh code sequences to achieve the
orthogonality of the reference signal and the information signal
in the code domain. However, due to the FSF, the orthogonality
can be hardly well maintained at the receiver, thereby degrad-
ing the BER performances. On the other hand, the frequency
domain equalizer (FDE) [25] has been widely used to combat
the FSF with the low complexity. However, they require to
know the exact CSI to accomplish the FDE over FSF channels
[26]. Especially in CA or CR systems which aggregate non-
contiguous bands, the FSF across the non-contiguous bands
brings a significant challenge since the exact CSI estimates
become even more difficult to obtain.

In addition, OFDM-DCSK systems inherit the defect of
the DCSK modulation, i.e., they have lower security per-
formances due to the direct transmission of the reference
chaotic sequences [27]. Recently, researchers have proposed
to enhance the security performances of the DCSK systems
by scrambling the chaotic chips [15], [28]-[31]. However,
these schemes scramble the chaotic chips in the time domain
so delay line circuits are still required. Similar work has
been done whereas the chaotic chips are scrambled in the
frequency domain [32]. Unfortunately, in [32], only half of
the spectrum is exploited to transmit the information-bearing
symbols, which degrades the spectrum efficiency. The major
two drawbacks of delay line implementation and low spectrum
efficiency are still not fully addressed.

To enhance secure and robust transmissions for end users
in CA or CR systems operating over non-contiguous bands,
which may have to utilize imperfect CSI, we propose to utilize
the natural high security properties of chaotic sequences,
including sensitivity to initial value and non-periodicity [5],
and the diversity gain brought by frequency hopping (FH).

In this paper, we propose a secure and robust frequency-and-
time hybrid-interleaving OFDM-DCSK (FH-OFDM-DCSK)
modulation scheme not requiring CSI. Different from con-
ventional OFDM-DCSK systems, the hopping scheme is used
to distribute chaotic chips of chaotic sequences to different
subcarriers and different time slots before inverse fast Fourier
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transform (IFFT) at the transmitter. Instead of focusing on
improving the data rate, our design aims to improve the
security and robustness of DCSK systems, especially when
the information is transmitted over channels having various
channel conditions or the CSI may not be obtained at receivers.

Specifically, at the transmitter, after the serial to parallel

(S/P) conversion, the information is modulated by chaotic
chips. Then the reference chaotic chips and the chaotic mod-
ulated symbols randomly hop in different time slots and over
different subcarriers. After the hopping, all chaotic chips of
one chaotic sequence are respectively distributed over different
subcarriers. Thus the CFR over each subcarrier will be natu-
rally embedded into the transmitted signals. At the receiver,
correlation demodulation is performed on different sequences.
Thanks to the CFR embedded in the received signals over
each subcarrier, the demodulation can recover the signals more
reliably by counteracting the CFR and utilizing the frequency
diversity gain even when no CSI estimates are provided.
By contrast, although similar frequency diversity gain can
be achieved by combing time interleaving and code division
multi-access (CDMA) schemes [33], without known CSI, these
systems cannot work well over channels with different channel
conditions. Thanks to the FH operations, our proposed design
can provide enhanced robustness performances when operating
over different types of channels. In addition, the proposed FH
aided OFDM-DCSK method can provide an extra benefit that
no additional correlation module is added, which means that
our design could be easily integrated with practical systems.
Moreover, only the legitimate receivers with known hopping
pattern can retrieve the information, therefore the security
performances are also improved.

The main contributions of this paper include:

1) We present a frequency and time diversity aided
OFDM-DCSK scheme to improve both the security and
the BER performances. No perfect CSI is required for
information recovery at the receiver. The information
can be retrieved at the receiver by utilizing the high
auto-correlation value and low cross-correlation value
of chaotic sequences.

2) The proposed FH-OFDM-DCSK scheme can work well
in CA or CR systems over non-contiguous bands.
Thanks to the frequency diversity gain, better BER per-
formances can be achieved especially when transmitted
over FSF channels or no perfect CSI can be obtained.

3) We enhance the security performances by scrambling
both the chaotic chips and the information-bearing
chaotic modulated symbols. The correlations among
different OFDM symbols are weakened and the security
performances are improved.

4) We analyze the theoretical efficiency, reliability and
security performances, as well as computational com-
plexity. We compare the energy and spectral efficiencies
of the proposed system with counterpart systems. Then
we derive the theoretical BER expressions over additive
white Gaussian noise (AWGN) channel, slow flat fading
channel and independently and identically distributed
(i.i.d.) frequency selective Rayleigh fading channel. Sub-
sequently, we provide information leakage expressions
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Fig. 1. The FH-OFDM-DCSK transmitter structure.

for security analysis and compare the complexity of
the proposed system with that of counterpart systems.
Numerical simulations are performed to demonstrate
the outstanding performances of the proposed scheme
compared with counterpart schemes.

The rest of the paper is organized as follows: the
FH-OFDM-DCSK design is proposed in Section II, Section III
provides the theoretical BER analysis over i.i.d. frequency
selective Rayleigh fading channel and security analysis. Simu-
lation results are provided in Section IV to verify the improve-
ment of BER and security performances. Finally, we conclude
the paper in Section V.

I1. THE FH-OFDM-DCSK DESIGN

In this section, we provide the details of the proposed
FH-OFDM-DCSK scheme, including the transceiver structure,
hopping and de-hopping modules.

A. FH-OFDM-DCSK Transmitter Structure

Fig. 1 illustrates the proposed FH-OFDM-DCSK transmit-
ter. The user data are firstly modulated by binary phase shift
keying (BPSK) scheme, then after serial to parallel (S/P)
conversion, the BPSK data symbols are modulated by the
chaotic sequences generated by the chaos generator. Sub-
sequently, both the reference chaotic chips and the chaotic
modulated symbols hop randomly in the frequency domain
via the frequency hopping module. The resultant symbols are
then fed to the IFFT module to construct the OFDM symbols.
After adding the cyclic prefix (CP) and parallel to serial (P/S)
conversions, these symbols are transmitted over the channels.

Specifically, in the chaos generator, we employ the second
order Chebyshev polynomial function (CPF) to generate the
chaotic sequences of length 3. Namely, the reference chaotic
sequence is generated by 741 = 1—227 and 0 < k < -1,
where xj, denotes the kth chip of the chaotic sequence.

The resultant reference chaotic sequences are then used to
modulate user data, followed by the frequency hopping and
IFFT operations to be detailed as below.

1) Chaotic Modulation: Let s, denote the nth (n =
1,2,..., N —1) BPSK data symbol. We modulate the s,, with
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k (time),

n (frequency) n (frequency)

(a) Before hopping. (b) After hopping.

Fig. 2. Illustration of the distributions of chaotic symbols in the time domain
and the frequency domain before and after the frequency hopping. N = 8
and 8 = 8.

the kth chaotic chip, the resultant information-bearing chaotic
modulated symbol d,, j, is expressed as

dn,k = SnTk- (1)

Notably, for the sake of brevity to express the data
input to the frequency hopping module, we here set
n = 0,1,...,N — 1 for d, and dyo = = to include
the case that there is one sub-channel which is required to
transmit the reference chaotic chip. More explicitly, when
n = 0, do denotes the kth reference chaotic chip, while
when 1 <n < N —1, d,; denotes the information bearing
chaotic chips d, 1 = spx.

Then the elements of d,, ,, with all n and k are sent to the
frequency hopping module and hop randomly in the frequency
domain as follows.

2) Frequency Hopping: In the frequency hopping module,
the input symbols d,,  hop randomly and non-repetitively,
then we obtain the output symbols denoted by d;h i under the
assumption that the length of the chaotic sequence equals to
the subcarrier number, i.e., 5 = V.

Fig. 2 illustrates the distributions of the reference chaotic
chips and the information-bearing chaotic modulated chips in
the time domain and frequency domain before and after the
frequency hopping when 5 = N = 8. In Fig. 2, each color
block refers to one chip of chaotic sequences, and blocks
of different color correspond to different chaotic sequences.
The chaotic chips shown in Fig. 2(a) hop at different fre-
quencies non-repetitively to combat the frequency selective
fading. In addition, as illustrated by Fig. 2(b), they are also
interleaved in different time slots to weaken the correlations
among OFDM symbols to improve the reliability and security
performances. Therefore, with the frequency hopping in the
frequency domain and the interleaving in the time domain,
the chaotic chips exchange non-repetitively and thus the index
of the subcarrier and the index of the time slot for a specific
chaotic chip will change accordingly.

Next, we derive the frequency hopping matrix to analytically
express the hopping operations. We define the frequency
hopping operation as a matrix denoted by U and assume
8= N.

Firstly, the chips are collected in every [ time slots
before the hopping operation. The matrix constructed by

Authorized licensed use limited to: WRIGHT STATE UNIVERSITY. Downloaded on September 29,2021 at 15:32:07 UTC from IEEE Xplore. Restrictions apply.



LIU et al.: SECURE AND ROBUST FREQUENCY AND TIME DIVERSITY AIDED OFDM-DCSK MODULATION SYSTEM

Algorithm 1 Generating gj,
Input: c,,
Output: g
Initialization -

Lgr=0

LOOP Process
:forg=0to3—1do
if (¢ k > cm,q) then

gk =gk +1
end if
: end for
return g

A A

the input chips are denoted by D = [df,d7,...,d],...,
dgfl], where (-)7 denotes the transposition and dy =
[dO,k; dl,k; ceey dn,kv SRR del,k]-

Then the frequency hopping operations can be expressed
as [34]

d, = dy Uy @

where Uy denotes the hopping matrix corresponding to
the kth chaotic sequence dx, m = k&, which determines

the hopping pattern, d;, = [d}, o, d}, 15---,d;, 45y, 5]
is the nth chaotic sequence which constitutes D’ =
[d/T d/T d T d. T]T

0 »Y1 s> HYn - YUN-1 .

Notably, in the hopping matrix Uy, there is only one “1”
in each row and each column. When the random hopping
pattern is employed, the position of the element “1” will be
randomly distributed. Meanwhile, Uy has the constraint that
the result of Zf,;é Uy is the matrix whose all elements are
“1". For example, in the case that the cyclic hopping pattern
is employed, then according to [34], Uy is defined as

0 Eg,
3
Eno 0 } 3)

where Eg, is the g X gi-dimension identity matrix and
En_g, is the (N —gi) X (N — gi)-dimension identity matrix.

In order to enhance the security performance, we here
propose to further hide the hopping pattern by exploiting the
aperiodicity property of the chaotic sequence. As suggested by
our previous work in [35], we can generate the dimension gy,
in Eq. (3) using the chaotic scrambling method. Namely, let
Cm = [Cm,0sCm.1,---,Cm,N—1] denote the chaotic sequence
used to determine the hopping pattern. Then g; can be
generated with ¢y, according to Algorithm 1.

In general, no matter what the hopping pattern is, for each
chip in the chaotic sequence, we can rewrite the frequency
hopping operations based on Eq. (2) as

dn,k’ = d;“f(n’k) (4)

where f(n, k) determines the hopping pattern. Take the cyclic
hopping pattern as an example, for the nth chaotic modulated
symbol and the kth chaotic chip, f(n,k) can be written as
f(n,k) = (n + gr) mod B, where mod is the modulo
operation.

From Eq. (2)-Eq. (4), we can see that the frequency hopping
module guarantees that the chaotic chips from all chaotic

Ui~ |
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Fig. 3. The FH-OFDM-DCSK receiver structure.

sequences over each subcarrier are transmitted in different and
random time slots. Therefore, when we transmit user data over
FSF channels, the frequency diversity can be exploited for the
information reception and different CFR of every subcarrier
can be figured out. In addition, the randomness of OFDM
symbols is enhanced and the cross-correlation of different
OFDM symbols is weakened. Thus, except for the benefit
of the enhance security performance, the hopping in both
the frequency domain and the time domain will enhance the
robustness of the OFDM-DCSK schemes.

In the general case of N # [, the chaotic chips can be
distributed in a way similar to the hopping pattern shown
in Fig. 2. The reason is that in most cases the number of
available subcarriers IV can be known by the transceiver, thus
the length of chaotic sequences 3 can be adjusted accordingly.
For example, if the transceiver sets N = /3 where ~ is
an integer, the shape of the hopping pattern is rectangular.
Therefore, the hopping pattern can be split into 7 square
sub-hopping patterns and each sub hopping-pattern can be
generated according to Fig. 2.

3) OFDM Modulation: After the frequency hopping,
the IFFT operations are performed on d;, ;. as below

| N-o
27
Sik = —— d el N Q)
T, \/N nz:;) 'rL,k
where N is the number of subcarriers, & is the index of chaotic
chip time slot, 7 is the index of the IFFT-modulated symbols
in a chip time slot, n is the index of the subcarrier. Then the
resultant OFDM symbols are transmitted over the channels
after P/S conversion and adding CP.

B. FH-OFDM-DCSK Receiver Structure

Fig. 3 illustrates the FH-OFDM-DCSK receiver. After the
serial to parallel conversion and CP removal, the received
data symbols are sent to the fast Fourier transform (FFT)
module to perform OFDM demodulation. Notably, after the
FFT transform, we obtain the signals in the frequency domain.
Then the OFDM-demodulated symbols are delivered to the
frequency de-hopping module to recover the original chaotic
modulated symbols sequentially. The de-hopped symbols are
saved in buffers and sequentially chosen in every (3 symbols
to perform the correlation demodulation. Namely, the resultant
OFDM demodulated bits in the frequency domain are recov-
ered by de-spreading the correlation of the received reference

Authorized licensed use limited to: WRIGHT STATE UNIVERSITY. Downloaded on September 29,2021 at 15:32:07 UTC from |IEEE Xplore. Restrictions apply.



1688

sub-carrier signal and information bearing sub-carrier signals.
It is noticeable that the bit recovery operations are performed
in the frequency domain, i.e. the subcarrier domain. Finally,
the maximum likelihood detection is applied to estimate
information symbols. More detailed descriptions about the
information recovery operations carried out in the legitimate
receivers are proposed as below.

1) OFDM Demodulation: At the receiver, after the FFT,
the received symbol z;L i over the nth subcarrier corresponding
to the kth chaotic chip is denoted by

1 N-1

_ s27mni ’
== 3 Tike N =Hypd, &k (6)
N 1=0

where ;) denotes the received data symbol over the nth
subcarrier corresponding to the ¢th chaotic chip, &, x = pn i+
Jin,k is the complex Gaussian noise with zero mean and power
spectral density of Ny so that E{|¢, x|*} = QE{Pi,k} =
QE{Li’k} = Ny, H, ) is the actual CFR over the nth sub-
carrier corresponding to the kth OFDM symbol. To elaborate
a bit further, if the channel undergoes the slow fading, then
the CFRs across different OFDM symbols remain almost the
same, while for flat fading channels, the CFRs across different
subcarriers are also approximately identical. For the brevity of
expressions, for slow fading channels, H,, j remains almost
the same for all chaotic chip index k € [0, 5 — 1] and k could
be omitted. Similarly, for flat fading channels, H,, ; remains
almost the same for all the subcarrier index n € [0, N — 1]
and we could use H}, to represent the time-varying channel
condition for conciseness.

2) Frequency De-Hopping: Next, the frequency de-hopping
operations are performed on the OFDM demodulated sym-
bols. For the legitimate receivers, before the transmis-
sion of the user data, the de-hopping pattern is delivered
via the specific control channel or via secure uncoordi-
nate transmissions [36], [37]. For instance, in the proposed
FH-OFDM-DCSK system, we apply the uncoordinate direct
sequence spread spectrum (UDSSS) technique proposed in
[36] to transmit the secret de-hopping pattern. To elaborate
a bit further, in the UDSSS aided FH-OFDM-DCSK system,
firstly we generate a set of chaotic sequences C, then we
randomly choose the chaotic sequence c,, used to generate
the hopping pattern according to Algorithm 1. At the receiver,
the buffer will be used to collect chaotic chips, then the
chips will be de-hopped by the chaotic sequences in C with
a trial-and-error approach [36]. Subsequently, we evaluate the
correlations between different de-hopped chaotic sequences,
and select the most probable chaotic sequence ¢}, in C. At last,
the de-hopping pattern can be determined by c},,, which will
be further used for de-hopping operations.

Considering the assumptions that # = N at
the transmitter, similar to Eq. (2), given Z' =
T T 1 T / T dz = [ ’
zg .2y ...,z ,...,2ZN_1 | and z, = [zn70,zn71,...,
Zy k-5 25 g—1)» N the case that the cyclic hopping pattern

is employed, the frequency de-hopping can be derived as

7 = 2, U ! (7

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 68, NO. 3, MARCH 2020

where n = k, Uk_1 is the inverse matrix of Uy, the resultant
vector after the de-hopping operations is zx = [20 %, 1.k, - - - ,
Zndes---s2N—1k) and Z = [zd 2T, .zl L zgfl].

Besides cyclic hopping pattern, we can also use other
hopping patterns such as the random hopping pattern. In this
case, the de-hopping operations are determined by

Znk = ke f(n.k) ®)

where f(n, k) has the same expression as the one given above,
ie. f(n,k) = (n+ gx) mod (3, wherein g, is determined by
Algorithm 1.

By contrast, the eavesdropper cannot eavesdrop the infor-
mation without the knowledge of hopping matrix Uy used in
the transmitter.

3) Detection and Estimation: After the frequency de-
hopping, the obtained reference chaotic chips from different
chaotic sequences are stored in buffers. Next, the corre-
lated demodulations are performed on the reference chaotic
sequence and information bearing chaotic sequences, then we
can obtain the nth information symbol by calculating

B—1

Z, =R {Z conj(zo,x) - zn,k} ©)
k=0

where R{-} takes the real part of signal, conj(-) represents

the conjugate operation and zpj is the kth element of the

reference chaotic sequence.

Finally, we perform the maximum likelihood detection
for received symbols, the resultant estimates S, of BPSK
modulated symbols can be obtained as $,, = sgn(Z,,), where
sgn(-) is the sign function.

Notably, it can be seen from Eq. (9) that no CSI estimates
are required for the information retrieval. Hence with our
FH-OFDM-DCSK design, we can recover the information
by utilizing the frequency diversity and the ergodic prop-
erty of wireless channels, which means that the proposed
FH-OFDM-DCSK scheme can effectively combat the FSF
and enhance the robustness performances of OFDM-DCSK
systems, which would be verified via following theoretical
analysis and simulation results.

III. PERFORMANCE ANALYSIS

In this section, we will analyze and compare the efficiency,
reliability and security performances and evaluate the com-
plexity of the proposed FH-OFDM-DCSK system with the
benchmark OFDM-DCSK system [9], which also acts as the
benchmark scheme in [10], and the OFDM code shifted DCSK
(OFDM-CS-DCSK) system [24]. For fairness of comparisons,
since the original OFDM-DCSK system is presented for
AWGN channel, here we propose to add a FDE module to
enhance the performances, which is named as the FDE-aided
OFDM-DCSK scheme (FDE-OFDM-DCSK) [9], [25].

A. Energy Efficiency and Spectral Efficiency

1) Energy Efficiency: The energy efficiency is defined as
the data-energy-to-bit-energy-ratio (DBR) [10]. Let Fgutq,
E,crand F}, respectively represent the energy of data, chaotic
sequences and bits, we have DBR = Fju10/Ep.
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For OFDM-DCSK systems, neglecting the energy cost of
CP symbols, E}, can be calculated with Ey44, and E,..r. For
example, similar to the FDE-OFDM-DCSK system, in the
proposed FH-OFDM-DCSK system, N — 1 bits share one
reference chaotic sequence, hence we have Ey = FEgu1q +
Erc;/(N —1) [10], where Eqqtq = Erey =1, Zf;é x% and
T. denotes the duration of one chaotic chip. Then the energy
efficiency can be obtained as DBR = (N — 1)/N. Similarly,
for the OFDM-CS-DCSK system [24], we can also derive the
DBR as (N —1)/N.

From the above analysis, we can see that the proposed
FH-OFDM-DCSK system has the same energy efficiency
as that of system FDE-OFDM-DCSK and OFDM-CS-DCSK
system [24].

2) Spectral Efficiency: The spectral efficiency can be mea-
sured by the number of bits transmitted per OFDM-DCSK
symbol. Let Torpas denote the duration of one OFDM
symbol, and B denote the occupied bandwidth of one OFDM
symbol, then for FDE-OFDM-DCSK system, N —1 bits will be
transmitted with 3 OFDM symbols, thus the spectral efficiency
of FDE-OFDM-DCSK system is (N—1)/(B8Torpum)- As to
our proposed FH-OFDM-DCSK system, the FH operations
will not induce additional bits or chaotic chips for trans-
missions, hence the spectral efficiency will remain the same
as that of FDE-OFDM-DCSK system. For OFDM-CS-DCSK
systems [24], for fairness of comparisons, the interval of
subcarriers are set as the same as the other two systems. The
occupied bandwidth is N B, the duration is Torpas and the
number of transmitted bits is N —1, thus the spectral efficiency
is also (N — 1)/(BBTOFDM)'

Based on the spectral efficiency analysis, we can conclude
that the proposed FH-OFDM-DCSK system has the same
energy efficiency as that of the FDE-OFDM-DCSK system
and the OFDM-CS-DCSK system [24].

B. BER Performance

In this subsection, we assume that 3 is large enough, thus
we employ the Gaussian approximation (GA) method [7] to
derive the theoretical BER expressions over wireless channels,
including the additional white Gaussian noise (AWGN) chan-
nel, slow flat fading channel, and slow i.i.d. frequency selective
Rayleigh fading channel. That is to say, we assume that addi-
tive noises exist in the channel, and the channel coherent time
is larger than the symbol duration, thus the channels undergo
the slow fading. Namely, the channels remain time-invariant in
the whole OFDM-DCSK symbol duration including 5 OFDM
durations. Besides, different subcarriers may have different
CFR due to the i.i.d. FSF assumptions.

1) BER for Legitimate Users: Firstly, we derive the received
de-hopped symbols by using Eq. (4), Eq. (6) and Eq. (8) as

= 2ok = Hi pin )i fn k) T ko f(nk)
= Hydn i + &k, f(n.k)

Z;c,f(n,k)
(10)

where z( ;. denotes the reference chaotic chip corresponding
ton = 0, when n > 1, 2z, is the information-bearing
modulated chip. Hj, f(n,r) represents the CFR of the sub-
channel corresponding to the kth subcarrier transmitting the
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f(n, k)th OFDM symbol. As mentioned above, for slow fading
channels, Hj, ¢, ) are time invariant in the OFDM-DCSK
symbol duration. For the sake of brevity, we here omit the
symbol index f(n,k), and use Hy to represent the CFR of
the kth subchannel, which remains the same for 5 OFDM
symbols which constitute one OFDM-DCSK symbol. & ¢(p k)
is the noise obtained after hopping operations are carried out
with the same mean and variance as &, j.

Then, from Eq. (9) and Eq. (10), we can derive the demod-
ulated symbol Z,, for n > 1 as

B—1
Zn =N {Z conj (zo.k) - zmk}
k=0
g1
=R {Z conj (lec,f(o,k)) Zk,f(n,k)}

k=0

-1 .
= %{Z (Hi 0.0 p00) + s

k=0

(Hkxf(nxk)d;c,f(n,k) + fk,f(n,k)) } (11)

For slow fading channels, we omit the symbol index f(0, k)
and f(n, k) in Hy, 5o,y and Hy, f(, ), then Eq. (11) becomes

B-1
Zy =% {Z(deo,k + & p0.k) " (Hrdp i + §k,f(n,k))}

k=0
B—1 B—1
=R {Z 5n|Hk|2$i} + % {Z f/ﬁ,f(o,k)fk,f(n,k) }
k=0 k=0
P1 P2
B—1
+ R {Z(Hzxkfk,f(n,k) + SnHkxk£Z7f(07k))} (12)
k=0
Ps
where (-)* represents the conjugation operation, P; contains

the desired signal, while P, and Ps; are the disturbance
components. Since P, P, and Ps are statistically independent,
the expectation and variance of Z,, can be easily calculated by

3
E{an(sn = il)} = Zle E{Pw|(5n = il)}
var{ Z,|(sn = 1)} = Zizlvar{PwKsn =+1)} (13)

where E{-} denotes the expectation operator and var{-} repre-
sents the variances. Then we could obtain the signal-to-noise-
plus-interference ratio (SINR) expression as

E{Z,|(s, = £1})?

var{Z,|(s, = 1}
We further derive the statistical characteristics of P;, P> and
Ps using the central limit theorem as below

E{Pi|s, = +1} = —~E{Pi|s, = —1}
6—1

=D EB{H:"}E{a}} = BE{|H:*} E{ai}  (152)
k=0

E{P,|s, = £1} = E{Ps]s, = +1} =0 (15b)
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var{P|s, = £1} = fBvar {|Hk|2mi
= B (E{H*YE{at} - E{|H P} E{a2}?)  (150)
var{ Py|s, = £1} = fBvar {?R {g,j’f(()’k)fk,f(n,k)}}

= B (var {pr,7(0,k) Pk, (n,k) § + VAT Ltk £(0,8) bk, £ k) })
No  No (15d)

1
—9p5. 2.8 _ “_3N2
B 5 =35N

var{ Ps|s, = £1}
= [var {?R {H,;*a:k{k,f(n,k) + SnHkxkEZ,f(o,k) }}

= Bvar{ Hrx@ipr, f(n,k) + Hik ik, f(n k)
+ Hoppr, f(0,) + Hirrin, g0,k }

=4 (E {kaxiﬂi,f(n,m} +E {kaxibivf(”v’“}

+E {kaxiﬂi,f(o,k)} +E {kaxibi,f(o,k) })
= BE {|Hy|*} E{z}}No. (15¢)

For the slow and FSF channel, the BER of the proposed
FH-OFDM-DCSK system can be derived as

)

2Var{Z"|(Sn - il)} _%
( E{Z,|(sn = £1)}? ) ] (16)

where var{Z,|(s, = £1)} and E{Z,|(s, = £1)}? can be
calculated based on Eq. (13) and Eq. (15). From Eq. (16),
we can observe that the BER of FH-OFDM-DCSK is depen-
dent on the higher-order statistics of x;, and |Hy|. The chaos
sequences generated by CPF have the property that E{z?} =
1/2, var{z?} = 1/8, E{z}} = 3/8. We can assume that
the channel has the unit power spectral density (PSD), which
means that E{|H|?} = 1.

Then for the slow and i.i.d. FSF channel with the unit
PSD, the subchannels are i.i.d., i.e., Hy is i.i.d. According
to Eq. (16), the BER can be represented by

ovar{ Z,|(s, = +1)} —3
| N

BERselect'we =

1
3 erfc

1
BER; ;4. = §erfc

E{Z,|(sn = £1)}?

. 2520 _ var{P,|(s, = £1)} o
2 et B{Pul(sn = £1)}

lerfcl(w (M} = 1) B {of}

2 B°E (a7}
+2ﬂ(m{x§}+N§/2+E{xg,}zvo))—%
B°E {23}
a0 _

_ %erfc (3(E{|Hg| }-1)
(ATg) 1t
1 2NN, N2N2B | :
BN -1 E&(N—l)?) ] 4
r-1t

4]
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where E, = NSE{z?}/(N — 1) is the average bit energy.
Namely, in this case, when [ is large enough, (AFO)_l <
(To)~! thus (ATlg)~! can be omitted, and the statistical
distribution of i.i.d. FSF channel will have no influence on
BER performances.

Furthermore, for the slow and flat fading channel, the CFR
Hj; no longer varies with the subcarrier index k. Let H denote
this invariant value in one OFDM-DCSK symbol duration,
then we have H;, = H. Thus the instantaneous BER over the
slow flat fading channel can be derived based on Eq. (15) and
Eq. (16) as [38], [39]

BER(7)
1 1 2 3 )‘%
=—erfe ||+ -+
2 (ﬁ v ]
1 1 2NN, N2NZB O\ 7®
— e [(E T HPEN 1) AN 1)

(18)

where v = |H|?Ey(N — 1)/(NNp) and v is non-negative.
Since the instantaneous BER can be represented as the func-
tion of v, as a result, the average BER over the slow flat
fading channel can be obtained by calculating the expectation
of BER(7), namely we have [39]

BER 14 = /0 BER(y) f(y)dy

:/0 %erfe (%—i—%—k%) 21 f(y)dy (19)

where f(v) defines the probability distribution function (PDF)
of . For slow flat fading channel, f(v) = (e~ "/E0}) /E{~}
[39] and E{v} = E(N —1)/(NNo).

In the special case of AWGN channel, we have H, = H =
1, then similar to Eq. (18), the BER can be derived as

BERAwanN
_l £ Ffl)_%:|
= 261' C |:( 0

Lot | (L 2NNo
- —er —_
2N\ B T BN 1)

Comparing Eq. (17) with Eq. (20), we can observe that when
[ is large enough, the BER performances of the proposed
system over i.i.d. FSF channel with the unit PSD are similar
to those over AWGN channel, which will be further verified
by simulation results given in Section IV.

2) BER for Eavesdroppers: As mentioned above, the eaves-
droppers may not learn the hopping pattern. We here assume
that the eavesdroppers use the matrix X to perform the de-
hopping operation to retrieve the information. Then after the
OFDM demodulation and the de-hopping, the demodulated
data can be obtained as

NINZS O\
E§<N—1>2) ] e

Z=zL2", ... 2 ek )T = (D'xX)T

? n

21

where D’ denotes the chaotic vector as mentioned in
Section 1I, 2£ refers to the nth row of the matrix Z.
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Thus we can derive the BER of eavesdroppers as [35]

2N - E[|conj(Zo)Z4 |]
Ny

BEReavesdroppers = Q \/ (22)

The BER of legitimate receivers can also be expressed in the
similar form as

2N - E[|conj(do)dn ]
No

BERlegitimate = Q \/ (23)

where D’ is replaced with the matrix D = [do”,dy”,...,
d.”, ..., dN,lT]T with the known de-hopping pattern.

C. Security Performance

We then analyze the security performance by calculating the
information leakage due to eavesdropping.

Assuming that 0 and 1 are equally probable for transmis-
sion, the mutual information between the transmitted data X
and the data Yg recovered by eavesdroppers is [40]

= 1+ pnlogy pn + (1 — pn)logy(1 —pn) (24)
where H,(-) indicates the entropy operation and p,, is the
BER of the eavesdropping receivers at each subcarrier of the
FH-OFDM-DCSK system given by Eq. (16).

Assuming the N FH-OFDM-DCSK subcarriers are inde-
pendent, the information leakage can be derived by [40]

=
L= Z L,(Yg; X).

n=0

(25)

Furthermore, we can derive the secrecy capacity of legiti-
mate users, which represents the secured information rate, as

1 N—-1
Csecr’ecy - N Z In(YBaX) - L

n=0

(26)

where I,,(Yp; X) = H,,(Yg) — H, (Y| X) = 1+ py log, pp +
(1—pp)log, (1 —py) evaluates the mutual information between
the transmitted data X and the received data Y3, and py, is the
BER of legitimate users.

Notably, since the hopping pattern is non-periodic and
can be dynamically updated, it becomes very difficult for
eavesdroppers to track and obtain the hopping matrix Uy
in real-time, especially when they use time-consuming brute
force cracking methods. For those eavesdroppers who may
be unlikely lucky to know that the hopping pattern is cyclic,
they have to traverse all possible combinations of Uy, which
requires a computation complexity at an order of O(N!).
Thus with our design, the information can hardly be retrieved
in real time for most practical systems, hence the security
performance can be enhanced.
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TABLE I
THE COMPLEXITY COMPARISON

System Complexity
FDE-OFDM-DCSK [9][25] O(BN log, N)
FH-OFDM-DCSK O(BNlog, N)
OFDM-CS-DCSK [32] O(BN?) + O(BN log,(BN))

D. Complexity Analysis

Finally, we analyze and compare the complexity of
the proposed FH-OFDM-DCSK system with that of the
FDE-OFDM-DCSK system [9], [25] and the OFDM-CS-
DCSK system [24]. From Table I, we can observe that the
complexity of the proposed FH-OFDM-DCSK system and the
FDE-OFDM-DCSK system [9], [25] is lower than that of the
OFDM-CS-DCSK system [24].

Specifically, for FDE-OFDM-DCSK system [9], [25], N
multiplications are carried out to perform the FDE, while
in order to generate an OFDM-DCSK symbol, 3 times
IFFT is required to be carried out, thus the complexity is
O(BN log, N).

As for the proposed FH-OFDM-DCSK system, the gen-
eration of the cyclic hopping pattern has the complexity of
O(N logy N), while the hopping process can be regarded as
[ times matrix multiplication of the N-length vector and the
hopping pattern matrix with N non-zero elements sparsely
distributed in distinct rows and columns. For this sparse
hopping pattern matrix, the wide distribution of element valued
“0” will greatly reduce the matrix multiplication complexity,
thus for one OFDM-DCSK symbol, only SN scalar multi-
plications are performed, hence the complexity of the fre-
quency hopping is O(SN). Similarly, the de-hopping process
also has the complexity of O(GN). Since the complexity of
the hopping process is much lower than the complexity of
the OFDM-DCSK modulation, thus the complexity of the
FH-OFDM-DCSK system can be approximately regarded as
O(BN logy N).

For the OFDM-CS-DCSK system, the complexity of
Walsh code spreading is O(BN?) and the complexity
of the OFDM modulation for the (N-length vector is
O(BN log,(BN)), thus the complexity can be obtained as
O(BN2) + O(BN logy(BN)).

IV. SIMULATION RESULTS

In this section, simulations on BER performance and
security performance are provided. Besides, we will com-
pare the performances of FH-OFDM-DCSK systems with
the benchmark scheme. Similarly, we also select the
FDE-OFDM-DCSK [9], [25] and the OFDM-CS-DCSK [24]
systems as benchmark schemes.

A. BER Performance

Firstly, in Fig. 4(a), we demonstrate that the theoretical
BER matches the simulated BER performance of the legiti-
mate FH-OFDM-DCSK systems over i.i.d. frequency selective
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The BER performance, N=128
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Fig. 4. The theoretical and simulated BER performances of FH-OFDM-

DCSK systems over i.i.d. frequency selective Rayleigh fading channel.

Rayleigh fading channel when § = 64, 128,256,512, which
verifies the effectiveness of our derivations.

Secondly, Fig. 4(b) also verifies that the effectiveness of
our derivations. Besides, it can be observed from Fig. 4(a)
and Fig. 4(b) that the BER performances of legitimate
FH-OFDM-DCSK systems become better for larger subcarrier
number N and smaller chaotic sequence length 5 = 128.
When N is larger than 16, the BER performances are weakly
related to /N, which is in accordance with the theoretical
result given by Eq. (16) that the value of the fraction
N/(N — 1) is close to 1. Moreover, as mentioned above,
since the i.i.d. FSF channel can be seen as the multipath
channel having infinite channel paths, thus thanks to the
FH operation, the FH-OFDM-DCSK system can achieve full
frequency diversity gain, which will lead to outstanding BER
performances to be further illustrated in the following results.

Then we investigate the influence of hopping pattern on
BER performance in Fig. 5, where the pre-defined pattern rep-
resents that the hopping pattern remains unchanged during the
transmissions of the information symbols, while the random
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The BER performance, different hopping pattern

BER

—+— pre-defined pattern
—&— random pattern T

1 1 1 1

0 2 4 6 8 10 12 14 16
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Fig. 5. The BER performances of FH-OFDM-DCSK systems over i.i.d.
frequency selective Rayleigh fading channel when difference hopping pattern
is employed.

hopping pattern means that every FH-OFDM-DCSK symbol
hops with different hopping patterns. It can be observed that
the BER performances are almost unrelated with the hopping
pattern settings. The variations of the hopping pattern among
each transmitted symbol will not affect the BER performance,
but will bring the benefit of enhanced security performance
since it is more difficult for eavesdroppers to learn the hopping
pattern.

B. Robustness Performance

In order to demonstrate the robustness performance of our
design, we compare the BER performances of the proposed
FH-OFDM-DCSK scheme with those of benchmark schemes
over FSF channels with imperfect CSI or unknown CSI.
As mentioned above, for fairness of comparisons, we propose
to add the FDE module to the OFDM-DCSK receiver to
combat the fading. Additionally, the same parameter settings
are employed in the systems used for comparisons.

1) CCDF Performance Comparison: In Fig. 6, we firstly
compare the correlations among the OFDM symbols
between the proposed FH-OFDM-DCSK system and the
FDE-OFDM-DCSK [9], [25]. Here we evaluate the correla-
tions with C;, = R Zf\i_olconj(r7;7j) -7k ¢» Where r; ; is
the 7th chip of the jth received OFDM symbol and 7; j, is the
ith chip of the kth OFDM symbol. Furthermore, we define
a complementary cumulative distribution function (CCDF) of
Cji as

CCDF(Cy) = P?“(Cj’k > Ch)

where Cj is the correlation threshold and Pr(Cj; > Cp)
denotes the probability that the correlation value is larger than
the correlation threshold.

It can be observed from Fig. 6 that the FH-OFDM-DCSK
system achieves a much lower CCDF than the FDE-OFDM-
DCSK system, which means that weaker correlations among
the information-bearing symbols and more reliable communi-
cation performances can be achieved thanks to the frequency

hopping.

27)
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CCDF performance comparison
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Fig. 6. The CCDF performance comparison between the FH-OFDM-DCSK
system and the FDE-OFDM-DCSK system [9], [25] when N = 128 and
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Fig. 7. The BER performance comparison of the FH-OFDM-DCSK system

and the FDE-OFDM-DCSK system [9], [25] over different channels without
CSI when N = 128 and 8 = 128.

2) BER Performance Comparison Over Different Channels:
In Fig. 7, we investigate the BER performances of the FH-
OFDM-DCSK and FDE-OFDM-DCSK systems over the fol-
lowing four types of channels without CSI:

e ii.d. Rayleigh FSF channel with E{|H;|*} = 1;

o multipath FSF channel with the model r; ; = ZIP:LI h;
S((i=1))n,k T &i,k Where the number of paths P, is 3,
((1))n denotes the cyclic shift in the base of N, each
path has the average power of E{|;|?} = 1/3 and &
is the Gaussian noise having the power of Ny;

o slow flat fading channel,

e AWGN channel.

We can see from Fig. 7 that the proposed system
has achieved the best BER performances over i.i.d. FSF
channel, which outperforms the BER performances of the
FDE-OFDM-DCSK system significantly and approach those
over AWGN channel. The observations match the conclusion
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drawn from Eq. (17) and Eq. (20) that the BER performances
over these 2 channels are similar when 3 is large enough.
In the case of transmitting signals over multipath FSF channel,
BER performances of the proposed system is worse than
those over i.i.d. frequency selective Rayleigh fading channel,
but still outperform BER performances of FDE-OFDM-DCSK
systems. The reason is that Hj, is correlated with each other
when the FSF is induced by multipath propagations, which
decreases the frequency diversity gain and BER performances
become worse. Moreover, in the scenarios that the signals are
transmitted over slow flat fading channel and AWGN channel,
the proposed system attains the same BER performances
as those of FDE-OFDM-DCSK systems, since no frequency
diversity can be utilized. The lack of frequency diversity also
incurs that the BER performances of the proposed system
over slow flat fading channel become worse than those over
multipath Rayleigh fading channel and i.i.d. FSF channel.

3) BER Performance Comparison for Imperfect CSI: In
order to investigate the effects of imperfect CSI on the perfor-
mances of multicarrier transmission systems, next we compare
the BER performances of the FH-OFDM-DCSK systems with
benchmark schemes over FSF channels.

The imperfect CSI is obtained via the channel estimation
module given by [41], [42]

IA{n,k = pHn,k +v1-= p2€n,k’ (28)

where I:Imk, is the estimated CFR, H), j is the actual CFR with
zero mean and unit power spectral density, the estimation error
€,k 1s a Gaussian random variable independent from H,, j,
and has 0 mean and the variance of o2 which equals to the
power of errors, and the correlation coefficient p determines
the quality of channel estimations.

In Fig. 8, we compare the BER performances of the
proposed FH-OFDM-DCSK system and the FDE aided
OFDM-DCSK system [9], [25] over i.i.d. FSF channel.
Notably, in order to combat the fading, FDE module is added
to the OFDM-DCSK system to compensate the CFR which
will induce the phase rotations of symbols thereby degrading
the detection performances. Thus the exact CSI is required
because the erroneous CSI might also induce performance
degradations.

Fig. 8(a) and Fig. 8(b) respectively demonstrate the perfor-
mances when p and o2 of CSI are different. It can be observed
that thanks to the frequency diversity gain, the proposed
FH-OFDM-DCSK system achieves better performances than
the FDE-OFDM-DCSK system no matter whether exact CSI
can be obtained or not.

Besides, we can notice from Fig. 8(a) that with the aid
of the FDE module and exact CSI, ie. p = 1, the BER
performances of FDE-OFDM-DCSK systems [9] [25] are
improved and better than those attained with lower CSI
estimation accuracy when p = 0.7. Moreover, for larger power
of CSI estimation error corresponding to o> = 0.6, we can
observe from Fig. 8(b) that the BER performances of the
FDE-OFDM-DCSK system are worse than those achieved
when 02 = 0. By contrast, thanks to the frequency diversity
gain, the CSI estimation errors induced by lower p or higher o2
have few impacts on the proposed FH-OFDM-DCSK design.
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BER performance comparison, N=128, 3=128
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Fig. 8. The BER performance comparison of the FH-OFDM-DCSK system
and the FDE-OFDM-DCSK system [9], [25] over i.i.d. FSF channel when
N =128 and g = 128.

Therefore, the proposed FH-OFDM-DCSK system can achieve
more robust and reliable performances than the benchmark
scheme when CSI estimates are imperfect.

Subsequently, we investigate the BER performances over
ii.d. FSF channel and multipath FSF channel. As illustrated
by Fig. 9, similar to the observations in Fig. 8, the proposed
system can attain almost the same BER performances no
matter whether exact CSI can be obtained or not, which again
validate the robustness and high reliability performances of
our design.

Moreover, we compare the BER performances of the
FH-OFDM-DCSK system with the OFDM-CS-DCSK system
[24], which can defend against the FSF over multipath FSF
channels, where P, denotes the channel path number. In the
simulation, each channel path has the average power of
E{(h})} = E{(h?)}e <=V for | = 1,2,..., Pr, the power
decay factor of ¢ = 1 and the summed average power of

5 E{(h?)} = 1 [24]. The length of CP is 8.
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Fig. 9. The BER performance comparison of the FH-OFDM-DCSK system
and the FDE-OFDM-DCSK system [9], [25] over i.i.d. FSF and multipath FSF
channels with and without CSI estimation when N = 128 and 8 = 128.
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Fig. 10. The BER performance comparison of the FH-OFDM-DCSK system
and the OFDM-CS-DCSK system [24] over multi path FSF channels when
NB = 64.

It can be seen from Fig. 10 that the proposed
FH-OFDM-DCSK system achieves better BER performances
over frequency selective Rayleigh fading channels. When
the number of paths increases, better BER performances
can be achieved since more frequency diversity gain can be
utilized. As mentioned previously, for i.i.d. FSF channels,
full frequency diversity gain can be utilized, thus the BER
performances of the FH-OFDM-DCSK system will approach
those over AWGN channel. Moreover, the FH-OFDM-DCSK
system can always attain better BER performances than the
counterpart OFDM-CS-DCSK systems thanks to the diversity
provided by the frequency hopping.

C. Security Performance

Fig. 11(a) compares the BER performances of legitimate
receivers and eavesdroppers. Since the frequency hopping
pattern is known for legitimate users, lower BER and reliable
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Fig. 11. The security performance demonstrations and comparisons of the
FH-OFDM-DCSK system and the FDE-OFDM-DCSK system [9], [25] when
N =128 and 8 = 128.

performances can be achieved. By contrast, eavesdroppers can
hardly learn the correct hopping pattern, hence with the wrong
hopping pattern, they could not retrieve the information due
to the high BER.

Moreover, Fig. 11(b) illustrates the information leakage
rate for eavesdropping in the FH-OFDM-DCSK system and
FDE-OFDM-DCSK system [9], [25] using Eq. (24) and
Eq. (25). It can be seen from the figure that thanks to the
frequency hopping, in the FH-OFDM-DCSK systems, eaves-
droppers can hardly recover the transmitted information from
the intercepted data, and the information leakage performances
are much better than those of FDE-OFDM-DCSK systems.
It is also noticeable that in FDE-OFDM-DCSK systems, when
Ey /Ny and the subcarrier number is large enough, eavesdrop-
pers can retrieve the data and the information leakage rate is
close to 1, while our proposed FH-OFDM-DCSK can always
provide secure communication services with low information
leakage rate.

To elaborate a bit further, we compare the secrecy capac-
ity performance of the FH-OFDM-DCSK system with the
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Fig. 12.  The secured information rate comparison between the FH-OFDM-
DCSK system and the FDE-OFDM-DCSK system [9], [25].
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Fig. 13. BER performances of the FH-OFDM-DCSK system against

jamming, N = 128, 5 = 128.

benchmark FDE-OFDM-DCSK system [9], [25] as illus-
trated in Fig. 12. It can be seen from the figure that the
FH-OFDM-DCSK system obviously achieves much higher
secured data rate than the benchmark FDE-OFDM-DCSK
system [9], [25] whose secured information rate approaches
to 0. The reason is that in FDE-OFDM-DCSK systems, the ref-
erence chaotic signal is transmitted directly over specific sub-
carriers, thus eavesdroppers can easily retrieve the information
and no security can be guaranteed for the information trans-
missions. By contrast, in our design, thanks to the frequency
hopping, the malicious users cannot retrieve the information
without the known frequency hopping pattern in real time due
to the high complexity of brute forcing attacks. Hence we
could draw a conclusion that the proposed FH-OFDM-DCSK
system can effectively improve the security performance and
increase the secured information rate.

D. Anti-Jamming Performance

Finally, Fig. 13 demonstrates the anti-jamming capability
of the proposed FH-OFDM-DCSK system in terms of BER
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performances. Here we use the jamming model given in [43],
wherein the 7th jamming chip of the sweep jamming model
is denoted as /2P; sin (QWiFStMt/N + 7rz'2AF/N2) and the
ith jamming chip of the tone jamming model is denoted
as Z%ﬁ:l \/2P; /M sin (miF,,/N) where P; denotes the
power of the jamming signal, the range of 71is 0 <7 < N —1,
Foiare is set as 1, AF is set as 4, M; = 4 is the number of
tones, F),, is set as [1,3,5,7]. Moreover, we assume that the
cycle of the jamming signal is the duration of one OFDM
symbol and the information is transmitted over i.i.d. FSF
channel.

We can see from Fig. 13 that the proposed
FH-OFDM-DCSK system can achieve similar BER
performances compared with the one without jamming.
The reason is given as follows. The jamming can be viewed
as the sine wave added to the desired signal in the time
domain. At the receiver, the FFT will transform the jamming
signal from the sine wave to a high-power signal in a narrow
band. In our design, thanks to the FH operation, this high-
power signal will appear over specific subcarriers and only the
chaotic chips from the same index of every chaotic sequence
are polluted, which enables the FH-OFDM-DCSK receiver to
be capable of anti-jamming since few polluted chaotic chips
from all chaotic sequences with the high power and the same
index are thrown away. For example, as shown in Fig. 13,
if we use the unpolluted 113 chips from 5 = 128 chips to
perform the correlation demodulation, the FH-OFDM-DCSK
achieves similar BER performances to those when no jamming
exists, which demonstrates the anti-jamming capability of our
design.

V. CONCLUSION

In this paper, we propose a frequency hopping OFDM-
DCSK scheme to enhance both reliability and robustness
performances. By exploiting the frequency diversity provided
by the frequency hopping, the chips from all chaotic sequences
hop non-repetitively and are transmitted over different sub-
carriers in different time slots. Thus the CFR of each sub-
channel is naturally embedded into the chaotic chips and
will be used for information recovery in the receivers. Hence
the requirement for exact CSI is removed, and the proposed
FH-OFDM-DCSK scheme can be used for practical com-
munication systems with unknown CSI or imperfect CSI.
Furthermore, we analyze the energy efficiency and spectral
efficiency, derive BER and information leakage expressions
and provide the complexity analysis, then numerical simula-
tions are provided to verify the effectiveness of our theoretical
analysis. Simulation results under different parameter settings
demonstrate that the proposed FH-OFDM-DCSK systems can
achieve better BER and security performances than counter-
part schemes over FSF channels, thereby better reliability,
security and robustness performances can be achieved by
applying our design. Therefore, the proposed FH-OFDM-
DCSK design can effectively enable high data rate CA or CR
systems to provide more reliable and secure transmission
services over contiguous or non-contiguous bands without
requiring CSI.
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