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Abstract—Internet of Things (IoT) is considered as a key
enabler of health informatics. IoT-enabled devices are used for
in-hospital and in-home patient monitoring to collect and transfer
biomedical data pertaining to blood pressure, electrocardiogra-
phy (ECG), blood sugar levels, body temperature, etc. Among
these devices, wearables have found their presence in a wide
range of healthcare applications. These devices generate data
in real-time and transmit them to nearby gateways and remote
servers for processing and visualization. The data transmitted by
these devices are vulnerable to a range of adversarial threats,
and as such, privacy and integrity need to be preserved. In
this paper, we present LightloT, a lightweight and secure com-
munication approach for data exchanged among the devices of
a healthcare infrastructure. LightIoT operates in three phases:
initialization, pairing, and authentication. These phases ensure
the reliable transmission of data by establishing secure ses-
sions among the communicating entities (wearables, gateways
and a remote server). Statistical results exhibit that our scheme
is lightweight, robust, and resilient against a wide range of
adversarial attacks and incurs much lower computational and
communication overhead for the transmitted data in the presence
of existing approaches.

Index Terms—Health informatics, energy-efficient
lightweight communication, wearables, authentication.

IoT,

I. INTRODUCTION

HE 21! century has witnessed significant advance-
ment in the development of smart devices and wireless
communication technologies. These devices and technologies
have found their presence in numerous applications such
as smart healthcare, smart industrial automation, and smart
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surveillance [1]-[3]. In these applications, the Internet of
Things (IoT) interconnect various sensors, actuators and smart
devices with the edge servers and cloud data centres by regu-
lating the exchange of data among them [4]. In the context of
healthcare, the 10T is assumed to connect medical devices with
the communication technologies to enable new applications by
supporting intelligent decision-making for healthcare data [5].
Like IoT, smart healthcare technologies have improved at
a rapid pace due to a massive increase in the volume of
biomedical data. Therefore, IoT can play a pivotal role in the
development of cost-effective and smarter healthcare applica-
tions that can monitor the patients in real-time to save their
lives in an event of emergency, e.g., heart failure, sudden and
acute pain, asthma attack, etc. The proliferation in mobile
communication bridges the gap among the smart devices and
the practitioners by providing seamless and reliable delivery
of gathered data [5], [6]. This proliferation has led to a patient-
centric approach that enables the remote monitoring of patients
with shorter hospital stays and, in most cases, avoiding the
hospital altogether.

Healthcare devices such as smart watches, fitness trackers,
etc. have enabled improvements in quality of living in recent
years [7], [8]. These devices sense human activities and gen-
erate real-time data about step count, sleep cycle, heart rate,
and pulse count, breathing rate, and others. These devices
are typically low-powered, resource-constrained, and transmit
the gathered data to a nearby mobile device using wire-
less communication technologies [9]. For these devices, green
communication is highly desirable to conserve their resources.
The biomedical data generated by these devices are always
sensitive, confidential, and need to be securely transmitted with
their privacy preserved. In wireless networking, the commu-
nication channels are lossy and prone to various malicious
attacks, for example, Denial of Service (DoS), Sybil, imper-
sonation, and eavesdropping, are a few to mention. To this
end, smart healthcare devices need to be secure, tamper-proof,
and accessed by authorized and authentic users only. In health
informatics, unauthorized access to the data by adversaries can
wreak havoc in the healthcare sector [10].

In traditional communication networks, data security
techniques are strong enough to defend against various
adversarial attacks. These techniques are based on cryptog-
raphy and provide data security and privacy at the expense
of network resources. However, IoT-enabled smart health-
care systems have different requirements in terms of data
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security and system architecture. In this context, the existing
cryptography-based solutions cannot be migrated directly [11].
In a smart healthcare system, the devices are connected with
the Internet via a gateway that expose them to various malev-
olent entities. If these devices are compromised, it will be
difficult to predict the nature of attacks posed by them.
As a result, smart healthcare applications face botnets along
with thingbots at the same time [12]. To secure the system,
data integrity, data confidentiality, data availability, authen-
ticity, and non-repudiation need to be considered [13]-[15].
Therefore, it is essential to address these challenges while
keeping the resource-starving nature of healthcare devices in
mind.

In this paper, we propose LightloT, a lightweight approach
for the secure transmission of biomedical data among the com-
municating entities. LightloT provides secured exchange of
data and robust registration for devices interested in communi-
cation. Our approach is equally applicable in any application of
IoT that has security requirements, e.g., industrial automation,
smart homes, smart cities, etc. In LightloT, the resource-
constrained wearables collect patients data and transmit them
to a remote server via gateways (mobile terminals) [16].
LightloT operates in three phases and makes the following
contributions.

1) We propose a registration phase for the resource-
constrained wearable devices. To avoid excessive delay
and computational power, these devices are registered
directly with a remote server in an offline phase. They
are no longer required to register with the remote
server via the intermediate entities, i.e., gateways. The
direct registration enables these wearables to immedi-
ately deliver time-critical and delay-sensitive biomedical
data for decision-making. Besides, this phase ensures
green communication by conserving the resources of
these wearable devices.

2) Unlike the existing approaches, we propose a signif-
icantly lightweight authentication phase that requires
fewer hash functions and Exclusive OR (XOR) oper-
ations. Our proposed authentication is lightweight yet
highly robust to ensure that secure sessions are estab-
lished among the communicating devices, i.e., wear-
ables, gateways and a remote server. The presence of
non-reproducible pseudo random numbers ensures the
privacy preservation of transmitted biomedical data.

3) Our proposed approach conserves the energy of wear-
ables by prolonging the lifetime of the network. Besides,
the lightweight security primitives reduce the end-to-end
delay for exchanged messages among the communicat-
ing entities.

The rest of this paper is organized as follow. In Section II,
the related work pertaining to LightloT is presented. In
Section III, the network model of LightloT is discussed along
with its design. In Section IV, we present a detailed secu-
rity analysis of various malicious threats and the efficiency of
LightIoT in combating them. In Section V, we present and val-
idate our experimental results. Finally, the paper is concluded
and future research directions are presented in Section VI.
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II. RELATED WORK

One of the first lightweight user authentication protocols for
resource-constrained devices was proposed in 2006 [17]. This
protocol is based on simple operations, such as an one-way
hash function and XOR operations. However, this protocol is
prone to replay, forgery, and stolen-verifier attacks. In [18],
a secured healthcare system was proposed using a Wireless
Body Area Network (WBAN). The use of cryptograhic prim-
itives enable the proposed system to achieve efficiency and
robustness and, at the same time, provides transmission con-
fidentiality and authentication among the wearables and a
backend server. However, the use of an asymmetric key
algorithm, i.e., Elliptic-curve cryptography (ECC), incurs addi-
tional overhead for these intelligent wearables. In [19], the
authors presented an authentication approach for wearables of
a healthcare system. The proposed approach allows a user to
authenticate his/her wearable device(s) and a mobile terminal,
before establishing a session key between them. The use of
bitwise XOR operations and hash functions make the proposed
approach significantly lightweight for the resource-constrained
wearables. A robust authentication protocol was proposed for
intelligent wearables in [20]. This protocol ensures mutual
authentication between a wearable and a remote server via the
exchange of a session key. This exchange establishes a secure
communication channel via the Internet for seamless trans-
mission of biomedical data. However, the proposed protocol
incurs computation burden on wearables due to the execution
of resource-intensive cryptographic primitives.

In [21], the authors proposed a lightweight authentica-
tion approach with privacy preservation. In this approach,
wearables and smartphones mutually authenticate each other
in a three-step process by maintaining the anonymity of
wearables. The proposed approach used XOR, concatena-
tion, and hash functions for authentication, however, it lacks
a clear explanation for achieving anonymity. Besides, it is
vulnerable to Sybil, DoS and replay attacks. In [22], the
authors proposed a lightweight and smart card-based authenti-
cated key exchange scheme for resource-constrained devices.
The proposed scheme uses two authentication protocols to
preserves data privacy between resource-constrained devices
and a gateway. The first protocol uses XOR operations and
hash functions, while the second protocol uses elliptic curve
cryptography along with XOR and hash functions for authen-
tication. Chang and Le [22] scheme was investigated in [23] to
verify the effectiveness and vulnerabilities factors. During sta-
tistical analysis it has been observed that the proposed model
is susceptible to spoofing and user anonymity attacks.

In [24], the authors investigated the limitations and vul-
nerabilities of [22], [23] by demonstrating an adversary
attack on these schemes. In [25], the author analyzed
the lightweight RFID mutual authentication protocols to
resolve the authentication problem in healthcare IoT networks.
Turkanovic et al. [26], proposed a hash function-based
lightweight authentication protocol for wearables healthcare
IoT devices to resolve the validation problem in these
networks. This protocol was efficient against a wide range of
malicious attacks and is capable of authenticating a new device
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Fig. 1. Network Model of LightloT.

upon joining the network. However, this protocol was analyzed
by [27] and proved that it is vulnerable to impersonation,
offline dictionary, and password-guessing attacks. In [28], the
authors suggested a lightweight authentication protocol for
wearables healthcare IoT devices, which is capable of achiev-
ing user anonymity and untraceability by using a dynamic
update mechanism. However, this protocol was investigated
by [29] and proved that it is prone to de-synchronization and
cloning attacks. This scheme [28] is not capable to counter
forward secrecy and DoS attacks due to message replacement.
Recently some lightweight authentication schemes have been
proposed for resource-constrained networks [30], [31], [32].
Contrary to their claims of being lightweight, these schemes
involve too many security primitives during hashing that
ultimately make them resource-intensive.

III. NETWORK MODEL AND DESIGN OF LIGHTIOT

LightIoT consists of three phases: initialization, pairing, and
authentication. During the first phase, a remote server gener-
ates the system parameters and stores important information
about the clients and gateways. The second phase is responsi-
ble for registering each client with a trusted server. Finally,
during the third phase, the clients and gateways mutually
authenticate each other via the server, and a session key is
generated for the current session to securely exchange the
data [33]. In this section, first we discuss the network model
of LightloT followed by its design. The notations used in each
phase of the design are illustrated in Table I.

A. Network Model

In this section, we discuss our proposed network model that
is equally applicable for in-home and in-hospital scenarios.
In Fig. 1, the sensor-embedded wearables, i.e., clients, are
connected to a remote server via the network gateways. For
some clients, such as a smartwatch, a smartphone in the
patient’s pocket acts as a gateway [34]. These gateways, act
as intermediate entities to the remote server that is con-
nected to healthcare cloud data analytics for feature extraction,
visualization, and decision-making [35].

The network model of Fig. 1 is susceptible to vari-
ous adversarial attacks that can ultimately lead to loss of
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TABLE I
NOTATIONS OF THE LIGHTIOT DESIGN

Notations Descriptions

C Client

GW Gateway

S Server

IDe Identity of C

Pip, Pseudo-identity of C

Ao Secret key of C

IDew Identity of GW

Prpgy, Pseudo-identity of GW

Aew Secret key of GW

Loy, tey Time stamps of C for pairing

ts Time stamp of S for pairing

Ie Random Number generated by C for pairing
Tey, Te, Time stamps of C for authentication

Towy» Tows Time stamps of GW for authentication
s Time stamp of S for authentication
oT Legal delay time interval

Re Random Number generated by C for authentication
Ryw Random Number generated by GW for authentication
My, Ma,...,Ms M

the associated invaluable medical data [36]. An adversary
may establish secured connections to the server or gate-
ways if its authentication requests are accepted. An adver-
sary may infiltrate the network by seizing the identities
of clients and gateways to pose various threats. Moreover,
it may clone itself for a large-scale adversarial effect on
the overall system. To prevent such threats, we propose a
lightweight yet secure and robust privacy-preserved approach
for biomedical data. LightloT is resilient against the following
threats.

1) Replay: An adversary may replay a stream of previously
transmitted messages to the clients or servers.

2) Forgery: An adversary may launch a forgery attack on
one or more of the network entities. It may seize and
manipulate the exchanged messages and impersonate
itself to these legitimate entities.

3) Anonymity and Untraceability: An adversary may
launch this attack by extracting the pseudo-random num-
bers, and the identities of clients, gateways, and servers
from the exchanged messages [37]. In doing so, it may
interlink various sessions to maliciously affect these
network entities.

4) De-Synchronization: An adversary may launch this
attack by blocking the exchanged messages among the
communicating entities to alter their sequence/ pattern.

5) Key Compromise: An adversary may launch this attack
by forging or compromising the exchanged session key.
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C
Chose re, tci1
Compute D1=h(PD¢||r¢||Ae) and
M= {1Dec,rc,te, D1}
<M1 D P1D>
Send via open channel

Check if | te2 — ts | < 3T?

If so, fetch 1DGw

Compute P1D:"V=h{Dc¢|| rc || te1||ts) and
1DGw=D2 &5 P1Dcrew

Both C and S update P1Dc<«—P D"V

S

Check if [ts —tc1|[<3T
If so, fetch 1D.¢ corresponding to P1Dc
Compute D' - h (P1Dc¢l|re|| Ac)
Check if D1 =D"1 ?
If so request is from legitimate node
Now, S
Computes
P 1DV «— h (1D¢||re||ter|[ts) and
D2=h(P1 DV D 1DGw)

<Mz = {Dg2, ts}>

Fig. 2. Pairing Phase.

B. Design of LightloT

The design of LightloT consists of three phases:
initialization, pairing and authentication. In this section, we
discuss these three phases.

1) Initialization: A remote server (S) serves the purpose
of a trusted third party and generates the systparameters. S
stores information about each WBAN client (C) and each
gateway (GW). During initialization, S performs the following
operations:

o It provides and stores information, i.e., A¢ and Prp, for

a given C in its database as (A¢, Prp,). Each C has a
tuple (ID¢o, A, PIDC)~

o It provides and stores information, i.e., A\gw and Pip,,,,
for a given GW in its database as (Aqw, Prp,, )- Each
GW has a tuple IDgw, Aagw» Prpy,) and assumed to
be registered and authorized by S.

2) Fairing: Each C needs to register itself with S to initiate
communication request in the network. During this phase, the
following steps are performed.

e C generates a random number r., picks its current time
stamp t., and calculates the hash D; by concatenating
Pip,, rc, and A, as shown in Eq. (1). At this point,
a message My = {(ID¢, 1¢, ey, D1}) is created, XOR
with Prp_, i.e., M1 ® Pp,_, and the encrypted message
is send to S.

Dy W(Ppp,[IrellAc)- (1)

e Upon receiving My, S picks up its current timestamp ¢
and checks if |t; — t¢,| < 0 T. If the time interval is not
within the specified allowable § T', then M is discarded
and pairing request fails, otherwise further processing is
performed [38]. Once M is validated for time, then S
uses Pyp,_ to decrypt it for the retrieval of IDs. Upon
retrieval, S checks /Dy in its database. If it is found,
then it means that C is a registered client. Next S checks
atuple (Prp,, A¢) in its database, calculates a hash func-
tion D{ and checks if it matches the D; received from C.
If there is a match, it means that the registration/pairing
request was received from a legitimate client. At this
point, S calculates a new pseudo-identity P["Deq:’ for C

by generating the hash of ID¢, 7, t.,, and ts, as shown
in Eq. (2a). Here, PJ5" serves as a new pseudo-identity
for C. Next, S generates a hash Dy by encrypting P}Lﬁf’
with IDgy7, as shown in Eq. (2b). Finally, S creates a
message Mo = {Do, t;} and broadcasts to C.

PIn[?ZH — h(ID¢|re|lte |Its ),
Dy « h(PJSY & IDaw).

(2a)
(2b)

o Upon receiving Ms, C picks up its current timestamp ¢,
and checks if |te, — ts| < 0T. If the time interval is
not within the specified allowable § T, then Ms is dis-
carded, otherwise, further processing is performed. After
the validation of My, C calculates its new pseudo-identity
P55y by generating the hash of ID¢, ¢, i, and Is, as
shown in Eq. (3a). In this case, P%iﬂ serves as the new
pseudo-identity for C. It is worth mentioning that the
same pseudo-identity for C was earlier generated by S. C
then obtains /Dy from Do using Eq. (3b), calculates
D), and checks whether D} matches Dy. If a correct hash
function is calculated, then the session request for pairing
is validated, and C updates its pseudo-identity, i.e., P}}Si"
becomes the new Pyp_. The complete procedure of our

pairing phase is shown in Fig. 2.

(3a)
(3b)

Prp, < P15 < h(IDc||rc|[te |ts),

c

IDow < D2 & h(P[nDeZUHtS).

3) Authentication: For authentication, all the three entities
(C, GW, and S) participate. During this process, C and GW
mutually authenticate each other and a session key is generated
for further communication between them. The following steps
are involved during the authentication phase.

1) C generates a random number R, picks up its current
timestamp 7T,, and calculates a hash C; by concate-
nating ID¢, Ao, and R, as shown in Eq. (4). At this
point, a message M3 = {C1, R¢, T¢,, Pyp, } is created,
XOR with IDgw, i.e., M3® IDqy, and the encrypted
message is sent to GW, as an authentication request.

C1 + h(ID¢||Ac||Re)- “4)
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2)

3)

4)

5)
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Upon receiving Mz, GW picks up its current times-
tamp Tgy, and checks if |[Tyy, — T¢| < OT. If
the time interval is not within the specified allowable
0T, Ms is discarded, otherwise, further processing is
carried out. At this point, GW generates a random num-
ber Rgy, and calculates a hash Co by concatenating
IDgw, Agw, and Ry, as shown in Eq. (5). A mes-
sage My = {C1, Ca, Prp,, Tgw, } is created, XOR with
Pipay s 1€, My @ Prp,,,,» and the encrypted message
is sent to S, as an authentication request.

Co  h(IDgwlAaw | Row). )

Upon receiving My, S picks up its current timestamp 7,
and checks if |T's — Tgy, | < 6 T. If the time interval is
not within the specified allowable § T', then My is dis-
carded, otherwise, further processing is carried out. Once
My is validated for time, then S checks for the validity
of C and GW in its database. If it finds the tuples (Pp,,
A¢) for C and (Prp,,,,» Agw) for GW in its database,
the nodes were previously paired. S recalculates the hash
C] and checks if it matches the hash C) received from
C. If the same hash was calculated at S, C is a registered
client and further processing can take place. Similarly,
S recalculates the hash Cé, and checks if it matches the
hash (9 received from GW. If there is a match, GW is
genuine and further processing can take place. In either
case, a mismatch signifies that the request is received
from an illegitimate gateway and will be ignored.

After the validation of C and GW, S calculates a new
pseudo-identity Pév % for C by generating the hash of
IDe, Ac, Re, Te, and Ty, as shown in Eq. (6). Here,
Pév €% serves as a new pseudo-identity for C, i.e., Prp,.

Pip, + PN « m(IDG|AG||Re|| Tey | T5),  (6)

S also calculates a new pseudo-identity Pé\/‘;w for GW
by generating the hash of IDgw, Agw Rgw, Tguw, and
Ts, as shown in Eq. (7). Here, Pévvf/w serves as a new
pseudo-identity for GW, i.e., Pip, -

PIDGW — Pévvc;/w
« W(IDew INew | Rgwll Tow || Ts)- (7)

Next, S generates a series of hash functions and a session
key Kg for GW, as shown in Eq. (8). Kg contains all the
security primitives intended for GW because the whole
of data exchange between C and S will transit via GW.
A hash (3 is generated by concatenating [D¢o, T,
and Ts. A hash Cj is generated by concatenating Kg,
(s, and Pip,,, . Finally, a hash C5 is generated by
concatenating C3 and R..

C3 h(IDC’”TqHTs)a (8a)
Kg < h(IDgw|Aaw || Rgw || Pipey || Ts), (8b)
Cy + h(Ks|| G| Pipgy, ) (8¢)
C5 < h(Gs]|Re). (8d)

S generates My = {Ts, (3, Cy4, C5} and broadcast
to GW. The generation of different hash functions in
Eq. (8) makes Ms extremely difficult for adversaries to

crack. Moreover, these hash functions make it extremely
difficult to predict Kg in Ms.

6) Upon receiving M5, GW picks up its current time stamp
Tgw, and checks if |Ts — Tgu,| < 67T. If the time
interval is not within the specified allowable 0 7T', then
Ms is discarded, otherwise, further processing is car-
ried out. After the validation of M5, GW calculates its
new pseudo-identity PIDGW by generating the hash of
IDgw., Agw, Bgw,» Tgw, and T, as shown in Eq. (9a).
In this case, Prp serves as the new pseudo-identity
for GW, similar to the one generated by S.

Pip,, + MIDgwlxaw || Rgw|| Tgu || Ts), (92)
Kow + h(P[DC||-7DGWHRCHR!JUJ)7 (9b)
Cs + h(Kgw| Cs). ©c)

7) Next, a session key K is generated by GW using a
hash function to concatenate Pjp_, IDgy, Rc and Ry,
as shown in Eq. (9b). Finally, a hash Cjy is calculated
by concatenating K5y with C5, as shown in Eq. (9¢).
At this point, GW creates a message Mg =
{C5, Cs, Ts, Tgu, }, XOR with P[DGW, ie., Mg &
P[DGW , and the encrypted message is broadcast to C.

8) Upon receiving Mg, C picks up its current time stamp
Te, and checks if |T¢, — Tyu,| < 0T. If the time
interval is not within the specified allowable § 7', then
Mg is discarded, otherwise, further processing is carried
out. After the validation of Mg, C calculates its new
pseudo-identity PINDew by generating the hash of IDg,
Ao, Re, T¢, and f"s, as shown in Eq. (10a). In this
case, P}VDecw serves as a new pseudo-identity for C. It is
worth mentioning that the same pseudo-identity for C
was generated earlier by S.

PHsY « h(IDc|Al|Re|| Tey || Ts),  (102)
Ko « h(PIDngIDCHRCHng). (10b)

It then recalculates the hash Cs. If PjNDE:” holds, i.e.,
Pﬁ]i“’ == h(A¢||C5), the identity of GW is success-
fully verified. At this point, C generates a session key
K¢ based on a hash function and concatenating P;p_
ID¢, Re and Ry, as shown in Eq. (10b). To check
the validity of K, C recalculates Cg, i.e., Cé, which
is calculated as W(Prp, [IDgw ||Rcl|Rgw| C3). It can
also be calculated as hA(Kgy||Cs. If Cf matches the
Cs received from GW, ie., Cg == h(K¢| Te,), Ko
is valid.

Going through this process successfully, C and GW
have mutually authenticated each other and are autho-
rized to transmit the healthcare data to S. The overall
authentication process is shown in Fig. 3.

IV. SECURITY ANALYSIS

To check the validity of the LightIoT design, informal analy-
sis is conducted, which shows that LightIoT is resilient against
a number of adversarial attacks. In LightloT, IDs and pseudo-
random numbers are 128 bit, and timestamps are 32 bit in
length. We used the SHA3-256 hash function to generate a
hash digest of 256-bit length.
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C GW
Choose R, Te1
Compute
C1= h({Dc||A¢||Rc)
M3={C1,Rc,Tc1,P1Dc}
M3 D 1IDow
Via open Channel

Check |Tew1 — Te1|< 8T?

If so, choose Rew &
Compute C2=h({Dgw]||Acw||Rcw)
My = {C1,C2,P1Dc||Tew1}

M4 D PlDgw

Check if |Ts — Tgwi| < 8T?

If So, compute

Ms @ PIDgw

<

Via open Channel

Check if |Ts— Tguz|< 8T?

PIDgw <= h(IDgw||AGw|[Rgw|| Tgw1| | Ts)
Kgw <= h(PIDc || Dgw||Rc|[Rgw)
Cs < h(Kgw||C3)
Mse = {Cs, C¢, Ts, Tgw2}

If so, fetch 1D & 1Dgw corresponding to
PID: & PlD¢cw, and Compute
C’1=h(Dc || Ac|| Rc)
Cz= h({Dgw || Aew || Raw)
Check if C2 = C,z?
If so, Gw is legitimate
Check if C1 =C’1?
If so, C is legitimate
Now, S computes
PID. < Pew = h (ID¢||Re¢||Te1||Ts) for C
PIDgw < Pgwhew =
h(Dcwl||Acw||Rew| | Tew1||Ts) for G
Cs<— h(ID¢||Tc1]|Ts)
Ks<—h(IDgw||Acw||Rgw||PIDgw|| Ts)
Cs < h(Ks]|C3||PIDgw)
Cs < h(Cs]|Ro)
Ms = {T3, Cs, C4, Cs}
Via open Channel

Check if |Tez — Tgw2|< 8T ?
If So, compute
PIDcrew «— h(ID¢|[Ac|Re| [ Te1]|Ts)
Check if PIDNew == h(Ac || Cs5)
Message is from authentic GW
Now, C generates
Kc < h(PIDgw||IDc||Rc||Rgw)
C’6 < h(PID¢||IDgw||Re¢||Rgw||C3)
Checks if C6 == C’6?
It means Kcis Valid

" Send to C via open channel

Fig. 3. Authentication Phase.

A. Replay Attack

A timestamp is used in each message by C, GW and §
to protect the content of these messages from replay attack.
Therefore, the validity of each message can be checked. If
a message is not within the legal time delay, i.e., §t, it will
be discarded. Similar to LightloT, the existing schemes are
resilient to replay attacks.

B. Forgery Attack

An adversary can launch a forgery attack on all the network
entities (clients, servers, and gateways). We discuss all the
possible scenarios below.

C. Forgery Attack on Server

If an adversary launches a forgery attack on S, it will need
to capture and manipulate M; and My. For My, the adver-
sary needs to provide a valid Ci, Co and Prp, to S. Due
to the encrypted My (Mg & Prp,,,, ), the adversary will ini-
tially require Prp,,,,, to extract the content (Cy, Co and Pjp, ).
Even if it acquires Pyp,,,,, it will require A¢ to crack ¢y and

IDgy to crack Cy. An adversary may also try to eavesdrop
and manipulate M7 to launch a forgery attack on S. However,
due to the encrypted My ® Prp,, the adversary will require
Prp, to crack this message. Even if it cracks it, the adversary
would still need A and r, to regenerate a valid Dy. The use
of hash functions, pseudo-random numbers and secret keys
makes it extremely difficult to launch forgery attacks on S.

D. Forgery Attack on Client

To launch a forgery attack on C, an adversary will need to
capture and manipulate Mo and Mg. To forge Mo, a valid Do
needs to be presented to C. To do so, the adversary would
require Pyp  of C and IDgw of GW. For Mg, Prp w is
required to decrypt it. Even if an adversary decrypts M%, the
former will require to crack C5 and Cg to launch a forgery
attack on C. In LightloT, C5 and Cg are the most resilient and
robust hashes as they are composed of secret keys and pseudo-
random numbers. The keys themselves are hashed making it
highly unlikely for an adversary to crack them even with the
most sophisticated hardware and software platforms. For a
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TABLE I

RESILIENCE AGAINST VARIOUS ATTACKS

Attacks [27] [39] [40] [41] LightloT
Replay No Yes Yes Yes Yes
Resistance to Server Forgery No Yes No No italic
Resistance to Client Forgery Yes No No Yes Yes
Resistance to Gateway Forgery Yes No No Yes Yes
Untraceability No Yes No No Yes
Mutual Authentication Yes Yes Yes Yes Yes
Key Agreement Yes Yes Yes Yes Yes
De-Synchronization No No No No Yes
Availability No No No No Yes
TABLE 11
COMPUTATION OVERHEAD COMPARISON
Schemes Client (T¢) Gateway (Tg) Server (T's) Total Cost
Amin et. al [27] 5Th+3Tx0R 12Th+7"Tx0oR 15Th+7"T'x0oR 32Th+17T'x0oR
Li et. al [39] 13Th+7TXOR - 4Th+12TXOR 17Th+19TXOR
Jan et. al [40] 6Th+1TXOR 7Th+1TXOR IOTh+2TXOR 23Th+4TXOR
GOpC et. al [41] 3Th+1Tx0R 4Th+7"Tx0oR ITh+4Tx0R 26Th+12Tx0oR
LightIOT 5Th+2TXOR 4Th+2TXOR 8Th+lTXOR 17T}L+5TXOR

successful forgery attack on C, an adversary needs to know
these hashes, keys, and pseudo-random numbers.

E. Forgery Attack on Gateway

To launch a forgery attack on GW, an adversary needs to
capture and manipulate M3 and Ms. To forge M3, an adver-
sary would initially require a valid IDgyy to crack it. Even
if it cracks it, a valid C; and Pjp_ need to be presented to
GW. For M5, a number of hash functions (C3, Cy, and Cs)
are required. The complex combination of these hash func-
tions in My makes the latter extremely difficult for adversaries
to decrypt. Moreover, these hash functions make it extremely
difficult to predict Kg in Ms.

F. Untraceability of Client and Gateway

Both C and GW get a new pseudo-identity in every new
session and these pseudo-identities are always different from
previous ones due to their unique timestamps. Therefore, C
and GW are untraceable because their real/actual identities
are never disclosed in the exchanged messages.

G. Mutual Authentication and Key Agreement

Mutual authentication is guaranteed because none of the
entities of any session can be forged. Every session is man-
aged under a unique session key to encrypt the information
exchanged during a session.

H. De-Synchronization Attack

If Ms is not received by C during the pairing phase due
to network delays or blockage by an adversary, then GW can
continue its operations according to the last updated values for
next pairing. If M5 is not received by GW in the authentication
phase due to network delays or blockage by an adversary, GW
can also continue its operations according to the last updated
values for next session. If Mg is not received by C in the
authentication phase due to network delays or blockage by an
adversary, GW can use the latest Prp_ to complete the process.

L. Availability

The majority of existing schemes use long-term keys at the
beginning and maintain them for pairing and authentication.
However, in LightIoT, there are no long-term keys for C and
GW. The pairing phase is mandatory for every new C and GW,
since they are not supposed to have any information about each
other before their initial interaction.

V. PERFORMANCE EVALUATION

In this section, we evaluate and validate our proposed
approach through experimental results in a simulation environ-
ment. In addition, we used NS-2 as a simulation tool to imple-
ment and validate different protocols. Initially, the network
infrastructure is developed through the random deployment of
sensor devices, gateways, and remote servers. To evaluate the
efficiency of our scheme, we increased the number of sensor
devices, gateways and remote servers in the deployed area fol-
lowed by an increase in the network traffic. To highlight its
efficiency, we compare LightloT against existing approaches
in terms of computational and communication overhead, indi-
vidual device lifetime statistics followed by network lifespan,
and latency.

A. Computation Overhead

In Table III, we provide a summary of the computational
overhead comparison against the evaluated schemes. In this
table, T, and T'xog refer to the computational time needed
to perform the hash and XOR operations at C, GW and S,
respectively. In [39], the gateways do not perform any com-
putation. Instead, they forward the messages directly to a
hub, i.e., a server. As a result, the computational overhead at
the gateway is left blank. Among the existing schemes, [27]
incurs relatively higher computational overhead in comparison
to [39], [40] and [41]. The comparison in this table highlights
the effectiveness of LightloT as it generates highly secure and
composite hash functions with the least computational over-
head. More importantly, the relatively smaller computational
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TABLE IV
COMMUNICATION OVERHEAD COMPARISON

Schemes Number of Messages ~ Number of Bits
Amin et. al [27] 6 4096
Li et. al [39] 4 4672
Jan et. al [40] 5 3808
Gope et. al [41] 4 3184
LightloT 6 3424

overhead is incurred at resource-constrained wearables, which
makes LightloT a feasible option for deployment in large-scale
healthcare applications.

B. Communication Overhead

In Table IV, we show the communication overhead incurred
by the network entities while exchanging the messages among
themselves. In LightloT, the encrypted message (M1 & Prp,)
is transmitted by C. Mj has a length of 544 bits. The mes-
sage My is transmitted by S as My = {Do,ts} and the
communication overhead incurred is 288 bits. The message
Ms is transmitted by C as M3 = {C1, R, Te,, Prp,} and
has a length of 544 bits. The encrypted My (M4 ® Pipy,)
incurs a communication overhead of 672 bit on GW. The
most sophisticated and complex Mz = {Ts, C3, Cy, C5} has
multiple hash functions and incurs a communication overhead
of 800 bits on S. Finally, the encrypted Mg (Mg P P]DGW)
incurs a communication overhead of 576 bits on GW. The
total communication overhead incurred by network entities
in our proposed approach is 3424 bits. In comparison to the
existing schemes of [27], [39] and [40], LightIoT has a lower
communication overhead, but it has relatively higher overhead
compared to [41]. However, this comparison does not signify
that [41] is superior to LightloT in terms of communication
overhead. In any scheme for resource-constrained wearable
devices, the overhead imposed on wearables themselves is the
most important factor. To this end, LightloT incurs a commu-
nication overhead of 1088 bits on a wearable device compared
to 1340 bits of [41].

C. Network Lifespan Analysis Against Field-Proven Schemes

The performance reliability of any authentication scheme is
dependent on the network lifetime. Therefore, network lifespan
needs special attention while designing a new authentication
scheme for resource-limited networks. Keeping in mind the
reliability factor of an authentication scheme, we evaluate
LightloT in terms of the lifetime of individual sensor devices
and the whole network lifespan in comparison to existing
schemes. The simple authentication with accurate results of
LightloT is effective in terms of network lifetime because
the legitimate devices need only two messages to verify the
legitimacy of communicating devices. Besides that, the simple
authentication process of LightloT with the least computation
and communication costs minimizes the energy consumption
during handshake among the participating devices. During
simulations, LightloT showed superior results of individual
device lifetime and network lifespan, due to its light com-
putation and storage overhead on wearable devices. Figures 4
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Fig. 4. Individual device lifespan results.
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Fig. 5. Network lifespan results.

and 5 present the results of LightloT along with existing state-
of-the-art schemes for individual device lifetime and network
lifetime.

D. End-to-End Delay Analysis

In delay-sensitive applications of IoT networks, the
performance of any protocol is dependent on latency, since
additional delay in the deployed network disrupts its effective-
ness. To this end, we have evaluated the latency of LightloT.
The simple authentication process and lightweight nature of
LightloT ensure its efficiency, while the time consistency
observed during the communication process was noteworthy.
Furthermore, we have increased network traffic with the addi-
tion of new devices in the simulation environment. However,
during the communication process, the transmission and recep-
tion of messages showed a constant time frame throughout the
entire process. Our results presented in Figure 6 demonstrate
that LightloT incurs significantly lower latency in comparison
to state-of-the-art schemes.

VI. CONCLUSION

In this paper, we proposed LightloT, a lightweight yet
highly secure scheme for green communications, focusing on
biomedical data in IoT-enabled health informatics. LightloT
has three phases that facilitate the resource-constrained wear-
able devices to initiate simple registration and authentication
procedures with a mobile gateway and a remote server. The
registration requires two messages to register the wearables
with a remote server and the authentication relies on four such
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Fig. 6. Latency results.

messages to establish a secure end-to-end session for data
exchange among the communicating entities. LightIoT uses
lightweight hash functions and XOR operations to accomplish
these phases and is highly efficient for the immediate deliv-
ery of time-critical and delay-sensitive data. The experimental
results verify the efficiency of LightloT, as it is highly resilient
against a number of attack scenarios and, at the same time,
incurs low computational and communication overheads. The
limitation of LightloT is the validation of mobile wearable
devices in an operational environment, because the one step
registration process is performed in the offline phase.
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