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A B S T R A C T   

Building on privacy principles of the Fair Information Practice Principles and the European Union’s General Data 
Protection Regulation, the study compares national policies and programs in Europe and North America and 
identifies prevailing practices for implementing privacy goals for residential energy customers: customer opt-out 
policies, sampling and sharing guidelines, independent data storage, and governmental enforcement authority. 
The analysis provides the basis for privacy standards that could apply to advanced-metering customer data across 
countries, even with rapidly evolving technology.   

1. Introduction 

In comparison with analog meters, digital smart meters offer various 
benefits for both utilities and customers, among them reduced costs for 
reading meters, more frequent meter readings with the potential for 
time-of-use pricing, the possibility of remote load management, the 
smoother integration of distributed energy into the grid, financial sav
ings for customers, and more efficient responses to power outages (Doris 
and Peterson 2011; Hawk and Kaushiva 2014; Stephens et al. 2015). 
However, the deployment of smart meters and related digital technol
ogies associated with the smart grid raises various societal concerns, 
among them privacy (Brown and Kennedy 2017; Miglani et al., 2020; 
Murrill et al., 2012; Sovacool et al., 2017; Zethmayer and Kolata, 2018). 
This study provides a comparative perspective on privacy policies for 
residential energy customers based on North American and European 
countries with high deployment levels and comparatively advanced 
privacy policies. The analysis identifies implementation strategies for 
privacy principles that could be the basis for harmonization of policy 
across world regions and countries. 

2. Background 

2.1. Definitions 

There are many definitions of privacy, and the United Nations 

provides a useful international approach: “the presumption that in
dividuals should have an area of autonomous development, interaction 
and liberty, a ‘private sphere’ with or without interaction with others, 
free from state intervention and excessive unsolicited intervention by 
other uninvited individuals. The right to privacy is also the ability of 
individuals to determine who holds information about them and how 
that information is used” (UN General Assembly 2013:15). In other 
words, privacy refers to the extent of control that an individual (and by 
extension an organization) has over others’ ability to gain and utilize 
personal or collective information without specific consent. Although 
the definition of privacy is much broader than personal data protection, 
the narrower concern has become the focus of attention in the area of 
smart-meter policy and privacy. 

The terms “smart meter” or “advanced meter” refer to the interface, 
between the electricity grid and a building or building unit, that is 
capable of recording electricity consumption with remote data collec
tion via wireless or wired communications. Some smart meters can also 
communicate with appliances inside the building to enable load man
agement. In turn, the smart meter is one aspect of the broader digitali
zation of electricity, which is referred to more generally as the “smart 
grid” and “advanced metering infrastructure” (AMI). 

In some cases, smart meters are capable of gathering very granular 
information over short intervals. Because the information can present a 
relatively detailed picture of what appliances are being used and other 
household activities, concerns have emerged over the use of such 

* Corresponding author. 
E-mail addresses: Dasomlee1@gmail.com (D. Lee), david.j.hess@vanderbilt.edu (D.J. Hess).  

Contents lists available at ScienceDirect 

Utilities Policy 

journal homepage: http://www.elsevier.com/locate/jup 

https://doi.org/10.1016/j.jup.2021.101188 
Received 11 April 2020; Received in revised form 6 February 2021; Accepted 7 February 2021   

mailto:Dasomlee1@gmail.com
mailto:david.j.hess@vanderbilt.edu
www.sciencedirect.com/science/journal/09571787
https://http://www.elsevier.com/locate/jup
https://doi.org/10.1016/j.jup.2021.101188
https://doi.org/10.1016/j.jup.2021.101188
https://doi.org/10.1016/j.jup.2021.101188
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jup.2021.101188&domain=pdf
http://creativecommons.org/licenses/by-nc-nd/4.0/


Utilities Policy 70 (2021) 101188

2

information (Kaatz, 2017). For example, Beckel et al. (2014) found that 
fine-grained electricity consumption data can lead to identifying specific 
characteristics that may reveal information about a home’s 
socio-economic status, dwelling, and appliances, with an accuracy of 
more than 70% for all households. Moreover, privacy concerns are 
linked to security risks because criminals may be able to access the data 
and use the information to enable inferences about what people are 
doing in their home or if they are away from home (McDaniel and 
McLaughlin, 2009). Nevertheless, as Buchmann (2017) has argued, in
formation and data management have become central for the develop
ment of AMI, and institutional changes will be needed. 

2.2. Approaches to privacy policy 

Privacy policies are guided by an underlying set of privacy principles 
that were first articulated during the 1960s and 1970s. The Fair Infor
mation Practice Principles (FIPPs) originated when computers began to 
increase their capability for information processing, and the public 
became concerned with the risks to privacy that these new technologies 
presented. These principles helped to guide privacy legislation that 
developed during the subsequent decades. At present, one of the most 
significant privacy regulations is the European Union’s (E.U.’s) General 
Data Protection Regulation (GDPR), which outlined several funda
mental digital privacy rights similar to the FIPPs (European Commission 
2016). (See Table 1, which shows a version of the FIPPs used by the U.S. 
government.) Another approach, privacy by design, connects system 
design with general privacy goals, and a version of this approach was 
developed by the Privacy Commissioner of the Canadian province of 
Ontario (Cavoukian 2009). 

Although the FIPPs and GPDR share common principles, they have a 
different policy role. The FIPPs are an underlying framework that gov
ernments, especially in North America, have used as the basis for privacy 
guidelines and policies (Dahn 2014; Homeland Security 2020; Privacy 
First 2020). However, as researchers have noted, in the U.S., the trans
lation of FIPPs into digital privacy law is limited at the 
federal-government level. For example, Mármol et al. (2012) stated that 
existing laws in the U.S. were not equipped to meet the challenges posed 
by high-frequency data transaction. Unlike the FIPPs, the GDPR is an 
enforceable regulation that harmonizes privacy laws for the E.U. 
member states. Although the GDPR is widely recognized as a global 
milestone for privacy policy, the extent to which the GDPR successfully 
achieves the balance between individual privacy rights and collective 
benefit has been questioned (Politou et al., 2018). Furthermore, the 
GDPR is a general privacy policy, and it is not yet clear how the GDPR 
should be implemented for AMI. 

In addition to the contrast between North America and Europe, 
another important distinction for privacy policy is the complicated 
intersection of industry structure and multilevel governance. Electricity 
service providers such as utilities and local power companies often have 
their own privacy policies, and the policies may in turn be regulated at 
least partially by entities other than the federal government. For 
example, in the U.S., much of the regulation of investor-owned utilities 
occurs at the state-government level with public utilities commissions, 
but local power companies such as electricity cooperatives and public 
power organizations are often exempt from the purview of the utility 
commissions. Thus, privacy policy is constructed in a complex institu
tional environment that can result in a patchwork of laws, rulings, and 
guidelines. 

Although analog meters had security and privacy challenges 
(McLaughlin et al., 2009; Petrlic 2010), the problems associated with 
smart meters and digital electricity data are different from those of 
analog meters principally because of the frequency, volume, and gran
ularity of data collection. Furthermore, although some areas of the 
world use wired transmission, continuous wireless transmission of 
personally identifiable information (PII) can also increase security vul
nerabilities that can lead to privacy breaches (Rouf et al., 2012:463). 
Thus, as the introduction of smart meters and the associated AMI has 
occurred, privacy concerns have become increasingly salient. In the 
Netherlands, privacy concerns were a significant source of a delay in the 
enabling legislation for smart meters (Cuijpers and Koops 2013, see also 
Cuijpers 2017). In the U.K., privacy was the third-highest concern dis
cussed in the media (Hielscher and Sovacool 2018), and privacy con
cerns were also salient in a study of promotional materials and focus 
groups (Michalec et al., 2019). In France, privacy was also an important 
concern in the mobilizations against smart-meter installations (Chalom, 
2019); Draetta and Tavner 2019). Likewise, in North America, privacy 
and security concerns were among the leading reasons for organized 
public opposition to smart meters and demands for opt-out policies 
(Hess 2014). Given the general public concern with privacy, it is 
important to understand possible approaches to maintaining digital 
privacy for customer data associated with smart meters and models for 
privacy practice and protection. 

This study builds on the existing literature in two ways. First, it ex
tends the analysis of privacy from broad, principle-based approaches 
such as the FIPPs and the guidelines of the GDPR to the more concrete 
policy solutions for customer data associated with smart meters and 
AMI. Second, it develops a broad comparative framework by including 
both European and North American approaches. Thus, the study ad
dresses the following two research questions: How are smart-meter pri
vacy issues currently regulated in Europe and North America? Based on 
prevailing practices, what are the pathways for harmonizing future regula
tions on smart meters and privacy? In addressing these research questions, 
we focus on residential customers, with attention to the privacy of in
dividuals or households rather than organizations or groups. 

3. Method 

3.1. Country selection 

For European countries, France, the Netherlands, Norway, and the U. 
K were selected. For North America, we focus on the U.S. and Canada. 
Because these two countries have regulations at the state and provincial 
level, we also include California for the U.S. and Ontario for Canada. 

These countries were chosen because they had relatively advanced 
privacy regulations and implementation of smart meters. For example, 
the U.S. planned for 80% of households to have a smart meter by the end 
of 2020 (GYT Analytics 2020), and more than 83% of Canadian cus
tomers were classified as smart meter users in 2018 (Natural Resources 
Canada 2018). In Europe, the U.K. had the goal of reaching most homes 
by 2024 (Gompertz 2019), the Netherlands had a plan of 100% instal
lation by 2021 (O’Brien 2019; Teller Report 2019), by 2019 Norway had 

Table 1 
Fairness in information practices principles and the GDPR.  

Fairness in Information Practices Principles 
(FIPPs) 

EU General Data Privacy Protection 
Act (GDPR) (Selected Sources) 

Transparency: Organizations should provide 
notice to individuals about their policies 
and practices 

Transparency (Ch. 3, Art. 12) 

Individual participation and consent Consent (Ch. 2, Art. 6, 7) 
Purpose specification by organizations prior 

to gathering data 
Purpose minimization (Ch. 2, Art. 5) 

Data minimization: collect the minimal 
amount of data necessary 

Data minimization (Ch. 2, Art. 5) 

Use limitation: data used only for the 
purposes 

Right to restrict the use of data (Ch. 
2, Art. 5,6) 

Data quality and integrity: accuracy with 
provisions to contest inaccurate data 

Right to access data and to 
rectification and erasure (Ch. 3, Art. 
15, 16) 

Data security Various security provisions (Ch. 4, 
Art. 32) 

Accountability and Auditing Independent supervising authority 
(Ch. 6, Art. 51, 52) 

Source: Dahn (2014); European Commission (2016). 

D. Lee and D.J. Hess                                                                                                                                                                                                                           



Utilities Policy 70 (2021) 101188

3

almost completed installing smart meters with only 2% not having smart 
meters due to technical reasons (CEER 2019), and France had the goal of 
reaching 80% of homes by 2020 (Connexion 2019). Due to the increased 
level of smart meters and other information technologies, these coun
tries have also developed advanced privacy regulations to protect per
sonal data. Moreover, because of the dominant position of the North 
American and European economies globally, if harmonization were to 
occur across the North Atlantic region, it would likely influence other 
regions of the world. 

Initially, we had considered the inclusion of Germany (the largest 
economy in Europe) as well as some East Asian countries such as China, 
Korea, and Japan. However, there has been limited smart meter 
deployment in Germany because of certification issues (Association of 
Energy Market Innovators 2020). In Asia, to date, there is a lack of 
emphasis on privacy in this policy area. 

3.2. Data selection and analysis 

The study uses a descriptive methodology based on the comparative 
social sciences. In other words, the primary goal is to describe ways that 
privacy concerns have been implemented in policy related to smart 
meters. Based on the descriptive comparison, some areas of common 
ground and potential for policy harmonization are identified. 

The study uses the standard method for review studies known as the 
Preferred Reporting Items for Systematic reviews and Meta-Analysis 
(PRISMA) (Moher et al., 2009; Tricco et al., 2018), which involves a 
systematic selection of articles and papers to conduct a comparative 
analysis for meta-analysis. Phase 1 of the data analysis involved a sys
tematic search for peer-reviewed and additional publications on smart 
meters and privacy in the selected countries (See Fig. 1.). We searched 
the terms “smart meter/s” and “privacy” on the Web of Science without 
restricting publication dates. These searches resulted in 644 articles. 
Another search was conducted to find articles that may not be available 
on the Web of Science. On Google and Google Scholar, we searched 
“smart meter privacy policy” and “smart meter privacy regulation” with 
the relevant country name attached. This search resulted in government 
sources (such as legislative summaries), reports, guidelines, and relevant 
news articles. Once these searches were completed, the duplicates were 
removed, and 633 articles were left in the data set. 

In Phase 2 of the data analysis, the abstracts of the remaining articles 
were read, and irrelevant articles were removed. The main reasons for 
removal were that the abstract indicated that the article was 
engineering-based and provided solutions to privacy rather than a dis
cussion of privacy regulations. 

In Phase 3 of the data analysis, the remaining 199 articles were read 

in full text. After excluding 42 articles mainly because of lack of 
coverage of relevant privacy or policy issues, 157 articles and reports 
were the basis of the review. No specific time limitations were imposed 
to enable the understanding of how the regulations developed over a 
long period. This decision was sound because some regulations dated 
back to the 1970s. The articles were reviewed to identify key policy 
developments, such as the passage of privacy laws and guidance docu
ments, and to identify prevailing practices. The final articles were then 
listed and classified according to their country of concern on an Excel 
spreadsheet. 

4. Results 

4.1. Comparative analysis of smart meter privacy policy 

Table 2 shows the relevant regulations that directly impact either 
smart-meter policies or privacy policies that extend to customer data 
associated with smart meters and AMI. Some of the regulations were 
introduced during the analog meter era (i.e., the regulations approved 
before 2010 are most likely to be addressing privacy issues based on 
analog meters). However, they remain relevant for the smart meters 
because they provide the foundational understanding of PII and privacy. 
All four European countries implemented the GDPR in their privacy 
policies, and the GDPR continued to apply in the U.K. during the period 
of this study (IT Governance 2020). 

In Europe, member states and relevant companies began compliance 
with the GDPR on May 25, 2018. The cost of noncompliance is a fine of 
up to €20 million or four percent of the company’s global annual turn
over. As indicated in Table 2, some member states had prior privacy 
laws, but these laws were updated or replaced with the implementation 
of the GDPR. In some cases, such as the Netherlands, countries had 
protections beyond those of the GDPR. 

Canada and the U.S. are not obligated to adhere to the GDPR, and 
they have developed their own approaches to privacy. In Canada, the 
Personal Information Protection and Electronic Documents Act 
(PIPEDA) is the primary federal regulation (Office of the Privacy 
Commissioner of Canada, 2019). PIPEDA applies to private-sector or
ganizations in Canada that collect, process, and use personal informa
tion in their commercial activity. It states that an individual’s consent is 
required when data are collected, used, or disclosed and that personal 
information can only be used for the specified purpose. The PIPEDA 
rules are mandatory for provinces unless they have their own privacy 
law comparable to the federal ones. At the provincial level, Ontario 
stands out because the province has introduced additional privacy reg
ulations that stress the importance of consent and using data only for the 

Fig. 1. Selection process for research sources.  
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Table 2 
List of privacy and smart meter regulations in North America and Europe.  

Name of Law or Policy Brief Description References 

Europe   
France   
Act No 78-17 of 6 January 

1978 on Information 
Technology, Data Files 
and Civil Liberties (1978, 
2014) 

Allows data 
collection; states that 
data should be 
accurate, relevant, 
and not excessive as 
to purposes 

CNIL (2014) 

Law No 2018-493 (2018) Modifies the above 
law to align the 
French data 
protection law with 
the GDPR, establishes 
the “French Data 
Protection Act” 

Government of France 
(2018) 

Netherlands   
Law for the Protection of 

Personal Information 
(Wet bescherming 
persoonsgegevens, Wbp) 
(2018) 

Gives citizens the 
right to know what is 
happening with their 
data, to view their 
own data, and to 
object to using and 
processing data 

De Minister van Justitie, 
(2018) 

General Data Protection 
Regulation (GDPR, or the 
“Algemene Verordening 
Gegevensbescherming” 
in Dutch) (2018) 

Replaces the above 
law with the E.U.’s 
GDPR 

Autoriteit  
Persoonsgegevens (2020a) 

Implementing Act General 
Data Protection 
Regulation 
(Uitvoeringswet 
Algemene verordening 
gegevensbescherming, 
UAVG) (2018) 

Establishes the 
Personal Data 
Authority (de 
Autoriteit 
persoonsgegevens), 
an organization that 
manages and 
processes personal 
data; enables 
consumers to file a 
complaint on their 
website 

De Minister van Justitie en 
Veiligheid (2018) 

Norway   
Energy Act (Lov om 

produksjon, omforming, 
overføring, omsetning, 
fordeling og bruk av 
energi m.m.) (1990, 
2018) 

Approves the storage 
of information, 
including personal 
data 

Olje- og 
energidepartementet 
(2018) 

Personal Data Act (Lov om 
behandling av 
personpplysninger) 
(2000, 2018) 

Implements the 
GDPR, allows 
personal data to be 
processed for public 
interest and to be 
archived for 
scientific, historical 
research, or statistical 
purposes 

Justis-og 
beredskapsdepartementet 
(2018) 

United Kingdom   
Smart Meter Bill (2018) Authorizes half- 

hourly electricity 
consumption data 
called market-wide 
half-hourly 
settlement 

UK Parliament (2018a) 

The Data Protection Act 
(2018) 

U.K.’s 
implementation of the 
GDPR 

UK Parliament (2018b)  

North America 
Canada (federal)   
Canadian Charter of Rights 

and Freedoms 
Life, liberty, and 
security of person, 
freedom from 
unreasonable search 
and seizure 

Government of Canada 
(1982)  

Table 2 (continued ) 

Name of Law or Policy Brief Description References 

Privacy Act (1985, 2019) Protection of personal 
information 

Government of Canada 
(2019) 

Personal Information 
Protection and Electronic 
Documents Act (PIPEDA) 
(2000, 2019) 

Protects personal 
information, 
introduces ten fair 
information 
principles 

Office of the Privacy 
Commissioner of Canada 
(2019) 

Ontario, Canada   
Ontario Energy Board Act 

(1988, 2019) 
Authorization of 
smart meters 

Government of Ontario 
(2019a) 

Electricity Act (1998, 2019) Allows collection of 
energy consumption 
data, allows the Smart 
Metering Entity (e.g., 
utility or a 
partnership 
corporation) to 
manage and 
aggregate data 

Government of Ontario 
(2019b) 

Freedom of Information 
and Protection of Privacy 
Act (1988, 2019) 

Requires consent for 
data collection and 
limitation of scope for 
the purpose specified 
(applies to Ontario 
government, board, 
commission, 
corporation) 

Government of Ontario 
(2019c) 

United States (federal)   
4th Amendment of the U.S. 

Constitution (1789) 
Security of papers, 
security from 
unreasonable search 
and seizure 

Murrill et al. (2012);  
National Constitution 
Center (2020) 

Health Insurance 
Portability and 
Accountability Act of 
1996 

Regulates PII in 
health transactions; 
provides regulatory 
and methodological 
guidance for energy 
data 

US Congress (1996) 

Gramm-Leach-Bliley Act 
(Financial Services 
Modernization act) 
(1999) 

Requires corporations 
to send privacy 
notices, annual 
notices of information 
collection and sharing 
practices, and opt-out 
notice; provides 
regulatory and 
methodological 
guidance for energy 
data 

US Congress (1999) 

Confidential Information 
Protection and Statistical 
Efficiency Act (2002) 

Data acquired by the 
Energy Information 
Administration under 
the pledge of 
confidentiality can be 
used exclusively for 
statistical purposes 
and must not be in 
identifiable form 

US Congress (2002) 

Energy Independence and 
Security Act (2007) 

National Institute of 
Standards and 
Technology to a 
platform for smart 
grid information 
management 

US Congress (2007) 

Guidelines for Smart Meter 
Grid Cybersecurity, 
National Institute of 
Standards and 
Technology (2014) 

Recommends privacy 
impact assessment 
and privacy practices 
risk assessment; 
proposes ways to 
mitigate privacy risks 
such as employee 
training, audits, and 
data retention 

National Institute of 
Standards and Technology 
(2014a) 

Framework and Roadmap 
for Smart Grid 
Interoperability 

Customers should be 
able to access their 
own data, ongoing 

National Institute of 
Standards and Technology 
(2014b) 

(continued on next page) 
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specified purpose (Office of the Privacy Commissioner of Canada, 2019; 
Government of Ontario 2019c). 

In the U.S. during the 1990s, the federal-government developed rules 
for the medical and financial industries. Although these rules did not 
apply to energy, they provided a background that some researchers have 
suggested could be applied to energy data (e.g., Henderson and Harak 
2015). In 2002, the Confidential Information Protection and Statistical 
Efficiency Act (Public Law 107–324) provided one basis for privacy 
guidelines for energy data. The law specified in article 3564 that energy 
data can be used for statistical purposes as long as PII remain undis
closed. In 2014, the federal government issued guidelines and recom
mendations for privacy in the context of AMI, but implementation was 
left to state governments (National Institute of Standards and Technol
ogy 2014a; 2014b). 

A patchwork of state privacy regulations applies to energy-related 
data, including rules that predate AMI. (For a review, see American 
Council for an Energy Efficient Economy, 2020.) California’s established 
regulatory frameworks will be the focus here. The Information Practices 
Act of 1977 acknowledges that privacy must be protected, and privacy is 
included in the state’s civil code (California Civil Code 1798–1798.78, 
State of California Government Code 1999). After nearly a decade of 
groundwork, the California state government approved the 2018 Con
sumer Privacy Act (California Assembly 2018). Described as a “land
mark policy constituting the most stringent data protection regime in the 

U.S.” (Ghosh 2018), the law highlights four fundamental rights that 
suggest an overlap with the FIPPs and GDPR principles: the right to 
know the type of information collected, the right to opt-out of data sales 
to third parties, the right to have their personal information deleted, and 
the right to receive equal service and pricing. A further refinement, 
Assembly Bill 1281 of 2020, exempted some employment information 
and personal information involved in business-to-business transactions 
(California Assembly 2020). 

In summary, in both Europe and North America, privacy rules have 
continually developed along with changing technology, and privacy 
rules are likely to continue to change. There is some agreement on 
general principles, but specific policies and practices are not always 
aligned. 

4.2. Approaches for the implementation of privacy principles 

This section identifies four main approaches that countries have 
developed that show how general and abstract privacy principles are 
being implemented for customer data associated with smart meters and 
the AMI. This group is not intended to be exhaustive, but it does reflect 
the most salient approaches that emerged in the review of laws and 
policies and the background literature, and it can provide the basis for 
further discussions of how to connect fundamental privacy principles 
with real-world implementation strategies. 

4.2.1. Customer opt-out policies 
Both the FIPPs and GDPR recognize that consent is foundational to 

privacy, but the focus is on consent to gathering personal data. As smart 
meters have been implemented widely, public concern and in some 
cases opposition (described above) have articulated the goal of an “opt- 
out” principle. It can mean the right to retain an old analog meter or to 
have substantial limitations imposed on the collection of data from 
digital meters, such as having a smart meter that must be read monthly 
by a person or having a smart meter that only sends information at a 
time interval of a specific duration (such as one month). The right to opt 
out of a smart-meter installation is already in practice in the Canadian 
provinces of British Columbia and Quebec (BC Hydro 2020; Coalition to 
Stop Smart Meters in BC 2019; Scassa 2019), the Netherlands (Land
is+Gyr, 2014); the UK (Ofgem 2020); and in some U.S. states, such as 
California (PG&E 2020b; Hess 2014). In Norway, smart-meter in
stallations are mandatory (CEER 2019), and in France, a court order is 
needed to remove a smart meter (Connexion 2019). The reasons for 
wanting to opt out often include privacy, but frequently there is a 
mixture of other reasons as well, and privacy is not necessarily the 
leading reason (Hess 2014; Hielscher and Sovacool 2018). 

Because an opt-out provision generally does not permit within-day, 
time-of-use data to be collected, the provision can be used as one 
mechanism to increase the likelihood of relatively robust protection of 
privacy. However, a customer’s decision to opt out creates a negative 
marginal cost for the utility. If a high number of customers were to opt- 
out, the utility could lose access to significant revenues and grid- 
stabilization benefits from programs such as load management, time- 
of-use pricing, and transactive energy. The opt-out program enables 
customers to retain an analog meter or have a digital meter that has 
remote communication disabled. The utility also incurs costs for sending 
a service representative to the building to read the meter. The utility 
would also lose a potentially valuable technology to support the inter
mittency of renewable energy, and it would lose information that would 
be helpful during a power outage. Thus, a trade-off emerges between the 
customer’s demand for privacy in the form of a right to opt-out and the 
general benefits of sustainability, resilience, and cost savings from the 
widespread use of the smart meter and AMI. 

Consequently, utilities have sought approval for monthly fees to 
impose on customers who opt out, and conflicts have emerged over what 
a reasonable charge should be. In California, the Consumer Privacy Act 
has established the general right of customers to equal treatment. 

Table 2 (continued ) 

Name of Law or Policy Brief Description References 

Standards 3.0, National 
Institute of Standards and 
Technology (2014) 

review of standards 
for cybersecurity, 
further research on 
cyber-physical system 

California, U.S.   
Information Practices Act of 

1977 
Acknowledges that 
privacy must be 
protected 

California Civil Code 
(1977) 

Government Code sections 
for the State of California 
(1999) 

Notification for the 
user when data is 
being collected, 
purpose specification, 
notice to the user for 
the length of time of 
saving the data, PII 
cannot be sold 

State of California 
Government Code (1999) 

Provisions Applicable to 
Privately Owned and 
Publicly Owned Public 
Utilities. Chapter 5. 
(2010) 

States that electrical 
corporations cannot 
share, disclose, or 
make available any 
customers’ electricity 
or gas consumption 
data 

California Legislative 
Information (2010) 

Public Utilities Commission 
Decision (2011) 

Requires consent 
from customers to 
collect smart-meter 
data and to release 
pricing, usage, and 
cost data 

California Public Utilities 
Commission (2011) 

Assembly Bill 1274 (2013) Prohibits utility 
companies and any 
related businesses 
that handle the 
collected data from 
sharing the 
information to third 
parties without the 
customers’ consent 

Assembly Bill 1274 ( 
California Assembly 2013) 

Public Utilities Decision 
(2014) 

Allows customers to 
opt out of smart meter 
data collection with a 
fee 

California Public Utilities 
Commission, 2014a 

Consumer Privacy Act, 
Assembly Bill 375 (2018) 

Establishes four 
fundamental privacy 
rights 

Assembly Bill 375 ( 
California Assembly, 2018)  
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However, the provision does not apply directly to the opt-out situation 
because the state government also authorized set-up fees and monthly 
charges for customers who opt out. In the United States, second-order 
conflicts have emerged over the level of the fees and what a reason
able charge should be, if any, for customers who opt out. In the U.K., the 
same tariff may not be available if customers decide to opt out of smart 
meters (Ofgem 2020). 

It is not easy to achieve a balance between a customer’s right to opt 
out (and to do so at a reasonable fee) and the utility’s loss of benefits 
from the exercise of the customer’s right. There is potential for inter
national harmonization at the level of broad guidelines and principles; 
however, the balance would need to be determined by national or 
subnational energy jurisdictions and based on local perspectives. 

4.2.2. Sampling and sharing guidelines 
As the previous discussion indicates, sampling frequency is associ

ated with privacy; however, the general issue of sampling is more 
associated with the privacy principle of data or purpose minimization 
than with consent, and thus it is discussed separately here. The broad 
policy issue with respect to sampling includes both the frequency and 
the unit of sampled information. With AMI technology, sampling can 
become very granular or specific, such as under every 5 min for demand- 
response programs at a household level. Table 3 summarizes the avail
able information on the frequency of information collection for standard 
uses of smart meters in the sample countries. The data suggest that a 
typical interval is relatively short-term sampling of 15 min to a half 
hour, which compares with analog meters that may be read once per 
month or less. The shorter the sampling interval, the greater the po
tential for utilities or other organizations to have information about 
household consumption such as appliance use at specified times of the 
day. In most cases, the unit of sampled information is energy con
sumption measured by the smart meter, usually tied to an individual 
household, rather than a group of meters in a building or neighborhood. 

In some cases, policy documents have discussed the aggregation of 
customer data. Aggregation of energy consumption data can be used for 
measuring regional capacity demands, and it is also used to protect 
privacy when customer data are shared. In the U.S., some states allow 
the collection and release of customer information in aggregate form if 
specific customers cannot be identified (California Public Utilities 
Commission, 2014b; US Department of Energy 2020). The European 
Commission also suggested only reporting aggregated data to the energy 
supplier (European Commission 2011; Eurostat 2016). In the U.K., the 
suppliers are also allowed to aggregate data for forecasting purposes 
(Ofgem 2019b). 

Although aggregation of data can be used to protect customer pri
vacy for utility use, there is no generally accepted standard for data 
sharing of aggregated data with third parties (e.g., local governments, 
building owners, and other electricity-service providers). All four Eu
ropean countries that we reviewed, as well as Canada and California, 

have regulations that prohibit selling or sharing energy consumption 
data with third parties without consent. Where exceptions occur (such as 
to meet energy-efficiency or resilience goals), the general principles of 
data aggregation and deletion of PII apply. E.U. directives do not include 
detailed specification of processes other than to follow GDPR guidelines 
such as data aggregation (European Parliament 2019). 

In the U.S., California established the “15/15 Rule” as a threshold for 
defining acceptable privacy for data sharing. Under this rule, a utility 
could only share data if it aggregated for 15 or more customers and if 
each customer comprised less than 15% of the group’s aggregated 
consumption (California Public Utilities Commission, 2014b). Other 
states, such as Colorado and Illinois, adopted a similar rule. However, 
for some types of data sharing, complaints emerged that the 15/15 Rule 
was too restrictive. For example, the New York State Public Service 
Commission (2018) determined that the 15/15 rule was too restrictive 
for aggregated building information and instead adopted a 4/50 rule (a 
minimum of four accounts with no account more than 50% of the energy 
usage). 

Although longer sampling intervals and data aggregation rules are 
consistent with the principle of data minimization, they reduce the 
utility’s or electricity service provider’s ability to offer benefits from 
real-time pricing, dynamic load management, or transactive energy. 
These programs can require sampling at frequent intervals, such as every 
5 min or less (Hammerstrom et al., 2007). Thus, a balance is needed 
between the privacy benefits of non-granular sampling and the need to 
allow both the utility, its partners, and customers to have access to 
beneficial programs that require granular data collection. One solution 
to this problem is to offer the programs that require customers to opt-in 
to collecting or sharing of highly granular data. This approach requires 
system design that only collects highly granular data for customers who 
have accepted the incentives offered for participation. 

In summary, a policy that sanctions low-frequency sampling and 
aggregated customer units to protect privacy would not be feasible for 
some demand-management programs. It would not make sense to sug
gest general policy guidance or a principle that precludes real-time, 
customer-specific data collection. Instead, the more common practice 
to date is to offer the programs on an opt-in basis and to allow customers 
to choose to have real-time data collected by utility providers and 
possibly shared with third parties in exchange for financial incentives. 
Privacy protections would then come not with the granularity of data 
collected but instead with the rules for data management and sharing. 

4.2.3. Independent data management 
The FIPPs and GDPR provide general principles for data manage

ment, storage, and deletion, but there are specific issues that emerge 
with their application to data associated with AMI. The data stored fall 
mainly within two categories: data necessary for billing and grid man
agement, which measures energy consumption for specific customers, 
and data necessary for customer energy efficiency and management. 

One leading example of data management is Norway’s Elhub, a 
company established under the amended regulation 301 (Olje- og 
energidepartementet, 2019). The central task of Elhub is the storage and 
distribution of measured values and consumer information for organi
zations participating in the energy market. In Elhub, all customers are 
identified by their national identification number, and customers can 
receive an overview of the personal data stored in Elhub. Personal data 
include name, national identification number, address, contact details, 
and historical electricity consumption for the past three years, but no 
other personal data is stored on Elhub (NVE 2015). Electricity suppliers 
have the right to pull the national identification number from the Na
tional Registry but can also contact the customer directly to check if the 
information given is correct. Elhub receives consumption data in an 
automated process from all customers, and the data are distributed to 
the relevant power suppliers daily to allow electricity customers to 
receive quotes on an hourly basis (Statnett 2019). Elhub stores energy 
consumption data for three years, but a question has emerged about the 

Table 3 
Time frame of the energy use data sampling interval.  

Country Data Collection Frequency 

Europe  
France 30 min (Marolleau 2020) 
Netherlands Read once a month for monthly statements and once a year for 

annual energy bill (Rijkoverheid 2020); distribution system 
operator and independent service providers may have access 
to data at more frequent intervals with customer consent (Van 
Aubel and Poll 2019) 

Norway 30 min (Sælør 2018) 
The U.K. Depends, as often as every 30 min (UK Parliament 2018a) 
North America  
Canada 15 min (Canadian Electricity Association 2020) 
The U.S. Varies. California is hourly for residential use, 15 min for 

commercial use (PG&E 2020a)  
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appropriate period of time needed to store the data (Sælør 2018). 
Another example of a robust data management policy is the U.K.’s 

Data Protection Impact Assessment (DPIA), a process that organizations 
follow to identify and mitigate privacy risks associated with personal 
information. Completing the DPIA has become mandatory for high-risk 
activities. The most recent version of the DPIA was updated in 2019 with 
final policy decisions reflecting stakeholders’ responses (Ofgem 2019a). 
As of 2019, the Office of Gas and Electricity Markets (Ofgem), the 
government office that oversees DPIAs for smart meters, was consid
ering two additional options for “enhanced privacy” (Ofgem 2019a: 5). 
First, there is anonymization, which refers to how customers have their 
data retrieved and processed by a centralized body rather than suppliers. 
Second, customers are given a new unique identifier, which obscures 
their true identity and cannot be tracked without a key (Ofgem 2019a). 

As the Norwegian and British approaches to data storage and dele
tion indicate, practices are emerging beyond the general principle that 
data collection and storage should not be excessive. These practices 
include the following: data should be encrypted and stored by a reliable 
third party, data should be anonymized (the U.K. case), and data should 
be deleted or permanently taken out of access after a period deemed 
reasonable to meet utility load-management goals. 

4.3. Government enforcement authority 

Another problem for privacy is monitoring and enforcement to 
ensure that the principles and rules are implemented. In Europe, there 
were several approaches to the issue. In the Netherlands, the Dutch Data 
Protection Authority (de Autoriteit persoonsgegevens) receives com
plaints from consumers regarding privacy-related problems (Autoriteit 
Persoonsgegevens, 2020b). Two types of complaints can be filed online: 
a possible privacy violation and a complaint regarding personal data 
processing. When a problem is found, the Personal Data Authority sends 
letters to the concerned organizations and seeks a change in practices. 
Cases of repeated violations are transferred to the Enforcement 
Department. In France, the Commission Nationale de I’Informatique et 
des Libertés (CNIL) ensures that privacy law is applied correctly. It helps 
people understand their rights regarding personal data, and it also issues 
warnings to correct measures as guided by the GDPR. The penalty for 
continuous violation can be up to €20 million or, for companies, 4% of 
annual global turnover (CNIL 2020). The U.K. has the Information 
Commissioner’s Office (ICO), an independent authority but sponsored 
by the Department for Digital, Culture, Media, and Sport. 

Similarly, a complaint can be filed through the ICO, which will give 
advice and warnings about privacy (Information Commissioner’s Office 
2020; Gov.uk, 2020). Norway also has the Norwegian Data Protection 
Authority, which is financed by the Norwegian government and is under 
the Ministry of Local Government and Modernization. The Norwegian 
Data Protection Authority monitors organizations’ compliance with 
privacy rules, provides advice to industry organizations, and receives 
individuals’ complaints (Norwegian Data Protection Authority 2020). 

In North America, Ontario has the Information and Privacy 
Commissioner of Ontario (2020a), to which consumers can make a 
complaint, file an appeal against a decision made by a provincial gov
ernment regarding information request, and request records. The 
Commissioner also provides guidance for organizations regarding pri
vacy, and if a breach is reported, the Commissioner conducts an inves
tigation and can file a report that includes recommendations. 
Investigators are also required to do follow-ups (Information and Pri
vacy Commissioner of Ontario 2020b). California does not have a 
separate privacy authority, but the state government’s Department of 
Justice handles privacy complaints and regulation violations. If there are 
any breaches, the Justice Department conducts an investigation, and the 
organization that has breached the privacy regulation is required to send 
a breach notice to residents (State of California Department of Justice 
2020). These notices are also filed and can be accessed online (State of 
California Department of Justice 2020). 

In summary, five of the six countries’ practices suggest that the 
starting point is to establish a separate government agency with au
thority to review, apply, and enforce privacy regulations for data asso
ciated with smart meters. This organization should also have power 
beyond giving out warnings. A good example is the Dutch Data Pro
tection Authority, which takes repeated violations of privacy to the 
Enforcement Department within the authority. 

4.4. Prevailing practices 

In both Europe and North America, governments have developed a 
range of policies that address the protection of the right to privacy with 
respect to smart-meter or digital-electricity technology. These practices 
go beyond the general privacy principles of the FIPPs and GDPR to 
identify specific solutions for the implementation of privacy principles 
for data collection and use from electricity customer data and, increas
ingly, in the context of AMIs. Four prevailing practices can be identified 
from the discussion of privacy and residential smart meters: 

1. Smart-meter opt out. As noted above, an opt-out policy is in place 
in several jurisdictions in response to public opposition to smart-meter 
deployment. The policy may not be necessary in all areas of the world, 
and utilities should consider the level of public demand for an opt-out 
policy. Because collecting and recording energy data provides benefits 
to the utility, the policy can include a “reasonable” charge associated 
with a customer decision to opt out. In general, the percentage of cus
tomers who select opt-out tends to be low, and the utility will likely have 
robust demand-management programs even if a small percentage of 
customers opt out of participation. 

Privacy concerns are one motivation for customers to support an opt- 
out policy, but they are not necessarily the most important reason. 
Studies have indicated that the motivation for public support for an opt- 
out option also involves a variety of other, non-privacy-related concerns, 
such as health, fires, hacking, costs, non-functioning meters, and inter
ference with other wireless systems (Hess 2014; Hess and Coley 2014; 
Hielscher and Sovacool 2018; Sovacool et al., 2017). To some degree, 
privacy concerns may reflect a lack of understanding of how privacy is 
managed in digital systems with PII. However, there is also public 
awareness of ongoing data breaches of systems with apparently high 
data security levels, including electricity consumption data. Where there 
is public opposition to any highly granular data collection that can 
identify daily routines and appliance use, a reasonable approach is to 
consider an opt-out policy similar to successful ones already in effect in 
various countries. Thus, policy solutions to this challenge should 
consider this option but also take into account cultural and institutional 
differences. 

2. Opt-in for demand-management programs and associated data 
sharing. For beneficial programs that require highly granular data with 
high-frequency sampling (e.g., real-time pricing, dynamic load man
agement, and transactive energy), utilities or other energy-service pro
viders generally encourage customers to enroll but do not require them 
to do so. Most utilities offer demand management pricing incentives, 
which can be adapted to local demand to encourage voluntary partici
pation. Specific aggregation rules for data sharing such as the California- 
based “15/15 Rule” are too stringent under many circumstances (Liv
ingston et al., 2018; Ruddell et al., 2020), and researchers have exam
ined more flexible practices. For example, an assessment process would 
examine the threat of privacy breaches that could occur with a specific 
use case for shared data, such as data sharing with owners of properties 
with multiple units (Henderson and Harak 2015). Another practice 
could build on procedures for sharing of health information in the U.S., 
which include assessment by an expert and removal of specified cate
gories of PII, again depending on the use case (Ruddell et al., 2020). 

3. Independent data storage and rules for data sharing. Norway has 
established an independent organization that stores encrypted energy- 
consumption data, and the U.K. conducts a privacy assessment process 
for utilities. These provisions can help to ensure that there is compliance 
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with privacy guidelines. Practices can be summarized as management by 
an independent third party, encryption and anonymization of data, and 
deletion of data or permanent restriction on access after a period 
deemed reasonable to meet utility load management goals (such as three 
years). 

4. Separate monitoring and enforcement agency. A separate 
governmental agency or department that oversees privacy-related 
practices has been established in several countries. The agency or 
department handles privacy monitoring and complaints, and it has 
enforcement authority. 

This set of practices provides a basis for assessing the opportunities 
for cross-cultural harmonization of digital privacy policy for electricity. 
It should be stressed that the list is not intended to be exhaustive, and 
other areas could also emerge. However, the broader point is to note the 
need for comparative policy research that can begin to identify areas of 
common ground that could underlie a more consistent approach to 
electricity privacy policy. We also note that some studies argue that a 
self-regulatory approach can eventually lead to equilibrium among the 
utilities and related security and privacy concerns (Habibzadeh et al., 
2019; Liu et al., 2016). However, because approaching the equilibrium 
often takes time and because data collection and breaches can happen 
without relevant stakeholders’ knowledge, we stress that 
government-issued guidelines and regulations are important and that 
adopted practices must comply with those policies. Moreover, govern
ment policies should be developed with transparent and accountable 
decision-making processes. 

5. Conclusion 

Although AMI deployment has been happening for some time, pri
vacy regulations have not kept pace with technological change. Both the 
FIPPs and GDPR provide an overall framework for privacy in the digital 
age. However, there is a need to think through how general privacy 
principles can be articulated with the more specific problems posed by 
electricity customer data in the context of AMI. This review compared 
the privacy regulations of Canada, France, Netherlands, Norway, the U. 
K., and the U.S. Based on an examination of country-specific laws, pol
icies, and practices, we identified four areas of potential common 
ground that can be characterized as strategies for implementing privacy 
policies and principles for AMIs. These general strategies are consistent 
with the privacy principles of the FIPPs and GDPR but are more specific 
for customer data associated with electricity data in general and the 
smart meter and AMI in particular. These strategies can help to ensure 
that the new combinations of software, consumption, and the electricity 
system associated with digitized electricity systems do not lose public 
confidence and lead to public opposition, which as noted above has 
occurred in some countries. They can also ensure that system designers 
are thinking about building technologies that can be used in multiple 
countries without encountering design failures due to unforeseen con
straints imposed by differences across countries in privacy rules and 
regulations. 
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