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Driven by the booming of Internet of Things and 4G/5G communications, an increasingly large number of
edge devices, e.g., sensors and cell phones, are continuously producing data service requests, which should
be processed in high quality. Recent years have seen a paradigm shift from centralized cloud computing
toward edge computing. Edge computing is a distributed computing paradigm that utilizes computing and
storage resources of edge devices. Compared with traditional cloud computing, edge computing migrates
data computation and storage to the edge devices. Recently many technical breakthroughs have been made
in edge computing. This survey reviews existing research on edge computing with a focus on the three
mainstream dimensions: resource allocation, data fusion and security. We present specific techniques of
the three dimensions and how they can contribute to the improvement of edge computing. Emerging and
prospective application fields that would benefit from edge computing are also discussed.
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1 INTRODUCTION

Big-data applications require the processing of
large data sets timely and effectively. In many
applications, the data are generated by devices
such as sensors around the edge of the network.
Edge computing is a distributed computing envi-
ronment in which edge devices have substantial
computing power. It can provide a solution for
big-data processing by distributing the comput-
ing tasks to the edge devices that are close to the
data.

Edge computing will bring great opportunities
and impact to our time. Fig. 1 depicts four ap-
plication fields of edge computing: home, traffic,
health and city. A smart house usually contains
thermometers, sensors, actuators, etc. Smart ac-
tuators can schedule temperature and humid-
ity automatically. In smart traffic, edge devices
can help analyze the traffic flow and plan routes.
In smart health, edge devices can monitor the
patient condition and notify the nurses when
needed. Many smart objects exist in a city: smart
phones, personal laptops, smart vehicles, etc.
These smart devices can all respond to comput-
ing requests, and therefore, the data process-
ing capacity can be increased by these devices.
Clever use of the increased computing power
can make the whole city “smart”. Edge comput-
ing was reported by the US National Intelligence
Council (NIC) in 2008 as a potential civil tech-
nology [1].

The concept of edge computing originates
from the idea of machine-to-machine communi-
cation. Two machines on the Internet can com-
municate with each other and share useful re-
sources. Edge computing proposes to utilize the
computing resources of a large array of Internet
devices, such as sensors, actuators, audio/video
detectors, etc. Such Internet devices with com-
puting capability can be called “smart” objects.
The evolution made by edge computing is to
integrate all sorts of smart objects. Processing
Internet demands locally where the data are can
reduce bandwidth consumption and network la-
tency.

Resource allocation, data fusion and data secu-
rity are three important research topics of edge

Smart
Health

Smart
City
Edge
Computing
Platform

SUARrery

Fig. 1. Edge Computing Application Fields

computing. Much research work has been com-
pleted on these topics [39], [15], [22]. The dis-
tributed structure of edge computing can lead to
a new issue of resource allocation. As shown in
Fig. 2, cloud servers, edge servers and edge de-
vices lie on different layers of an edge computing
system. The cloud servers have high computing
capacity but long data transfer delay. In contrast,
the edge devices have low computing capacity
and short transfer delay. The edge servers are
at the middle ground with respect to both met-
rics. In such a system, resource allocation takes
the form of selecting an optimal computing de-
vice for each computing task, and it should take
into account both the computing capability and
transfer delay.

The number of edge devices has drastically
increased, which increases the data-processing
need. Big-data processing has become a problem
that edge computing must address. Furthermore,
the data are generated by heterogeneous, some-
times complex, sensors. Edge computing must
be effective in integrating and processing such
large volume of data from a large number of het-
erogeneous sensors. The process to integrate and
produce more accurate and consistent informa-
tion is called data fusion. Data fusion removes
useless information and make the raw data uni-
form. The effectiveness of edge computing will
rely on the concise and uniform data provided
by data fusion.
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Malicious parties may attack an edge com-
puting system or try to obtain the data of the
users for their own benefits. Much research has
been done to develop defending mechanisms
[12], [23]. Edge devices, edge servers and cloud
servers usually have security mechanisms in-
stalled locally, which can detect and foil attacks.
In edge computing, the communication channels
between different devices are additional sources
of vulnerability for attacks or data leaks. A se-
cure edge-computing system must also guard
the communication channels.

We will review different approaches to deal
with these three areas of problems. They are
usually appropriate for specific conditions. We
will explain how they can contribute to edge
computing.

The rest of the paper is organized as the fol-
lows: Section 2 presents an overview of edge
computing. In section 3, we describe resource-
allocation techniques in edge computing. In Sec-
tion 4, we discuss how to use the methods of ar-
tificial intelligence (AI) to implement data fusion
and analyze the opportunities and challenges in
the Al methods. In Section 5, we present existing
security problems and corresponding defense
mechanisms in edge computing. Emerging ap-
plications for edge computing are introduced in
Section 6. The conclusion of this survey is drawn
in section 7.

2 OVERVIEW OF EDGE COMPUTING
2.1

In edge computing, the edge devices are clos-
est to the users. As such, the edge devices can
provide computation services with the lowest
latency. Both the edge servers and cloud servers
work in an on-demand manner and provide com-
puting results for demands from the users. In tra-
ditional cloud computing, only the cloud servers
provide computing services. Edge computing has
a tiered distributed structure, divided into three
parts: the front-end, near-end and far-end.

Architecture of Edge Computing

2.1.1  Front-end. The edge devices are deployed
at the front-end of the edge computing infras-
tructure. The edge devices include sensors, ac-
tuators, etc. An important type of edge devices
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is RFID. In RFID, track tags are attached to ob-
jects, RFID readers or devices use changing elec-
tromagnetic fields to identify objects. RFID has
played a key role in actualization of the edge
computing. Since the Internet users are also at
the front-end, they are close to the edge devices.
The Internet users can interact with the edge de-
vices and process data without incurring obvious
delay. Nonetheless, when the computing capac-
ity of the edge devices is limited, most computa-
tion demands cannot be satisfied at the front-end
environment. Then, the edge devices forward
the computation requests to the near-end and
far-end servers.

2.1.2  Near-end. The near-end objects include
base stations, routers, edge servers, etc. In edge
computing, gateways are usually deployed in the
near-end environment, which control most of
the traffic flows in the network. The edge servers
can provide services of real-time data process-
ing, data caching and computation offloading.
Most of the data computation are executed by
the near-end devices. Migrating computing tasks
to the near-end devices can benefit from higher
computing capability with a small increase in
the communication delay compared to front-end
environment.

2.1.3  Far-end. Cloud servers are usually deployed
far away from the Internet users. The cloud servers
in the far-end environment can provide pow-
erful big-data processing, but the transfer time
to offload data is significant compared with the
front-end and near-end environments.

We next list the devices at different layers and
analyze their properties. Apart from the devices,
there are protocols that set the standard for the
communications between different network de-
vices.

2.2 Edge Computing Implementation

Some edge computing systems have been de-
signed to implement the aforementioned archi-
tecture of edge computing. More generally, the
design of edging computing systems mainly fol-
lows two models: the hierarchical model and the
software-defined model.
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Fig. 2. A Typical Architecture of Edge Computing
Networks

2.2.1 Hierarchical Model. The edge servers can
be deployed at different distances from the In-
ternet users. The edge servers can be classified
according to the distance to the users and their
computing capacity, and these different classes
result in a hierarchical edge computing architec-
ture. A hierarchical model is suitable for describ-
ing the network structure of edge computing.

Some existing system designs fall into the hi-
erarchical model. Kiani et al. designed a hierar-
chical mobile edge computing (MEC) architec-
ture, in which the end users are provided with
rapid content delivery [21]. They implemented
the rapid content-delivery system with a context-
aware mechanism, in which the data-processing
requests are checked in the repository of the
hierarchical MEC architecture. Abbas et al. ex-
plored a two-timescale approach in which the
computing resources are offered in an auction-
based profit-maximization manner [19]. Xi et
al. proposed hierarchical-caching-based content-
centric network architectures, which can sup-
port multimedia services over 5G wireless net-
works and satisfy various multimedia services
requirements [45].

2.2.2 Software-defined Model. A software de-
fined network (SDN) attempts to centralize the
network intelligence in one network component
in the control plane. The control plane consists
of one or more controllers, which are separated
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from the Internet users. SDN provides a solu-
tion that dynamically connects the computing
resources with the data processing demands.

Prateek et al. proposed the LayBack architec-
ture to facilitate communication and resource al-
location among the radio access networks (RANs)
devices [35]. In this LayBack architecture, the
RAN functions are partitioned into function blocks
that are flexibly assigned to MEC nodes. Soft-
ware defined vehicular networks integrate de-
tailed information of vehicles (e.g. location, speed,
orientation) to provide services such as naviga-
tion and traffic management. For such latency-
sensitive applications, edge computing can be
crucial in providing timely and high-quality ser-
vices [24].

2.3 Advantages of Edge Computing

Edge computing can satisfy the requirements
of time-sensitive applications. Dispatching com-
putation tasks to the edge devices can reduce
latency, packet loss and bandwidth usage.

Unlike in traditional cloud computing, in edge
computing, the data are either generated at or
distributed to different edge devices all over the
network. Since computing tasks are executed at
different edge devices that are close to the data,
the amount of traffic is reduced in the backbone
network.

Edge computing can also balance the com-
puting load around edge devices by carefully
distributing the computation tasks of the same
application to different edge computing devices.
Distributing the computation tasks appropriately
can also help to even out the power consumption
of the devices, thus extending the system life-
time. Such task distribution can be achieved by
designing and implementing a task-scheduling
algorithm.

3 RESOURCE ALLOCATION

Edge computing has been considered as a promis-
ing solution to improve network performance
and energy efficiency by distributing the com-
putation tasks to the edge computing devices.
On top of that, a resource allocation mechanism
is also needed to effectively allocate the com-
putations resources for different applications or
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tasks. In this section, we present several effective
resource allocation methods.

3.1 Signal Strength Based Dynamic

Resource Allocation

In mobile edge computing, a user equipment can
access multiple base stations. As the user equip-
ment moves, the base station with the highest
signal strength is usually selected to serve the
user. For example, the user equipment moves dur-
ing the time interval from time #; to t,. The user
equipment can access two kinds of base stations:
amacro cell (eNB) or a small cell (SCeNB). All the
base stations connect with each other through
the core network. As the user equipment moves,
the serving base station is updated by selecting
the one with the highest signal strength. A fur-
ther refinement may be that the selected base
station should also have enough communication
capacity and computing capacity.

Oh et al. propose to select the channel with
the maximum transmit power in a femto-cell
network. They prove that the throughput of this
network is maximized with their scheme [31].
Predictive resource allocation (PRA) techniques
rely on estimation of future signal strength of
the base stations. Atawia et al. use one of these
techniques to ensure the quality of service (QoS)
of base stations [6]. Chen et al. [11] partition the
Internet users into groups based on their signal
strength, and allocate resources based on the
utility of the group. Rajagopal et al. use GPS to
select base stations for the Internet users [32].
Their design is based on the idea that the nearest
base station is likely to have the strongest signal
strength.

3.2 Energy-Efficient Resource Allocation
for Mobile Edge Computing

Ng et al. consider circuit power consumption,
imperfect channel state information and qual-
ity of services (QoS). Synthesizing these factors,
they implement an energy-efficient resource al-
location algorithm in OFDMA systems [29]. By
considering a Stackelberg game, Xie et al. design
an energy-efficient resource allocation algorithm
for heterogeneous cognitive radio networks with
femtocells [42]. Meshkati et al. also rely on the

ICISDM 2021, May 27-29, 2021, Silicon Valley, CA, USA

game theory to implement an energy-efficient re-
source allocation algorithm in wireless networks
[25], where edge computing can execute data
processing with much less energy consumption.
Mobile edge computing provides a good plat-
form to support augmented reality (AR) appli-
cations for mobile devices. AR mobile applica-
tions involve three parts: uplink, cloudlet for pro-
cessing, and downlink. A cloudlet is a mobility-
enhanced small-scale cloud datacenter that is lo-
cated at the edge of the Internet. Uplink is used
by the user to transmit data to the cloudlet. The
cloudlet then processes the data, and the result
is delivered to the user through the downlink.

For example, two users are executing a computation-

intensive AR application on their mobile devices.
The complex computation tasks of the AR ap-
plication is transmitted to the cloudlet server
for processing. The two users are executing the
same AR application, they have shared inputs,
outputs and computational tasks. Ali et al. de-
signed an energy-efficient edge computing sys-
tem that exploits the sharable components [4].
In their design, the system transmits input bits
only from one user to the cloudlet through the
uplink; multiple computation tasks are executed
at the cloudlet concurrently; and the output bits
are transmitted to all the users through multi-
cast. These mechanisms can successfully reduce
the energy consumption and improve the perfor-
mance of the AR application.

3.3 Utility-Aware Resource Allocation for
Edge Computing

The utility-aware reource allocation system has
a layered architecture [43]. Smart objects exist at
the bottom layer (e.g. sensors, smart gateways,
and smart phones). These smart objects act as
the endpoints in the edge computing platform
and send computation requests to the edge com-
puting servers. Edge servers are powerful com-
puters placed close to the Internet users. They
have higher computing capability than the edge
devices. The core network provides the connec-
tions between the edge servers and the cloud
big-data centers.

Most research works use a bidding strategy
to implement the resource allocation [38], [17],



ICISDM 2021, May 27-29, 2021, Silicon Valley, CA, USA

[20]. In the utility-aware approach, the system
estimates the benefits to run the service on an
edge device. The cost depends on the resources
consumed by the edge device. The bids with the
maximum profit have priority in obtaining the
required resources. Nielsen et al. calculated the
utility based on organizational citizenship behav-
ior [30]. Aazam et al. created a resource estima-
tion and pricing model [2]. In their model, they
used the amount of services as the utility for re-
source allocation. Do et al. designed a resource
allocation mechanism to minimize the carbon
footprint [13]. Sun et al. designed an auction-
based resource allocation mechanism that incor-
porates the prices of the edge servers [37].

Current edge computing paradigm combines
these three techniques. In this paradigm, the
users can be serviced by the base station with
highest signal strength. Current edge computing
architecture also reduces redundant data trans-
mission. Utility-aware resource allocation can
provide an appropriate resource allocation mech-
anism.

4 DATA FUSION
4.1

A single sensor is often not enough to detect suf-
ficient information about an object or an event.
It may take a combination of multiple sensors to
collect more comprehensive information. There
are different architectures for the sensors to con-
nect and fuse data. Traditional data fusion ar-
chitectures are mostly centralized. However, de-
centralized schemes have many advantages. For
instance, there is no centralized node for data
processing, and therefore, no hotspot or single
point of failure. Furthermore, there is no need to
store all the data in a central database. Although
many classical architectures have been proposed
during the past decades, the most referred ar-
chitecture is still the one by Joint Directors of
Laboratories(JDL). Fig. 3 shows an overview of
the JDL architecture. It divides the data fusion
process into five steps. This hierarchical model
can be used by many classification algorithms
[36].

Data Fusion Architecture

Wang al.

Sensor signals are the input to the fusion pro-
cess. After fusing the data, the uniform output
is sent to the backend computers for further pro-
cessing. The main steps of data fusion process
are as follows [7]:

e Level 0: Signal assessment is to obtain the
refined information from raw data. The
refined information is about the extracted
features of the observed object.

o Level 1: Object refinement classifies the
object according to the extracted features.
This step can detect the identity and loca-
tion of the object.

e Level 2: Situation assessment correlates
the object with events by taking into ac-
count of the environment.

o Level 3: Threat assessment estimates the
threats for an application based on the ex-
tracted features.

o Level 4: Process assessment optimizes the
data fusion to make sure the output is best
results.

There are many artificial intelligence methods
associated with JDL model. These methods can
successfully fuse multiple sensor data. We will in-
troduce the general opportunities and challenges
of data fusion in Section 4.2 and discuss these
methods in Section 4.4.

4.2 Data Fusion Opportunities

The amount of data connected to the Internet
has increased by 30% every year and will con-
tinue to increase [18]. From such a large volume
of data, one needs to extract useful information
and remove unnecessary or inaccurate informa-
tion. To that end, the quality of the data needs
to be improved. To manage the influx of data
and generate reliable and accurate information,
data fusion provides a good solution. Data fusion
integrates available data and outputs succinct
and uniform data. An important application of
data fusion is multi-sensors fusion. Combining
the sensor signals from multiple sensors can im-
prove the quality of the information.

The general opportunities of data fusion using
various techniques are as follows:
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o Filtering the sensor data can make data
more precise, decisive and uniform.

e A sensor with higher accuracy usually con-
sumes more power. By fusing data from
multiple low-energy sensors, highly accu-
racy can also be achieved.

e Reducing redundant data and clustering
the data based on similarity and density
can improve the power efficiency.

e Big-data applications can benefit from ac-
curate and efficient data obtained by data
fusion.

e Data fusion can also hide some critical in-
formation and can be used to enhance se-
curity.

Data fusion has been widely used in the fields

such as mechanical fault diagnosis, change de-
tection, and maneuvering target tracking.

4.3 Data Fusion Challenges

Data fusion systems face several challenges, in-
cluding the following:

e Heterogeneity: The sensor data from dif-
ferent sources are different. The hetero-

4.4

4.4.1

address the heterogeneity at the schema
level, we can regulate the data format us-
ing schema mapping and matching. For
the heterogeneity at the instance level, we
can use object matching.

Conflicting Data: The data from different
sources may conflict with each other. This
is mainly caused by the incomplete sen-
sor data, erroneous sensor data, etc. Con-
flicting data can lead to wrong decision-
making.

Dynamic Process: Data fusion is an iter-
ative process. The system fuses and esti-
mates the input data dynamically.

Artificial Intelligence Methods for
Data Fusion

Nearest Neighbor. Nearest Neighbor algo-

rithm is a fast and flexible method to associate
data, where any point is estimated based on the
K nearest points. The computation cost of such
a method is very low. However, if the data set is
very dense, the estimation results of many points
have a high probability to be the same, which
can lead to erroneous decisions.

geneity may exist in the schema level, where
the sensors express the same object in dif- 4.4.2 Joint Probabilistic Data Association. Joint
Probabilistic Data Association (JPDA) is an ex-
instance level, where the sensors repre- tension of PDA. Probabilistic Data Association
(PDA) is a track focusing on a single object. Many
the sensors have different properties. To posterior measurements are performed on the

ferent formats. It may also exist in the

sent the same object in the real world, but



ICISDM 2021, May 27-29, 2021, Silicon Valley, CA, USA

same object. The final value is achieved by aver-
aging on the iterative measurements.

JPDA focuses on multiple targets tracking.
There are multiple targets appearing in one mea-
surement. Since the measurement index i has a
probability generated by target j, some research
creates a joint data association space/matrix based
on the relationship between measurements and
targets [33]. We associate the measurements with
the states of targets through joint data associa-
tion space. According to the measurements, we
can update the states of multiple targets.

JPDA usually designates a valid region and
only considers the results falling into the valid
region. There also exist some problems for JPDA.
If a new target case appears, it will just be ab-
sorbed into the old tracks instead of creating a
new track. Another problem is that, one change
of a single target case can trigger updating of all
the surrounding tracks. Even if a track is initiated
by an erroneous information, it may influence
all the other tracks.

Although some problems exist, there is a con-

venient and efficient solution to solve it. Rezatofighi

et al. narrow the surrounding range around a
certain track [33]. The reduced size of a group
influences less tracks, which can make the whole
system more efficient and accurate.

4.4.3 Artificial Neural Networks. An artificial
neural network (ANN) is a collection of units
called "neurons". It is a computing system in-
spired by the biological neural neurons in animal
brains. Artificial neural networks can make very
accurate decision even based on complex and
imprecise input data. Artificial neural network
can extract meaningful features from complex
datasets for data classification. Building an arti-
ficial neural network is an adaptive self-learning
and self-organization process. It has a broad er-
ror tolerance bound. Artificial neural networks
is very beneficial to data fusion, because it pro-
vides very accurate and precise prediction based
on complex training and learning process.

An important application area of data fusion
by ANN is vehicle control. One of such work uses
ANN to control the vehicle speed and directions

Wang al.

according to the data fusion results of the traf-
fic information and vehicle condition data. The
vehicle control system controls the speed and di-
rections dynamically. The accuracy of estimation
of vehicle is important, because the movement of
the vehicle should not only obey the traffic rules
but also ensure safe drive on the road. ANN is
trained both by various traffic information and
vehicle conditions, which can produce a mini-
mum average error.

However, ANN trained on multiple targets
may be NP hard. To this end, we sometimes use
some approximation techniques to improve the
performance of ANN.

4.4.4 Fuzzy Logic. Fuzzy logic algorithms use
"degrees of truth" instead of the "true or false"
boolean logic to describe the data. Although
more fuzzy sets can lead to more accurate es-
timation, the computational cost of more fuzzy
sets would also be higher. Therefore, it is nec-
essary to find an appropriate number of fuzzy
sets to balance the computational burden and
estimation accuracy.

Fuzzy Data Association (FDA) algorithm is
very similar to JPDA. Using approximated esti-
mation, the data set has been obviously simpli-
fied. Thus data processing tasks have also been
simplified.

A popular fuzzy logic algorithm is raised, which
can solve track-to-track problem. The algorithm
is named fuzzy clustering mean algorithm, which
is classifying tracks based on attributes of each
track. This algorithm maps the track to a cluster.
The centroid of the cluster has the most similar
attributes to the track.

The fuzzy clustering mean algorithm (FCMA)
has broad tolerance of noise. The challenges of
fuzzy clustering lie in determining the attributes
of clusters and their related parameters. The
structure of the FCMA is critical for its perfor-
mance. It is also important to reduce duplicate
tracks, because duplicate tracks can influence
the attributes of the cluster. FCMA can provide
better association effect and accurate prediction
result.

4.4.5 Kalman Filter(KF). Kalman Filter has sev-
eral important application areas. One of the most
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import applications is vehicle navigation. Kalman
Filter is actually a kind of Bayesian filter. This
is the optimal estimator using linear quadratic
estimation (LQE). It can produce comparatively
accurate estimation over a collection of observed
data, imprecise data and statistical noise.

Kalman Filter is a recursive process, which
feeds the global estimation results to the local
filters as their prior state for next round of es-
timation. In every round of estimation, Kalman
Filter estimates the current system state. Once
an error or deviation message has been detected,
the weight of the predicted state should be re-
duced. More weight will be given to more accu-
rate predictions. Kalman Filter has many rounds
of iterations, during this process the output of
Kalman Filter becomes optimal and accurate.

The challenge of Kalman Filter lies in setting
the Kalman Filter’s gain, which is weight added
to the predicted states. If the Kalman Filter gain
value is too high, the filter follows the current
state too closely. At an extreme circumstance,
a high gain can lead to a jumpy trajectory. On
the other hand, low gain can reduce the effects
of estimation and increase the rounds to get an
accurate output.

4.4.6  Particle Filter (PF). Particle filter is a filter-
ing method to split the data set into a grid. Parti-
cle filtering uses a set of particles to estimate the
posterior distribution. Particle filtering samples
a set of random particles in the state space to ap-
proximate the probability density function. This
estimation can be used for stochastic process and
has a tolerance of noise and imprecise data. Par-
ticle filter provides an established methodology
to build a nonlinear modal, which can be used
to represent complex distribution, e.g., Gaussian
distribution. The weighted average of selected
particles can represent the Gaussian distribution
results. In particle filter, the sampled data may
become diverging. Several adaptive resampling
criteria have been proposed to prevent diverg-
ing. Each particle has been assigned a likelihood
weight to represent the probability to be sam-
pled. If the selected data becomes too uneven,
resampling step will be used. The particles with
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negligible weight may be replaced by those with
higher weights.

5 SECURITY
5.1

Edge computing can detach the computation
tasks from the application by offloading the data
to the edge of the network. This mechanism can
raise many security related problems. Privacy
protection is one of our concerning issues. This
section summarizes the main security risks of
edge computing and introduces some methods
to implement data security [44].

The security challenges exist on different lay-
ers of edge computing. Core infrastructure, edge
servers and edge devices all can encounter secu-
rity challenges.

The core infrastructure includes cloud servers
and management systems, which may be con-
trolled by the third party suppliers. These third

Security Problems

party suppliers can be semi-trusted or even-untrusted.

This may cause data leakage and tampering, since
the sensitive information could be accessed or
stolen by adversaries. On top of that, edge de-
vices can exchange information with edge servers
through core infrastructure. If the adversary uses
denial of services to attack the core infrastruc-
ture, core infrastructure may be controlled by the
adversary and provide false information. This
is a serious security challenge, which cannot be
ignored.

Edge servers are deployed at the edge of Inter-
net. In this case, many adversaries can access the
edge servers. If the adversary has controlled the
edge server, they can steal and tamper the data.
Moreover, the adversary can direct the informa-
tion flow into his own database. Edge devices are
distributed in the edge environment at different
layers, such that any compromised edge device
can disrupt the edge servers and gain control of
the servers.

5.2 Data Security Protection Mechanism

This subsection presents several data security
protection mechanisms which can be used to
prevent attacks from malicious adversaries.
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5.2.1 Data Confidentiality. According to the de-
scription of the reasons for security challenges.
The security problems are caused mainly be-
cause the data in the edge computing are con-
trolled by the edge servers and owned by the
edge devices. These outsourced data can be ac-
cessed, tampered and lost easily. Data confiden-
tiality scheme can provide a good solution for
this problem. Data confidentiality is an encryp-
tion technique, which encrypts the outsourced
data and uploads to the edge servers by the data
producer. When the data users require the out-
sourced data, they decrypt the data from the edge
servers. Current encryption techniques such as
identity-based encryption [9] and attribute-based
encryption [41] have raised the efficiency and
operability of data confidentiality scheme.

5.2.2  Secure Data Computation. Secure data com-
putation is an issue about searching the secure
data in the edge servers. The data from Inter-
net users are outsourced to edge servers with
ciphertext form. The secure data search is a big
challenge since the user has to search based on
encrypted data files. Current techniques have
been developed to utilize the security ranked key-
words [5] and attribute-based keywords [40] to
execute search jobs. These methods have proven
to be accurate and efficient.

5.2.3 Authentication. Since the sensitive data
are outsourced to the edge servers in edge com-
puting, it is quite possible for the adversaries to
access the data. In this case, we need to deploy
some authentication enforcement approaches to
deny visiting of adversaries. This mechanism can
definitely protect users against existing security
and privacy issues.

5.2.4  Privacy Preserving. Privacy is one of the
major challenges in edge computing. Since the
edge servers or core infrastructure can be ac-
cessed and abused by edge devices if they hold
any certain privileges for egoistic purpose. The
leakage of private information can lead to very
serious results. As such, we need to propose sev-
eral items to protect private information. Firstly,
edge servers can take encryption techniques to
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store the data. Secondly, the users need to pro-
tect their identity information in the dynamic
and distributed computing environment. Finally,
since the users usually make use of same edge
servers repeatedly, the location information is
predictable. The edge server should hide the lo-
cation information of users.

6 EDGE COMPUTING APPLICATIONS

An influx of data fusion applications have emerged
in recent years. Recent research and technical
development have put edge computing into more
future-oriented application domains such as smart
cities and autonomous vehicles. We will focus
on several specific application areas where edge
computing makes clear contributionts.

6.1 Emerging Edge Computing
Applications
6.1.1  Traffic Monitoring. Edge computing is in-

creasingly used in vehicular safety systems. A
single sensor cannot cover the whole field of
view needed for safety. The fusion of informa-
tion from multiple sensors can broaden the field
of view around the vehicle. In the fusion model,
object (vehicles in our case) refinement need to
be executed first. The tracks from different sen-
sors should be aligned in space and time to make
sure the captured tracks correspond to the same
object. Then predict the path and detect the ma-
neuver of the driver based on data fusion results.
Vehicular active safety system is beneficial in
Adaptive Cruise Control (ACC), lane change, in-
tersection safety and so on.

6.1.2 Geodata Processing. Geodata is used in
many branches of industry and academic fields.
A geographic information system (GIS) is a frame-
work for collecting, managing, and analyzing
geodata. A frequent problem of geo information
processing is to combine diverse data sets into a
unified one, which is more consistent, accurate
and useful. Data fusion, which extracts the geo-
data, which most matches the surface conditions
provides an effective solution to this problem.
By assigning attributes to the data points in the
fused set using interpolation and amalgamating
the extracted data features into a newly created
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dataset, the generated dataset is more easily iden-
tified by a GIS.

6.1.3 Wearable Sensors Design. Wearable sen-
sors are becoming pervasive in our daily life to
help satisfy healthcare needs. The richness of
data from wearable sensors requires uniform,
accurate and relevant output. Data fusion tech-
nique is a good method to process multidimen-
sional information. Combining medical data and
daily activity data can analyze the physical con-
ditions of a person [26].

6.2 Futuristic Edge Computing
Applications

6.2.1 Smart Cities. Nowadays, people are mov-
ing from rural to urban areas to search a better
quality of life. This puts city resources in crisis
such as water, electricity power, air, transporta-
tion, etc. There exists a necessity to manage and
predict the consumption of limited resources.
The prospect of future city lies in building a
smart society or smart city, which is digitalized,
sustainable and knowledge-managed. In edge
computing, resource allocation, data fusion and
security can help management and processing of
data, which can increase the accuracy and form a
solid base for the edge computing infrastructure.

A smart city can involve various areas of our
daily life such as power distribution, resource
scheduling, traffic control, health precaution, etc.
In Smart City, different sensors can record dif-
ferent attributes of the same event. To this end,
they can depict the action, identification and lo-
cation of a specific object. Multi sensors are used
to track objects. A method to convert angular
and linear position to digital information is pro-
posed by combing potentiometer, multiposition
switch replacement, shaft encoder, and length
measurement [10]. Whereas in [34], the paper
designs a smart grid control system, which helps
integrate distributed generation in the power
distribution networks. It mainly uses a mecha-
nism to analyze and evaluate the effects of power
quality. Based on the results of quality analy-
sis, the defected power would be isolated and
the benign ones should be integrated. In [27], it
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suggests expressing the smart city using multi-
dimensional components. The paper aligns the
social infrastructure to three main dimensions
(technology, people, and institutions). This can
help govern and manage the infrastructures in
a smart city. The smart devices like smart mo-
bile phones and smart watches have been used
more often in our daily life. The application of
these devices need to access many data, which
requires increasing data fusion processing. This
makes the smart objects more intelligent. The
hardware of smartphones consist of central pro-
cessing unit (CPU), liquid-crystal display, HD
voice, light and proximity sensors, and battery
etc. These components provide better context
awareness. Some research have been focused on
data fusion using the mobile devices for human
activity recognition. We need to use resource
allocation technique to schedule computational
resources to service different objects. Current
technology is still not enough to fulfill the po-
tentials of smart cities. There exist challenges to
transform social environment into smart cities.

6.2.2  Autonomous Vehicles. An autonomous ve-
hicle is self-driving by sensing environment with
little human participation. The autonomous ve-
hicle predicts safe driving distance and plans
path referring to several resources such as: GPS
data, RGB camera, LIDAR signal and sensor data
etc. Although it is complex to combine multi-
ple sensors, the output can be accurate by data
fusion.

A randomized path planning architecture is
proposed for planning the path of kinematic and
dynamic vehicles [14]. It is inspired by recent
efforts using randomized algorithms. The new
planning architecture can remain convergence
properties. A trajectory tracking technique deal-
ing with parametric modeling uncertainty is de-
signed in [3]. It shows how adaptive switch-
ing supervisory control together with nonlinear
Lyapunov-based tracking control can limit the
tracking errors to a small range. Whereas in [16],
the car is deemed as a moving sensor, absorbing
information from all around environment. Based
on the information, the vehicle cloud helps make
the decision about the path and destinations for
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the customers. The internet-connected vehicles
would keep information updated and guided by
the vehicular cloud. In [28], some path curves
are modified by using innovative polynomials
such as polar polynomials and Cartesian polyno-
mials. This modification successfully improves
the tracking accuracy and avoids discontinuities
existing in the traditional path. Edge computing
should assign edge devices to complete the com-
putational requests of the autonomous vehicles.
When executing computing at the edge device,
personal information should also be protected.
The self-driving system incorporates all three
techniques we introduced above.

Considering many self-driving vehicle acci-
dents such as Google, Tesla and Uber, the tech-
nique of autonomous vehicle is still immature.
We can connect autonomous vehicles to the in-
frastructure of edge computing, which can share
data between the intelligent vehicles.

7 CONCLUSION

In this paper, we review the development status
of resource allocation, data fusion and data secu-
rity. We explicitly introduce the implementation
mechanisms of these three dimensions and show
how they can contribute to the edge computing.
We also discusses the emerging and prospective
application areas of edge computing.
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