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Abstract— Split manufacturing of integrated circuits eliminates
vulnerabilities introduced by an untrusted foundry by man-
ufacturing only a part of the target design at an untrusted
high-end foundry and the remaining part at a trusted low-end
foundry. Most researchers have focused on attack and defenses
for hierarchical designs and/or use a relatively high-end trusted
foundry, leading to high cost. We propose an attack and defense
for split manufacturing for flattened designs. Our attack uses a
network-flow model and outperforms previous attacks. We also
develop two defense techniques using placement perturbation—
one using physical design information and the other using logical
information—while considering overhead. The effectiveness of
our techniques is demonstrated on benchmark circuits.

Index Terms— Hardware security, placement perturbation,
split manufacturing.

I. INTRODUCTION

A. Motivation

THE cost of owning and maintaining a state-of-the-art
semiconductor manufacturing facility has become enor-

mously expensive, even several billion dollars [1]. Conse-
quently, only high-end commercial foundries now manufac-
ture high-performance, mixed system integrated circuits (ICs),
especially at the advanced technology nodes [2]. Without the
economies of scale, many of the design companies cannot
afford to own and to acquire expensive foundries; hence,
outsourcing their fabrication process to these “one-stop-shop”
foundries becomes a necessity. Globalization of IC production
flow has reduced design complexity and fabrication cost, but it
has introduced several security vulnerabilities [3]. An attacker
anywhere in the IC supply chain can perform the following
attacks: reverse engineering, malicious circuit insertion, coun-
terfeiting, and intellectual property (IP) piracy [2], [4]–[8].
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Due to these attacks, the semiconductor industry loses billions
of dollars annually [9]. This is because designers have no
control over their design in this distributed supply chain, and
more importantly, current electronic design automation (EDA)
tools do not consider security as a design objective.

Split manufacturing of ICs reduces vulnerabilities intro-
duced by an untrusted foundry by manufacturing only the
front-end-of-line (FEOL) layers at an untrusted high-end
foundry and the back-end-of-line (BEOL) layers at a trusted
low-end foundry [2], [10]–[13]. An attacker in the untrusted
foundry has access only to an incomplete design, i.e., the
FEOL but not the BEOL. Thus, he can neither pirate nor
insert Trojans into it. Recently, researchers have successfully
fabricated split-manufactured designs with ∼0% faults and
5% performance overhead [11], [12], [14], [15], including
a 1.3-million-transistor asynchronous field-programmable gate
array (FPGA) [15]. Moreover, research has shown that split
manufacturing can help to improve yield [14]. Although
promising and feasible, split manufacturing still faces the
following challenges.

Challenge 1: Naïve split manufacturing alone does not
ensure security. An attacker can use heuristics of physical
design tools to undermine the security offered by split manu-
facturing, as demonstrated in [10].

Challenge 2: Defense techniques usually incur timing over-
head (TO), power overhead (PO), or area overhead. Hence,
one needs to minimize overhead while satisfying the security
objective. However, current physical design tools do not ensure
this criterion.

B. Threat Model

The objective of the attacker is to retrieve the missing BEOL
connections from the FEOL connections. Since the attacker
is in the FEOL foundry, he has access to the technology
library. Consequently, he can obtain the following information
about logic gates: layout structure, delay, capacitance load,
and wire capacitance. Based on this information, an attacker
can reverse engineer the FEOL components and, thereby,
obtains the incomplete gate-level netlist (this netlist lacks the
BEOL information). For this purpose, he can use existing
reverse-engineering tools [6]. The attacker neither knows the
functionality implemented by the design nor has access to an
IC that performs that function.

C. Related Work

The semiconductor industry proposed split manufacturing
in the early 2000s to improve yield by using only defect-free
FEOL parts [14]. Recently, Intelligence Advanced Research
Project Agency proposed split manufacturing for security [2].
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Split manufacturing is feasible, as several research groups have
successfully demonstrated fully functional split-manufactured
designs: 32-bit multiplier, data encryption standard, and sta-
tic random access memory (RAM) circuits [11], [12], [16];
asynchronous FPGA [17]; and resistive RAM-based split
manufacturing [18]. Split manufacturing for analog designs
has been proposed [19].

An attack called proximity attack has been proposed in [10].
This attack aims to recover the missing BEOL connections
using the physical proximity of the FEOL components and the
heuristics of the physical design tools. To thwart this attack,
a pin-swapping technique is proposed to swap the block pins
in the layout such that the Hamming distance between the
original design and the design recovered by proximity attack
is close to 50% [10]. The disadvantages of this paper are: 1) it
is applicable only to hierarchical designs, while lots of designs
are flattened designs and 2) it incurs a performance overhead
of 25%.

A recent work [13] describes several security metrics and
defense techniques but fails to provide techniques to reduce
overhead. M2 is used as the split layer to increase security, but
at the expense the increased cost of the BEOL foundry [11],
[12], [16].

Recently, security-driven wire-lifting was proposed to
defend against proximity attacks [20]. In [20], the attacker
knows the function of the circuit. In other cases, however,
the attacker do not know the function and can only get
information in physical level, but that work incurred up to
200% overhead.

To improve the pin-swapping defense, a security-driven
circuit partitioning algorithm and a simulated annealing-based
placement algorithm are proposed in [21]. However, simulated
annealing is very slow for large designs and rarely used in
modern cell placers.

Security-driven split manufacturing is also embraced in 3-D
or 2.5-D IC designs, where different die layers can be manu-
factured at different foundries [22], but this technique inher-
ently assumes that split manufacturing is secure. Researchers
use circuit monitoring techniques to enhance the security of
split manufacturing [23]; our technique does not need such
circuitry, as we ensure security through design.

Most existing defense techniques assume that one can
enhance security by splitting at M1 [11]–[13], [16]. Unfor-
tunately, this increases the cost of the BEOL foundry. If the
BEOL foundry can manufacture certain lower metal lay-
ers (e.g., M2 and M3), the attacker in the FEOL foundry
obtains less information about the design—only M1 and
transistors. Unfortunately, in this case, the cost of owning and
maintaining the BEOL foundry increases. If the BEOL foundry
can manufacture only upper metal layers (e.g., M5 and above),
the attacker in the FEOL foundry obtains more information
about the design—M1–M4 and transistors. Although the cost
of the BEOL foundry decreases in this case, it decreases
security. Thus, one needs to find the optimal tradeoff between
security and capability/cost of the BEOL foundry. Our frame-
work is compatible with any split layer, unlike the existing
work [10]–[13], [16], [21]. Table I summarizes the comparison
of this paper and related work.

IC camouflaging [24] and logic encryption [25], [26] are
other IP protection techniques. The former protects against
malicious users, and the latter protects against both malicious
users and foundries but requires secret key storage. Split man-
ufacturing is an orthogonal technique that targets malicious
foundries without the requirement of keys.

D. Approach and Contributions

In this paper, we first develop an attack for flattened designs
using a network-flow model. In addition to the proximity
heuristic, our framework considers load capacitance constraint
and dangling wire hint. Note that most of the hints described
in [10] are for hierarchical designs and cannot be used for
flattened designs. We then develop placement perturbation
techniques to defend against proximity attack for flattened
designs. These techniques consider both physical proximity
and logic structures that may affect the effectiveness of the
defense. Finally, we optimize the wirelength overhead (WLO)
of our defense technique, though this approach can also
optimize for other metrics, such as power, delay, and wire
congestion.

The contributions of this paper are as follows.

1) A network-flow based attack model leveraging com-
mon design conventions from industry-standard phys-
ical design tools geared toward flattened designs (see
Section II).

2) Experiments on ISCAS-85 and ITC-99 benchmark cir-
cuits to demonstrate that our attack outperforms prox-
imity attack [10] for flattened designs by ∼3×.

3) A security-driven placement perturbation algorithm
within Pareto optimization framework to ensure security
while minimizing the overhead (see Section III). This
paper enables a designer to control the security versus
the overhead tradeoff.

4) Under the placement perturbation framework, different
gate selection schemes and optimization objectives are
studied.

5) Security assessment using ISCAS-85 and ITC-99 bench-
marks to show the effectiveness of our defense (see
Section IV).

II. ATTACK

In a common embodiment of split manufacturing, FEOL
layers are manufactured by an offshore high-end foundry,
while BEOL manufacturing and the final integration are con-
ducted in a trusted foundry. The security risk in this scenario
arises from the attacker in the offshore foundry.

The objective of the attacker is to retrieve the missing
BEOL connections from the FEOL connections. Since the
attacker is in the foundry, he has access to the technology
library. Consequently, he can obtain the following information
about logic gates: layout structure, delay, capacitance load, and
wire capacitance. Based on this information, an attacker can
reverse engineer the FEOL components and, thereby, obtains
the incomplete gate-level netlist (this netlist lacks the BEOL
information). For this purpose, he can use existing tools [27].
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TABLE I

RELEVANCE TO RELATED WORK. “–” INDICATES THAT INFORMATION IS UNAVAILABLE. “H” AND “F” INDICATE APPLICABILITY TO
HIERARCHICAL AND FLATTENED DESIGNS, RESPECTIVELY. “L” INDICATES WHETHER THE ATTACKER KNOWS CIRCUITS

FUNCTION OR LOGIC. (RES. MEANS RESILIENCY TO PROXIMITY ATTACK)

The attacker neither knows the functionality implemented by
the design nor has access to an IC that performs the function.

An attacker has the disadvantage that the solution space can
be astronomically large. If k gate output pins miss their con-
nections, there are 2k2

possible connections in the worst case.
An attacker can tremendously reduce this large solution space
based on the knowledge that the designer used conventional
physical design tools to design the target IC, which has been
proposed in [10]. An attacker can take the advantage of the
following hints, which are public knowledge.

Hint 1 (Physical Proximity): Physical design tools aim
to minimize wirelength, thereby improving performance and
reducing power consumption. Therefore, a connection between
two pins is rarely very long. Hence, an attacker will prefer to
connect two pins that are close to each other rather than the
ones that are far apart.

Hint 2 (Acyclic Combinational Logic Circuit): With the
exception of ring oscillators, flip-flops, and latches, combi-
national loops are rare in a design.

Hint 3 (Load Capacitance Constraint): A gate can drive
only a limited load capacitance to honor slew constraints. The
maximum load capacitance of a gate can be obtained from the
physical design library, which is public information. Hence,
an attacker will consider only connections that will not violate
the load capacitance constraints.

Hint 4 (Directionality of Dangling Wires): Physical design
tools route wires from a source gate to the sink node along
the latter’s direction. Hence, the directionality dangling wires
at lower metal layers indicate the direction of their destina-
tion cell. An attacker can disregard components in the other
directions. Consider the example in Fig. 1. There is a dangling
metal pointing toward gate A in the FEOL design available to
the attacker. Intuitively, the missing upper metal is most likely
to be connected with gate A instead of gate B.

Hint 5 (Timing Constraint): If a connection violates the
timing constraints, then this connection can be excluded.
An attacker can at least obtain a conservative estimate on
timing constraints through educated guess on clock period.

A. Greedy Attack–Proximity Attack for Flattened Designs

The greedy attack mainly follows the proximity
hint (Hint #1) and the acyclic combinational logic
hint (Hint #2) [10]. Unlike in hierarchical designs [10],
where each missing net has only two pins, the net in flattened

Fig. 1. Dangling wire points potential connection from the source gate toward
gate A.

designs may have multiple fan-outs, i.e., more than two pins.
In the greedy attack, we iteratively connect a gate input pin to
its nearest gate output pin. After each connection, we check
if that connection results in a combinational loop. If a loop
is found, this connection is reverted, the input pin is tried
to connect with the next nearest output pin that does not
result in a combinational loop. This procedure is repeated
until all gate input pins are connected. At the end, if there
is a dangling output (i.e., the output of a gate that is not
connected to any input), we find its nearest multifan-out net
and connect the nearest input pin in this net to the dangling
output pin.

B. Network-Flow Attack

We describe a network-flow based attack framework that
considers all the aforementioned hints (Hints #1–#5) in a
holistic manner. This is shown by an example in Fig. 2, where
the attack needs to infer the connections between output pins
{a, b} and input pins {1, 2, 3}.

The network is a directed graph G = (V , E), where V is a
set of vertices and E is a set of edges. The set V is composed
of a set of vertices corresponding to the output pins (Vo), a set
of vertices corresponding to the input pins (Vi ), the source
vertex (S), and the target vertex (T ). The set E consists of
ESo, edges from S to every output pin vertex, Eoi , edges
from output pin vertices to input pin vertices, and EiT , which
includes edges from every input pin vertex to the target vertex.
The network for Fig. 2(a) is shown in Fig. 2(b). In a network-
flow solution, a certain amount of flow emerges from S, goes
through the network edges, and finally arrives T . The flow
through the edge (a, i) ∈ Eoi infers wire connection between
output pin a and input pin i .
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Fig. 2. (a) Circuit with missing connections. (b) Network-flow model for
inferring the missing connections.

Fig. 3. Input pins 1 and 2 are in output pin a values’ dangling direction.
Output pin a is in pin 2 values’ dangling direction but not in pin 1 values’
dangling direction.

The five hints are addressed by edge construction for Eoi ,
edge capacities, edge costs, and dynamic use of the network-
flow model. A necessary condition for including an edge
(a, i) ∈ Eoi is that output pin a is along the direction of input
pin i values’ dangling wire and vice versa. For the example
shown in Fig. 3, edge (a, 2) is included in Eoi , but (a, 1) is
not. Another condition is that the connection between a and i
would not result in timing violation. We can estimate the slack
at a by subtracting the arrival time (AT) at a from the required
AT (RAT) at i .1 This is an optimistic estimation without
considering the delay from a to i . If this optimistic slack is
less than zero, then including the delay from a to i would
make the violation even worse. Then, the connection between
a and i is disallowed, i.e., there is no (a, i) in Eoi . Sometimes
the AT and RAT are not available due to wire disconnections;
then, we replace AT with lower bound, which is the AT at the
primary input, and replace RAT with upper bound, which is
the RAT at the primary output. The estimate obtained as such
provides an upper bound for the slack. By constructing Eoi as
such, the hint of the directionality of dangling wire (Hint #4)
and timing constraints (Hint #5) is followed.

The capacity cS,a for each edge in ESo is defined as the
load capacitance constraint for output pin a. The capacity ca,i

for each edge in Eoi is infinity. The capacity ci,T for each
edge in EiT is the input capacitance for pin i . A flow solution
that satisfies the edge capacity constraints follows the hint of
load capacitance constraint (Hint #3).

The cost wa,i for each edge in Eoi is the wirelength in
connecting pins a and i . The other edge costs are set to 0.
If we run min-cost flow algorithm on this network, the solution
minimizes the total flow cost, which is the total wirelength
for all connections. This edge cost definition addresses the
proximity hint (Hint #1).

1An attacker can determine AT and RAT from the minimum operating
frequency available in the design specification.

The hint of an acyclic combinational logic circuit (Hint #2)
is difficult, if not impossible, to be handled in a one-shot
network-flow solution, because a loop can be detected only
after the connection solution is obtained. To solve this issue,
we used an iterative network-flow approach. After connections
are inferred from a network-flow solution, a circuit traversal
is performed to check if any loop exists. If so, the longest
inferred connection is picked. This connection must corre-
spond to an edge in Eoi . Then, this edge is removed from
the network, and the min-cost flow algorithm is conducted
again. This procedure is repeated until no loop is detected.

In the min-cost network-flow problem, the decision vari-
ables are the flow xi, j going through each edge (i, j) ∈ E .
Then, the problem is formally formulated as follows:

Min
∑

(i, j )∈E

wi, j · xi, j (1)

s.t.
∑

i| (i, j )∈E

xi, j =
∑

k|( j,k)∈E

x j,k, j ∈ Vo ∪ Vi (2)

∑

(i,T )∈EiT

xi,T =
∑

(i,T )∈EiT

ci,T (3)

∑

(S,i)∈ESo

xS,i =
∑

(i,T )∈EiT

ci,T (4)

xi, j ≤ ci, j , ∀ (i, j) ∈ E . (5)

This problem can be solved by off-the-shelf algorithms,
e.g., the Edmonds–Karp algorithm [28], which can obtain the
optimal solution in polynomial time.

The complexity of the Edmonds–Karp algorithm is
O(V E2) [28], where V is the number of disconnected BEOL
pins and E is the number of wires, as known as edges in the
graph. We execute this algorithm for V times in the worst
case. The run-time of network-flow attack is O(E2V 2). The
proposed five hints are considered when constructing the graph
to limit E . Before starting next iteration, the connected BEOL
pins will be removed from the graph to reduce V . By this way,
the actual run-time is much higher than the theoretical value.

III. PLACEMENT-BASED DEFENSE

A. Motivation Example and Overview

To develop provably secure split manufacturing, one needs
to reinforce physical design techniques with security. Unfor-
tunately, such approaches may have high overhead. Hence,
we propose a defense technique, placement perturbation, while
explicitly optimizing the overhead. This technique is compat-
ible with conventional physical design tools.

Fig. 4 shows an example of overhead control in defense.
Fig. 4(a) shows the original layout. If we perform pin swap-
ping [10], we obtain the layout in Fig. 4(b) where the dashed
lines indicate the upper metal wires, which the attackers are
missing. By using the proximity hint, an attack may restore
the connection as the red lines, which are wrong. Thus,
the swapping, indeed, improves security. However, it increases
wirelength by 70%, which is quite significant. Alternatively,
one can make placement perturbations to gates A and B like
in Fig. 4(c), which also causes the attacker to fail with only
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Fig. 4. (a) Original layout with small squares indicating logic gates. (b) After
swapping gates A and B, dashed lines are wires missing to attackers, and
red lines are connections determined by the network-flow attack, which are
wrong; wirelength increases by 70%. (c) Smaller perturbation to gates A and
B thwarts the attack but also decreases the WLO to 30%.

30% wirelength increase. In placement perturbation, we aim
for a secure design with minimum overhead.

We describe a placement perturbation-based defense. Given
a circuit design after global routing and wire layer assignment,
gate locations are changed such that the proximity hint is no
longer effective. The perturbation may affect the conventional
design objectives, such as wirelength, timing, and power. Thus,
the overhead needs to be minimized. The algorithm consists
of two phases. Phase I is to select which gates to be perturbed,
and Phase II is to make small placement changes to the
selected gates.

B. Phase I: Gate Selection

The proposed procedure iteratively extracts a set of trees
from the circuit and perturbs the locations of the gates in
the trees. The reason to extract tree topology is because of
its compatibility with the Pareto optimization-based placement
perturbation algorithm. We propose and study two gate selec-
tion techniques: one is BEOL-driven, and the other considers
logical differences among gates.

1) BEOL-Driven Gate Selection: The BEOL-driven gate
selection, or tree extraction, mainly follows one principle. That
is, the selected gates should be incident with BEOL wires,
i.e., wires missing to attackers. If a gate only involves FEOL
wires, its related wire connections are visible to attackers, and
therefore, perturbation of its location does not help improve
security. The BEOL-driven gate selection is an iterative pro-
cedure. At each iteration, a gate with BEOL net as its fan-
in is chosen as a root node. Then, a reverse topological
order traversal is performed starting from this root node.
All gates incidents to BEOL wires are included in the tree
during the traversal. The traversal terminates when either the
primary inputs are reached, or none of its traversal front
nodes are incident to BEOL wires. We make sure that the
selected gates conform to tree topology. For a multifan-out
gate, we only include the fan-out gate that is first encountered
in the traversal. This tree extraction procedure is repeated until
all gates involving BEOL wires are included.

2) Logic-Aware Gate Selection: BEOL-driven gate selec-
tion can be improved by exploiting the following two obser-
vations. First, the potential change due to incremental rout-
ing is neglected. After a placement perturbation, incremental
routing must be performed to connect the gates with changed

locations. It is likely that a gate that is incident to only FEOL
wires becomes incident to BEOL wires after the incremental
routing. Second, not all gates have the same impact on security.
For some gates, a wrong connection by an attacker may have
a very limited impact on the circuit output, while for some
other gates the impact can be much larger.

Based on the two observations, we suggest a logic-aware
gate selection method. First, we additionally take gate incident
to top FEOL layers into consideration. When gates not incident
to BEOL wires are considered, the number of selected gates
tends to be large and so is the WLO. To overcome this
drawback, we extract a treelike in the BEOL-driven gate
selection but only allow a subset of the gates in the tree to be
perturbed. These gates are movable gates, while the others are
fixed gates in the tree.

Second, among the gates being considered, we select mov-
able gates according to the logical difference. More specif-
ically, we choose a gate that has the remarkable difference
from its neighbor gates. In an attack, a gate is mostly likely
to be confused with its neighbor gates. A wrong connection
to one of its neighbor gates will cause more errors if the gate
and its neighbor have a large logical difference.

Here, we specify what is counted as neighbor gate with
significant logical difference (NGSLD). For two gates gi and
g j , we can run logic simulations to estimate the probability
�(gi , g j ) that their output pins have opposite logic values.
For a gate gi , we look at how many of its nearby gates have
a significant logic difference. More specifically, for each gate
g j within distance D from gi , if �(gi , g j ) is greater than a
threshold �, then g j is counted as a neighbor with significant
logical difference.

Since a gate incident to BEOL wires is more likely
to involve BEOL wires again after incremental routing,
we choose a relatively low threshold � for them, which
allows more of such nets being selected. For the same reason,
the chance a gate originally incident to only FEOL wires has
smaller chance to be incident to BEOL wires after incremental
routing; we use a bigger � for them. This means that we select
such gates only if their potential impact is very large. All gates
being considered are sorted in nonincreasing order of number
of NGSLD. Then, we select top ρ% of them to be as moveable
gates. If a gate has a large difference from its neighbors,
a wrong connection among them tends to produce big impact
to the circuit outputs. Please note that ρ% affects the tradeoff
between security and wirelength. A large ρ% implies that more
gates are perturbed, and hence, security is improved more.
On the other hand, more perturbation generally causes more
WLO.

Like the BEOL-driven gate selection, the tree extraction,
here, is a reverse topological order traversal from a root node.
If a gate g j is selected to be a movable gate in the tree, its fan-
in gate gi is also included even if gi is a fixed gate. However,
if all fan-in gates of gi are not selected, then the tree traversal
at gi terminates.

The run-time complexity of tree placement is O(nm2 fmax),
where n is the number of gates in the tree and m is the
candidate location for one gate and fmax [29]. We set the limit
of tree size to less than 30 gates to reduce n. Since we aim
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Fig. 5. Example for placement perturbation. (a) Original layout. (b) Layout
after perturbation. The numbers within the parentheses indicate the X–Y
coordinates of the gates.

to minimize the wirelength, the candidate location of one gate
is limited within a certain, making m is also not high. In a
logic-aware gate selection method, if a gate in the tree has
many fan-in gates, we prefer the one that is highly movable.

C. Phase II: Placement Perturbation

1) Physical-Driven Placement Perturbation: For each
extracted tree, we perturb its gate locations using a Pareto opti-
mization approach similar to [29]. It is a bottom-up procedure
from the leaf nodes to the root node of the tree. At a leaf gate
gi , we vary its location to obtain a set of candidate solutions.
Please note that the candidate location must be in an empty
space that can accommodate this gate. Then, the candidate
solutions at leaf nodes are propagated toward their parent
nodes and merged there. During this step, the clock trees are
not generated, and the designer leaved some space for clock
trees or other gates. Our algorithm may use that part space
as candidate location. On the other hand, the algorithm places
gates in a tree at one time, and so the location of each gate
may be used by other gates. In the worst case, the gates in the
same tree may be swapped and do not use any other space.

Each candidate solution is evaluated by its WLO and a
perturbation metric. The perturbation metric dictates the place-
ment difference from the original layout with the consideration
of security. A placement has two underlying factors. The first
is the spatial order, e.g., a gate is to the left or right of another
gate. The second is the distance between gates or pins. From
the security point of view, a relatively large pin distance in a
net implies a large solution space for the attacker. A spatial
order change is a more disruptive perturbation to the original
design and can enhance security, considering that the spatial
order in the original layout is highly optimized by conventional
placement tools.

Based on these rationales, we develop a perturbation met-
ric, which is described using the example in Fig. 5. First,
we consider each source-sink pair along one axis. For source A
and sink B along the y-axis, the perturbation π

y
A,B = 4,

as the distance is increased from 12 to 16. Along the x-axis,
the spatial order between A and B is flipped. Thus, we scale
the distance change with a gain factor, e.g., 2. Hence, π x

A,B =
2 · | − 8 − 16| = 48. For source A and sink C, there is no
spatial order change, and the distance is decreased. Since such
distance decrease does not change the proximity of gates, its
effect is nullified in the perturbation π x

A,C = 0 · |26−32| = 0.
The overall perturbation for this net is the summation of all
these factors: πA = π

y
A,B + π x

A,B + π x
A,C = 52. In general,

a solution with a large perturbation is more difficult to attack.

Algorithm 1: Physical-Driven Placement Perturbation
Input : Tree extracted from layout

wirelength increase budget α
Output: Location of each gate in tree

1 wini ← wirelength of the original tree;
2 Initialize every fan-in vi of all tree leaf nodes with

solution (wi = 0, πi = 0);
3 for each gate vi in the tree in topological order do
4 if vi has fan-in then
5 if vi has 2 fan-in v j and vk then
6 S← ∅;
7 for each solution s j from v j and sk from vk do
8 S← {(w j +wk, π j + πk)} ∪ S;
9 end

10 end
11 else
12 if vi has 1 fan-in v j then
13 S← solutions from v j ;
14 end
15 end
16 end
17 Si ← ∅;
18 for each candidate location (xk, yk) do
19 Temporarily place vi at (xk, yk);
20 Si,k ← ∅;
21 for each solution s j in S do
22 Obtain wk based on (xk, yk) and s j ;
23 Obtain πk based on (xk, yk) and s j ;
24 Si,k ← {(wk, πk)} ∪ Si,k ;
25 end
26 Prune Si,k ;
27 Si ← Si ∪ Si,k ;
28 end
29 end
30 Sroot ← solutions at the root gate;
31 Find si ∈ Sroot that has max πi and
wi ≤ (1+ α%) · wini ;

32 Return Location of each gate in tree according to si ;
33 ———————————————————————

Each candidate solution ψi is characterized by its wirelength
wi and perturbation πi . Although the perturbation increases
wirelength, they are not perfectly correlated. For the example
shown in Fig. 5, the perturbation according to our metric is 52,
while the wirelength increase is only 6. To avoid enumerating
all cases like in a brute force approach, some inferior candidate
solutions are pruned out without further propagation. For two
solutions ψi and ψ j , ψi is inferior if wi ≥ w j and πi ≤ π j .
At the root node, we choose the solution with the maximum
perturbation while the wirelength increase is not more than
α%, where α is the given budget. As such, α affects the
tradeoff between WLO and security. The pseudocode of the
defense algorithm is shown in the following. Without loss of
generality, we assume that the tree is binary. If a tree is not
binary, it can be converted to one by inserting pseudonodes.
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Fig. 6. Gate B is fan-out gate of gate A. Move gate A from location l to
location l
 where there are three critical gates.

2) Logic-Driven Placement Perturbation: Although the per-
turbation described in Section III-C1 strives to enhance secu-
rity by making designs to be different from conventions,
the geometric-based difference alone may be insufficient. For
example, consider that a gate gi is moved away from its ideal
location, which is according to common design conventions.
However, it is likely that the BEOL connection for this gate
does not have other BEOL wires nearby. As such, this BEOL
connection can be easily restored, as it is a unique option for
an attacker. Even if it has another BEOL wire nearby, which
is incident to another gate g j , it is possible that the logical
difference between gi and g j is small. Hence, even a wrong
connection does not affect the circuit functionality much.

To make an improvement over the physical-driven perturba-
tion, we proposed a logic-driven perturbation, which replaces
the perturbation metric with a new metric, called weighted
logical difference (WLD). If a gate gi is temporarily placed
at location l, then the corresponding WLD is defined as

W L D(gi , l) = λ(gi , l)
∑

g j∈Vl

�(gi , g j )

dist (gi , g j )
(6)

where λ(gi , l) is the ratio of wirelength related to gi at
location l versus the original wirelength, Vl is the set of critical
gates around l, �(gi , g j ) is the logical difference between gi

and g j , and dist (l, g j ) is the Manhattan distance between
location l and g j . A candidate perturbation solution with a
large W L D value is retained for exploration. The centerpiece
of W L D is the logical difference �gi , g j , which encourages
solutions with large logical difference from its neighbors. This
difference is weighted by the inverse of distance. This is
because gates nearby matter more than gates that are far away.

In (6), λ(gi , l) is a factor to increase the chance that
the wires incident to gi to be routed through BEOL layers.
In general, routers tend to use BEOL layers for long wires.
A large λ(gi , l) value implies longer wires, which have a
greater chance to be routed through BEOL layers.

The algorithm of the logic-driven perturbation is very sim-
ilar to that of the physical-driven perturbation, except that the
perturbation metric is replaced by WLD. The pseudocode of
the logic-driven perturbation is shown in Algorithm 2.

Fig. 6 shows an example of the logic-driven placement
perturbation. In this example, there is a BEOL net, for which
gate A is the source, and gate B is the sink. Three other gates,
X, Y, and Z, have their output nets in the BEOL layers. The
original location of gate A is at l, and therefore, gate B is

Algorithm 2: Logic-Driven Placement Perturbation
Input : Tree extracted from layout

wirelength increase budget α
Output: Location of each gate in tree

1 wini ← wirelength of the original tree;
2 Initialize every fan-in vi of all tree leaf nodes with

solution (wi = 0, θi = 0);
3 for each gate vi in the tree in topological order do
4 if vi has fan-in then
5 if vi has 2 fan-in v j and vk then
6 S← ∅;
7 for each solution s j from v j and sk from vk do
8 S← {(w j +wk, θ j + θk)} ∪ S;
9 end

10 end
11 else
12 if vi has 1 fan-in v j then
13 S← solutions from v j ;
14 end
15 end
16 end
17 Si ← ∅;
18 for each candidate location (xk, yk) do
19 Temporarily place vi at (xk, yk);
20 Si,k ← ∅;
21 for each solution s j in S do
22 Obtain wk based on (xk, yk) and s j ;
23 if vi is driven by critical gate then
24 Obtain θk based on (xk, yk) and s j ;
25 else
26 θk = θ j in s j

27 end
28 Si,k ← {(wk, θk)} ∪ Si,k ;
29 end
30 Prune Si,k ;
31 Si ← Si ∪ Si,k ;
32 end
33 end
34 Sroot ← solutions at the root gate;
35 Find si ∈ Sroot that has max θi and wi ≤ (1+α%) ·wini ;
36 Return Location of each gate in tree according to si ;
37 ——————————————————————-

its nearest sink gate. Hence, an attacker can easily figure out
that gate A is connected with gate B. If gate A is moved to
location l 
, there are three other source gates close to gate A,
and hence, the attack becomes much more difficult. In this
case, WLD of gate A in location l 
 is

WLD(A, l 
) = D(B, l 
)
D(B, l)

(
�(A, X)

D(X, l 
)
+ �(A,Y )

D(Y, l 
)
+ �(A, Z)

D(Z , l 
)

)

where D indicates the distance.
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Fig. 7. Correct connection rate on performing greedy attack and the proposed network-flow model-based attack with and without defense.

Fig. 8. Output error rate on performing greedy attack and the proposed network-flow model-based attack with and without defense.

IV. RESULT

A. Experimental Setup

We evaluate our techniques using ISCAS-85 combinational
benchmark circuits [30] and ITC-99 benchmark [31]. Each
circuit was synthesized by Synopsys Design Compiler tool.
Placement and routing were performed using Cadence SoC
Encounter tool for 45-nm CMOS technology. Synopsys Prime-
Time static timing analysis tool was used to measure the TO
for the defense techniques.

We assess the effectiveness of the attack model by iden-
tifying the number of correct connections that it makes.
An attacker always tries to make as many correct connections
as possible. In order to prevent an attacker from reconstructing
the design correctly, the defender perturbs "enough" gates
in the design while minimizing the overhead. In this paper,
we measure overhead in terms of wirelength, which may affect
delay, power, and congestion. In addition, we can evaluate the
performance of attack and defense techniques through error
rate, the number of wrong outputs produced upon applying
a specific number of inputs [11]–[13], [16]. The objective
of the defender is to ensure that the recovered design has
a high error rate through placement perturbation. Contrarily,
the objective of the attacker is to minimize the error rate of
the recovered design. The error rate between the outputs of the
original design and the design reconstructed using the attack
was determined by applying 50 000 random input patterns.

In order to validate the effectiveness of our techniques,
the following methods are compared.

1) GreedyAttack: Greedy attack [10] to circuits without
defense.

2) FlowAttack: Our network-flow-based attack to circuits
without defense.

3) BEOL + Physical: Network-flow attack to circuits with
the defense of BEOL-driven gate selection and physical-
driven placement perturbation.

4) Logic + Physical: Network-flow attack to circuits with
the defense of logic-aware gate selection and physical-
driven placement perturbation.

5) Logic + Logic: Network-flow attack to circuits with the
defense of logic-aware gate selection and logic-driven
placement perturbation.

B. Effectiveness of Attack and Defense

1) Effectiveness of Attack: In Figs. 7 and 8, the left two bars
in each cluster compare the results of “GreedyAttack” [10]
and “FlowAttack” to circuits without defense. Fig. 7 shows
the results of correct connection rate, which is the percentage
of BEOL connections that are successfully restored by the
attacks. One can see that the correct connection rate from
the “GreedyAttack” is less than 25% on average while the
“FlowAttack” can improve it to 67%.

Fig. 8 shows output error rates the circuits restored by
the attacks compared with the original designs. The average
error rate from the “GreedyAttack” is around 90% while
the “FlowAttack” can reduce it to less than 50%. Overall,
the proposed “FlowAttack” is much more effective than the
previous work of “GreeyAttack” [10].

2) Effectiveness of Different Defense Techniques: Figs. 7
and 8 also demonstrate the effectiveness of different defense
techniques under the network-flow attack. These correspond
to the rightmost three bars in each cluster. Compared with
“FlowAttack” without defense, all the three proposed defense
techniques can remarkably reduce correct connection rate
and increase the error rate. The average correct connection
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TABLE II

WLO, TO IN TERM OF PERCENTAGE INCREASE OF CRITICAL PATH DELAY, CRITICAL PATH DELAY INCREASE (�d ),
AND PO AFTER DEFENSE OF “BEOL+ PHYSICAL,” “LOGIC+ PHYSICAL,” AND “LOGIC + LOGIC”

Fig. 9. Overhead of performing “Logic + Logic” on benchmarks B11.

Fig. 10. Correct connection rate and error rate versus WLO for “BEOL +
Physical” on circuits C880 and C1908.

rates among the three defense techniques are close to each
other. However, the error rate is progressively increased by
considering logic effects in the defense. The best technique,
“Logic + Logic,” increases the average error rate from less
50% to over 80%. Please note that we constrain the WLO to
be less than 10%, so that the correct connection rate cannot be
suppressed to very low. The utilization of core area is 50%–
60% in our test cases.

C. Overhead of Defense

One of the goals of this paper is to control the overhead
due to defense, especially the WLO. Tabel II lists the WLO,
TO, and PO of the proposed defense techniques on the bench-
mark circuits. In the placement perturbation-based defense
techniques, we explicitly restrict the WLO to be within 10%
of the original design. However, the subsequent routing by
SoC Encounter usually causes discrepancy from the wirelength

Fig. 11. Correct connection rate and error rate versus WLO for “Logic +
Physical” on circuits C1908 and B11.

Fig. 12. Correct connection rate and error rate versus WLO for “Logic +
Logic” on circuits C1908 and B11.

estimate in placement. Despite this, we can almost always
restrict the wirelength increase to be less than 10%. The
average WLO is only 3%−−5%.

The average WLO of “BEOL + Physical” is 5.1%, which is
lower than 5.7% from “Logic + Physical.” This is because the
logic-aware gate selection tends to perturb more gates. By con-
sidering the logical difference in “Logic + Logic,” the average
WLO is reduced to 3.2%. The simultaneous consideration of
logic difference with location change steers the solution search
to more secure options with less perturbation movement.

Table II also shows the TO in terms of critical path delay
increase. In general, the overhead is very small, less than
0.5% and a few ps, as TO usually correlates with WLO. In a
few cases, the TO is significant, as timing is not explicitly
controlled in our placement perturbation. This problem will
be solved in our future work.

The PO is shown in Table II. The PO highly correlates with
WLO, since the WLO increases the load capacity. In general,
the PO is less than 0.5%. Table III indicates the detailed
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TABLE III

INTERNAL POWER (IP), SP, LP, AND TOTAL POWER O AFTER DEFENSE OF “BEOL+ PHYSICAL,” “LOGIC+ PHYSICAL,” AND “LOGIC+ LOGIC”

Fig. 13. Effectiveness of network-flow attacker with different layers in BEOL. (a) Correct connection rate. (b) Output error rate.

information on PO. As defined in SoC Encounter, the internal
power is the activity power lead by switching inside the cell,
and the switching power (SP) is the power cost in wires. The
leakage power (LP) does not have any change, since we did
not change the layout of the cells.

D. Security Versus Overhead Tradeoff

Besides restricting WLO, our defense techniques obtain
a tradeoff between security and the overhead. In selecting
the gates to be perturbed (see Section III-B2), parameter
ρ decides how many gates are selected. A large ρ value
implies improved security with relatively large overhead. In the
placement perturbation algorithm (see Section III-C1), among
the multiple candidate solutions at the root node of each tree,
the one with the maximum security subject to α% WLO is
chosen. As such, parameter α also directly affects the tradeoff.
In Fig. 9, we show the impact of these two parameters on the
tradeoff for “Logic + Logic” on B11.

The tradeoff curves for the three defense techniques are
shown in Figs. 10–12. The “Logic + Physical” and “Logic
+ Logic” are superior to “BEOL + Physical,” as they can
decrease the correct connection rate lower and increase the
error rate with lower WLO.

E. Effect of Split Layer on Security

The layer at which the BEOL and FEOL split occur is called
the split layer. If the split layer is M2 or M3, it may guarantee

security, but it demands a relatively high-end BOEL facility,
thus increasing its cost. Fig. 13 shows the effectiveness of
the network-flow attack model with the different split layer.
Since we need to align cases with different top metal layers,
we indicate the split layer by the layers in BEOL. The correct
connection rate is decreasing, and the output error rate is
increasing while more layers in BEOL, which the proposed
attack is ineffective. In Fig. 13(b), the output error rate on most
cases reaches 100%. In this case, the defense is not needed.

We also test the effectiveness of the defense model with
the different split layer, as shown in Fig. 14. On average,
the defense mode is almost ineffective when the split layer
is the top layer. That is because the attacker gets a lot of
information from BEOL and it is hard to defend. When FEOL
part contains two layers, the defense mode is most effective.
In the case of C880 and C3540, the security achieved by our
defense for a higher split layers reaches the security level
achieved by a lower split layer without any defense. Thus,
users who cannot support manufacturing many lower layers
can obtain security using our technique.

F. Sensitivity of Parameters

Section IV-D explains how parameters α and ρ influence
the overhead. In this section, we will discuss the sensitivity of
parameters α and ρ to the security. The effectiveness of the
defense with different parameters is shown in Fig. 15. When
α is in larger number, for example in Fig. 15(e) and (f), one
can easily observe that the incorrect connection rate and the
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Fig. 14. Effectiveness of “Logic + Logic” with different layers in BEOL. (a) C432. (b) C880. (c) C1355. (d) C1908. (e) C2670. (f) C3540. (g) C5315.
(h) C6288. (i) C7552.

Fig. 15. Correct connection rate and output error rate on benchmark b17 when running “Logic + Logic” defense with different values of α and ρ.
(a) α = 5%. (b) α = 10%. (c) α = 15%. (d) α = 20%. (e) α = 25%. (f) α = 30%.

output error rate increase as ρ increases. In Fig. 15(a) and (b),
on other hand, this trend is not that clear. The parameter α
indicates WLO budget when placement perturbation defense
is performed. If the value of α is lower, the critical gate will
not be allowed to be moved too far from its original location,
because long moving distance would cause large WLO; this
decreases the number of candidate placement solutions, thus
impacting security. Hence, the trend is not clear when α is
in lower value. This is also shown in Fig. 9, in which the
surface in lower α part rises slower than that in higher α part.

We also discuss whether the gain factor in physical-driven
perturbation will influence the result. Fig. 16 shows the
security with a different gain factor in four test cases. In the
previous result, the gain factor is 2. If we change this value,
the result in Fig. 16(a)–(c) does not change obviously, only
the B14_1 have some change. The value of gain factor does
not affect security significantly. As shown in Fig. 17, the TO
almost remains constant.

Fig. 18 shows the attack and defense result with different
utilization ratios. In the lower core area utilization, the gates
will be sparsely distributed, making it easy to move gates with
less overhead. While, the result shows that there is no impact
on security, because the high core area utilization easily results
in placement perturbation.

G. Limitations and Discussion

1) Is 67% Correct Connections Enough? The greedy attack
has a correct connection rate of 24% [10]. Our attack has
almost tripled this rate to 68%. This is still not 100%, even
though our attack deduces all the connections in C880 and
C5315. This rate can be further increased by using hints at
the logic level; we considered only physical design heuristics.

2) Optimizing for Other Security Metrics, e.g., Hamming
Distance: In this paper, we chose correct connection rate
and output error rate to measure the effectiveness of our
attack and defense technique, as they are the most commonly
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Fig. 16. Effectiveness of “Logic + Physical” with different gain factors.
(a) b07. (b) b11. (c) b13. (d) b14_1.

Fig. 17. Delay overhead “Logic + Physical” with different gain factors.

Fig. 18. Effectiveness of “Logic + Physical” with different core area
utilization values.

used metrics [10]–[12], [16]. However, researchers have also
used another metric, namely Hamming distance between the
outputs of the original design and the design recovered by the
attack [10], [21]. Our future work involves using this metric to
quantify attack and defense. Furthermore, our defense frame-
work is amenable to incorporate controllability and observ-
ability metrics into account [21]. For instance, in Algorithm 1,
one can assign weights based on move distance, observability,
controllability, or a combination thereof.

3) Extension to Other Threat Models: In this paper,
we assumed that the attacker does not know the functionality
implemented by the target design. This assumption is con-
gruent with most work in the literature [10]–[12], [16], [21].
In an orthogonal threat model, an attacker knows the func-
tionality implemented by the design, and he tries to identify
“safe places” to insert Trojans [20]. Our framework can be
adapted to this threat model: the proposed Pareto optimization
approach can identify, which wires to “lift” to the BEOL
connection such that it meets the required security level while
minimizing overhead.

4) Lack of Formal Proof:Our attack and defense techniques
hinge on the list of hints available to the attacker. The
metrics we used are based on empirical results, rather than

theoretical, similar to most of the existing work in the litera-
ture [10]–[12], [16], [21]. As part of future work, we aim to
provide a theoretical framework for our attack and defense.

V. CONCLUSION

Split manufacturing, though not a universal solution for all
security problems, it can protect commercial designs from
rogue elements in the FEOL foundry. While the state-of-
the-art attack is applicable only to hierarchical designs [10],
we have proposed an attack for flattened designs, using the
heuristics of physical designs tools. Our attack success rate
is ∼3× that of the state-of-the-art algorithm [10]; our attack
predicts 68% of the missing BEOL connections correctly,
while the state of the art predicts only 24% for flattened
designs. While the placement perturbation-based defense can
increase the wirelength (3.2% on average), delay (0.26% on
average), and power (0.27% on average), we showed that it
makes the network-flow-based attack less effective. For high-
performance designs, one can easily constrain the proposed
algorithm not to consider pins on the critical path. Also, our
framework allows a designer to control the security versus the
performance tradeoff. Apart from placement perturbation, one
can also reroute the wires and use dummy wires. This paper
is focused on the placement perturbation as a postprocessing
for global placement. Alternatively, one can incorporate the
security-driven perturbation into global placement in a similar
manner, which may provide improved solution quality at the
expense of increased complexity. The similar approach will be
included in our future research.
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