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Abstract— This article demonstrates the total ionizing
dose (TID) impact on a NAND flash memory-based physical
unclonable function (PUF). We used commercial-off-the-shelf
flash memory chips to generate PUF. The flash chip is irradiated
with Co-60 gamma rays up to 10 krad(Si). The irradiated chip
shows significant accuracy degradation (bit error ∼ 12%) of the
flash-PUF. We show that TID-induced trapped charges in the
oxide alter the intrinsic cell properties causing accuracy degra-
dation of flash-PUF. We propose two independent techniques to
improve the PUF accuracy under radiation environment. The
first technique relies on electrical annealing which compensates
the trapped charges by program stressing. The second technique
uses radiation compensation method by adaptive PUF genera-
tion process. Our experimental results show that the accuracy
degradation can be as low as 1.5% for TID up to 10 krad(Si)
with these radiation mitigation techniques.

Index Terms— Flash memory, gamma ray, physical unclonable
function (PUF), total ionizing dose (TID).

I. INTRODUCTION

PHYSICAL unclonable function (PUF) is one of the fun-
damental hardware security primitives [1]. It is used for

device-specific secret key generation providing a secure device
authentication method analogous to physical fingerprinting [2].
While traditional approaches of storing device identifiers (or
keys) on dedicated nonvolatile memory devices are stable and
convenient, the stored identifiers can be easily cloned and
tampered with by the adversary. Hence, PUFs are increasingly
getting popular for low cost and secure device authentica-
tion. With the increasing number of small-scale satellites in
space, cybersecurity issues are becoming very important. Thus,
secure authentication of the satellites using PUFs will become
very important for future satellite-to-satellite or satellite-to-
ground station communication systems [3], [4].
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The key concept behind the semiconductor PUF is the
utilization of manufacturing process variation to generate an
unpredictable digital signature, which is unique for a given
chip. PUFs need to be robust and reproducible under the
operating condition for its successful utilization. This is a
critical challenge for adopting PUFs in space electronic sys-
tems, which need to operate in extreme ionizing radiation
environments. Since ionizing radiation affects the physical
properties of the semiconductor devices [5]–[7] by trapping
charge in the oxide or creating defects at the oxide–silicon
interfaces, the PUF characteristics may change with total
ionizing dose (TID) absorbed by the device. Hence, it is very
important to evaluate the PUF accuracy as a function of TID
before adopting it in the space electronic systems.

Recent publications have investigated TID effects on PUF
characteristics [3], [4]. More specifically, Wang et al. [4]
investigated TID effects on CMOS breakdown PUF
(BD-PUF). Degradation of PUF characteristics was reported
under high-dose proton irradiation due to threshold voltage
(Vt ) shifts in the selector transistor. Martin et al. [3] analyzed
the degradation of a ring oscillator PUF due to TID effects.
They demonstrated significant degradation of the PUF
characteristics and possible countermeasures at a TID level
of ∼500 krad(Si). These studies demonstrate the vulnerability
of current semiconductor PUFs in a TID environment and the
need to further study new types of semiconductor PUFs.

In this article, we evaluate the TID response of flash-
memory-based PUF using Co-60 gamma irradiation. Flash-
PUF [8]–[16] has unique advantages compared with the
other state-of-the-art PUF generation methods. For example,
flash-PUF can be generated from commercial-off-the-shelf
(COTS) memory chips without any hardware modification.
In addition, the number of bits in the flash-PUF can be orders
of magnitude higher compared with other PUFs due to the
high bit density of flash memory chips. Since flash memory
is a popular choice for nonvolatile data storage in space
electronic systems, flash-PUF will offer additional security
functionality without requiring any dedicated PUF circuitry.
Unfortunately, there is no published report on the TID response
of flash-PUF, which is a very important consideration for
the viability of flash-PUF in space electronic systems. Since
flash memories are known to have radiation-induced reliability
concerns [7], [17]–[20], it is very important to study the
TID response of flash-PUF. In this article, we systemati-
cally analyze TID effects on the flash-PUF using COTS
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single-level-cell (SLC) NAND flash memory chips from
Micron Technology.

The rest of this article is organized as follows. Section II
demonstrates the comparison between flash-PUF and other
state-of-the-art PUF generation technique, Section III dis-
cusses the NAND flash details, chip specification, radiation
details, and the experimental procedure. The device physics
of flash-PUF and the implementation technique are described
in Section IV. In Section V, the pre- and postradiation PUF
accuracy is analyzed, and two mitigation techniques are pro-
posed. We conclude the article in Section VI.

II. COMPARISON OF FLASH-PUF AND OTHER Si-PUF
A large number of Si-based PUF constructions have been

proposed that use random process variation in transistor char-
acteristics [1], [21]–[28]. A dominant class of Si-based PUF
uses time delay characteristics of transistors and interconnects,
such as Arbiter PUF [22] and ring oscillator PUF [1], [27]. The
other important class of Si-based PUFs uses cell-to-cell vari-
ability of memory array, such as static random-access memory
(SRAM) PUF [23], [24], dynamic random-access mem-
ory (DRAM) PUF [29], [30], and resistive random access
memory (RRAM) PUF [28]. Additionally, the randomness
in the CMOS oxide breakdown location is used to generate
PUFs that are found to be very robust [4], [26], [31], [32].
All these PUF constructions have certain advantages and
disadvantages. For example, most of the PUF constructions
(arbiter PUF, ring oscillator PUF, oxide breakdown PUF)
require hardware modification during chip design, and hence
they are not applicable on many existing systems that do not
include these single-purpose circuits. Similarly, the state-of-
the-art memory-based PUFs usually suffer from low accuracy
and they commonly require inconvenient system operation,
such as power on/off cycles. In addition, some of these PUFs
are reported to be vulnerable to side-channel attacks [33].
In contrast, flash-PUF does not require any hardware modifica-
tion and hence widely applicable on many existing electronic
platforms. Second, the proposed flash-PUF generation method
does not involve any inconvenient system operation which
will facilitate convenient implementation. Third, due to high
density of flash memory, it is possible to generate millions of
different PUF signatures with high bit length offering higher
security.

III. EXPERIMENTAL DETAILS

A. Nand Flash Device Details
In this work, we used five COTS SLC NAND flash

memory chips from Micron Technology. The chips were
fabricated using a 25-nm planar process which is a 2-D
NAND technology. The part number of the chip was
MT29F8G08ABACAWP: C. The chips were in thin small
outline package (TSOP) format. The bit capacity of the chips
was 8 Gb which includes 4096 logical blocks, where each
block contains 64 memory pages. The page size is 4320 bytes
including 4096 bytes for user data and 224 spare bytes to
perform error correction.

Fig. 1(a) shows the structure of a planar flash memory cell,
which is essentially a metal oxide semiconductor field-effect

Fig. 1. (a) Planar NAND flash memory cell (e.g., program state). (b) Typical
2-D NAND flash memory array.

transistor (MOSFET) with a floating gate. The floating gate
stores information in the form of charges and retains those
charges without requiring external power. The memory cell is
in the programmed state (logic 0) when electrons are stored
on the floating gate, whereas it is in the erased state (logic
1) when there are no electrons on the floating gate. In a 2-D
flash array [Fig. 1(b)], the cells connected in a row constitute
a page and a collection of pages forms a block. All the cells
in a page, share a common metal word line (WL), which acts
as a control gate of the memory cell. All the cells in each
column of a memory block are connected to a metal bit line
(BL) at one end and grounded at the other end. Depending
on the manufacturer, the page size varies from 2 to 16 kB.
Memory-read and program operations are performed at the
page-level granularity, while erase is performed at the block
granularity. Any flash cell that is set to a logic “0” by a
program operation on a page can only be reset to a logic
“1” by erasing the entire block. The program operation is
performed by applying a high voltage on the control gate
and the substrate is grounded. During the erase operation,
a high voltage is applied to the substrate and the control gate is
grounded.

B. Gamma-Ray Irradiation

The flash chips were irradiated using a Co-60 source located
at Sandia National Laboratories’ Gamma Irradiation Facility
in Albuqeruque, NM [34]. The dose rate of the exposures
was 18.6 rad(Si)/s. The chip was irradiated up to a TID
level of 10 krad(Si). The dose rate used in the irradiation
experiments is high and it may not reflect the real space
environment. It is difficult to perform low-dose experiment
for the same TID level due to time and budget constraints.
We performed gamma-ray irradiation on flash chips with all
pins grounded. Since nonvolatile flash memories are designed
to retain data without any power, unbiased irradiation is
an important test condition. In addition, unbiased irradiation
minimizes degradation in the peripheral circuitry which allows
us to focus on the TID-induced failures originating from the
memory cells. The direction of gamma rays during irradiation
was perpendicular to the top surface of the chip, and the entire
unlidded chip was irradiated.
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Fig. 2. (a) Typical NAND flash memory array showing the threshold voltage variation in an individual cell due to process variation. (b) Threshold voltage
distribution of memory cells in the erased and programmed state. (c) Red dashed line represents the disturbed erase state distribution, which is shifted right
due to PS operations.

C. Experimental Setup and Procedure

We used a custom-designed flash test board to interface the
NAND flash memory chip to a computer through a universal
serial bus (USB) interface. The test board contains a 48-p-
i-n NAND flash socket to hold the TSOP flash chip packages
and an Atmel ATSAM3U4C ARM Cortex-M3 microcontroller
to issue commands and send/receive data from the chip. The
hardware board allowed us to access the raw memory bits
without any error correction. The hardware setup was not
exposed to gamma radiation. Only the NAND flash memory
chip was exposed to radiation. Before sending the chips for
irradiation, we generated PUF from ten different memory
blocks. The memory chips were then exposed to gamma
radiation. We generated PUFs from the irradiated chips fol-
lowing the same procedure used during preirradiation. Note
that the irradiated chips were shipped from Sandia National
Laboratories to The University of Alabama in Huntsville, and
we assume that the chips were under room temperature during
shipping (1 week). In general, we observed that the annealing
effects on these devices over a week time frame under room
temperature are not very significant. Moreover, we are mainly
concerned with the degradation trends and not the absolute
value of degradation.

IV. BACKGROUND ON FLASH-PUF

A. Device Physics of Flash-PUF

A flash memory page contains thousands of memory cells
(the chip under test has ∼32k cells), where cell-to-cell process
variation is inherently observed [11], [15]. Due to process
variation, the cells within the same page will have different
analog Vt even when all the cells are in the erased condition.
This is illustrated in Fig. 2(a) where we show the circuit
diagram of a flash memory array. The arrangement of high
and low Vt cells within the page is unique for a given memory
location. Even if we consider another memory page address in
the same chip, the Vt variation pattern will be very different.
Utilization of this cell-to-cell Vt variation for generating a
unique digital signature is the core of flash-PUF generation
method which has been explored by several researchers in the
recent past [8]–[12].

Extracting the Vt variation in the COTS memory chip using
digital interfaces is not straight forward. The internal circuitry
of the chip performs digitization of the analog cell Vt by apply-
ing a read reference voltage, VREF, as illustrated in Fig. 2(b).
The cell-to-cell Vt variation is represented in Fig. 2(b) with
analog Vt distribution for both erase and program states.
All the cells in the erase state (Vt < VREF) are read as logic “1”
despite cell-to-cell Vt variation. The same holds for the cells
in the program state, which are read as logic “0.” Therefore,
the digitization process hides the process variation to the user.
Several memory disturbance techniques were explored in the
recent past to extract the variation in flash memory cells using
digital interfaces. Some of the disturbance techniques include
partial program, partial erase, program disturb, read disturb,
and neighbor WL interference [8]–[12]. The basic idea behind
the memory disturbance technique is to force the memory
to an unreliable state that will manifest the cell-to-cell Vt

variation. This is illustrated in Fig. 2(c) with erase state Vt

distribution. The dashed line denotes the disturbed erase state
distribution due to repeated program stress (PS) operations on
a given memory page. The disturbed erase state Vt distribution
will manifest the Vt variation, where the high-Vt cells will
be read as logic “0” and the low-Vt cells will be read as
logic “1.” Next, we will explain the step-by-step hardware
implementation technique for flash-PUF generation.

B. Hardware Implementation Technique for Flash-PUF

PUF-based device authentication involves two phases:
1) enrolment and 2) authentication. The enrolment phase takes
place in a trusted and reliable environment such as at the
ground station. Enrolment PUF is usually generated on several
specific memory page addresses and stored in the database for
future verification. The authentication PUF is generated at the
user end (spacecraft), upon receiving a request in the form
of a challenge (e.g., page address) and it is sent back to the
ground station for verification. The ground station compares
the authentication PUF with the enrolment PUF to authenticate
the device.

Note that most of the NAND flash memory chips come
with standard command sets which are called Open NAND
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Fig. 3. (a) Illustration of flash-PUF generation technique using PS characteristics. Each row in the figure represents a bit map of the selected flash memory
page. (b) Characterization process of the required number of PS operations to generate PUF. (c) Histogram plot showing the PUF bit error rate (BER), before
and after filtering the noisy bit.

Flash Interface (ONFI) commands [35]. We have used those
commands to implement the PUF generation technique on
the COTS NAND memory chips. Fig. 3(a) illustrates the
hardware implementation technique for the flash-PUF. The
cell Vt variation in a physical memory page is shown with
a different color on the top of the bit map table. The cells
with a red color represent high V H

t cell, whereas cells with
blue color represent low V L

t cell. Each subsequent row in
the figure represents the logical bit map of the selected flash
memory page obtained with a page read operation. We start
with an erased memory page, as shown in the first row of
the bit map table of Fig. 3(a). Then, we program the last
32 bits of a page [second row in Fig. 3(a)]. We continue
programming the same physical memory page with same data
pattern, without performing any erase operation, to ensure PS
operations. Repeated PS operations cause weak programming
of the erased cells. Therefore, after a certain number of PS
operations, some of the erased cells will flip to the program
state based on their initial analog Vt value (PS bits). Hence,
after performing a certain number of PS operations (NPS),
we find a unique and unpredictable signature or PUF from
that page, as shown in the last row in Fig. 3(a). The para-
meter NPS is a chip-dependent parameter which needs to be
precharacterized during the enrolment phase. We would like to
emphasize that similar repeated programming technique had
been previously explored by other researchers to characterize
the radiation reliability of NAND flash memory [36], [37]. The
novelty of our work is the application of this technique for
hardware security function generation.

Fig. 3(b) illustrates the characterization process of NPS for
PUF generation. We plot the total number of logic “0” (blue)
and logic “1” (green) bits in a given memory page as a function
of NPS. The zeros are essentially the erase-to-program flipped
bits due to repeated PS operations. At the beginning, all the
bits of the page are in erase state or logic “1”. With higher NPS,
more erase bits flip to zero reducing the count of logic “1” bits
in the page, whereas the logic “0” bits increases monotonically.
We stop PS when 50% bits get flipped to logic “0” state as

shown in Fig. 3(b) with the crossover point. The value of NPS

needs to be characterized during PUF enrolment phase and it
can be sent as a part of challenge during the authentication
phase. More elaboration on flash-PUF generation technique is
given in our previous publication [12].

V. RESULTS AND DISCUSSION

A. PUF Accuracy Measurement

Accuracy of the flash-PUF is a very important metric for its
successful implementation. PUF accuracy is typically quanti-
fied in terms of bit error ratio (BER) between the enrolment
PUF and the authentication PUF. Mathematically

BER = # of error bits

Total # of PUF bits
. (1)

The error bits in the PUF are defined as the mismatched
bits between the recorded PUF value during enrolment phase
and the PUF value obtained during the authentication phase.
The PUF length is the page size which varies between 4 and
16k bytes depending on the NAND memory chip. Ideally,
BER needs to be 0%, which means that the authentication
PUF exactly matches with the enrolment PUF. However, PUF
generation inherently involves a certain amount of BER due
to memory noise [38]. The inherent BER can be reduced by
filtering out the noisy bits. The noisy bits in our flash-PUF
implementation are those bits which change their state near
the crossover point of Fig. 3(b). The filtering technique can
be explained as follows: we apply (NPS − �NPS) PSs and
note down the logical bit state of the memory page. The
logical zeros are stable zero bits of the PUF. Next, we apply
(NPS + �NPS) PSs and identify the incremental 1→0 flipped
bits. These incremental 1→0 flipped bits are the noisy bits
which will be marked as do not care bits. The remaining bits
of the page are stable ones of the PUF. This noisy bit filtering
technique is detailed in our previous publication [12]. Fig. 3(c)
shows the inherent BER in the PUF before and after noise
filtering. To make the result statistically robust, we generate
ten different PUFs from ten physically different memory pages
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Fig. 4. (a) PUF accuracy from flash chip before and after irradiation [TID =
10 krad(Si)]. We used ten different PUFs to construct the histogram plots.
(b) PUF accuracy is plotted for a number of trials. The same PUF is generated
from a given memory location for several times to construct this plot.

and compute the BER for each of these PUFs. The BER from
ten PUFs is summarized in Fig. 3(c) with the histogram plot.
We find that noise filtering significantly improves the PUF
BER. After filtering, the inherent BER is very small (around
0.2%) given the high number of PUF bits (20k bits). The
authentication algorithm usually accepts such low BER as
standard error correcting codes will be able to correct this
low BER.

B. TID Impact on PUF Accuracy

To evaluate the impact of TID on PUF characteristics,
the same flash memory chips containing the PUF were exposed
to Co-60 gamma-rays up to a TID level of 10 krad(Si).
After exposure, we generated authentication PUFs from the
irradiated chips. We used the same memory addresses and
followed the same steps that used preirradiation to generate the
PUFs. We compared the corresponding PUF bits to calculate
the BER. The BER distribution for ten different PUFs is shown
in Fig. 4(a) using a histogram plot. The plot compares the
BER distribution before and after irradiation. We find that the
PUF BER increases significantly [∼12%, red bar in Fig. 4(a)]
after irradiation in comparison to the BER obtained before
irradiation. This means that the PUF accuracy decreases with
the TID posing a significant challenge for using flash-PUF in
radiation environments.

Next, we analyze the accuracy degradation by generating
the authentication PUF multiple times from the same memory

Fig. 5. (a) Illustration of PUF bit error from unirradiated and irradiated
chips. (b) Hamming weight of the PUF—before and after irradiation [TID =
10 krad(Si)].

page. Fig. 4(b) shows that the postirradiation PUF accuracy
remains poor even after repeating the PUF generation sev-
eral times. For comparison purposes, we show the effect of
repeated PUF generation from the same memory location
for the irradiated and unirradiated chips. We find that the
BER of the PUF remains the same or slightly increases with
repeated trials. The reason for such a gradual increase in
PUF-BER is due to limited endurance of flash memory which
had been explained in detail in [12]. The important point
in Fig. 4(b) is that the BER of the irradiated PUF remains
consistently higher than the unirradiated case. This implies that
the physical characteristics of the memory cells are changed
significantly after TID exposure and the changes remain
intact even after several program-erase operations. Note that
the irradiated chips remain fully functional after irradiation.
We confirm this by performing basic memory operations such
as erase, program, and read on multiple memory locations of
the irradiated chip, which does not show any bit error.

C. Postradiation PUF Degradation Analysis
To understand the irradiation effects on the PUF charac-

teristics, we examine bit-by-bit errors of the PUF from the
irradiated chips. As an illustration, we show the PUF bits
generated from the same memory location before and after
irradiation in Fig. 5(a). We find that most of the errors on
the irradiated chips come from the 0→1 bit flip as illustrated
in Fig. 5(a). In other words, PUF bits from the irradiated
chips are predominantly at logic one states. This is a serious
concern for the randomness of the PUF. A good PUF needs
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Fig. 6. (a) Illustration of trapped positive charges and oxide defects of the irradiated chip. (b) Schematic of intrinsic cell Vt distribution before and after
irradiation. (c) Measured program time on the same memory chip before and after irradiation [TID = 10 krad(Si)].

to be random, meaning that it must have around 50% zeros
and 50% ones. Hamming weight (HW) is usually specified to
measure the randomness of the PUF. HW simply counts the
percentage of ones in the PUF. Fig. 5(b) shows the measured
HW of the flash-PUF where we compare HW before and after
irradiation. On the unirradiated chip, the HW is ∼50%, which
is the ideal value for a good PUF. However, on the irradiated
chip the HW is significantly greater than 50% implying more
ones than zeros in the PUF. Since flash-PUF is generated by
stressing an all-one page, we conclude that TID effects slow
down the one-to-zero-bit flipping rate.

Our hypothesis about the TID effects on the irradiated
flash memory cells is explained in Fig. 6(a), where we show
that positive charges are trapped in the oxides of the flash
memory cells after irradiation. The trapped charges in the
inter-cell region of the oxides are the most difficult one to
neutralize by the usual flash program and erase operations as
they are not directly affected by the gate electric field. The
trapped positive charge will lower the intrinsic (or erase) cell
Vt distribution as shown in Fig. 6(b). This will degrade the
program speed of the memory array as more program pulses
will be required to achieve the program Vt . We confirmed this
hypothesis by measuring the program time before and after
irradiation from the same chip. Fig. 6(c) shows the measured
program time distribution from ten different blocks before and
after irradiation. We find that the program time increases after
irradiation confirming our hypothesis. Note that it is hard to
perform simulation for COTS flash memory where the details
of cell geometry, insulating stacks, and the array structures
are not clearly known. In addition, there are several proprietary
algorithms used during programming and reading of the NAND

array which make the simulation exploration very hard. Hence,
we relied on qualitative hypothesis for the experimentally
observed behavior and supported our hypothesis with the
measurements of array characteristics. All the experimental
results in this work are based on high-dose-rate irradiation
experiments; however, we observed considerable reduction
in PUF BER with longer duration of time. For example,
the irradiated PUF BER decreased from ∼10% to 6% after one

year of idle period at room temperature. Thus, the trap-charge
annealing effects [39], [40] need to be taken into consideration
for accurately estimating the PUF BER in a real irradiation
condition with lower dose rate.

D. TID-Induced Error Mitigation Technique for PUF

In this section, we provide two independent methods for
mitigating the TID-induced errors in flash-PUF. Although PUF
BER decreases with time due to trap-charge annealing effects,
it still remains significantly higher than the preirradiation
condition suggesting the requirement of error mitigation tech-
nique. Below we discuss these methods using the experimental
evaluation results.

E. Electrical Annealing
We propose an electrical annealing technique, which com-

pensates the effects of trapped positive charges by a specially
designed repeated program operation. The annealing technique
is illustrated in Fig. 7(a), where we show the exact data pattern
used for repeated program operation. As shown in Fig. 7(a),
we increment one program bit in the data pattern for every
program operation. In other words, only one bit gets pro-
grammed after each programming step. Therefore, we have
to repeat the programming operation 32k times to program all
the bits in a page. Because the program operation involves
application of a high positive voltage on the WL, we believe
that the annealing step will push out the trapped charges
from the oxide region of the physical memory cells. Even
though the PUF generation method [Fig. 3(a) and the electrical
annealing process [Fig. 7(a)] involve repeated PS operations,
their implementation differs in terms of data pattern used
during stressing. For PUF generation [Fig. 3(a), the data
pattern during PS operation remains fixed, whereas during
electrical annealing, the data pattern changes in each PS
operation.

Fig. 7(b) illustrates the effect of electrical annealing on the
PUF accuracy. We compute the BER of ten different PUFs
after annealing on irradiated chips. The BER distribution is
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Fig. 7. (a) Step-by-step implementation of electrical annealing technique.
(b) PUF accuracy after electrical annealing on the irradiated chips. PUF
accuracy without annealing is also shown for comparison.

shown with histogram plot in Fig. 7(b). For easy comparison,
we show the PUF BER distribution from the same chip
for three different conditions: before irradiation (blue), after
irradiation (red), and postannealing (green). We find that the
PUF accuracy improves significantly after annealing. Before
annealing, the BER was around 12% (irradiated chip), and
post annealing, the BER is reduced to around 2%. Hence, this
annealing technique ensures the applicability of authentication
PUF in a radiation environment.

Note that identification of the exact underlying mechanism
for the observed electrical annealing effects is difficult as the
irradiated parts are COTS chips which limits our in-depth cell-
by-cell experimental evaluation. Hence, we hypothesize that
the proposed electrical annealing technique compensates for
the effects of trapped positive charge possibly by trapping
new electrons on the oxide layer. Since electrical annealing
involves application of high positive voltage on the WL, it may
cause electron trapping in the oxide layer. Since cell threshold
voltage depends on the total charge, the trapped electrons
will essentially compensate the effects of trapped holes in
the oxide. Note that electrical annealing is distinctively differ-
ent than the temperature-induced annealing effects [41]–[43].

We find that the temperature-induced annealing of PUF degra-
dation takes place over a long period of time. However,
the electrical annealing technique instantly compensates for
the radiation effects.

There is a significant latency (∼1 min) involved in the
annealing process as we had to perform repeated PS operation
for 32k times. However, electrical annealing can be performed
in the background or idle state of the memory, which will not
directly affect the user operation. In general, the annealing
process can be further optimized to improve the latency. For
example, instead of programming one bit at a time, we may
choose one-byte programming at a time, which will reduce the
latency by a factor of 8. However, the goal of this analysis is
to demonstrate the feasibility of this interesting technique to
compensate the positive trapped charges, which may improve
memory reliability and performance. Note that the anneal-
ing process on unirradiated chip may degrade the physical
characteristics (e.g., cell endurance, data retention) of flash
memory cells as it involves repeated program operations [36],
[37]. We have evaluated the impact of annealing on the
cell physical characteristics by writing different data patterns
and computing the fail bit count before and after annealing.
We find that the cell characteristics of an unirradiated chip
are not noticeably affected by the annealing step. According
to the flash memory reliability literature, erase operation is
the most harmful for cell reliability as it creates defects in
the oxides [44]. Since there was no erase operation involved
during the electrical annealing process, the cell endurance
remains relatively unaffected.

1) Adaptive PS to Compensate for TID: In this technique,
we propose to adapt our PUF generation method based on
irradiation condition. More precisely, we propose to adapt
the value of NPS for PUF generation after irradiation. Since
TID damage lowers the intrinsic cell Vt distribution, a higher
number of NPS will be needed to disturb the erase state of the
irradiated chip. Similar conclusions were made in previous
publications where the number of pulsed programming steps
was found to be increasing with TID exposure [36], [37].
We illustrate this in Fig. 8(a), where we plot the 1→0 bit
flipping rate as a function of NPS before (blue) and after (red)
irradiation. We find that the 50% bit flipping (or the crossover
point) on the memory page takes place at a higher NPS value
after irradiation. This is the main reason for the degraded
PUF accuracy. In other words, if we follow the same PUF
generation procedure with NPS ∼ 10 000 on the irradiated
chip, the resulting PUF will have more ones than zeros. This
is exactly what we found in the measured data as explained
using the HW in Fig. 5(b).

Our experimental evaluation in Fig. 8(a) shows that the
unirradiated chip requires NPS ∼ 10 000 to achieve 50%
bit flips (1→0), whereas the irradiated chip requires around
NPS ∼ 20 000 PSs. This means the parameter NPS can be
used to compensate the effect of TID. Since we used a fixed
number of NPS to generate the PUF after irradiation, the PUF
accuracy after irradiation was poor. If we increase NPS based
on the absorbed dose, the PUF accuracy improves significantly.
Fig. 8(b) shows the experimental result of this compensation
method, where PUF is generated from the irradiated chip with
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Fig. 8. (a) Comparison of 1→0 bit flipping rate with NPS before (blue)
and after (red) irradiation [TID = 10 krad(Si)] from the same chip. The
postirradiation crossover point shifts right, which means s1ower 1→0 bit
flipping. (b) PUF accuracy with adaptive PS technique.

the application of optimal NPS. However, the optimum NPS

count depends on the type of flash memory, absorbed dose,
and the type of radiation which needs to be precharacterized
in a controlled environment. Alternatively, the controller can
adapt the PUF generation method by monitoring the HW as
a function of NPS value and keep stressing the memory page
till the HW reaches 50%. Thus, instead of fixed PS count, the
controller will decide on the PS count value based on HW.
In this way, adaptive stressing will be very effective to correct
TID-induced errors. Another advantage of the adaptive PS
technique is that it can be used to mitigate the aging-induced
effects during PUF generation [12].

VI. CONCLUSION

The key contributions of this article are as follows.
1) We investigate the TID impact on SLC NAND flash-

memory-based PUF. We find that the intrinsic threshold
voltage of flash memory cells is affected by TID expo-
sure and thereby reduces the PUF accuracy of irradiated
memory chip.

2) We find that the change in the intrinsic threshold volt-
age of the flash cells cannot be reversed by several
erase/program operations.

3) We propose an adaptive PS technique and an electri-
cal annealing technique to improve the PUF accuracy.

Adaptive PS involves the application of optimal PS
during PUF generation, whereas annealing technique
removes the TID-induced trap charges by repeated pro-
gram operation with specially designed data pattern. The
experimental data show that the proposed mitigation
techniques improve the PUF accuracy significantly.

4) The electrical annealing technique involves longer
latency to implement but improves the overall memory
performance and PUF accuracy. Adaptive PS technique
is faster to implement but requires a prior knowledge of
absorbed dose.

In general, the proposed TID effects’ mitigation techniques are
easy to implement, do not require any hardware modification,
and can be applied on a wide range of flash memory chips.
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