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ABSTRACT: The field of synthetic biology relies on an ever-

growing supply chain of synthetic genetic material. Technologies

to secure the exchange of this material are still in their infancy.
Solutions proposed thus far have focused on watermarks, a dated

security approach that can be used to claim authorship, but is

subject to counterfeit, and does not provide any information about

the integrity of the genetic material itself. In this manuscript, we

describe how data encryption and digital signature algorithms can  ggnger
be used to ensure the integrity and authenticity of synthetic genetic
constructs. Using a pilot software that generates digital signatures

and other encrypted data for plasmids, we demonstrate that we can
predictably extract information about the author, the identity, the

integrity of plasmid sequences, and even annotations from
sequencing data alone without a reference sequence, all without compromising the function of the plasmids. Encoding a digital
signature into a DNA molecule provides an avenue for genetic designers to claim authorship of DNA molecules. This technology
could help compliance with material transfer agreements and other licensing agreements.

KEYWORDS: DNA, security, cryptography, synthetic biology

Receiver

he bioeconomy increasingly relies on the circulation of A digital signature is a mathematical technique used to
synthetic DNA molecules that have been designed in validate digital messages, documents, web pages, and software.
software by genetic engineers.'"® Synthetic biologists use The signature of a document relies on a hash function that maps
software tools to generate DNA sequences encoding complex the entire document to a small string of a set length. The
functions. In this context, watermarks’~” have been inserted in resulting hash value is then encrypted using the author’s private
synthetic DNA to assert authorship claims. DNA watermarking key. The person receiving the document can decrypt the
demonstrates the need to assert authorship, but watermarks are signature using the author’s public key. Therefore, unlike
insufficient as watermarks can easily be modified, removed, or watermarks, digital signatures are derived from and inextricably
pasted in different sequences. linked to both the content being signed and the author. Digital
Users of engineered DNA sequences also need to establish the signatures ensure authenticity by enabling the recipient to
origin and integrity of the molecules they work with in order to confirm that the content was generated by an authentic source.
minimize thelrisll(zof wasting time and resources in unPl'[OdluCtiVe Digital signatures also ensure integrity, because the signature is
experiments.*~* Some genetic designs are patented' " and invalidated if the signed content is changed in any way.
their use is subject to the terms of licensing agreements. When it As electronic documents are signed by embedding digital
is not possible or practical to patent a genetic design, authors can signatures, it is conceptually possible to digitally sign genetic

control the circulation of genetically engineered samples
through material transfer agreements (MTAs)."> > MTAs are
intended to enable dissemination of genetic designs while
maintaining author credit and control. It can be challenging for
users of genetically engineered material to comply with
agreements dictating the terms of use, because there is no
simple way to easily associate a physical sample and an
agreement. Finally, people who use synthetic DNA molecules
blindly can expose themselves to biosecurity risks.”"”** We
propose the application of digital signatures to DNA in order to
support more trustworthy transactions in the bioeconomy
supply chain.*"**

constructs by inserting DNA sequences encoding the output of a
digital signature algorithm. Such an approach would provide a
greater level of security than watermarks but is impractical
because validation would require some knowledge of the
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Figure 1. Secured exchange of signed plasmids. (1) Developer designs plasmid. (2) Using software, developer signs the plasmid with private key.
Signature is inserted in the plasmid sequence along with the developer’s ORCID, plasmid ID, and ECC. (3) Developer synthesizes signed plasmid from
its computer-generated sequence. (4—5) Signed plasmid circulates through a series of undocumented transactions. (6) Plasmid user receives the
signed plasmid. (7) Plasmid user sequences plasmid. (8) Sequencing reads are assembled to generate the complete unannotated sequence of the signed
plasmid. (9) Software extracts the ORCID, plasmid ID, and detects mutations. Using the ORCID as public key, software validates the digital signature,

ensuring the integrity and authenticity of the signed plasmid.

author’s identity. In addition, this approach would not allow for
unique identification of the genetic construct itself. Finally, the
signature validation algorithm would invalidate any sequence
that does not perfectly match that which was signed. This
stringent validation may be excessive considering the occurrence
of spontaneous mutations.

To address these challenges, we developed a system for
applying digital signatures to DNA that is robust to minor
mutations and establishes authorship and sequence identifica-
tion without prior knowledge using the following innovations:

1. We used the author’s ORCID as a public identifier and
encoded it in the DNA sequence. Other public identifier’s
like the DUNS number of companies could also be used.

2. We encoded in the sequence a six-digit user-generated
number, which serves as a plasmid identifier (Plasmid
ID). The Plasmid ID could correspond to a laboratory
information management system (LIMS) record, a serial
number for a licensing agreement, or a catalog number.

3. We introduced an Error Correction Code (ECC) that
makes it possible to identify a limited number of
mutations in the event of an invalidated signature. The
ECC relies on algorithms like those that use redundancy
in DVDs to reconstruct the original data. The 32-base pair
ECC used in the subsequently described experiments
detects up to two single nucleotide polymorphisms
(SNPs).
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In this manuscript, we experimentally validate a previously
described signature scheme, introduce an improved signature
scheme, and introduce the possibility of encoding plasmid
annotations along with the signature, such that sequence
annotations can be recovered from a FASTA file to produce
the corresponding GenBank file.

B RESULTS

We developed a pilot software that takes a GenBank (.gb) file as
input along with the author’s ORCID and a Plasmid ID. The
application generates a new GenBank file that includes the
ORCID, Plasmid ID, ECC, and the digital signature at a user-
defined location. The algorithms used for the software are
described in detail in a prev10us publication®* and in the
Supporting Information. This “signed” plasmid can then be
ordered from a DNA synthesis company or assembled from
individual DNA fragments.

Using the same software, plasmid users can recover the
ORCID and Plasmid ID from assembled sequencing reads in the
form of a FASTA file. To identify the signature cassette within
the sequence, the software uses 10 bp sequence delimiters. The
software identifies the signature cassette, extracts the author and
plasmid identities, and determines whether or not the signature
is valid by regenerating the original sequence from the decrypted
signature. If the signature is invalid, the ECC is invoked. If the
number of errors is below the threshold set by the ECC, the

https://dx.doi.org/10.1021/acssynbio.0c00401
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Figure 2. Description of plasmids in this study. (A) Depicts how transformants of each plasmid are arrayed on a 96-well plate and describes expected
result. Includes 24 transformants for SV.control; 12 for SV.signed, SV.AltPro, and SV.TruncLac; 6 for SV.mutsig and SV.mutECC; and 12 isolates from
Gibson assemblies for pUC19 + sig and minXvec. (B) Maps for four of the eight plasmids and a breakdown of digital signature cassette components.
(C) Schematic showing how each of the remaining four plasmids differs from SV.signed.

software reports the changes. If the number of errors exceeds the
threshold, the software reports that there are too many errors.
For the experiments, we set an error limit of 2 base pairs. A larger
number could have been set but this would have resulted in a
larger synthetic DNA fragment. The ECC algorithm uses Reed-
Solomon codes™ and is described in detail in the Supporting
Information.

This system thus allows the recipient of a plasmid to verify
that the sample was shared by an authentic sender and that the
original sequence is unchanged, or changed only in trivial ways,
all without a reference sequence (Figure 1).

Experimental Verification of Signed Plasmids. To
validate our ability to verify digital signatures from sequencing
data and ensure that digital signatures do not interfere with the
function of plasmids, a series of plasmids were designed. These
plasmids are described in Figure 2 and include:
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1. A commercial plasmid (pUC19 + sig)

2. A minimal expression vector (minXvec)

3. A family of six sequence verified clones with and without
signatures with varying mutations (SV.control, SV.signed,
SV.mutsig, SV.mutECC, SV.AltPro, and SV.TruncLac).

Plasmids pUCI19 + sig and minXvec were constructed by
Gibson assembly of four DNA fragments. Because the fragments
were not sequence-verified, some random mutations were
expected.

The sequence verified plasmids include a lacZ expression
construct. These constructs were ordered from Twist Bio-
sciences as sequence verified clones within one of the vendor’s
predefined backbones. SV.control and SV.signed are identical
except that the latter contains a signature cassette.

SV.mutsig and SV.mutECC each have a SNP in the signature
or ECC, respectively. SV.AltPro has two SNPs that convert the

https://dx.doi.org/10.1021/acssynbio.0c00401
ACS Synth. Biol. 2020, 9, 2656—2664
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Figure 3. Signature validation and phenotyping outcomes. (A) Signature validation for each of the 96 samples. (B) Comparison of lacZ expression in
each of the 96 samples across variable inducer (IPTG) and substrate (X-gal) concentrations after 10 h of incubation. (C) Comparison of colony growth
for each of the 96 samples pinned in quadruplicate on variable concentrations of carbenicillin up to 20 mg/mL.

stronger lacUVS promoter’® to the weaker wildtype lac
promoter. SV.TruncLac is the same as SV.AltPro except for an

additional SNP that introduces a premature stop codon after the

24th amino acid of the lacZ gene.

DNA was extracted from 6 to 24 transformants for each
plasmid for a total of 96 samples and sequenced. Using the
assembled FASTA files, signature validation was performed. The
results for each plasmid were confirmed via manual reference

alignment and are represented in Figure 3A.
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sequences.

All 72 of the transformants from the sequence verified family
of plasmids passed/failed validation as expected. 15/23 of the
isolates transformed with the Gibson-assembled plasmids
(pUC19 + sig and minXvec) contained mutations. Seven of
these had two or fewer SNPs, which were captured by the
validation software. Four of these with more than two SNPs
and/or insertions/deletions (INDELs) failed validation. The
remaining four had mutations in the signature cassette itself
which resulted in failed signature or ID extraction.

To determine whether adding 608 bp of extraneous sequence
negatively impacted the function of the plasmids, we replica
plated the 96 transformants onto media with varying
concentrations of antibiotic, the lacZ substrate (X-gal), or lac
operator inducer (IPTG).

The sequence verified family of plasmids were all expected to
exhibit comparable, inducible levels of lacZ expression, except
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for SV.AltPro, which has a weaker promoter26 and SV.TruncLac,
which has a weaker promoter and a premature stop codon.””

The addition of the digital signature cassette did not
noticeably impact antibiotic resistance, lacZ expression, or
induction (Figure 3). Visible sources of variability in expression
included: promoter conversion and protein truncation in
SV.AltPro and SV.TruncLac, random mutations in the parts
that were not verified by sequencing used to assemble pUC19 +
sig and minXvec, and random lacZ induction in the absence of
IPTG, which occurred in some colonies regardless of the
presence/absence of a signature.

Otherwise, individual transformants containing the same
plasmid performed comparably within the sequence-verified
plasmid family, indicating that the signature cassette is unlikely
to impact plasmid function, stability, or retention in the time
scale of the tests performed.

https://dx.doi.org/10.1021/acssynbio.0c00401
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The only transformant that did not behave as expected is
pUC19 + sig-11 (Figure 3B). It is unclear why lacZ expression
was silenced in this case, but the plasmid is identical to pUC19 +
sig-4 except that pUC19 + sig-4 contains an additional SNP in
the signature, so the presence of the signature is likely irrelevant.

Reduction of the Signature Length. The signature
scheme used to generate the plasmids used in the previous
section is the identity-based digital signature scheme proposed
by Shamir.”® The security of this scheme is dependent on the
security assumptions of factoring a large integer into two distinct
primes. The digital signature size is always 512 base pairs
irrespective of the size of the input plasmid. However, it would
be beneficial to reduce the size of the signature as it would
reduce the cost of the signature, reduce plasmid size, and reduce
the odds that the signature sequence might interfere with the
plasmid’s biological function.

Here, we introduce a new signature algorithm that reduces the
signature size based on pairing-based cryptography. The
improved signature scheme, which is based on methods
described by Sakai-Kasahara,” reduces the signature size to
164 base pairs. The algorithm is described in detail in the
Supporting Information. Like the RSA-based signature, the
Sakai-Kasahara signature can be combined with an error
correction code (ECC) for identifying mutations.

Encoding Annotations in DNA. After demonstrating that
itis possible to add digital signatures to plasmids, we designed an
algorithm to broaden the scope of the documentation that can
be embedded in the plasmid sequence. In addition to verifying
the author and integrity of plasmid sequences, it is important for
users to get access to detailed sequence annotations typically
captured in GenBank or SBOL files.*

We developed a software that encodes sequence annotations
along with the digital signature and error correction code in the
plasmid DNA sequences. When a signed plasmid that includes
DNA-encoded annotations is sequenced, the resulting FASTA
file can be verified and upon verification, the entire GenBank file
can be produced from it. The details of the workflow are
described in the Supporting Information Section 4 and in Figure
4.

As a test case, we retrieved the annotated sequences of the
pUC19 plasmid (pUC.gb file in Supplementary Data). We
generated derivative plasmid that includes the 164 bp signature,
ECC, and a fragment encoding all the sequence annotations
(pUC19_signed_annotations.gb in the Supplementary Data).
We exported the sequence as a FASTA file after changing the
plasmid origin to simulate the result of a sequencing read
assembly (pUC19_signed_annotations.fa). Processing the
FASTA file involves verifying the signature as described above.
In addition, the software can extract the annotations to produce
sequence annotations. The resulting pUC19_signed annota-
tions_extracted_annotations.gb file is equivalent to the
pUC19_signed_annotations.gb. This proof of concept example
may not be very practical. Because the pUC19.gb file includes a
lot of annotations, the synthetic DNA sequence encoding these
annotations is 8840 bp long. Embedding all this information is
neither practical nor necessary.

A more practical alternative to embedding all annotations
would be to only encode the essential information.”’ The
pDOC000.gb file in the Supplementary Data includes a minimal
set of annotations that include the position, nature, and label of
the sequence features. It also includes a bibliographic reference
where the user can find a more detailed description of the
plasmid along with reference to the MTA and the source of the
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plasmid. Even in the absence of any information about this
plasmid, users can retrieve the source of the plasmid, the terms of
use, basic sequence annotations, and a detailed description from
sequencing data. All this essential information fits in 2488 bp.
Note that this sequence could be reduced even further by simply
providing a DOI and describing the licensing terms and source
of genetic material in the corresponding document.

Software Implementation. The algorithms described in
this article have been deployed on a web server which can be
accessed at http://dnadoc.cs.colostate.edu/demo/. This proto-
type provides only basic functionality allowing users to
experiment with the algorithms presented here. The Supple-
mentary Data includes a number of sample input and output files
generated by the server.

B DISCUSSION

We have demonstrated the feasibility of using digital signatures
to encrypt and secure DNA in living organisms. Our system is
robust. We validated/invalidated 72 sequence-verified clones
with 100% predictability, indicating that neither DNA synthesis,
nor sequencing, nor sequence assembly will present significant
technical barriers to employing digital signature-based verifica-
tion schemes for plasmid sequences. Our system is sensitive. We
identified 30 isolates with known mutations and 14 with
unknown mutations including single SNPs and small INDELS
without the use of a reference sequence. Out of 96 samples, our
system performed as intended in all but five instances (discussed
below).

Of the five samples that we could not verify experimentally
using an early version of the software, four had mutations within
the signature cassette. In one case (pUC19 + sig-8), a mutation
in the start delimiter caused signature extraction to fail. The
current version of the software has fixed this issue by searching
not only for the exact start sequence, but also for related
sequences.””

In three cases (pUC19 + sig-4, pUC19 + sig-11, and minXvec-
3), a mutation in the ORCID or plasmid ID caused the software
to return incorrect information regarding the identity/origin of
the sample. Cases where one of the ID strings contains a SNP
(ex. minXvec-3) can be amended by revising the pilot software
so that it returns an updated ORCID and plasmid ID following
error correction. INDELSs are much more challenging computa-
tionally.

When performing validation, the software aligns the original
sequence (recovered from the hash) with the sequence
submitted for validation, using the start delimiter as an origin.
Hence SNPs can be identified by noting any position where the
original and current sequences do not match. In future
iterations, we could incorporate more complex sequence
alignment algorithms to identify INDELs during error
correction.

One additional sample for which we did not achieve the
expected result (minXvec-9) simply was not assembled due to
the low quality of the sequencing reads. High quality assemblies
for 95/96 plasmid samples is a better-than-expected result,
especially considering that most of the plasmids submitted (the
entire sequence verified family) had the capacity to form a
substantial hairpin. We found that we could sequence each of
our ~3 kb test plasmids for $32 by Sanger sequencing (not
including primers) or $35 by Illumina (including library prep
and sequence assembly for a minimum of 96 samples).
Continually decreasing sequencing costs and affordable,
primer-agnostic technologies such as Oxford Nanopore will
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likely facilitate the adoption of our approach; however, the
increased error rates of Oxford Nanopore technology will likely
require additional sequencing depth.

Most importantly, introducing a 608 bp signature cassette
into a ~2.5 kb plasmid did not have obvious detrimental effects
on the plasmid function. The consequence of inserting
computer-generated sequences to encode data in plasmid
sequences were previously unknown. It was difficult to rule
out the possibility that these “random sequences” may include
motifs that could interfere with the plasmid function through
spurious transcriptionB’34 or other mechanisms.*>”*® In this
context, it is encouraging that the insertion of these short DNA
sequences did not negatively impact the plasmid used in this
exercise. Future work is needed to determine how much data-
encoding DNA can be inserted without compromising plasmid
function and structural integrity. It will also be necessary to
determine rules’” specifying where these sequences should be
inserted with respect to the plasmid functional elements to
minimize the odds of negative effects.

We have demonstrated the feasibility of using digital
signatures to allow genetic engineers to claim authorship of
genetic designs and users of these designs to verify their
authenticity, integrity, and intended function. This method
could help enforce MTAs and licensing agreements by encoding
the name of the designer and a serial number corresponding to
the agreement within the signature cassette. Since it can be
challenging to identify which agreement governs the use of
specific genetic material, our approach would help comply with
applicable agreements. For example, if an unauthorized user is
found in possession of a serialized genetic design, it will be
possible to track it back to the organization that signed the
corresponding MTA. This level of attribution can be particularly
useful when distributing genetic material with security
implications, such as infectious agents”*” or controlled
substances like biologically derived opioids.*®

As an engineering discipline, synthetic biology depends on the
ability to freely reuse genetic designs developed by others.
Members of the community have advocated an open approach
to the distribution of genetic parts,”” inspired by the open source
movement in software engineering.

In this context, defending claims of authorship may appear to
go against openness. On the contrary, one of the rights granted
to authors is to set the terms of access to their work. Open source
software is not public domain software developed by
anonymous engineers. Most software developers who contrib-
ute to open source projects want credit for the same reasons it is
important for academics to claim authorship of publications.
Claims of authorship should not imply restricted access but
should create favorable conditions for development of a vibrant
open source movement by allowing authors to get credit and
providing them with a framework allowing them to control how
their work can be used. Beyond applications to DNA molecules
encoding biological functions, we anticipate that authentication
of DNA sequences and their authors will become increasingly
relevant as DNA is used for information sharing and storage in
the future.””"!

B METHODS

Plasmid Construction and Sequencing. The sequence-
verified family of plasmids was designed using GenoCAD
software.*” The vector backbone and inserts were synthesized
and sequence-verified by Twist Biosciences (San Francisco,
CA).
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pUC19 + sig and minXvec were each constructed by Gibson
assembly™ of four DNA fragments synthesized by either
Integrated DNA Technologies (Coralville, IA) or Twist
Biosciences based on price and technical limitations. Parts for
Gibson assembly of pUCI19 + sig and minXvec were designed
with 40 bp overlaps. Plasmids were assembled using a Gibson
Assembly HiFi 1 Step Kit (Synthetic Genomics, Inc., La Jolla,
CA), according to the manufacturer’s instructions.

DNA was extracted from each of the 96 isolates using a ZR
Plasmid Miniprep — Classic Kit (Zymo Research, Irvine, CA).
After quality control analysis on an Agilent TapeStation, ~15—
150 ng of each isolate was submitted to SeqWell in a 96-well
plate. The plasmids were sequenced at 90X coverage. Assembled
FASTA files provided by SeqWell from their proprietary plasmid
sequence assembly platform were used for validation.

Phenotyping. NEB S-alpha FIq Competent E. coli (SV
plasmids) or NEB S-alpha Competent E. coli (pUC19 + sig and
minXvec) cells from which DNA was extracted for sequencing
were pinned from frozen stocks onto LB + 100 pug/mL
Carbenicillin plates using a Rotor HAD robot (Singer
Instruments, Somerset, UK). Colonies were grown at 37 degrees
to saturation and stored in the fridge.

“Master plates” were generated by pinning from the plates in
the fridge onto fresh LB + 100 pg/mL carbenicillin plates in
either 96 (for variable X-gal/IPTG) or 384 (for variable
carbenicillin) array. After ~12 h at 37 degrees, these plates were
each pinned onto the phenotyping plates. A different master
plate was used for every 3—6 phenotyping plates.

Phenotyping plates were all standard LB with variable
concentrations of carbenicillin (carb), S-bromo-4-chloro-3-
indolyl-f-p-galactopyranoside (X-gal), or Isopropyl p-p-1-
thiogalactopyranoside (IPTG). Variable carb plates contained
100 pg/mL, 200 ug/mL, 1 mg/mL, 2 mg/mL, 1 mg/mL, or 20
mg/mL antibiotic. Variable IPTG/X-gal plates contained 100
pug/mL carb, 0 uL/mL, 0.1 uL/mL, or 1 uL/mL 100 mM IPTG,
and 1 yL/mL, 5 yL/mL, or 10 uL/mL 50 mM X-gal.

Plates were imaged over 2 h time courses using a Phenobooth
(Singer Instruments, Somerset, UK) imaging platform. Plates
which best demonstrated any differences between the colonies
were selected for figures. To generate the graph in Figure 3C,
Phenobooth imaging software was used to process images and
export colony size data. Quadruplicate technical replicates of
each isolate were averaged, and then those values were averaged
across each of the biological replicates (between 6 and 23) for a
given time point on a given plate.
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