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ARTICLE INFO ABSTRACT

Keywords: After a century of relative stability in the electricity industry, extensive deployment of distributed energy

Peer-to-peer network resources and recent advances in computation and communication technologies have changed the nature

Energy sharing ) of how we consume, trade, and apply energy. The power system is facing a transition from its traditional

;O""e“tetd community hierarchical structure to a more decentralized model by introducing new energy distribution models such as
egawa

peer-to-peer (P2P) sharing for connected communities. The proven effectiveness of P2P sharing in benefiting

Review paper
pap both prosumers and the grid has been demonstrated in many studies and pilot projects. However, there is

Electric vehicle

Solar still no extensive implementation of such sharing models in today’s electricity markets. This paper aims to
Storage shed some light on this gap through a comprehensive overview of recent advances in the P2P energy system
Renewable and an insightful discussion of the challenges that need to be addressed in order to establish P2P sharing

as a viable energy management option in today’s electricity market. To this end, in this article, we provide
some background on different aspects of P2P sharing. Then, we discuss advances in P2P sharing through a
systematic domain-based classification. We also review different pilot projects on P2P sharing across the globe.
Finally, we identify and discuss a number of challenges that need to be addressed for scaling up P2P sharing
in electricity markets followed by concluding remarks at the end of the paper.

1. Introduction The capacity for energy sharing in local energy markets makes DER

owners active prosumers [6] - energy consumers who also produce

Energy systems are undergoing a rapid transition to accommodate energy from their DER. However, the benefit that a prosumer can

the increasing penetration of embedded distributed energy resources reap by trading its energy in the market can be small if it cannot

(DER), such as solar photovoltaic (PV) arrays and wind turbines. In independently choose its energy trading parameters, such as the how
Australia, for example, 2 GW of installed rooftop PV capacity has been much energy to share and the price per unit of energy [7].

installed as of December 2019 [1], which is expected to increase up to Given this context, peer-to-peer (P2P) energy sharing has emerged

25 GW by 2030 [2]. This extensive integration of DER to the energy
network opens opportunities to provide value streams for both the grid
and the DER owners. On the one hand, from a grid perspective, DER
can benefit by providing flexibility to improve localized network perfor-
mance issues such as voltage fluctuation [3] and network management
capacity [4]. On the other hand, prosumers can reduce their energy
costs by using on-site generation from their DER and earning revenues
by sharing the surplus energy [5].

as a platform that can facilitate the independent decision-making pro-
cess of prosumers to trade their energy within a connected commu-
nity [8]. In P2P sharing, a prosumer can independently decide on its
energy sharing parameters such as how much energy to share and at
what price, and determine who to share the energy with and when
to share. Importantly, note that in P2P trading, although a centralized
controller or a third party may partially influence the decision-making
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Fig. 2. Demonstration of different layers of P2P energy sharing systems within a
connected community. The virtual layer provides a platform for the participating
prosumers to decide on their energy trading parameters. The physical layer, on the
other hand, facilitates the actual transfer of energy and services between the seller and
the buyer, once the trade is agreed in the virtual layer.

2.3. P2P energy sharing market

Considering how the trading process is performed and how in-
formation is communicated takes place among the participants, the
P2P energy market can be divided into three categories: coordinated
market, decentralized market, and community market, as shown in
Fig. 3.

2.3.1. Coordinated market

In a coordinated market, both the trading process and the communi-
cation of information are done in a centralized fashion (Fig. 3(a)). That
is, a centralized coordinator communicates with each peer within the
network and directly control the export and import limit of energy that
the prosumers share among themselves through P2P trading. Once the
sharing is complete, the revenue of the entire connected community
is distributed among the prosumers by the coordinator according to
pre-set rules. An example of such a pre-set rule is proportional alloca-
tion [31]. While each peer does not communicate and negotiate energy
sharing parameters with other peers in a coordinated market, they can
influence the decision of energy sharing parameters by independently
decide their energy and price before sharing that information with
the coordinator. A key advantage of the coordinated market is the
outcome that maximizes social welfare [32]. However, with increasing
penetration of DER, the computational burden of P2P sharing could be
extensive [33]. Moeover, due to direct control of peers’ flexible loads
and DER, a coordinated market can potentially compromise the privacy
of the prosumers. More discussion on coordinated markets can be found
in [5] and [34].

2.3.2. Decentralized market

In a decentralized market (Fig. 3(b)), peers can directly commu-
nicate with one another within the connected community and decide
on their energy trading parameters without the involvement of any
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centralized coordinator [8]. Thus, in a decentralized market, both the
trading process and the communication of information are done in a
decentralized fashion. The main advantage of a decentralized market
is that prosumers are in full control of their decision-making process,
e.g., they can easily decide whether to participate in energy sharing
or not at any given time slot and their privacy is well protected [12].
Furthermore, the scalability of the decentralized market is also excep-
tional [32]. Due to prosumer-centric properties, decentralized markets
serve the prosumers better than the coordinated market.

However, due to a lack of centralized control [10,35], the efficiency
of decentralized markets is relatively low, and social welfare does not
attain the maximum value. As the overall energy that can be traded
within the community is not very clear to third parties such as network
operators, retailers, and transmission system operators, managing the
decentralized market is more difficult for service providers due to
the challenge of maintaining network constraints and improving the
operational efficiency of the power system. To maintain such a market,
sometimes network operators need to take drastic measures such as
load curtailment and blocking peers from the network [10] in order
to maintain the reliability of the grid. Further examples of P2P sharing
in the decentralized market can be found in [36] and [37].

2.3.3. Community market

In a community market (Fig. 3(c)), the trading process of decentral-
ized although the communication between the participating prosumers
is done in a centralized fashion. In this market, a community manager
acts as a coordinator of P2P energy sharing among the prosumers. How-
ever, unlike the centralized market, the community manager cannot
directly control the export and import of energy by different prosumers
within the market. Rather, the community manager influences the
prosumers to participate in P2P sharing indirectly via suitable pricing
signals [31]. Thus, in a community market, prosumers need to share
limited information with the community manager while, simultane-
ously, they can maintain a higher level of privacy [19]. In adition,
via indirect control, the autonomy of prosumers to decide their energy
trading parameters is also preserved. One core focus of the community
market-based energy literature is to design suitable pricing schemes
that can facilitate P2P sharing and at the same time can provide energy
services to different entities within the network. Pricing schemes also
focus on engaging a large number of prosumers in energy sharing.
Different energy sharing mechanisms within community markets have
been discussed in [38,39], and [40].

A summary of different types of market for P2P sharing is shown
in Table 1. We further note that in a connected community, it is also
possible that different types of markets coexist at the same time. For
example, both decentralized and community market can exist under
a composite market paradigm that possesses the characteristics and
advantages/disadvantages of both markets. For details on P2P energy
sharing markets, please see [19] and [32].

2.4. Technologies behind P2P sharing

Successful establishment of P2P sharing of energy has been possible
due to innovations and developments of a number of technologies.
What follows is an overview of technologies that have enable sharing
of energy between prosumer within connected communities.

2.4.1. Distributed ledger

Due to the nature of the P2P energy sharing mechanism, data secu-
rity, data privacy, data integrity, and speed of financial transactions
between prosumers become very critical [14]. As such, distributed
ledger technology has been proven to be very effective in addressing
these concerns by providing prosumers with a platform with trans-
action security to exchange information among themselves for both
energy and economic transactions without resilience on trusted third
parties. Thus, it is necessary when the communication of information
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settings. To that end, what follows is an overview of different projects
on P2P energy sharing in four continents of the world. For each conti-
nent, we provide some detail of one particular project and followed by
a summary of other projects on P2P sharing.

4.0.4. North America

In North America, almost all P2P projects are based in the USA.
For example, a P2P project can be found in Brooklyn in the Brooklyn
microgrid testbed, in which prosumers within a community can trade
their on-site produced energy with the neighbors by using the typical
power network [29]. The Brooklyn Microgrid project consists of a
microgrid energy market in Brooklyn, New York, where participants
are located across three distribution grid networks. Severe weather
events (e.g. hurricanes, heat waves, etc.) increase, which raises op-
eration issues of the (already) outdated electrical grids in Brooklyn.
In this project, the consumption and generation data is transferred
from the prosumers Transactive Grid smart meters to their blockchain
accounts to create buy and sell orders. Orders are sent to the market
mechanism which is sustained by a smart contract. When buy and
sell orders match, payment is carried out and a new block with all
current market information is added to the blockchain. This microgrid
helps the grid operator to reduce the impact of grid supply disruptions
through complete decoupling and control the energy supply within the
community in the event of natural disaster. Furthermore, it also helps
the grid integrate a growing number of electric vehicles [29].

Among other projects, a cloud-based software platform is used
in the project TeMiX [182] for decentralized network management
purposes, which also enabled automated energy transactions between
peers within the community. Similar solar implementation and soft-
ware platform for trading surplus solar generation between houses
was trialed in Boston [183]. Another new project on P2P sharing
is going to begin in PowerNet’s headquarter in Florida, in which
Power Ledger’s xGrid platform will be used to trade solar power with
neighbors connected in its office park [184].

4.0.5. Europe

Based on the number of projects on P2P sharing, undoubtedly
Europe is leading the world with a number of demonstration trials
in Germany, Netherlands, Norway, Finland, and the UK. For instance,
three projects on P2P sharing are available in Germany. Share&Charge is
a blockchain energy market for EV charging transactions, and data shar-
ing [185]. Peer energy cloud [186] is a cloud-based platform that enable
local energy sharing by considering Information and communication
technology and P2P approaches. Sonnen Community in Germany con-
siders solar and storage systems to create a virtual energy pool [187].
Meanwhile, in the Netherlands, two projects on P2P sharing are run-
ning at this moment including (1) a project — known as Powerpeers
— for residential buildings to share their energy with one another
using a blockchain-based energy market [188] and (2) Vandebron - a
platform for electricity consumers to select desirable local sustainability
producers [189]. In Norway, EMPower provides a trading platform for
local energy exchange between prosumers in a local market [190],
whereas Piclo is a UK based software platform for selling and buying of
smart grid flexibility services and P2P energy trading [191].

Lastly, P2P-SmartTest in Finland demonstrates a smart grid based
transactive energy concept to perform P2P energy sharing [192]. The
objective of the P2P-SmartTest project is to investigate and demonstrate
a smarter electricity distribution system integrated with advanced ICT,
regional markets, and innovative business models. The developed P2P
approaches ensure demand-side flexibility, DERs and other resources
are effectively integrated and optimally operated within the network.
Meanwhile, they are also capable of maintaining a second-to-second
power balance and the quality and security of the supply. A part of the
project also develops and demonstrates the capability of the distributed
wireless ICT solutions in offloading the required traffic of different
applications of energy trading, network optimization, and real-time
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network control. For proper operation of the distribution network,
the project integrates the necessary network operation functions for
resilient distribution system operation. Table 3 summarized the projects
on P2P sharing in North America and Europe.

4.0.6. Australia

With extensive government subsidy from both Federal and State
governments, for example, see [193], P2P energy sharing has also
gotten significant momentum in Australia. With the establishment of
Power Ledger, in particular, P2P energy sharing pilots are being demon-
strated in several areas in Australia. For example, in RENew Nexus
project, Power Ledger has conducted trials with different households,
where the households trade excess energy generated from rooftop solar
panels with their with neighbors using the existing electricity network
and retailers [194]. This on-going project in Western Australia has
the goal of understanding the potential of localized energy markets,
and how technology platforms can facilitate more efficient outcomes
to the energy system. The project has been run in three parts. In
part 1 - Freo 48 - a solar P2P trial was run in two phases. Phase 1
ran for seven months in 2018-19 with 18 participants whereas Phase
2 initially had 30 participants (later reduced to 29) and ran from
October 2019 to January 2020. In part 2 - Loco 1 - the modeling
of a residential Virtual Power Plant (VPP) was completed to better
understand the financial benefits that prosumers could realize from
having a battery installed and participating in a VPP. Finally, part 3 -
Loco 2 - a microgrid with a 670kWh shared battery system which will
facilitate 36 households is currently under construction. This will trade
excess energy with each other via the battery. The purpose of these
trials was (1) to demonstrate proof of concept test for P2P electricity
trading; (2) to understand the value of P2P for customers and project
partners; and (3) to trial the technological interoperability between
the Power Ledger platform, Synergy (energy retailer), Western Power
(network operator) and supporting technologies, and test the Power
Ledger platform capability as a client P2P solution. Other examples of
P2P projects in Australia are explained in Table 4.

4.0.7. Asia

Asia is also not behind when it comes to demonstrate the effec-
tiveness of P2P energy sharing for energy producers and consumers.
For example, in Japan, the Australia-based Power Ledger made a
partnership with Japanese solar provider Sharing Energy and electricity
retailer eRex to trial its P2P trading platform in Kanto, Japan [204].
The trial aimed to show how a group of households can trade excess
solar energy between each other and follows a trial in Osaka with
Japan’s utility KEPCO which achieved consumer acceptance. In the
trial, Power Ledger’s platform was integrated with existing smart meter
systems in homes to enable participants to set prices and track energy
trading in real-time. The trial was scheduled to run until December
20109.

Although Japan, Thailand, South Korea, and India are leading
the efforts with more than one demonstration project, Singapore and
Malaysia are also in the race to contribute towards P2P demonstration
through different pilots on distributed energy sharing. A summary of
different projects of P2P trading that are currently being trialed in Asia
is given in Table 4. Note that, except P2P sharing, other relevant energy
trading techniques such as transactive control [214] and negawatt trad-
ing [27] are also trialed in many parts of the world. For details of these
demonstration projects, readers are referred to [16,24], and [215].

5. Summary & challenges

Based on the discussion in this paper, clearly, the benefit of P2P
sharing to both prosumers and the grid is well demonstrated. Prosumers
can reduce the cost of electricity while enjoying clean energy by
participating in P2P sharing. By encouraging community members to
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Table 3
Summary of different projects on P2P energy sharing in North America and Europe.

Continent Country Overview of the project References
A P2P energy sharing demonstration project in Brooklyn using the blockchain [29]
where prosumers share their energy using typical distribution network
A cloud-based software platform TeMiX for energy trading that provide [182]

North America USA automated energy transaction and decentralized network management services
Kealoha project has implemented P2P markets using solar generation where a [183]
software platform enable exchange of excess solar generation between houses
Power Ledger’s xGrid platform will be used in American PowerNet’s headquarters [184]
to trade solar power with neighbors connected in its office park
Share&Charge is a decentralized blockchain based market for EV charging, [185]
transactions, and data sharing

Germany Peer energy cloud is a cloud based local energy platform for local energy trading [186]
and smart homes
Sonnen community considers storage and storage systems to provide a platform [187]
for virtual energy pool
Powerpeers is a blockchain based market that has enabled residential buildings to [188]

Europe share energy with one another

Netherlands . T
Vandebron helps electricity consumers to select local sustainability produces of [189]
their choices for energy purchase

Norway EmPower is a local energy trading platform in which prosumers can share their [190]
energy with one another in a local energy market

UK Piclo is a software platform for selling and buying smart grid flexibility services [191]
and trading energy among peers

Finland SmartTest is a smart energy system with the consideration of information and [192]

communication technology and P2P sharing of resources

interact with one another to share their energy and introducing provi-
sions for energy donation, P2P sharing improves social values between
the members and helps them to establish an environment-friendly
energy neighborhood. Previously, for example, in Feed-in-Tariff only
prosumers with renewable sources could enjoy some economic and en-
vironmental benefits of energy trading. However, with P2P, prosumers
with any renewable energy status can have that luxury. Now, in some
P2P markets, prosumers can make their decision on not only the energy
sharing parameters but also whether or not to participate in energy
sharing without any influence from a third party. Thus, P2P empowers
the prosumers and give them the true independence of the energy they
produce and manage.

Meanwhile, the grid can also benefit significantly from P2P sharing.
For instance, by reducing the demand, P2P sharing can help the grid
to reduce its investment for infrastructure upgrades to cope with the
increasing energy demand. This also opens the opportunities for the
grid to accommodate new emerging demand for energy from electric
vehicles using its current infrastructure with minimal upgrades. Now,
buildings within a connected community can provide demand flexibil-
ity to the grid, through which the grid is able to reduce its peak load
demand and ramping reserves, and improve the security of the power
system by addressing the voltage and frequency disturbances through
ancillary service markets.

However, despite demonstrated benefit and ample opportunities,
the establishment of P2P sharing in today’s energy market relies on
market and regulatory reform. That is, regulatory bodies determine
how P2P energy markets fit with current energy policy arrangements.
Market and regultory rules determine which market designs are al-
lowed, how costs are allocated, how tariffs and fees are designed and
set, and in the ways in which P2P markets are integrated into existing
energy market and energy supply system. Thus, the government of
country/region can easily support P2P markets to efficiently utilize lo-
cal renewable energy resources and reduce environmental degredation
by regulatory changes, e.g. the introduction of subsidies. Regulatory
bodies can also discourage the implementation of P2P markets if they
determine that the subsequent result could have negative impacts on
the current energy system and costs to end users.

Meanwhile, before presenting P2P sharing to regulatory bodies as a
viable energy management option and attempting to convince them to

13

allow it to practice, a number of key challenges have to be addressed,
and are summarized as follows.

5.1. Co-existence of different stakeholders

Of course, the research in P2P energy sharing has been extensive
for settings where prosumers are engaged in sharing energy among
themselves with very little (or, not at all) with little (or, no) interaction
with the grid or an aggregator. However, while this assumption is
valid for the establishment of sharing mechanisms in a small-scale
setting, to successfully achieve objectives of higher monetary benefit,
supply-demand balance, incentivizing prosumers, and ensuring secure
transactions, large-scale development of energy sharing requires to con-
sider other existing participating stakeholders of the network. Examples
of such stakeholders may include generators, retailers, and distribution
network service providers (DNSP).

Now, the involvement of stakeholders with conflicting interests in
using prosumers’ energy makes the decision-making process of energy
sharing a complex task. For example, a conflicting scenario may arise
between a retailer and a DNSP serving the same set of prosumers
when the retailer requests prosumers to discharge their batteries to
meet the excess demand of its additional customers, whereas, at the
same time, the DNSP may send a signal to prosumers not to push any
electron to avoid a potential network voltage violation expected by the
DNSP. Hence, there is need to develop techniques that will prepare
P2P energy sharing mechanisms for implementation in systems where
stakeholders like retailers, generators, and DNSPs co-exist with other
network elements without affecting each other’s interests and roles in
the network.

5.2. Network constraints, losses, and management

As the number of prosumers participating in P2P energy sharing
will increase, the risk of voltage rise at various nodes of the power
system network will increase as well. Of course, one potential way
to mitigate this risk could be to regulate how much each prosumer
can export to the network at any given time slot. However, imposing
such rigid restrictions on prosumers’ choices may detrimentally affect
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Table 4

Summary of different projects on P2P energy sharing in Australia and Asia.

Applied Energy 282 (2021) 116131

Continent

Country

Overview of the project

References

Australia

Australia

Power Ledger partnered with Nicheliving to deploy its energy trading platform to
deliver 100% renewable energy at 62 apartments

[195]

An Australian retail investment company uses Power Ledger’s content to trial
trading solar energy within its shopping centers

[196]

Energy retailer Powerclub will use Power Ledger’s VPP enabled platform to
enable Powerclub households with batteries to sell their stored solar energy
during peak demand period and price spikes

[197]

RENeW Nexus involved two trials whereby 48 households used Power Ledger’s
platform to trade excess energy generated from rooftop solar panels with their
neighbors via the existing electricity network and retailer

[194]

36 homes with rooftop solar in East Village, WA will use Power Ledger’s
platform to trade solar energy with each other via the battery

[198]

The Gen Y Demonstration Housing Project in WA uses Power Ledger’s blockchain
platform to sell excess solar energy to neighbors at peak demand, rather than
back to the grid

[199]

In Wongan-Ballidu, Australia nine commercial sites will use Power Ledger’s P2P
energy trading platform to monetize their excess solar energy

[200]

The first P2P commercial project in the National Energy Market in the Australian
Capital Territory, which will enable the customer to save on their energy costs
and decrease consumption from fossil fuel sources

[201]

In DeHavilland Apartments & Element47, Australia, Power Ledger will have its
peer-to-peer (P2P) energy trading technology will be used to enable households
to trade solar energy between one another

[202]

Asia

Japan

Kansai Electric Power Co (Kepco) is leading a project that will enable solar power
suppliers to sell extra electricity to consumers via a blockchain-enabled system

[203]

KEPCO used Power Ledger’s platform to create, track, trade and provide a
marketplace for the settlement of renewable energy credits or non-fossil
certificates, generated by rooftop solar systems

[204]

Blockchain-enabled peer-to-peer technology demonstration with households
trading excess solar energy between each other in the Kanto region

[205]

India

A peer-to-peer pilot energy trading project in India’s Lucknow will demonstrate
the feasibility of Power Ledger’s platform to trade energy from rooftops with
solar power to neighboring households/buildings

[206]

A large-scale desktop P2P energy trading trial across existing 300 kW solar
infrastructure servicing a group of gated communities in Delhi’s Dwarka region

[207]

Thailand

Power Ledger, in partnership with TDED, will create a blockchain-based digital
energy business developing peer-to-peer energy trading solutions in Thailand

[208]

Thai renewable energy business BCPG and Thai utility Metropolitan Electricity
Authority are using Power Ledger’s software for tracking and settling the energy
generated from renewable sources and transactions between the participants

[209]

South Korea

Electron, a blockchain startup in UK, will test their own energy flexibility trading
platform in South Korea to prove the benefits of flexibility trading in the South
Korean market as it starts to decarbonize and decentralize.

[210]

KEPCO will trial a blockchain-based peer-to-peer energy trading system in two
apartments in Seoul and nine buildings within KEPCOs facilities to lower energy
bills by enabling businesses and households to buy surplus electricity of their
peers

[211]

Singapore

Electrify’s Marketplace 2.0 uses smart contracts where consumers can buy
electricity from retailers or even from their own peers with the purpose to
eliminate or reduce many of the fees and transaction costs with the automatic
nature of smart contracts

[212]

Malaysia

A pilot trial aims to demonstrate the feasibility of solar energy trading in the
Malaysian energy market by enabling consumers to choose whether they wish to
purchase clean, renewable energy or power from fossil fuels

[213]

the potential revenue that a prosumer would expect from participation
in the trading and therefore could cause prosumers to lose interest in
future participation. On the other hand, unchecked injection of power
from all prosumers will compromise the safety and security of the
network.

Another important issue is that P2P transactions may raise power
losses across the network. Therefore, the P2P price, which has been
assumed to be significantly more lucrative than other existing trading
schemes in most existing studies will need to consider this loss factor.
This will increase the price of energy buyers. Furthermore, a large
number of renewable energy plants are being connected to the network,

14

which will allow the retailers to sell energy at a much cheaper rate
than before, which may also affect the P2P price as well. Hence, how
to allocate the loss factor within P2P price while simultaneously being
competitive need to address.

Importantly, note that the flow of electricity cannot be controlled
directly. Therefore, it is unlikely that the intended receiver will receive
the actual power sent to it by the seller over the distribution network,
and more so in very large networks. As a consequence, the power loss
due to P2P sharing trading would be different compared to the case
when the buyer actually receives the power sent by the seller (e.g. if
they are located side-by-side). Hence, how to calculate the actual loss
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in this kind of scenario and then decide the P2P energy sharing price
needs further investigation.

5.3. Post-settlement uncertainty

Although P2P sharing can offer significant benefits to its customer
in terms of different energy services and lower energy cost, the out-
come of the sharing could jeopardize the overall market structure and
trust between the buyers and sellers if the interaction and negotiation
between prosumers are poorly designed due to communication delay,
insufficient forecasting, less visibility and understanding of network
condition, and lack of customer information. For instance, assume a
scenario where a prosumer commits a certain amount of energy for a
given time slot and gets paid for the committed energy from the seller.
However, due to a lack of accurate forecasting of its own demand and
generation, it is possible that the actual energy that is transferred to
the buyer is less than the amount committed. Such a market outcome
will surely be suboptimal and not suitable for long-term sustainability.

Hence, before deploying in the energy market, the computation
and communication complexity issues must be resolved for robustly
operating the system. Accurate forecasting techniques need to be em-
ployed and network conditions for each P2P transaction periods need to
be identified through sophisticated algorithm. Importantly, prosumers
need to be educated about the importance of P2P sharing and the
discloser of honest information about their demand, generation, and
energy commitment to the market for the sustainability of the market.

5.4. Low cost privacy and security

Finally, one significant importance of P2P energy sharing is the
availability of accurate and statistically useful energy transaction and
usage data across communities for better prosumer decision-making.
However, such data sharing could potentially compromise the privacy
of individual participants. Therefore, accessible data also needs to
ensure that everyone’s private information is safe. For example, a
provably-private transformation of prosumers energy data is needed to
facilitate data accessibility while simultaneously granting data enough
statistical accuracy for interrogating data.

Furthermore, although P2P energy sharing provides a platform to
engage individual prosumers to share their energy with one another
and with the grid, without cryptography, this could also increase the
vulnerability of the network if one or more prosumers act as adver-
saries and plan to breach the security of the system, for example, by
injecting false information. At present, the security of transactions in
P2P energy sharing has been confirmed through the use of distributed
ledger techniques such as blockchain. However, it is important to
note that providing security via blockchain can be computationally
expensive and therefore very costly [216]. As such, there is a need
for methodologies and techniques that will confirm the security of
the network, not by integrating expensive measures, but enabling the
trading decision in such a way that the security of the transaction is
preserved.

6. Conclusion

This review article has provided an overview of existing peer-to-
peer energy sharing literature in order to identify recent progress in this
area of research as well as to discover the challenges that are preventing
peer-to-peer sharing to become a viable energy management option in
today’s electricity market. As such, first, we have added background on
the connected community, peer-to-peer energy sharing systems, peer-
to-peer energy markets, and distributed ledger technology for readers
to easily follow the rest of the discussion in the paper. Then, we
have discussed recent advancements in peer-to-peer energy sharing re-
search in different domains including building domain, storage domain,
and renewable domain. Following the discussion on advancement, a
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detailed list of existing trial projects on peer-to-peer energy sharing
in North America, Europe, Australia, and Asia has been provided.
Finally, we have identified a number of challenges that are need
to be addressed before deploying peer-to-peer sharing as an energy
management technique in today’s electricity market.
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