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Abstract— The industrial internet of things (IIoT) is emerging
as a global trend to dramatically enhance the intelligence and
efficiency of the industries in recent years. With the emphasis on
data communication by IIoT, cyber vulnerabilities are introduced
at the same time. As a key subsystem of the industrial automation
systems, the supervisory control and data acquisition (SCADA)
system is becoming one of the primary targets for cyberattacks
in the IIoT paradigm. In this paper, the semi-Markov process
(SMP) is employed to model and evaluate the cyberattacks
against the SCADA systems considering the insider assistance.
Based on the SMP model, the probability distribution of the
time-to-compromise the system of the attacks is derived with the
Monte Carlo simulation (MCS). Then, a FlipIt game model is
developed to investigate the defense and attack strategies of the
defender and attacker, and analyze the impacts of the insider
assistance. Case studies were carried out to verify the proposed
model. The results of the case studies show that the insider
assistance will improve the payoff of the attacker and increase
the defense action frequency of the system defender. With a
high enough defense action frequency, the defender can force
the attacker to drop out and eliminate the attack actions.

Index Terms—SCADA, cybersecurity, FlipIt game, industrial
internet of things (IloT), insider.

I. INTRODUCTION

HE internet of things (IoT) has a wide range of appli-
cations, and among the most important ones are the
applications in industries [1]. The industrial IoT (IIoT) is
emerging as one of the most promising paths to enhance the
operation efficiency of the industrial automation systems to
a new level by widely integrating innovations in computing,
communication, big data analytics and machine learning in
recent years. It is believed to bring a new wave of industrial
revolution and transform nearly every industry in the modern
society [2].
In order to achieve higher efficiency and better quality of
operations, IIoT depends heavily on the communication to
achieve a highly interconnected industrial automation system.

Manuscript received June 24, 2020; revised October 18, 2020 and
December 23, 2020; accepted February 15, 2021. Date of publication
March 10, 2021; date of current version April 16, 2021. This work was
supported in part by the U.S. National Science Foundation under Award
ECCS1711617 and in part by the Research Growth Initiative Program of
University of Wisconsin-Milwaukee under Award 101 x 360. The associate
editor coordinating the review of this manuscript and approving it for
publication was Prof. Wei Yu. (Corresponding author: Lingfeng Wang.)

The authors are with the Department of Electrical Engineering and
Computer Science, University of Wisconsin-Milwaukee, Milwaukee, WI
53211 USA (e-mail: zhaoxil@uwm.edu; 1.f.wang@ieee.org).

Digital Object Identifier 10.1109/TTFS.2021.3065504

Devices in the automation systems (e.g., sensors, actuators,
controllers, motors, workstations and remote cloud servers)
are connected through the industrial communication systems
to enable real-time data exchange and more intelligent appli-
cations [3]. The information and communication technology
(ICT) is playing an increasingly significant role due to the
growing demand for high-speed high-capacity data commu-
nication and information processing in the IIoT paradigm.
A direct consequence of the highly interconnected architecture
of IIoT and tight integration of ICT is the introduced cyber
vulnerability and increasing cybersecurity threats to the indus-
trial control systems (ICS) [4], [5]. Thus, the cybersecurity
of the ICS has become an important topic and recent efforts
have been paid to access and enhance the cybersecurity of
the ICS [6], [7]. The supervisory control and data acquisition
(SCADA) systems are widely used for the data acquisition and
supervisory control of equipment and processes in industries
which are critical for IToT [8], [9]. Hence, the SCADA systems
are potential targets for adversaries, and effective cyberattacks
on the SCADA systems can have serious financial and security
consequences. A recent example is the cyberattacks against
the SCADA systems in the Ukraine power grids in Decem-
ber 2015, in which about 225 thousand customers and more
than 50 substations were affected [10]. Thus, improving the
reliability of the SCADA systems under potential cyberattacks
becomes critical for enhancing the trustworthiness of the
industrial automation systems for IIoT.

In recent years, more and more attention is being paid to
the insider threats in the area of cybersecurity analysis. It is
well accepted that insiders have significant impacts to the
cybersecurity. Generally, cyberattacks by malicious insiders
are more covert, and are more costly and take longer time
to be resolved with respect to external attacks [11]. Statistics
show that insiders have already been a substantial threat to
many organizations [12]. Although the SCADA systems may
employ exclusive protocols and use firewalls to get isolated
from the external network, the insider threats may still be fatal
to the cybersecurity of the SCADA systems. Insiders have
intimate knowledge of the security settings of the SCADA
network and how the SCADA system operates, which is
important information for the attacker to formulate valid attack
vectors. Meanwhile, an external attacker must gain access to
the SCADA network before exploiting the vulnerabilities of
the protocols or devices in the SCADA system. The remote
access or even physical access to the network can be achieved
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by the attacker through the insider who has privileged access
to the SCADA network. Further, the vulnerabilities of the
protocols or devices in the SCADA system can be exploited
by the attacker by implanting malware in the SCADA system
via the insider. The insider can also provide attacker with the
backdoor in the system (e.g., the backdoor intended for remote
support from the vendor). As such, the insiders reduce the
difficulty and increase the successful rates of the malicious
attempts. Thus, it is particularly critical to analyze the insider
threats in the cybersecurity analysis of SCADA systems.

Recently, a series of studies have been conducted to assess
and enhance the cybersecurity of the SCADA systems in
industries. A major focus in the research is the vulnerability
and risk evaluation for the cybersecurity of the SCADA sys-
tems. In [8], a cyber-vulnerability assessment for the SCADA
systems is proposed, and potential machine learning based
counter measures are discussed. The cybersecurity risk of
SCADA systems is modeled for IIoT in [9] and the risk
metrics are identified. In [13], an attack graph model is
developed and generated in an automated manner to iden-
tify vulnerabilities and analyze the cybersecurity of SCADA
networks. The authors of [14] propose the cyberattack model
against the SCADA systems in power systems and calculate
the mean time-to-compromise (MTTC) of the cyberattacks to
estimate the system reliability. Further, the cybersecurity of
the wind farm SCADA systems are considered in [15]. The
attack scenarios are proposed to estimate the frequencies of
the cyberattacks and evaluate the overall system reliability.
In [16], the cyberattack scenarios and Bayesian attack graph
models of the SCADA networks are developed to evaluate
the probability of successful attacks. As a defense approach,
cyber intrusion tolerant models have also been proposed the
enhance the cybersecurity of the SCADA systems. In [17],
a survivable SCADA system against cyberattacks is designed
by integrating the modern intrusion-tolerant protocols with
a conventional SCADA architecture. Meanwhile, a number
of researches focus on the attack detection of the SCADA
systems [18]-[21]. A data-driven clustering method is pro-
posed in [18] to detect the attacks on SCADA systems.
In [19], the models of integrity attacks on control systems are
developed, and model-based techniques are considered in the
proposed models for the attack detection. Aiming to provide
a comprehensive solution, the authors in [20] propose an
intrusion detection system (IDS) for the multi-layer SCADA
network architecture by analyzing multiple attributes of the
system. In [21], a filtering system is proposed based on
the critical state analysis to detect the attacks composed of
SCADA commands.

The mentioned existing studies investigate the vulnerability
assessment, cyberattack modeling and attack detection prob-
lems for SCADA systems. However, the insider threats are not
in the scope of these studies. The impacts of the insider on the
cybersecurity of SCADA systems are not analyzed or consid-
ered in any of these works. The research on the insider threats
against the cybersecurity of SCADA systems is extremely
limited in the existing literature. Only very few works in
the existing literature about the cybersecurity of SCADA
systems cover the insider threats in the research. In [22],
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a statistical anomaly detection method is proposed to identify
potential insider attacks at the power transmission system by
studying the SCADA alarms. Thresholds are set by learning
the mean and standard deviation of the SCADA alarms to
detect potential insider attacks, and the behavior falling outside
the thresholds is identified as anomalous. Reference [23]
investigates the use of Petri nets to model the insider attacks on
SCADA systems. Potential malicious behaviors of the system
operator as an insider who tries to resolve incoming alarms
and create mis-configuration are modeled with the Colored
Petri Nets (CPNs) in the study.

In order to enhance the cybersecurity of SCADA systems,
the insider assistance to the attacker is considered in the
analysis of the cyberattacks on SCADA systems in this paper.
Although the SCADA systems are complicated with various
types of protocols, firmware, and vulnerabilities for their cor-
responding physical systems and processes, it is still possible
that there are insiders who can access important information
and/or have critical privilege of the SCADA network of a
certain system. Further, even if the insider has only informa-
tion or access to a small part of the SCADA system, it can
still be exploited by the attacker to launch the attack on the
SCADA system for certain purpose. Thus, potential assistance
from the insider to the attacker in the cyberattacks on SCADA
systems should be investigated and is assumed in the paper.

In this study, the cyberattacks against SCADA systems
are modeled with the absorbing semi-Markov process (SMP).
A Fliplt game model is proposed in this paper to study
the strategies of the system defender, attacker and insider.
In the original Fliplt game model [24], the targeted system
is compromised as soon as the attack actions are performed.
However, in the proposed model in this paper, the time to
compromise the SCADA system is modeled and integrated
in the Fliplt game model, which is more realistic and closer
to the actual case of cyberattacks on SCADA systems. Fur-
ther, it allows the analysis on the impacts of the insider in
the intrusion process of the cyberattacks on SCADA sys-
tems. Meanwhile, the original Fliplt game model is a two-
player game model which only considers the strategies of
the defender and attacker. In the proposed model in this
paper, the strategies of the insider are also considered in the
game. Thus, the interaction between the defender, attacker
and insider can be analyzed in the proposed game model.
In this paper, three different types of insiders are modeled
and analyzed in the Fliplt game model. As such, the impacts
of the insiders in the cyberattacks on SCADA systems can
be studied comprehensively. Meanwhile, a Stackelberg model
based method is developed to calculate the optimal defense
strategy against the cyberattacks with the insider assistance.
In the Stackelberg model, the system defender is assumed to be
the leader and determine the defense strategy by optimizing the
defender’s own payoff considering the response of the attacker
to the adopted defense strategy with the insider assistance. The
attacker is assumed to be the follower in the Stackelberg model
who determines the attack strategy by optimizing his/her own
payoff given the defender’s strategy. The work in [22] focuses
on the attack detection of SCADA systems. In [23], two types
of malicious behaviors of the insider are modeled. However,
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the defense strategy and interaction between the defender,
attacker and insider are not investigated in the research of [22]
and [23]. In the studies of [25] and [26], the Fliplt game
is also applied for the system security analysis considering
insider threats. However, in the studies of [25] and [26],
the proposed security analysis is not specified for SCADA
systems, and the intrusion process of the attacker to the tar-
geted system is not considered. More importantly, the insider
is assumed to trade information with the attacker and reduce
the cost of the attacker in the mentioned studies. However,
the role and impact of the insider on the intrusion process
of the attack on the system is not considered or modeled
in detail, which is different from the proposed model in this
paper.

In the proposed model, the SMP model is used to formulate
the cyberattacks against the SCADA systems. Considering
the various characteristics of SCADA systems with different
configurations, protocols and applications, the SMP based
method is applied in this paper for its flexibility in modeling
the processes of the cyberattacks. Existing studies in literature
show that the Markov process (MP) based method can model
the malicious actions and cyberattacks on SCADA systems,
e.g., [14], [27]-[29]. The detailed SMP model can be adjusted
to cope with the characteristics of the targeted SCADA system
with specific configurations, protocols and applications. Thus,
the SMP based method is used in the proposed model to
formulate the cyberattacks on SCADA systems considering
the insider’s assistance. In this paper, the proposed work
focuses on providing a general method for the optimal strategy
to conduct the defense actions against the cyberattacks on
SCADA systems considering the existence of the insider’s
assistance to the attacker. The proposed work in the paper
aims to provide a general model against the cyberattacks on
various types of SCADA systems and facilitate the analysis on
the impacts of the insider on the cybersecurity of the SCADA
systems. It does not aim to propose the detailed techniques
to defend against the malicious actions in the process of the
cyberattacks. It is assumed in the proposed model of the
paper that the defender of the SCADA system has effective
defense methods against the attacks, and the cyberattacks can
be blocked from the SCADA system if the defense actions
are conducted by the defender. Meanwhile, in the proposed
model, it is assumed that the effects of the defense actions can
be noticed by the attacker. Thus, the defense strategy leakage
to the attacker by the insider is not considered in the proposed
model.

The contributions of this paper are summarized as follows:

« A Fliplt game model for the cyberattacks against

the SCADA systems considering the insider assistance
is developed. With the proposed Fliplt game model,
the interaction between the system defender, attacker and
insider can be formulated and analyzed. Accordingly,
the impacts of the insider on the system cybersecurity can
be analyzed. Moreover, three different types of insiders
and their impacts are modeled and investigated with
the proposed Fliplt game model. A Stackelberg model
based method is developed to derive the optimal defense
strategy of the system defender against the cyberattacks
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TABLE I
MAIN NOTATIONS IN THE SMP MODEL

Notation Description

F Failure state in the SMP model.

g Good state in the SMP model.

S Set of states in the SMP model.

P SMP Transition probability matrix without insider.

P SMP Transition probability matrix with insider.

Q Renewal kernel of the SMP model.

Dij Transition probability from state ¢ to j in the SMP model.

T Sojourn time in state ¢ if the next stat is j of the SMP

R model.

Fij; Cumulative distribution function (CDF) of T7;.

€n/En+1 | State of the SMP model in the n*/(n + 1)*" step.
Int1 Arrival time of the (n + 1)*P step in the SMP model.

in consideration of the response of the attacker with the
insider’s assistance.

o An absorbing SMP model of the cyberattacks against
the SCADA systems with insider’s assistance is devel-
oped. With the proposed SMP model, the probability
distribution of the time-to-compromise the system of the
cyberattacks with the insider’s assistance can be derived
with Monte Carlo simulations (MCS) to facilitate further
investigation on the impacts of the insider threats on the
system cybersecurity.

The rest of the paper is organized as follows. The absorb-
ing SMP model of the cyberattacks against the SCADA
systems with insider assistance is introduced in Section II.
The Fliplt game model to formulate the strategies of the
defender, attacker and insider in the cyberattacks is proposed in
Section III. In Section IV, the case studies are introduced and
the results are discussed. Finally, conclusions are presented in
Section V.

II. SEMI-MARKOV MODELS OF CYBERATTACKS
AGAINST SCADA SYSTEMS

In order to facilitate an in-depth analysis of the cyberattacks
against the SCADA systems, it is essential to formulate the
intrusion processes theoretically. In this section, the intrusion
processes of cyberattacks on SCADA systems considering the
insider assistance is developed with the SMP model. SMP
is one of the well-established stochastic modeling techniques
that has been widely used for analyzing the security intrusion
behavior on a system [30]. The SMP model of the intrusion
processes is explained below, and the main notations in the
SMP model are listed in Table I.

The intrusion process against the SCADA system can be
modeled as a semi-Markov process {X(z) : t > 0} with a
discrete state space S. The SMP can be defined by the renewal
kernel Q(t) = [Q;;(t) : i,j € Sl,t > 0 and the initial
distribution p = [p;(0) : i € S], where the renewal kernel
Q(t) is defined as follows [31].

E](t) = P(’ﬂn+1 <t|§n=l5§n+1 :]), l 689
jesS,t>0 (1)
Qij(t) = pij Fij (1) (2)



2794

where Fjj(t) is the cumulative distribution function (CDF)
of the sojourn time T;; in state i if the next state is j. The
transition probability matrix P = [p;; : i, j € S] shows the
probability of transition to state j if the previous state is i.

The intrusion process against the SCADA system is mod-
eled as an SMP in the state space S, which includes the
transient states and the failure state. The transient state space
is denoted by S7, and the failure state is denoted by F.
The process of an cyberattack starts from the good state G,
which represents the secure situation of the SCADA system.
The second stage is the intrusion process into the SCADA
system which contains a number of intermediate states, and
each state represents one phase of the attack activity. Higher
privilege of the SCADA system is obtained by the attacker
when he/she proceed with the actions sequentially. The last
stage is associated with the failure state 7, which indicates the
target of the attacker in the SCADA system is compromised.
In the SMP model of intrusion process, the good state G
and intermediate states are regarded as transient states while
the failure state F is classified as the absorbing state [32].
For instance, the intrusion process of the SQL injection
attack against the SCADA system can be divided into four
intermediate steps [14], [33], and the SMP model of the
intrusion process without considering the insider’s assistance
to the attacker can be illustrated as Figure 1 (a).

When the insider exists in the attack, the attacker has an
opportunity to skip certain intermediate states in the SMP
model due to the advantages of the insiders. For example,
in the SQL injection attack against the SCADA system,
an insider can provide the attacker with critical information
about the data structure of the SQL database. As such,
the attacker can skip the processes of locating SQL vulner-
abilities and reverse engineering the vulnerable application,
which are the first two steps of the attack [33]. Thus, the SMP
model of the attack with the insider’s assist becomes the model
shown in Figure 1 (b). Accordingly, the transition probability
matrix of the SMP model with insider is changed from P to
P’, which are shown by (3) and (4) respectively.

[ 1—p6i pi 0 0 0 O
I—pn 0 pn 0 0 O
1 —p 0 0 p3 0 O
P = 3
I1—paa—p3r 0 0 O p3s p3r )
1 — par 0 0 0 0 par
0 0 0 0 0 1
[1—p61—pes pgt 0 pgs 0 0
1 —pn 0 p 0 0 O
1 —p23 0 0 p3 0 O
P = 4
1—psa—p3r 0 0 O p34p3r “)
I — par 0 0 0 0 psar
0 00 0 0 1

where p;; (i, j € ST U F) is the transition probability of the
states in the SMP model. The elements in P and P’ indicate
the probability of the transition between the corresponding
states in the SMP model without and with insider, respectively.
For instance, the probability of the transition from the good
state G to transient state 1 is pg; when there is no insider
as shown in (3). Accordingly, the probability of the system
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Fig. 1. SMP models of SQL injection attacks.
0.06
E 0.04 J
=
£
o
& 0.02 J
0 ‘ s .
0 50 100 150 200 250 300
(@)
0.02
. J
3 J
£
£
‘

0 50 100 150 200 250 300
(b)

Fig. 2.  Probability distribution of time to reach absorbing state in SMP,
(a) when Tj; follow uniform distributions, (b) when 7;; follow exponential
distributions.

remaining in the good state G is 1 — pgi. However, with
the insider, the probability of the system staying in the good
state G is reduced to 1 — pg1 — pg3 as shown in (4), while
the probabilities of the transition from the good state G to
transient states 1 and 3 are pg; and pg3, respectively. Thus,
the presence of the insider reduces the probability of the
system to stay in the good state G. In this case, there is a
bigger chance for the system to reach the transient state 3 and
consequently the failure state F.

The impacts of cyberattacks are highly dependent on the
spent time of a successful attack on the system. It is critical to
obtain the probability distribution of the time-to-compromise
the system of the attacks in the cybersecurity studies. The
time-to-compromise the system of the attack is represented
by the time of the SMP to reach the absorbing state F, which
depends on the sojourn time in each transient state and the
transition probability of the SMP. In general, it does not follow
a specific formulated probability distribution. In order to
obtain the probability distribution of the time-to-compromise
the system of the attack and facilitate further investigation,
the MCS is employed in this study to estimate the distri-
bution. Figure 2 shows the probability distribution of the
time to reach the absorbing state with different distribu-
tions of the sojourn time in the transient states of the SMP
model.

In the SMP model of the cyberattacks against the SCADA
system, the initial state of the system is the good state G.
Thus, the initial probability of the good state is 1 and the
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v l

Fig. 3. Fliplt game model of cyberattacks on SCADA systems.

initial probabilities of all the other transient states are 0.

1, ifi =G
i (0) = 5
ri () 0, otherwise %)
With the defined SMP renewal kernel Q(¢) and initial
distribution p = [p;(0) : i € S], the probability space (Q, P)
of the time-to-compromise the system of the cyberattacks can
be modeled and estimated directly using MCS [31].

III. FLIPIT GAME MODEL OF CYBERATTACKS
AGAINST SCADA SYSTEMS

A. Fliplt Game for Cyberattacks Against SCADA Systems

With sufficient resources, the attacker may launch con-
tinuous attacks to intrude into the SCADA system instead
of a single attempt. Such persistent attacks are classified
as Advance Persistent Threat (APT) which is emerging as
a major cybersecurity concern of the national infrastructure
and information systems [34]. Fliplt game is a novel and
effective tool to model and analyze the APT [24]-[26]. In this
section, a Fliplt game model is developed to analyze the
cyberattacks against the SCADA systems. The main notations
of the FlipIt game model are listed in Table II, and the Fliplt
game model is illustrated in Figure 3. In the Fliplt game,
the system status is either protected or compromised. When the
defender performs the defense actions, the system will remain
protected or become protected if it is compromised. When the
attacker performs the attack actions, the system is assumed to
be compromised after the time-to-compromise ¢; which is a
stochastic variable. The probability distribution of ¢; can be
determined by the SMP model of the cyberattack as presented
in Section II. Both the defender and attacker need to pay a cost
to perform every defense or attack action. Further, the attacker
is assumed to be aware of the action of the defender with
a latency of w; after the defense action is performed. The
awareness time ; is assumed to be stochastic and equal to a
base awareness latency wg plus an uncertain component Aw.
In this paper, the uncertain component Aw is assumed to be a
uniform random variable in the interval [0, ], T > 0. Let
a; and ; denote the attack and defense actions in the i'” round
respectively. When a; = 1 it means the attacker performs the
attack action after the awareness of the i’” renew action of
the defender J;, otherwise a; = 0. As shown in Figure 3,
the system status in the i’ round is determined by the time gap
of the defense actions ¢;, the attack actions «;, the awareness
latency w; and the time-to-compromise of the attack ¢;.

Due to the awareness of the defense actions by the attackers,
the periodic action strategy by the defender is no longer

2795

TABLE 11
MAIN NOTATIONS IN THE FLIPIT GAME MODEL

Notation Description

Ca Cost coefficient of the attack action.

Cp Cost coefficient of the defense action.

Cr Cost coefficient of the attacker to employ the insider.

n System coefficient of the insider.
Time-to-compromise the system of the attack at the i*!

i round of defense-attack actions over a certain period.
Awareness time of the attacker to the defense action at the

wi it round of defense-attack actions over a certain period.

wo Base component of the awareness time of the attacker to
the defense action.

Aw Uncertain component of the awareness time of the attacker
to the defense action.

ot Upper limit of the uncertain component of the awareness

time of the attacker to the defense action.

Probability of the time-to-compromise the system of the

T . .
7 42 scenario.

Sample space of the time-to-compromise the SCADA

Q@ system.
Ny Number of attack actions over a certain period.
Np Number of defense actions over a certain period.
r Attack action rate.
iy Defense/a.ttack action inter.val at' the i*" round of defense-
attack actions over a certain period.
Uy Expected payoff of the attacker.
Up Expected payoff of the defender.
Uz Expected payoff of the insider.
A Defense action rate coefficient.
i Attack action indicator at the i*" round of defense-attack
actions over a certain period.
5 Defense action indicator at the i*® round of defense-attack
actions over a certain period.
Decision indicator of the attacker’s action of employing the
¢ insider.
o Upper bound of the attack action interval with attack action
rate 7.
¢ Insider action decision indicator.

optimal and the exponential strategy in which the intervals
between two consecutive defense actions are exponentially
distributed is a more desirable choice for the defender [24],
[26]. It is because with the awareness of the defense actions,
the attacker can estimate the time of the following defense
actions if the defender plays actions periodically. Thus,
the defender is assumed to play an exponential strategy in this
paper. The defense action intervals x; is assumed to follow
an exponential distribution with a rate parameter % We note
the attack rate of the attacker by ». When r = 1, it means the
attacker will always perform the attacks in every single round.
In contrast, it means the attacker drops out of the attack when
r = 0. Let Np and N4 denote the numbers of the defense
and attack actions, respectively. The attack rate r is defined
by (6) as follows.

N
_ A (6)

r =
Np

where Np = >, 0;, No = > 0.
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B. Fliplt Game Model Without Insider

When there are no insiders in the attacks, the Fliplt game
model is formulated as follows.

1) Defender’s Payoff: In the Fliplt game model of the
attack, the loss of the system defender is evaluated by the time
of the system compromised status. The aim of the defender is
to minimize the expectation of the average system loss and the
cost of defense actions over the time. Therefore the defender’s
payoff function can be defined as (7).

UD:E[ZN_%( i —[xi — _(Pi]+0‘i) Z o CDIi ]

N N
2it0 Xi 2 it0 i

where Cp is the cost coefficient of the defense action. The
first term in (7) is the average time when the system is not
compromised. When an attack action is performed, o; = 1 and
the time that the system is compromised is determined by the
positive part of the defense interval x; minus the awareness
latency ; and the time-to-compromise the system of the
attack ¢;. The second term in (7) is the average cost of the
defense actions. The awareness latency w; is a uniform random
variable in the interval [wg, wo + w1 ]. Assume the attack rate
of attacker is r. In order to maximize the expectation of the
time that the system is compromised, the attacker will choose
to attack in the case when the awareness latency is short.
Hence, the attack actions will be performed when w; falls
in the interval [wo, »,], where @, = wo + reot. Meanwhile,
the time-to-compromise the system ¢; is a stochastic variable
defined in the probability space (2, P). Thus, the defender’s
payoff can be calculated as (8) below.

Up =
E { SiB i —

Z;VDO [xi —wi —pilT a; B ZlNDO Cpd; }

N- N
ZtDOxl Z;D()xl

+ 1
. z(p,eﬂ J w+o:] s (x w — (ﬂ]) le=%dxdw
Jo o de i dx

I
—_
|
N
~.
ey
% | >
~~~~
Q
|
s
~ T
-~

“0+0) _ortej Cp
_ 7 _ = 8
e ) p (8)

where ¢; and 7; are the value of the time-to-compromise the
system and the corresponding probability, (¢, 7;) € (2, P).

2) Attacker’s Payoff: By performing the attack actions,
the attacker seeks maximum compromised time of the system
taking into consideration the cost of the attacks. Hence,
the attacker’s payoff is defined as the expected value of the
average compromised time of the system minus the average
attack action cost over time. It is formulated as (9).

Np _ R C
Us=E [ Z —o Lxi NC;JI »il" a; Z ND AQi } )
2i=0%i 2i=0%i

where Cp is the cost coefficient of the attack action. With the
probability distributions of the stochastic variables w; and ¢;,
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the attacker’s payoff can be calculated as follows.

N N
> i — o —il" 0 B C a0
UA =E Np a N,D
Z, 0Xi zl —oXi
400 1
_ thIEQ J wto; ot (x_w_(ﬁj) ~idxdw
0+001 77d.x
rCy
Foo 1 _z
fo Tdx
_20t) _orte) rCy
=ZWJG‘-%A)— (10)

p;€Q

C. Fliplt Game Model With Insider

When there is insider in the system, the intrusion process
of the attack is changed as presented in Section II. Let Q, ﬁ)
denote the new probability space of the time-to-compromise
the system of the attacks when there is insider in the system.
The expected time-to-compromise the system will be shorter
due to the insider. As a result, the models of the attacker and
defender in the Fliplt game change accordingly. There are a
few different types of insiders in the real world. Their impacts
on the attacks are analyzed respectively in detail as follows.

1) Volunteer Insider: When the insider is a partner or an
ally of the attacker and volunteer to facilitate the cyberattack,
no additional cost is placed on the attacker. In this case,
the Fliplt game model will be similar to the case but the
probability space of the time-to-compromise the system of the
attack becomes (Q, ﬁ). Thus, the payoff of the defender can
be represented as follows.

Up =
£ ZN% Xi — Z,N% [xi —wi — i1 a; B ZND Cpdi
ZN% X; ZN% Xi

+00

_ > et Tk wo o w+ (x —o— k) %e 7dxdw
0+°O le=7dx
Cp
f0+°° %e_de

A wg+ok ortog Cp

-1 an_ (e—T_e—T)__ (11
+ A

el @

where (¢, 7x) € Q, P).
As no additional cost is placed on the attacker, the payoff
of the attacker can be represented as follows.
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0+°O le=%dx
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-> nk—(e M, —z—)—— (12)
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2) Financially Motivated Insider Without System Responsi-
bility: When the insider is financially motivated, the attacker
needs to pay the insider for his/her assistance in the attack.
A cost will be placed on the attacker if the insider is employed.
Thus, the payoff of the attacker can be defined as follows.

Uy =

E[ZZN—%[X'— wi—pilt e 3N s CI5i]
2% va% i X

f w+; w‘*’ (

+00 1
0 Z

Z(/’k eQ Tk f f 0+pk w‘*’
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—o— (,oj) le~Tdxdw

_ (1 —f) ZgyjeQ J

e 7dx

—® — Qk) %e*%dxdw

+<
fo+oo% Trdx
rC Cr
0+Oole idx 0+Oo/lle Tdx
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—(l—f)an (e T e i'/)
P;EQ

) _o0tek _ortog rCyp ¢&Ct
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where C7 is the cost coefficient of the attacker to employ the
insider, and ¢ denotes the attacker’s action of employing the
insider. £ = 1 means the attacker chooses to accept the offer
from the insider and employ the insider’s assist in the attack.
Otherwise ¢ = 0.

3) Financially Motivated Insider With System Responsibil-
ity: When the insider is free from the responsibility of the
system loss as modeled in the previous case, the insider will
not hesitate to offer assist to the attacker. Nevertheless, as a
part of the system, the insider may be partly responsible
for the system security and suffer a loss proportional to the
system loss if the SCADA system is compromised. In this
case, the insider will evaluate the system loss in the attack
and determine whether to offer assist in the attack for the
income from the attacker accordingly. Thus, the payoff of the
insider can be formulated as (14) below.

Us — E S i —wi—pilTa 3R Cro
= -n Np +7 Np
z —0Xi Z —0Xi
(14)

where 7 is the system coefficient of the insider, ¢ denotes
the insider’s action. ¢ = 1 means the insider is willing to
offer assist to the attacker, otherwise ¢ = 0. When the insider
drops out of the game and does not offer assist to the attacker
(¢ = 0), the intrusion process of the attack is like the case
without insider as described in the previous subsection III-B.
However, when the insider offers assist to the attacker (¢ = 1),
the probability of the time-to-compromised the system of the
attack will be changed and the effect of the attack is the same
as the case with insider as described above in this subsection.
Thus, the payoff of the insider in the Fliplt game can be
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calculated as (15) below.
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D. Strategies of the Players in the Fliplt Game Model

In order to derive the optimal defense strategy of the system
defender, a Stackelberg model is developed and applied to
model the decisions of the players in the Fliplt game. In the
Stackelberg model, the defender is regarded as the leader
and the attacker is regarded as the follower. The defender
considers the optimal attack rate r of the attacker which
maximizes the attacker’s payoff U4 when he/she notices the
defense coefficient 1 of the defender. Then, the defender
selects the defense coefficient A to maximize his/her own
payoff Up considering the predicted response of the attacker.
As such, the defender’s strategy is optimized in consideration
of the attacker’s response. In the Fliplt game model without
insider, the predicted response of the attacker is determined
as (16).

r* (1) =argmax Uy (4, r) (16)

Accordingly, the optimal defense strategy of the defender can
be expressed as (17).

A" = argmax Up (A, r* (1) (17)

Then, the optimal attack rate r* of the attacker is determined

as (18) when the defense coefficient A* is certain.

r* =argmax Uy (1%, r) (18)
r

By considering the first order conditions of (16) and (17),
the defender and attacker’s strategy (4*, r*) can be determined

as follows.
aUA N 7w0+r*w++(ﬂj C.A
= : 7 —— =0 1
= me ; (19)
P;EQ
Then, it can be derived from (19) that
wote;
) A ecqmie” 7
P (1) = 2= In pje2 (20)
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By substituting (20) into (17), we have
oUp

5 #)
1 _eotei A4 wo+ @) Cp
Z—Zﬁjw—+(€ A T +F=O
p;€Q
(21)

Then A* is determined by the nonlinear equation (21), and r*
is determined accordingly as follows.

N 7(004—@]‘
/1* /1 Z(pjeﬂ 7Tje #
n
Ca

(22)

Similarly, when the Fliplt game is modeled with volunteer
insider, the defender selects the defense action coefficient A to
maximize the payoff Up in consideration of the response of
the attacker. Thus, the strategies of the defender and attacker
are determined as follows.

7 (1) = arg max l~]A (A, r) (23)
1% = argmax Up (4,7 (D)) (24)

A
7 = argmax U4 (2%, ) (25)

On the one hand, in the defense strategy, the defender needs to
determine the optimal defense action coefficient 1* consider-
ing the attack action coefficient r determined by the attacker.
On the other hand, in the attacker’s strategy, the attacker needs
to determine the optimal attack action coefficient 7* against
the defense strategy. Given any defense action coefficient 4,
the optimal attack action coefficient is determined by maxi-
mizing the attacker’s payoff U 4 as indicated in (23). Thus,
the optimal attack action coefficient 7* for the attacker can be
expressed as a function of 4. Accordingly, given the expected
selection of the attack action coefficient 7*(4) by the attacker,
the optimal defense action coefficient 4* can be determined
by maximizing the defender’s payoff Up as indicated in (24).
Then, with the optimal defense action coefficient 7% selected
by the defender, the optimal attack action coefficient 7* for
the attacker can be determined by maximizing the payoff of
the attacker U 4 as indicated in (25). By taking the first order
conditions of (23) and (24), it can be easily derived that T* is
determined by the nonlinear equation (26) and then 7* can be
determined accordingly as (27).

8[7@
l*
Up (7 )
1 ooty A 4+ wo + ok Cp
Z—Zﬁkwj(e ~ T +ﬁ=0
PreQ
(26)
:1,* I* Z 76“0;-(/%
& e *
7 =""In o1 €0 27)
ot Cq

When the Fliplt game is modeled with the financially
motivated insider without responsibility of the system security,
a payment from the attacker to the insider is needed. Thus,
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the attacker will evaluate whether it is beneficial to employ
the insider. The attacker’s optimal strategy can be determined
as follows.

oo [ 1, if Oy (15, 7) > Ua (25, r%)

. (28)
0, otherwise

When the FlipIt game is modeled considering the financially
motivated insider with responsibility of the system security,
a cost will be placed on the insider for the system loss. Then,
the insider will evaluate whether it is beneficial to offer the
assist to the attacker. The insider’s optimal strategy can be
determined as follows.

*_[1, if Ur (1%, 7, ¢ = 1) > Uz (2%, r*,¢ =0)

. (29)
0, otherwise

In practice, the defense actions of the system operator
against the cyberattacks on the SCADA system may include
updating the security policy of the SCADA network, updat-
ing the access privilege of the personnel and devices in
the SCADA network, mandatory reset of the passwords and
encryption keys, cybersecurity scanning and re-installing the
software in the system. The proposed Fliplt game model
can determine the optimal frequency for the system operator
to schedule and perform these defense actions against the
cyberattacks on the SCADA system. The conceptual costs
of performing the defense actions in the proposed model
represent the composite costs for the time, labor and resources
needed by the system operator to perform the defense actions
in practice. In the proposed model, it is assumed that the
defender and attacker can estimate and evaluate the costs
after a period of time of operation through the response of
the defender to the attack strategies. In practice, it takes
the attacker time and efforts to perform the attacks and
compromise the targeted devices in the SCADA system. Thus,
the system operator may increase the frequency of the defense
actions to reduce the successful rate of the attacks. However,
considering the costs of the defense actions on the system
operator, he/she cannot increase the frequency of the defense
actions without limit. The proposed FlipIt model in the paper
can help the system operator optimally schedule the frequency
and interval of the defense actions against the cyberattacks on
the system with consideration of the insider’s assistance to the
attacker.

In this study, it is assumed that the attacker has the prob-
ability to employ the insider to assist the attack. With the
knowledge and/or privilege of the insider, the attacker can
skip certain steps in the intrusion process to the SCADA
system, e.g., the insider can provide the attacker with the
portal or assess to the SCADA network. Considering the
defense actions of the system operator, the action of the insider
not only reduces the expected time to compromise the system
of the attack, but also increases the successful rate of the attack
on the SCADA system. The case when the insider has the
highest privilege and full control of the SCADA system to help
the attacker will lead the proposed model to the extreme case
that the defender’s payoff will drop significantly. In this case,
the available defense actions against the cyberattacks may not
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TABLE III
KEY PARAMETERS IN CASE STUDIES

Parameter Value
Cost Coefficient of Attacker (C 4) 20 (p.u.)
Cost Coefficient of Defender (Cp) 60 (p.u.)
Beneficial Coefficient of Insider (C'z) | 0.1/0.3/0.5 (p.u.)
System Coefficient of Insider () 0.1 (p.u.)
Minimal Awareness Time (wq) 100 (hour)
Awareness Time Uncertainty (w™) 100 (hour)

work as well due to the ability of the insider. In this case,
new defense mechanisms need to be introduced on top of the
proposed model, which aims to schedule the optimal plan of
the defender with the available defense methods of the system
that are assumed to be able to block the cyberattacks in this
study.

The system defender who performs the defense actions of
the SCADA system against the cyberattacks is assumed to be
the system operator. In the proposed three-player game model,
he/she is an independent player from the insider. The case
when the defense policy maker of the system himself/herself
is the insider is not covered in the proposed model in this
paper. In practice, this case can be prevented by employing a
third party to determine or inspect the defense action strategy
making of the SCADA system. Then, the group of the third
party and the system operator can be viewed as the system
defender in the proposed game model.

IV. CASE STUDIES
In order to demonstrate the proposed Fliplt game models
of the cyberattacks against SCADA systems in consideration
of the insider, case studies were conducted. The details of the
case studies are presented in this section.

A. Parameters in the Case Studies

The key parameters of the Fliplt game model of the cyber-
attacks in the case studies are listed in Table III. Due to the
lack of real-world cybersecurity data of the SCADA systems,
the values of the parameters in Table III are set hypothetically
to showcase the impacts of the insider and validity of the
proposed models. The simulations in the case studies were
performed using MATLAB on a laptop with Intel Core i5 CPU
(1.60-3.90GHz) and 12GB RAM.

In the case studies, the SQL injection attack against the
SCADA system was considered and simulated with the SMP
model as described in Section II. MCS were conducted to
obtain the distributions of the time-to-compromise the system
of the attacks. The distributions of the time-to-compromise
the system of the attacks with and without insiders are shown
in Figure 4. It is shown clearly that the time-to-compromise
the system of the attacks is obviously shorter with insiders.
The mean time-to-compromise (MTTC) of the attacks without
insiders is about 84.2 hours while the MTTC of the attacks
with insiders is about 52.3 hours.

B. Case Study Results
Four different scenarios were analyzed in the case studies
according to the types of insider in the attacks as follows:
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Fig. 4. Probability distribution of time-to-compromise of cyberattacks,

(a) without insider assistance, (b) with insider assistance.

e Scenario 1 (S1): without insider. The cost coefficient of
the attacker C 4, the cost coefficient of the defender Cp,
the awareness time parameters wp and Aw are set as
shown in Table III. The strategies of the defender and
attacker are determined by (21) and (22) as derived in
Section III, respectively. The payoffs of the defender and
attacker are then calculated by (8) and (10) accordingly.

o Scenario 2 (S2): with volunteer insider. The cost coef-
ficient of the attacker C 4, the cost coefficient of the
defender Cp, the awareness time parameters wgp and
Aw are set as shown in Table III. The strategies of the
defender and attacker are determined by (26) and (27)
as derived in Section III, respectively. The payoffs of the
defender and attacker are then calculated by (11) and (12)
accordingly.

o Scenario 3 (S3): with financially motivated insider with-
out system responsibility. The cost coefficient of the
attacker C 4, the cost coefficient of the defender Cp,
the beneficial coefficient of the insider C7, the awareness
time parameters wo and Aw are set as shown in Table III.
The decision of the attacker in employing the insider is
determined by (28). If the insider involves, the strategies
of the defender and attacker are determined by (26)
and (27). The payoffs of the defender and attacker are
then calculated by (11) and (13) accordingly. Otherwise,
the strategies of the defender and attacker are deter-
mined by (21) and (22), respectively. The payoffs of the
defender and attacker are then calculated by (8) and (10)
accordingly.

o Scenario 4 (S4): with financially motivated insider with
system responsibility. The cost coefficient of the attacker
C 4, the cost coefficient of the defender Cp, the beneficial
coefficient of the insider C7, the system coefficient of
the insider #, the awareness time parameters wp and
Aw are set as shown in Table III. The decision of the
insider is determined by (29), and the decision of the
attacker in employing the insider is determined by (28).
The insider involves in the attack if both the attacker and
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TABLE IV

PAYOFFS AND STRATEGIES OF DEFENDER, ATTACKER AND
INSIDER WHEN C7 = 0.1

Scenario: S1 S2 S3 S4
Defender’s Payoff (Up) 0.4271  0.3702 0.3702  0.4271
Attacker’s Payoff (U 4) 0.0009  0.0044  0.0035  0.0009

Insider’s Payoff (Uz) - - - -0.0020
Defense Coefficient (\) 108.52 102.64 102.64  108.52
Attack Rate (1) 0.1033  0.2092 0.2092  0.1033
Insider Employment (&) - - 1 1
Insider Offer Decision (¢) - - - 0
TABLE V

PAYOFFS AND STRATEGIES OF DEFENDER, ATTACKER AND
INSIDER WHEN C7 = 0.3

Scenario: S1 S2 S3 S4
Defender’s Payoff (Up) 0.4271 0.3702 0.3702  0.3702
Attacker’s Payoff (U 4) 0.0009 0.0044 0.0015  0.0015

Insider’s Payoff (Uz) - - - -0.0016
Defense Coefficient (\) 108.52  102.64 102.64  102.64
Attack Rate (r) 0.1033  0.2092  0.2092  0.2092
Insider Employment (&) - - 1 1
Insider Offer Decision () - - - 1
TABLE VI

PAYOFFS AND STRATEGIES OF DEFENDER, ATTACKER AND
INSIDER WHEN C7 = 0.5

Scenario: S1 S2 S3 S4
Defender’s Payoff (Up) 04271 03702 04271 04271
Attacker’s Payoff (U 4) 0.0009  0.0044  0.0009  0.0009

Insider’s Payoff (Uz) - - - -0.0020

Defense Coefficient (\) 108.52 102.64 108.52  108.52

Attack Rate (1) 0.1033  0.2092  0.1033  0.1033
Insider Employment (&) - - 0 0
Insider Offer Decision (¢) - - - 1

insider agree on the employment. If the insider involves,
the strategies of the defender and attacker are determined
by (26) and (27). The payoffs of the defender and
attacker are then calculated by (11) and (13) accordingly.
Otherwise, the strategies of the defender and attacker are
determined by (21) and (22), respectively. The payoffs of
the defender and attacker are then calculated by (8) and
(10) accordingly.

When the beneficial coefficient of the insider is 0.1, the pay-
offs and strategies of the players in the Fliplt game model
are shown in Table IV. In Table IV (as well as Tables V
and VI), the insider employment decision variable ¢ indicates
whether the attacker chooses to employ the assistance from
the insider in the scenario. It equals one if the attacker
prefers to employ the insider’s assistance. Otherwise, it is
equal to zero. The insider offer decision variable ¢ indicates
whether the insider is willing to assist the attacker in the
scenario. It equals one if the insider is willing to assist the
attacker. Otherwise, it is equal to zero. As shown in Table IV,
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due to the existence of the insider, the defender’s payoff
drops notably and the defender has to reduce the defense
interval (indicated by the defense coefficient 1), which means
increasing the defense action frequency to protect the system.
The attacker’s payoff is increased by the existence of the
insider as expected. The highest increase happens in Scenario
2 when the insider is a volunteer. The attacker will not hesitate
to employ the insider in this case. When a cost is placed on the
attacker, his/her payoff drops slightly as shown in Scenario 3.
However, when the insider is partly responsible for the system
security as assumed in Scenario 4, the insider will consider
whether it is beneficial to help the attacker. When C7 = 0.1,
the insider’s payoff is —0.002 if he/she rejects the attacker
and the payoff decreases to —0.0045 if he/she facilitates
the attack. Thus, the insider turns the attacker down in this
case.

When the beneficial coefficient of the insider is 0.3, the pay-
offs and strategies of the players in the FlipIlt game model are
shown in Table V. When C7 = 0.3, the payment to the insider
from the attacker increases. In the case when the insider is
system security responsible, the insider’s payoff is —0.002 if
he/she rejects the attacker and the payoff increases to —0.0016
if he/she helps in the attack. Thus, the insider chooses to
facilitate the attack. As a result, the defender’s payoff drops
and the attacker’s payoff increases in Scenario 4.

When the beneficial coefficient of the insider is 0.5, the pay-
offs and strategies of the players in the Fliplt game model
are shown in Table VI. When C7 = 0.5, the payment to
the insider from the attacker is further increased. In the case
when the insider is not volunteer, the attacker’s payoff is
—0.0004 if he/she employs the insider, while his/her payoff
is 0.0009 when the attacker does not employ the insider.
Thus, although the insider is willing to facilitate the attack,
the attacker chooses not to accept the offer from the insider
in both Scenarios 3 and 4.

When C7 = 0.3, the insider is willing to facilitate the
attack. However, if the system cost coefficient of the insider
increases, the insider may turn the attacker down due to a
higher evaluation of the system loss. Figure 5 shows the
attacker’s payoff in the four scenarios when the system cost
coefficient of the insider increases from 0.1 in the base case
to 0.5, which means the insider takes higher responsibility
of the system loss. In this case, the financially motivated
insider with system responsibility turns the attacker down due
to a higher evaluation of the system loss. As shown in the
figure, the attacker’s payoff in Scenario 4 drops to the level
of Scenario 1 in which there is no insider. Thus, the curve of
Scenario 4 overlaps with the curve of Scenario 1. Introducing
the system responsibility to potential insiders can be a good
method to alleviate the impact of the insider. Further, with
a lower defense action cost, the payoff of the attacker drops
significantly. When the defense action cost is low, the defender
can increase the defense action rate with less cost pressure.
In this case, the cost of employing the financially motivated
insider is higher than the increase of the attacker’s payoff by
employing the insider in the game, and therefore the attacker
tends not to employ the financially motivated insider. As a
result, the curve of Scenario 3 overlaps with the curves of
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Fig. 6. Defender’s payoff with the proposed game model with insider.

Scenarios 1 and 4 in the left part of the figure where the
defense action cost is low.

The results of the case studies also show that the proposed
Fliplt game model is able to provide the optimal solution
for the defense strategy of the system operator against the
cyberattacks with insider. The solution of the proposed model
maximizes the payoff of the system operator as the defender
considering the attack strategies and the impacts of the insider.
Figure 6 shows the defender’s payoff with different defense
action rate and the solution of the proposed model in the case
with the volunteer insider. As shown in the figure, the solution
of the proposed model maximizes the payoff of the defender
in the presence of the insider in the attacks. If the solution
without considering the insider or any other defense action
rate is selected by the defender, his/her payoff will be reduced
compared with the solution of the proposed model considering
the insider in this paper.

In the Fliplt game, the relation of the defense coefficient
/ and the attack rate r with and without insider is shown
in Figure 7. As shown in the figure, when the defense coeffi-
cient A drops, which means the defense frequency increases,
the attack rate r decreases accordingly. It is also shown in the
figure that the presence of insider will increase the attack rates
by the attacker. Thus, a most effective approach to increase the
system security with insider is to reduce the cost of the system
defense action and increase the defense action frequency.
When the defense action frequency is high enough, the attacker
will be forced to drop out of the attack (as r = 0) both with
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Fig. 8. Necessary defense coefficient A to force attacker to drop out.

and without insider. The necessary defense coefficient 1 to
force the attacker to drop out is shown in Figure 8.

As shown in the figure, the necessary defense coefficient 4
decreases along with the decrease of the cost coefficient C 4 in
both cases with and without the insider. In other words, when
the cost for the attack action decreases, more frequent defense
actions should be performed in order to force the attacker
to drop out of the attack. However, when the insider exists,
the necessary defense coefficient 4 is lower with the same
cost coefficient C 4. Thus, more efforts need to be paid by the
defender to force the attacker to drop out in the presence of
the insider.

C. An Example in Electric Power Systems

A locational marginal price (LMP) manipulation model by
the aggregators in power systems is demonstrated in [35].
By curtailing the generation at certain nodes in the grid
purposely, the aggregator may be able to manipulate the LMPs
in the grid and profit from the electricity price manipulation.
The LMP calculation in the real-time electricity market can
be expressed as follows.

min ¢ Bf (30)
Subject to
Ap~ <Bf —p+a+d<Apt, (27,27) (3D
VR R A (TR ey (32)
f erange (G), (v) (33)
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where ¢ is the offer price vector of the generation units, B
is the branch-to-bus incidence matrix, f is the vector of the
flow on the transmission branches, p is the output vector
of the generation units, o is the strategic curtailment by
the aggregator, Ap~ and Ap™ are the limits of the power
injection change at each bus, f~ and fT are the limits of
the flow on the transmission branches, and 1=, A7, u=, u™*, v
are the Lagrange multipliers of the corresponding constraints,
respectively. With the solution of the optimization problem
above, the LMP at each bus i of the grid can be calculated
as (34).

LMP; (a) = c; + 4 (a) — 4] (a) (34)

Then the profit of the aggregator by manipulating the LMPs
can be calculated as follows.

y (@)= > [LMP; (@) (p{ — ai) — LMP; 0) p{] (35)
ieN,

where N, is the set of buses with generation units of the
aggregator, p¢ is the original output of the generation unit of
the aggregator at bus i in the grid. In general, the profit y
can be either positive or negative depending on the state of
the grid. When y is positive, it is profitable for the aggregator
to curtail the generation. The case of a 6-bus network in [35]
is used here to demonstrate the price manipulation. The 6-bus
system is shown in Figure 9.

In the original case, the generation outputs at each bus
are 375.19, 72.59, 300.00, 84.81, 250.00 and 397.41 MW,
respectively. Accordingly, the LMPs are 20.0, 25.0, 25.0, 35.0,
28.7 and 24.0 $/MWh. Assume that aggregator @ owns the
generation units at Bus 1. By curtailing 0.15 MW generation
at Bus 1, it can be proofed that the LMPs will be changed
to 25.8, 25.0, 25.0, 35.0, 30.6 and 24.0 $/MWh. As such,
the aggregator increases its profit by manipulating the LMPs
in the grid as y = 25.8 x 375.04 — 20.0 x 375.19 =
2180$/h. In contrast, the grid is originally operated at a cost
of 36491.5 $/h which is now increased to 39160.7 $/h due to
the LMP manipulation.

As mentioned above, the curtailment profit of the aggregator
is not always positive. It can be either positive or negative
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Fig. 10. Configuration of TSO SCADA system.

depending on the real-time network topology, operational
constraints, and estimation of the power injection and loads
at the buses of the grid as shown in model (30)-(33). In order
to decide whether it is a good opportunity to manipulate the
LMPs for profit as (35), the aggregator needs to obtain such
information of the grid. Generally, the mentioned informa-
tion is gathered by the transmission system operator (TSO)
SCADA system. In order to access the necessary information
of the grid to determine the LMP manipulation strategy,
the aggregator may intrude into the TSO SCADA system.
A typical TSO SCADA system configuration is shown in
Figure 10.

As the mentioned information may be exchanged between
the application servers and the real-time databases, the aggre-
gator may perform the packet sniffing attack on the SCADA
system to obtain the information [33]. First, the attacker com-
promises the remote access. Secondly, it needs to compromise
the firewall of the SCADA network. Then the attacker acquires
the privilege for its presence in the DMZ to protect the remote
access. After that, the attacker can gather reconnaissance to
gain the access to the control center LAN. Then, the attacker
is able to install a sniffer and sniff the packets in the
control center LAN to gather the wanted information. The
attack process can be formulated by the SMP model shown
in Figure 11 (a). If an insider exists in the system and aids
the attacker to gain the remote access and bypass the firewall
through the VPN to get connected to the DMZ of the SCADA
network, the SMP model of the attack process then becomes
Figure 11 (b). The distributions of the time for the attacker to
launch the attack and compromise the system with and without
the assistance of the insider can be simulated with the SMP
models. The distributions without and with insider are shown
in Figure 12 (a) and (b), respectively.

In order to eliminate the potential impacts of the eavesdrops
from the attacker, the defender may revoke the privilege of
the existing remote access to the SCADA network through
the VPN and update the authorizations with mandatory secure
identity and access management, e.g., multi-factor authentica-
tion. Then the optimal time coefficients to perform the defense
actions on the SCADA network can be determined according
to the proposed Fliplt game based model. When there is no
insider’s assistance to the attacker, the optimal defense time
coefficient is 9.96 h, which means the mean time for the
defender to perform the defense actions is about 10 hours.
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attack on TSO SCADA system, (a) without insider assistance, (b) with insider
assistance.

In this case, the expected ratio of time with information
leakage possibility to the attacker is about 0.0715. However,
if the insider’s assistance to the attacker exists, the attacker
gains extra advantages in launching the attack, and a higher
frequency of defense actions will be needed. In this case,
the defense time coefficient drops to 8.95 h which means
more frequent defense actions, and the expected ratio of time
with information leakage possibility increases to about 0.3096.
In order to force the attacker to drop out of the attempts in
this case, the system defender will have to further decrease
the defense time coefficient to 6.83 h, which means the mean
time for the defender to conduct the defense actions should
be lower than seven hours in order to adequately prevent the
potential attacks considering the insider’s assistance.

V. CONCLUSION

In this paper, the cyberattacks against the SCADA systems
are investigated considering the insider’s assistance to the
attacker. A SMP model is developed to formulate the intrusion
process of the attacks and derive the distribution of the time-to-
compromise the system with the impact of the insider. A Fliplt
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game model is developed to analyze the strategies of the
defender, attacker and insider in the attacks. It is shown in
the case studies that the presence of the insider will increase
the payoff of the attacker while reducing the defender’s payoff
at the same time. The defender has to pay a higher price
and increase the defense action frequency for maintaining
the cybersecurity of the SCADA system due to the insider’s
assistance to the attacker. Among the three different types of
insiders, the volunteer insider is most damaging as no cost is
placed on the attacker and the attacker does not hesitate to
employ the insider’s help in the attack. In order to enhance
the system security, an effective method is to reduce the cost
of the system defense action and increase the defense action
frequency. Another beneficial method to mitigate the impact
of the insider and enhance the system security is to introduce
the system security responsibility to the insiders. As such,
the insiders will need to evaluate the system loss in the attack
and hesitate to offer help to the attacker.
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