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Abstract—Adiabatic circuits have the potential to achieve ultra-
low power consumption while also exhibiting inherent resistance
against power side-channel attacks. A novel adiabatic logic family
is proposed in this work with application to lightweight devices
where both energy efficiency and hardware security are of
primary concern. The side-channel security characteristics of the
proposed adiabatic logic are evaluated by quantifying normalized
energy deviation (NED) and the normalized standard deviation
(NSD). These metrics are compared with the existing secure
adiabatic logic families. The simulations are performed at an
RFID frequency of 13.56 MHz using a 65 nm technology node.
The average energy per transition consumed by the NAND/AND
and NOR/OR gates in the proposed logic family is up to
34.5% lower at the expense of 3% increase in the NED and
1.5% increase in the NSD. The proposed approach also reduces
the number of transistors by 40%. Furthermore, the proposed
adiabatic logic family does not require any external four-phase
input signals to achieve input-independent power consumption,
thereby significantly reducing the overall overhead.

I. INTRODUCTION

Internet-of-Things (IoT) has enabled massive connectivity

by providing networking to many devices. As a growing

number of applications join the IoT paradigm, striking a rea-

sonable balance between the security and energy consumption

has become an important design objective [1], [2]. Protecting

low power applications such as computational radio frequency

identification (RFID) chips, biomedical implants and wireless

sensor nodes (WSN) from malicious tampering is highly

challenging because of the limited power budgets and small

footprints.

The concept of adiabatic switching was developed several

decades ago to enable orders of magnitude increase in energy

efficiency for relatively low frequency applications [3], [4].

Exceedingly low energy dissipation is achieved by employing

time-varying power supply signals (trapezoidal or sinusoidal)

and by recycling charge back to the power supply [5], [6].

In addition to the low power operation, adiabatic circuits also

possess intrinsic properties such as inherent pipelining and

power consumption with less dependence on input signals.

These characteristics enhance protection against power-based

side-channel attacks [7], [8].

Side-channel attacks exploit the dependence of data on the

physical properties such as power consumption [9], execution

time [10], electromagnetic radiation [11] and heat dissipa-

tion [12], to decipher the secret key of an encryption hardware.

Therefore, in order to increase the immunity against power-

based side-channel attacks, the dependence of input data on

power consumption should be suppressed. This approach was

was explored in several works by adding noise generators [13],

isolating the power supply from the encryption core [14],

[15] or by adopting circuit-based countermeasures that balance

the power consumption for different data transitions [16].

Although adiabatic operation reduces the signal-to-noise ratio

due to low power consumption [7], conventional adiabatic

circuits such as efficient charge recovery logic (ECRL) [17]

and pass-transistor adiabatic logic (PAL) [18] do not exhibit

sufficient side-channel resistance [19]. Consequently, several

works proposed secure adiabatic logic families to enhance the

resistance against power-based side-channel attacks.

“Symmetric adiabatic logic” (SyAL) [19] implemented out-

put load balancing and charge sharing transistors to discharge

the output/intermediate nodes in order to decrease the cor-

relation between input data and the current consumption.

“Charge sharing symmetric adiabatic logic” (CSSAL) [20]

is an extension of the SyAL, offering enhanced resistance

to power side-channel attacks. However, significantly higher

number of transistors and three four-phased external inputs

were used in this approach, thereby increasing the complexity.

“Secure quasi adiabatic logic” (SQAL) [21] is yet another

ECRL-based secure logic family that exploits charge sharing

transistors with external four-phased inputs. This approach

offers lower energy and better security characteristics when

compared to the other families. However, SQAL suffers from

non-adiabatic energy losses during the evaluate phase of the

power supply signal. Consequently, “secure pass-gate adiabatic

logic” (SPGAL) [22], [23] and “energy efficient secure posi-

tive feedback adiabatic logic” (EESPFAL) [24] were proposed.

These logic families outperform previous approaches in terms

of energy and security. Nevertheless, most of these works

rely on four-phase external inputs for balancing (charge-

sharing or discharging) the output node capacitance. These

external signals incur significant overhead in terms of routing

resources and power consumption. More recently, “without

charge-sharing quasi-adiabatic logic” (WCS-QuAL) [25] was

developed to overcome this limitation by exploiting a dual-

duplicate evaluation network and provide increased resistance

to power side-channel attacks. However, this improved security

is achieved at the expense of a significant increase in the area

and energy overhead.









TABLE I
COMPARISON OF AVERAGE ENERGY PER TRANSITION AND NUMBER OF TRANSISTORS OF THE PROPOSED ADIABATIC LOGIC FAMILY (EQUAL) WITH

SEVERAL OTHER ADIABATIC LOGIC FAMILIES.

Adiabatic logic family
Average energy per

transition (fJ)

Number of

transistors

NAND/AND NOR/OR OAI3 NAND/AND NOR/OR OAI3

Unprotected ECRL [17] 1.82 2 2.41 6 6 8

Unprotected PAL [18] 1.98 2.01 3.09 6 6 8

WCS-QuAL [25] 2.1 2.22 2.21 20 20 20

SPGAL [22] 2.4 2.63 2.32 12 12 12

EQUAL (proposed) 1.75 1.75 2.11 12 12 16

where Ei is the energy consumption that corresponds to input

transition i and Eavg is the average energy consumption for

N input transitions. The goal of both metrics is to evaluate the

sensitivity of energy consumption to different input transitions

to determine the level of power-based side-channel attack

resistance offered by a logic gate. Therefore, lower NED and

NSD signify higher resistance to the attacks.

For a 2-input logic gate, there are overall 16 possible input

transitions. The comparison of transient energy consumption

of the proposed EQUAL NAND/AND gate with other existing

adiabatic logic families is shown in Fig. 5 as the input signals

vary to cover all of the 16 possible transitions. According

to this figure, the overall energy consumption of the pro-

posed NAND/AND gate is 30 fJ, which is 30% lower than

SPGAL and 18% lower than WCS-QuAL. The total energy

consumption of the NOR/OR gate is 29 fJ, which is 39% lower

than SPGAL and 24% lower than WCS-QuAL. Note that for

SPGAL, since the discharge phase of the sinusoidal power-

clock signal is very small, the switching power contributed by

the discharge input signal is non-negligible.

The average energy per transition and the number of tran-

sistors required for NOR/OR, NAND/AND and a complex 3-

input OAI3 logic gate are listed in Table I for the proposed

and existing approaches. The proposed EQUAL NAND/AND

and NOR/OR consume the lowest energy of 1.75 fJ, while

having 40% less number of transistors than the WCS-QuAL

counterpart. The proposed complex OAI3 gate also consumes

the lowest energy of 2.11 fJ and has 20% less number of

transistors than WCS-QuAL based OAI3. The energy con-

sumption of the proposed EQUAL gates is even lower than

the unprotected adiabatic ECRL and PAL (due to mitigating

non-adiabatic loss) at the expense of an increase in the number

of transistors.

The NED and NSD security metrics achieved by the

proposed EQUAL NAND/AND and NOR/OR gates and a

complex 3-input OAI3 gate are compared with the existing

secure adiabatic families in Fig. 6. Note that for the complex

gate, these metrics are computed for all of the 64 possible

input transition combinations (6 transition levels for 3 inputs,

producing a total of 2
6 possible transition combinations).

According to the bar plots shown in the figure, although the

area/transistor count and energy consumption of the proposed

logic are significantly lower than SPGAL and WCS-QuAL

based gates, NED and NSD are only marginally degraded (by

a maximum of 8% and 4%). Furthermore, for the NOR/OR

implementation, NED of the proposed approach is 2% lower

than SPGAL and the same as WCS-QuAL whereas NSD is 1%

lower than both approaches. For the complex OAI3 gate, both

NED and NSD are degraded by 7% as compared to SPGAL

and lower than WCS-QuAL by 6% and 1%, respectively. This

marginal degradation in the security metrics for the proposed

EQUAL logic implementation is due to the imbalance in

the resistances among the evaluation networks E1 to E4, as

explained in Section IV.

As mentioned in Section IV, there is a small timing win-

dow during the discharge phase when the supply current

is input dependent. Since the resistance of the path of this

discharge current is lower for NOR/OR gate (as compared to

NAND/AND gate), the dependence of supply current on input

has a diminishing effect, thereby resulting in better security

characteristics for EQUAL NOR/OR gate.

VI. CONCLUSION

A novel energy and area efficient secure adiabatic logic fam-

ily, referred to as “Efficient QUasi Adiabatic Logic” (EQUAL),

was proposed for resource-constrained IoT applications. The

average energy consumption per switching of the proposed

logic is 34% lower than SPGAL and 21% lower than the

WCS-QuAL secure adiabatic logic families. The number of

transistors is equal to the SPGAL, whereas 40% lower than

the WCS-QuAL NAND/AND and NOR/OR implementations.

The NED and NSD security metrics were compared with the

existing adiabatic logic families to evaluate power-based side-

channel attack resistance. The increase in the energy efficiency

is achieved at the expense of an average increase of 3% in

the NED and 1.5% increase in the NSD for EQUAL based

NAND/AND and NOR/OR logic gates.
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