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Abstract: SIMON is a block cipher developed to provide flexible security options for lightweight

hardware applications such as the Internet-of-things (IoT). Safeguarding such resource-constrained

hardware from side-channel attacks poses a significant challenge. Adiabatic circuit operation has

recently received attention for such applications due to ultra-low power consumption. In this work,

a charge-based methodology is developed to mount a correlation power analysis (CPA) based side-

channel attack to an adiabatic SIMON core. The charge-based method significantly reduces the

attack complexity by reducing the required number of power samples by two orders of magnitude.

The CPA results demonstrate that the required measurements-to-disclosure (MTD) to retrieve the

secret key of an adiabatic SIMON core is 4× higher compared to a conventional static CMOS based

implementation. The effect of increase in the target signal load capacitance on the MTD is also

investigated. It is observed that the MTD can be reduced by half if the load driven by the target

signal is increased by 2× for an adiabatic SIMON, and by 5× for a static CMOS based SIMON.

This sensitivity to target signal capacitance of the adiabatic SIMON can pose a serious concern by

facilitating a more efficient CPA attack.

Keywords: adiabatic circuits; application-specific integrated circuit (ASIC); correlation power analy-

sis (CPA); lightweight encryption; side-channel attack; SIMON core

1. Introduction

As Internet-of-things (IoT) based devices have become an integral part of everyday
life, the corresponding risk for security breaches is rapidly increasing [1]. Ensuring the se-
curity and data privacy for lightweight applications (such as radio frequency identification
based systems, wireless sensor nodes and energy harvesting IoT devices) is significantly
challenging due to highly limited resources in terms of compute capability, power con-
sumption, and physical area. Typically, the area specification for lightweight applications
cannot exceed 2000 gate equivalents (GE) [2]. The robust general-purpose encryption
algorithms such as the AES are not considered as suitable candidates for lightweight
applications because of their high hardware cost. Consequently, research on compact
realizations of AES with area less than 2000 GE is gaining attention [3,4]. There is also a
growing interest in lightweight cryptographic algorithms that are specifically designed for
resource-constrained applications.

Existing lightweight block ciphers include PRESENT-80 [5], PRINCE [6], CLEFIA [7],
CAMELLIA [8], SIMON and SPECK [9]. SIMON and SPECK are two sister algorithms
developed by the National Security Agency and internationally standardized by ISO/29167-
21 [10] as part of radio frequency identification (RFID) air interface standard for use
by commercial entities. SIMON was optimized specifically for hardware performance
and SPECK for software implementations. The flexibility and simplicity of the SIMON
algorithm makes it suitable for diverse lightweight applications based on the power,
performance, area, and security requirements. Specifically, the hardware implementation
of the smallest configuration of SIMON (with 32-bit plaintext and 64-bit key) achieves an
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area utilization of only 523 GE, thus enabling encryption for ultra-low area and low power
applications, where it is highly challenging to afford an integrated encryption circuitry [9].

Side-channel attacks that target resource-constrained devices have become a feasible
form of threat model by adversaries [11]. These attacks retrieve sensitive information
(such as the secret key in cryptography hardware) by observing and analyzing the physical
information that leaks from the system such as power consumption [12], execution time [13],
heat dissipation [14], and electromagnetic emissions [15]. This paper focuses on correlation
power analysis (CPA), which is one of the most common power analysis based side-channel
attacks [16,17]. The primary contributions of this paper are as follows: (1) a novel charge-
based CPA attack methodology is developed for adiabatic hardware, which reduces CPA
attack complexity by two orders of magnitude, (2) the vulnerability of adiabatic SIMON
architecture to CPA attack is quantified and compared with the static CMOS based SIMON
implementation, and (3) the effect of increasing the load capacitance of the target signal on
the complexity of a CPA attack is investigated.

The rest of the paper is organized as follows. Existing works on adiabatic circuits and
power attacks targeting SIMON encryption core are summarized in Section 2. Background
information on adiabatic switching, SIMON encryption core, and CPA attack is provided
in Section 3. Details of the proposed methodology including the implementation of the
adiabatic SIMON core and establishing a CPA attack using the proposed charge-based
measurement are detailed in Section 4. Simulation results are provided in Section 5. Finally,
the paper is concluded in Section 6.

2. Related Work

The susceptibility of SIMON encryption core to power side-channel attacks has been
demonstrated in existing works. For example, in [18], a successful CPA attack was mounted
on an unprotected parallel implementation of SIMON32/64 with a hypothesis complexity
of 176. Similarly, a CPA attack on FPGA based parallel implementation of SIMON64/96
was mounted and masking based countermeasures were proposed in [19]. Furthermore,
CPA attack resistance of different datapath architectures of SIMON128/128 was analyzed
while optimizing the design for minimal power, performance, and area overhead in [20].
The CPA attacks in all of these prior works, however, have been mounted for FPGA based
SIMON architectures implemented with conventional static CMOS logic. Alternatively, an
adiabatic SIMON architecture was demonstrated in [21], but side-channel attack resistance
was not investigated.

Charge-recycling adiabatic logic has recently received attention in resource-
constrained applications [22,23]. For example, new charge-recycling logic families have
been developed to maximize energy efficiency and increase resistance against power based
side-channel attacks [24–26]. Majority of the work related to power side-channel attacks on
adiabatic circuits is based on proposing secure logic families such as secure quasi adiabatic
logic (SQAL) [27], charge-sharing symmetric adiabatic logic (CSSAL) [28], symmetric pass
gate adiabatic logic (SPGAL) [29–31] and 3-Phase adiabatic logic [32]. These logic families
are developed to increase resistance against power attacks and are primarily evaluated
with conventional S-box based benchmark circuits such as the AES, DES, Rjindael and
PRESENT-80.

In all of these works, the measurement of power traces to mount a CPA attack is
similar to the conventional static CMOS based CPA attack methodology. In this work, a
novel charge-based sampling method is proposed by leveraging some of the unique aspects
of adiabatic switching. The proposed method significantly reduces the attack complexity
for adiabatic circuits. Furthermore, to the best of the authors’ knowledge, none of the
existing works have investigated the CPA attack resistance of an adiabatic SIMON core
developed for lightweight applications, as described in this paper. The study on the effect
of increase in the output load capacitance on the CPA attack resistance is also analyzed for
the first time.
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of key bits (4 bits and 7 bits) due to the differences in their hardware implementations
(different synchronization characteristics in adiabatic and static CMOS [21]).

Table 1. Complexity of the CPA attack for static CMOS based SIMON32/64 and adiabatic SIMON32/64 implementations:
power model and number of key hypotheses required. Lm

n refers to the nth bit of the left block output of the mth round and
Km

n refers to the nth bit of the mth word of the input 64-bit key.

Static SIMON Adiabatic SIMON

Hamming
Distance between

Bits of the Input Key Number of
Key Bits

Number of Key
Hypotheses

Bits of the Input Key Number of
Key Bits

Number of Key
Hypotheses

L0
15 and L2

0 K1
8, K1

14, K1
15,K2

0 4 16

L2
0 and L2

1 K1
9, K1

0, K2
1 3 8 K1

8, K1
14, K1

15,K2
0,K1

9, K1
0, K2

1 7 128

L2
1 and L2

2 K1
10, K1

1, K2
2 3 8 K1

10, K1
1, K2

2 3 8

L2
2 and L2

3 K1
11, K1

2, K2
3 3 8 K1

11, K1
2, K2

3 3 8

L2
3 and L2

4 K1
12, K1

3, K2
4 3 8 K1

12, K1
3, K2

4 3 8

L2
4 and L2

5 K1
13, K1

4, K2
5 3 8 K1

13, K1
4, K2

5 3 8

L2
5 and L2

6 K1
5, K2

6 2 4 K1
5, K2

6 2 4

L2
6 and L2

7 K1
6, K2

7 2 4 K1
6, K2

7 2 4

L2
7 and L2

8 K1
7, K2

8 2 4 K1
7, K2

8 2 4

L1
15 and L3

0 K2
14, K2

15,K3
0 3 8

L3
0 and L3

1 K2
9, K3

1 2 4 K2
14, K2

15,K3
0,K2

9, K3
1 5 32

L3
1 and L3

2 K2
10, K3

2 2 4 K2
10, K3

2 2 4

L3
2 and L3

3 K2
11, K3

3 2 4 K2
11, K3

3 2 4

L3
3 and L3

4 K2
12, K3

4 2 4 K2
12, K3

4 2 4

L3
4 and L3

5 K2
13, K3

5 2 4 K2
13, K3

5 2 4

L2
15 and L4

0 K3
8, K3

14, K3
15,K4

0 4 16

L4
0 and L4

1 K3
9, K4

1 2 4 K3
8, K3

14, K3
15,K4

0,K3
9, K4

1 6 64

L4
1 and L4

2 K3
10, K4

2 2 4 K3
10, K4

2 2 4

L4
2 and L4

3 K3
11, K4

3 2 4 K3
11, K4

3 2 4

L4
3 and L4

4 K3
12, K4

4 2 4 K3
12, K4

4 2 4

L4
4 and L4

5 K3
13, K4

5 2 4 K3
13, K4

5 2 4

L4
5 and L4

6 K4
6 1 2 K4

6 1 2

L4
6 and L4

7 K3
6, K4

7 2 4 K3
6, K4

7 2 4

L4
7 and L4

8 K3
7, K4

8 2 4 K3
7, K4

8 2 4

L4
8 and L4

9 K4
9 1 2 K4

9 1 2

L4
9 and L4

10 K4
10 1 2 K4

10 1 2

L4
10 and L4

11 K4
11 1 2 K4

11 1 2

L4
11 and L4

12 K4
12 1 2 K4

12 1 2

L4
12 and L4

13 K4
13 1 2 K4

13 1 2

L4
13 and L4

14 K4
14 1 2 K4

14 1 2

L4
14 and L4

15 K4
15 1 2 K4

15 1 2

TOTAL 64 156 64 324

4.2.3. Proposed Charge Based Sampling

A charge-based method is proposed in this work to significantly reduce the number of
samples in adiabatic circuits. Specifically, the traces are measured as an integral of current
waveform (rather than taking discrete samples) over each evaluate stage of the power-clock
signal, as illustrated in Figure 7. The shaded portion in this figure indicates the charge
obtained in one evaluate phase of a clock cycle. The charge traces acquired for the first
plaintext can be expressed as,

Q(1, n) =
∫ [(n−1)T+ T

4 ]

[(n−1)T]
I(t)dt, (7)

where T is the time period of the power-clock signal and 1 <= n <= N for N number of
samples obtained. The lower and upper integration limits of the integral are determined
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large number of encryption scenarios with randomly generated input plaintexts with a
key value 16’h 1918 1110 0908 0100. A sample trace of the overall current consumption
starting from loading the plaintext until the fourth round is depicted in Figure 9a.

The CPA algorithm was built in MATLAB [40]. The Hamming distance power model
was constructed based on Table 1, for each key hypothesis. All of the key bits were
successfully retrieved for both implementations. The correlation coefficient vs. number
of current traces for static CMOS based SIMON for the key bits with the maximum MTD
(that were the hardest to retrieve), K3

8, K3
14, K3

15,K4
0 is illustrated in Figure 9b. The black

curve shows the correlation coefficient for the correct key hypotheses 4’b 1000 and the
grey curves are the correlation for the other key guesses. As observed from this figure,
the highest MTD to retrieve all of the 64 bits of the key is determined as 1354 power
traces. Alternatively, for adiabatic ECRL based SIMON, the maximum MTD is 5718 power
traces for the key bits K1

11, K1
2, K2

3, as depicted in Figure 9c. Note that these plots are
symmetrical around the X-axis because complimentary bits in the Hamming distance
have equal correlations with opposite signs. The MTD to recover the correct key bits for
every key hypothesis for both static CMOS and adiabatic implementations of SIMON is
listed in Table 3 and the maximum MTD to recover all the 64 key bits is highlighted in
bold. Thus, the SIMON block cipher implemented using adiabatic logic is approximately
4× less vulnerable to power side-channel attack as compared to the conventional static
CMOS counterpart.

As a comparison, in [20], a static CMOS based SIMON128/128 has been implemented
for various levels of serialization. The MTD of the bit-serial implementation was reported to
be 1300, which is similar to the MTD of static CMOS based SIMON in this work. Therefore,
the proposed adiabatic implementation is also 4× less susceptible to CPA when compared
to [20]. Note however that these results demonstrate the inherent resistance of adiabatic
SIMON to CPA attack since the MTD is still relatively low. Furthermore, in this work, the
results are obtained for a plaintext-based attack model (see Table 1) and these results can
vary depending upon the particular attack model that is used.

Finally, the effect of parasitic capacitance at the target signal node on CPA is quantified.
The correlation vs. number of traces for static CMOS based SIMON and adiabatic SIMON
for an increased target signal load size is depicted, respectively, in Figure 9d and e. These
plots show that for a load gate width of 1200 nm, the MTD of a static CMOS based SIMON
is 717, whereas for an adiabatic SIMON, the MTD is only 233 for a load gate width of
800 nm. The dependence of MTD on the size of the load gate is shown in Figure 10 for both
static CMOS and adiabatic implementations. According to these results, for static CMOS
implementation, if the size of the load transistor is increased by 6× (thereby increasing the
capacitance seen by the target signal), MTD is reduced by a factor of 2. Alternatively, for
adiabatic implementation, the same reduction in MTD is observed when the size of the
load transistor is increased by only 2×. Thus, the CPA attack on adiabatic SIMON is more
sensitive to the changes in the capacitance seen by the target signal.

The primary reason for this difference is related to the method of analysis of the
current traces. Since the integral of current is used for adiabatic SIMON CPA attack, as
explained in Section 4.2.3, the effect of increased load amplifies the charge at a higher
rate than the peak current samples used in static CMOS based SIMON. This behavior is
depicted in Figure 11 where the dependence of charge and current on the size of load is
shown. When the width of the load gate is increased by 4×, the charge consumed by the
adiabatic ECRL is doubled whereas the peak current consumed by the static CMOS logic
increases by approximately 1.2×. Thus, the correlation is higher for ECRL based SIMON
for the same increase in load size, thereby reducing the MTD more.
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Table 3. Cont.

Static SIMON Adiabatic SIMON

Key Bit Partitions MTD Key Bit Partitions MTD

K3
8 , K3

14, K3
15,K4

0 1354

K3
9 , K4

1 2 K3
8 , K3

14, K3
15,K4

0 ,K3
9 , K4

1 1078

K3
10, K4

2 361 K3
10, K4

2 785

K3
11, K4

3 197 K3
11, K4

3 813

K3
12, K4

4 60 K3
12, K4

4 1189

K3
13, K4

5 26 K3
13, K4

5 267

K4
6 16 K4

6 63

K3
6 , K4

7 27 K3
6 , K4

7 27

K3
7 , K4

8 206 K3
7 , K4

8 2370

K4
9 52 K4

9 2

K4
10 2 K4

10 2

K4
11 82 K4

11 84

K4
12 139 K4

12 5454

K4
13 17 K4

13 11

K4
14 95 K4

14 41

K4
15 17 K4

15 172

MTD to recover all key bits 1354 5718

6. Conclusions

A correlation power analysis (CPA) attack was established on an adiabatic SIMON
block cipher. A charge based sampling method was proposed to significantly reduce the
attack complexity. It was demonstrated that adiabatic operation enhances encryption
efficiency (bit/sec/W) by approximately 5× while also exhibiting approximately 4× higher
CPA resistance as compared to static CMOS based SIMON implementation. Despite achiev-
ing higher CPA resistance, an unprotected adiabatic SIMON is still susceptible to CPA
attacks since the MTD is not sufficiently high. The effect of increasing the target load capac-
itance on the side-channel resistance was also investigated. The results demonstrate that
doubling the capacitance seen by the target signal in the adiabatic SIMON implementation
can reduce the MTD by 5×.
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