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Abstract—We study distributed stochastic gradient descent
(SGD) in the master-worker architecture under Byzantine at-
tacks. We consider the heterogeneous data model, where different
workers may have different local datasets, and we do not make
any probabilistic assumptions on data generation. At the core
of our algorithm, we use the polynomial-time outlier-filtering
procedure for robust mean estimation proposed by Steinhardt et
al. (ITCS 2018) to filter-out corrupt gradients. In order to be
able to apply their filtering procedure in our heterogeneous data
setting where workers compute stochastic gradients, we derive a
new matrix concentration result, which may be of independent
interest. We provide convergence analyses for smooth strongly-
convex and non-convex objectives and show that our convergence
rates match that of vanilla SGD in the Byzantine-free setting. In
order to bound the heterogeneity, we assume that the gradients
at different workers have bounded deviation from each other,
and we also provide concrete bounds on this deviation in the
statistical heterogeneous data model.

I. INTRODUCTION

Stochastic gradient descent (SGD) [2] is the main workhorse
behind the optimization procedure in several modern large-
scale learning algorithms [3]. In this paper, we consider a
master-worker architecture, where the training data is dis-
tributed across several machines (workers) and a central node
(master) wants to learn a machine learning model using
SGD [4]; see Figure 1. This setting naturally arises in the case
of federated learning [S]-[7], where user devices are recruited
to help build machine learning models using their locally
generated data. In such scenarios, the recruited worker nodes
may not be trusted with their computation, either because of
non-Byzantine failures, such as software bugs, noisy training
data, etc., or because of Byzantine attacks, where corrupt
nodes may manipulate the transmitted information to their
advantage [8]. These Byzantine adversaries may collaborate
and arbitrarily deviate from their pre-specified programs. The
importance of this problem motivates us to study Byzantine-
resilient optimization algorithms that are suitable for large-
scale learning problems.

We consider an empirical risk minimization (ERM) prob-
lem, where data is stored at R worker nodes, each having a
different dataset (with no probabilistic assumption on data gen-
eration); node r € [R] has dataset D,.. Let F}. : R? — R denote
the local loss function associated with the dataset D,., which is
defined as F,(x) £ E;c, [, [Fri(x)], where n, = |D,|, i is

All the proofs and omitted details from this paper can be found in [1].
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Fig. 1 The training data is distributed across R worker nodes — worker r € [R]
stores dataset D,- with an associated loss function F)., and master wants to
learn a machine learning model * := arg mincpa % 25:1 F.() using
SGD in the presence of malicious nodes (denoted in red), who may provide
incorrect gradients in each SGD iteration. Filtering out corrupt gradients in
heterogeneous data setting and providing convergence analyses for strongly-
convex and non-convex objectives is the subject of this paper.

uniformly distributed over [n,] = {1,2,...,n,}, and F,;(x)
is the loss associated with the ¢’th data point at node r with
respect to (w.r.t.) the model parameters & € R?. Our goal is
to solve the following minimization problem:

. sl
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Here, C C R? denotes the parameter space and is a compact,
convex set.

We can minimize (1) using distributed vanilla SGD, where
in any iteration, master broadcasts the current model param-
eters to all workers, each of them then samples a stochastic
gradient from its local dataset and sends it back to the server,
who aggregates the received gradients and updates the global
model parameters. However, this simple solution breaks down
even with a single malicious node [9]; see Figure 1.

There have been several works in literature [9]-[24] that
provide robustness against Byzantine nodes; see also [7, Sec-
tion 5] for a detailed survey on Byzantine-robustness in feder-
ated learning. Among these, [9]-[16] assume homogeneous
(either same or i.i.d.) data across all nodes; [17]-[21] use
coding across datasets, which is hard to implement in settings
such as federated learning; [22] changes the objective function
and adds a regularizer term to combat the adversary; [23]
effectively reduces the heterogeneous problem to a homoge-
neous problem by clustering, and then learning happens within
each cluster having homogeneous data; and [24] proposed a



resampling technique that effectively adapts existing robust
algorithms (which might have been designed to work with
homogeneous — identical or i.i.d. — datasets) to work with
heterogeneous datasets, however, their convergence are only
applied to the robust aggregation rule from [9].

The most relevant work to ours are [13], [15], [16], in
the sense that they also applied the same robust gradient
aggregation rule as ours, which is the robust mean estima-
tion (RME) algorithm from [25], however, there are major
differences. [16] study SGD for ERM and assume the same
data across all nodes. [13], [15] analyze full-batch gradient
descent for minimizing population risk assuming i.i.d. data
across nodes. In order to use the decoding algorithm of [25],
both [13], [15] derive a matrix concentration bound, the need
of which arises because they minimize the population risk. In
this paper, since we minimize the empirical risk, we do not
need such a result. However, we do need to prove a matrix
concentration bound (which is of a very different nature than
theirs, and we use entirely different tools to prove that), the
need of which arises because of heterogeneity in datasets and
that the gradients are stochastic due to SGD — if we work
with full-batch deterministic gradients, we would not need
any of such concentration bounds. See Theorem 2 for our new
matrix concentration result. Note that [13] left a few problems
open, including analyzing the stochastic gradient descent in
Byzantine settings. In this paper, we resolve this (while min-
imizing the empirical risk) in a more general heterogeneous
data setting, and provide comprehensive analyses of Byzantine
SGD and prove its convergence for both strongly-convex and
non-convex objectives. See [1] for a detailed discussion on
related work.

The reason for applying RME algorithms for gradient aggre-
gation is that its error guarantee has a much better dependence
on the dimension d than the more traditional approaches based
on median or trimmed-mean; see Section III and [1] for more
details. So, in high-dimensional problems, decoding based on
RME algorithms performs better.

Our contributions. We provide convergence analyses of
our Byzantine-resilient SGD algorithm (see Algorithm 1)
for smooth strongly-convex and non-convex objectives under
the assumption of bounded variance for stochastic gradients
(Assumption 1) and the bounded gradient dissimilarity (As-
sumption 2), which is a deterministic condition on datasets
for bounding heterogeneity. We also provide concrete upper
bounds on the gradient dissimilarity as well as the local
variances in the statistical heterogeneous model under different
distributional assumptions (sub-exponential and sub-Gaussian)

on local gradients.

Our algorithm can tolerate ¢ < 1

7 fraction of corrupt
worker nodes. In the strongly-convex case, our algorithm can
find optimal parameters within an approximation error of
O(k?+ % + % (Etf,)) (where k2 is the gradient dissimilarity
bound, o“ is the variance bound, b is the mini-batch size for
stochastic gradients, and ¢ > 0 is any constant such that

e+e < %) “exponentially fast”; and in the non-convex case, it

can find an approximate stationary point within the same error
with “linear speed”, i.e., with a rate of %; see Theorem 1.
The % term in the approximation error is the standard SGD
variance and the ‘Zi]g (6?/) term is due to Byzantine attacks.
Note that both these terms can be made small by taking a
sufficiently large mini-batch size of stochastic gradients. Note
that when workers compute full-batch gradients (i.e., o = 0),
the approximation error becomes O(x2).! See Section II-B for
a detailed discussion on several aspects of our results.

As mentioned earlier, for filtering corrupt gradients, we em-
ploy the robust mean estimation algorithm from [25]. In order
to apply that in our heterogeneous data setting where workers
sample stochastic gradients from their local datasets, we derive
a new matrix concentration bound (stated in Theorem 2). See
Section III for more details.

We also extend these results to the case where workers send
compressed gradients to the master, and the corresponding
results can be found in [1, Section 5].

Paper organization. We describe our algorithm and the
main convergence results in Section II. We describe our main
technical tool, a new matrix concentration result for hetero-
geneous data with stochastic gradients in Section III. Omitted
details/proofs can be found in [1], which is an extended version
of this work.

II. MAIN CONVERGENCE RESULTS

In this section, we state our assumptions, describe the adver-
sary model and our algorithm, and state our main convergence
results, together-with some important remarks on the results.

Assumption 1 (Bounded local variances). The stochastic
gradient sampled from any local dataset is uniformly bounded
over C for all workers, i.e., there exists a finite o, such that for
everyx €C,1 € [R]’ Eieu[m] |VF7-,i($) - VFT(:B)”Q < o2

It will be helpful to formally define mini-batch stochastic
gradients, where instead of computing stochastic gradients
based on just one data point, each worker samples b > 1
data points (without replacement) from its local dataset and
computes the average of b gradients. For any & € R% r €
[R],b € [n,], consider the following set

1 r
Flx) =1+ ZVFri(w)IHbE e} . @
b ’ b
i€Hy
Note that g.(z) €y FZ%(z) is a mini-batch stochastic
gradient with batch size b at worker r. It is not hard to see

the following hold for every = € R, r € [R]:?

E [QT(CIJ)] = VFr(w)’ (3)

'Tt is not surprising that when x = 0, we reach to an exact optimum in
full-batch GD — when x = 0, all workers have the same data, and master can
decode the correct gradient by simply taking the majority vote of the received
gradients.

2Since clients sample data points without replacement, we can in fact show a
stronger variance bound of E ||gy () — VFy.(z)||? < %02‘ However,
for simplicity, we only use the weaker bound (4) in this p?iper.
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Assumption 2 (Bounded gradient dissimilarity). The variance
of the local gradients VF.(x),r € [R] from the global
gradient VF(z) = + Zle VF.(x) is uniformly bounded
over C for all workers, i.e., there exists a finite k, such that

IVE (x) - VF(2)|? < #?, VazeCre[R. ()

Assumption 1 has been standard in SGD literature. As-
sumption 2 has also been used earlier to bound heterogeneity
in datasets; see, for example, [26], [27], which study decen-
tralized SGD with momentum (without Byzantine workers).
Note that when workers compute full-batch gradients, we have
o = 0 in Assumption 1; similarly, when all workers have
access to the same dataset as in [9], [12], [16], we have Kk = 0
in Assumption 2. Note that (5) can be seen as a deterministic
condition on local datasets, under which we derive our results.

A note on Assumption 2. In the presence of Byzantine
adversaries, since we do not know which eR workers are
corrupt, we have to make some structural assumption on the
data that can provide relationships among gradients sampled
at different nodes for reliable decoding, and Assumption 2
is a natural way to achieve that. There are many alternatives
to establish this relationship, e.g., by assuming homogeneous
(same or i.i.d.) data across workers [9]-[13], [15], [16] or by
explicitly introducing redundancy in the system via coding-
theoretic solutions [17], [18], [21]; however, these approaches
fall short of in a distributed setup such as federated learning.

Note that assuming bounded gradients of local functions
(i.e., ||[VF.(x)|| < G for some finite ) is a common assump-
tion in literature with heterogeneous data; see, for example,
[28], [29] (without adversaries) and [14] (with adversaries).
Note that under this assumption, we can trivially bound the
heterogeneity among local datasets by ||V E,.(x)—VFs(x)| <
2G. So, assuming bounded gradients not only simplifies the
analysis but also obscures the effect of heterogeneity on the
convergence bounds, which Assumption 2 clearly brings out.

Bounds on o2 and x? in the statistical heterogeneous

model. Since all results (matrix concentration and conver-
gence) in this paper are given in terms of ¢ and k, to show
the clear dependence of our results on the dimensionality
of the problem, we bound these quantities in the statisti-
cal heterogeneous data model under different distributional
assumptions on local gradients; see [1] for details. For the
SGD variance bound, we show that if local gradients have
sub-Gaussian distribution, then o = O (wdlog(d)). For the
gradient dissimilarity bound, we show that if either the local
gradients have sub-exponential distribution and each worker
has at least n = Q (dlog(nd)) data points or local gradients
have sub-Gaussian distribution and n € N is arbitrary, then

K < EmeantO | 1/ dl%("d) , where Kmean denotes the distance

of the expected local gradients from the global gradient. Note
that we make distributional assumptions on data generation
only to derive bounds on o, . Other than that, we do not

Algorithm 1 Byzantine-Resilient SGD

1: Initialize. Set x° := 0, a fixed learning rate 7, and mini-
batch size b for stochastic gradients.
2. fort=0to 7T —1 do
3: At workers:
4. forr=1to R do
5: Receive x! from master. Take a mini-batch stochastic
gradient g,.(z') €y F2b(x?).

_ g-(x?) if worker r is honest,
6: g-(zt) = . _
* if worker r is corrupt,
where  is an arbitrary vector in R
7: Send g, (') to master.
end for

: At master:
10:  Receive {g,.(z!)}£_; from the R workers.
11:  Apply the decoding algorithm RGE (described in [1,
Appendix E]) on {g,(x')}2_,.
12:  Let g(x') = RGE(gi(x!),...,gr(x?!)).
13:  Update the parameter vector:

o =Tl (2 —ng(a")),

where Il is the projection operator onto the set C.
14:  Broadcast z'*! to all workers.
15: end for

make any distributional assumption on the data and all results
in this paper hold for arbitrary datasets satisfying (4), (5).

Adversary model. We assume that an ¢ fraction of R workers
are corrupt; as we see later, we can tolerate € < i. The corrupt
workers can collaborate and arbitrarily deviate from their pre-
specified programs: In any SGD iteration, instead of sending
the true gradients, corrupt workers can send adversarially
chosen vectors (they may not even send anything if they wish,
in which case, the master can treat them as erasures and
replace them with a fixed value). Note that, in the erasure
case, master knows which workers are corrupt; whereas, in the
Byzantine problem, master does not have this information.

A. Our Algorithm and the Convergence Results

We present our Byzantine-resilient SGD algorithm in Algo-
rithm 1. Our convergence results are for both strongly-convex
and non-convex smooth functions.

Theorem 1 (Strongly-convex and Non-convex). Suppose an
€ > 0 fraction of R workers are adversarially corrupt. For
an L-smooth® global objective function F : C — R, let
Algorithm 1 generate a sequence of iterates {x'}_, when
running with a fixed learning rate n, where in the t’th iteration,
every honest worker r € [R] samples a mini-batch stochastic
gradient from f?b(mt), satisfying (3) and (4) (corrupt workers
1

may send arbitrary vectors). Fix any € > 0. If e < 7 — €,

3A function F : C — R is called L-smooth over C C R<, if for every
x,y € C, we have ||[VF(x) — VF(y)|| < L|j@ — y|| (this property is

also known as L-Lipschitz gradients). This is also equivalent to F'(y) <
F(z)+ (VF(2),y — ) + Sz - y|*



then with probability at least 1 — Texp(—w),

16 we have
the following convergence guarantees:
« Strongly-convex: If F is also ju-strongly convex* and

0 = £z, then we have

2\ 7T 2
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Ifwe take T = log (LQFHw
get Bl|laT — a*||2 < 35T
« Non-convex: If n =

—ZEHVF

If we take T = M,
T
7 2= EIIVF(z")|* < 2T

In both the bounds, expectation is taken over the samflmg of
90

2*?) flog( 145 ). we

i then we have

8L?
P < S ll2 — )P + T,

we  get

mini-batch stochastic gradients. Here, I' = T=(etenor +
9x2 + 972 with Y = OfooVe+e), where of =

24:7

2
(1+(1 (eteNR >+16/€

Due to lack of space, Theorem 1 is proved in [1].

Projection. Since the parameter space C is not equal to R9,
our convergence analysis for non-convex objectives requires a
mild technical assumption on the size of C. This assumption is
only required to ensure that the iterates ' always stay inside
C without projection. Similar assumption has also been made
n [11] for the same purpose. This assumption streamlines
our convergence analysis, as our focus in this paper is on
Byzantine-resilience.

Assumption 3 (Size of C). Suppose |VF(x)| < M for
all x € C. We assume that C contains the (s ball {x €
: Hw — 2% < 2(M + I)||x® — x*||?}, where I =
m +9x%24+9Y2 and I = mmax® 4 g + 71, where
Nmax = MaX,¢[R] Nr and other pammeters are as defined in

Theorem 1 above.

Mmax

Note the dependence of the size of C on , which is
the maximum number of data samples at any worker. This
happens because we want a deterministic bound on the size
of C (not in expectation) even though we are doing stochastic
sampling of data points for gradient computation.

B. Important Remarks about Theorem 1

Analysis of the approximation error. In both parts of Theo-
rem 1, the approximation error I" consists of three error terms:
First is Iy = O(?”/(1—(e+¢'))bR), which is the standard error
arising due to the sampling of stochastic gradients; second is
Iy = O(k?), which is due to dissimilarity in the local datasets;
and third is Iy = O ((;)L (1 + m) + HT) (e + 6/)>7
which is due to Byzantine attacks. Observe that I'; decreases

4A function F : C — R is called p-strongly convex over C C RY, if for
every @,y € C, we have F(y) > F(x) + (VF(z),y — x) + 5|z — y|*.

with the mini-batch size b and the number of workers R,
as desired. Note that I3 consists of two terms [3; =
g—j (1 + m> (e+¢€') and I3 5 = k*(e+€'), where we
can make /3 ; small by taking a large mini-batch size b. Note
that the presence of I35 is inevitable, since ~ captures the
dissimilarity in different datasets, and that will always show
up when bounding the deviation of the true “global” gradient
from the decoded one in the presence of Byzantine workers.

Hence, by taking a sufficiently large mini-batch size (or full-
batch gradients, which gives ¢ = 0), we can reduce the error
term to O(x?), which, in the statistical heterogeneous model
is equal to O (/@mea“ + %L(nd)), where Kpean captures the
difference between local and global population means and n
is the number of data samples at each worker. In particular,
if each worker has n = 2 (dlog(nd)) data points, and they
take a sufficiently large mini-batch size in each iteration of

Algorithm 1, the approximation error reduces to O(k2.,,)-

Convergence rates. Note that, in the strongly-convex case,
Algorithm 1 approximately finds optimal parameters x*
(within I" error, which could be a constant) “exponentially
fast”; and in the non-convex case, Algorithm 1 approximately
finds a stationary point up to the same error with “linear
speed”, i.e., with a rate of % Thus, we recover the convergence
rates of vanilla SGD (running in the Byzantine-free setting)
for both the objectives.

Corruption threshold. Our proposed algorithm can tolerate
less than i fraction Byzantine workers, which is away from
the information-theoretically optimal 3 fraction. The } bound
comes from the subroutine of robust mean estimation (RME)
that we use for robust gradient estimation (RGE), as explained
in Section III. So, improved algorithms for RME that can be
adapted to our setting will directly give an improved corruption
threshold for our algorithm.

Failure probability. The failure probability of our algorithm
is at most Texp(—elz(lligem), which is at most J, for any § >
0, provided we run our algorithm for 7" < § exp(‘&(lligem)
iterations. Though the error probability scales linearly with 7',
it also goes down exponentially with the number of workers
R. As a result, in settings such as federated learning, where
number of workers R could be very large (in tens of thousands
or millions), we can get a very small probability of error even
if run our algorithm for a long time. Note that the probability
of error is due to stochastic sampling of gradients, and if
we want a “zero” probability of error, we can run full-batch
gradient descent; we provide the corresponding results in [1].

III. ROBUST GRADIENT ESTIMATION (RGE)

In this section, we first briefly describe the main ingredient
of Algorithm 1, a method for robust gradient estimation
(RGE), and then prove our new matrix concentration inequal-
ity. The problem is as follows: We are given R gradient vectors
gi(x),...,gr(xz) € RY for an arbitrary = € RY, where,
gr(x) = g, (x) is a uniform sample from F*(z) if the r’th
worker is honest, otherwise, g, () can be arbitrary. We want



to compute g(x), an estimate of gy (x ] Y iewn 9i(x),
which is the average of uncorrupted gradlents of honest

workers, such that ||g(z) — gy ()|| is small for all x € R<.

For RGE, we employ the polynomial-time outlier-filtering
procedure for high-dimensional robust mean estimation (RME)
from [25]; see also [30], [31]. In the RME problem, the
good samples are from the same distribution and we want
to estimate its mean, which is different from our problem
where gradients come from different distributions due to
heterogeneity in datasets. For RME, the crucial observation in
these methods is that if the empirical mean of the samples is
far from their true mean, then the empirical covariance matrix
has high largest eigenvalue. So, the idea is to filter out the
samples that have large projection on the principal eigenvector
of the empirical covariance matrix. This is done via a soft-
removal method, where we assign weights (confidence score)
to the samples and down-weighting those that have large
projection, and remove the samples when their score go below
a threshold. In the end, take an average of the surviving
samples. The advantage of this aggregation rule over the
traditional ones (that are based on median and trimmed-mean)
is that the approximation error of the above solution has a
much better dependence on the dimension d of the parameter
space. Since we apply this subroutine in each SGD iteration,
this error eventually translates to the sub-optimality gap in our
optimization solution.

Note that the error guarantee of the above procedure is given
in terms of the concentration of the good samples around their
sample mean. When applied to our setting, where gradients
come from different distributions, we need to explicitly prove
this concentration which is non-trivial. We believe ours is
the first matrix concentration result for non-i.i.d. data (in the
federated learning setting). Our main result for robust gradient
estimation is as follows:

Theorem 2 (Robust Gradient Estimation). Fix an arbitrary
x € R Suppose an e fraction of workers are corrupt and
we are given R gradients gi(x),...,gr(x) € R% where
gr(x) = g-(x) is a uniform sample from F2(x) satisfying
(3), (4) if the r’th worker is honest, otherwise can be arbitrary.
Let g; := g;(x) for i € [R]. Then, for any constant € > 0,
we have the following (where gs := ﬁ Y ics 9i):
1) Matrix Qconcentration: With probability at least 1 —
exp(—%), there exists a subset S C [R] of uncor-
rupted gradients of size (1 — (¢ + €'))R such that

max <|S| Z gS)T> <
2402

i€S
- ]__|_ #
be’ (1-(e+¢€¢))R

where Amax denotes the largest eigenvalue.

2) Outlier-filtering algorithm: If ¢ < i — €, then we
can find an estimate g of gs in polynomial-time with
probability 1, such that ||g — gs|| < O (coVe + €), where

08 = 22 (14 ioyym ) + 1682

> +16K2, (6)

The statement of Theorem 2 consists of two parts: First,
it shows an existence of a large subset S of uncorrupted
gradients having bounded concentration around their sample
mean, which is a matrix concentration result; and second,
it efficiently estimates the average of the gradients in S.
We provide a proof-sketch for the first part in this section,
and for the second part, we use the polynomial-time outlier-
filtering procedure from [25], which is described in detail in
[1], where we also provide an intuition behind the decoding
and its running time analysis; the decoding requires SVD
computations of d x R matrices and hence takes polynomial
time.

Now we prove the first part of Theorem 2. In order to show
(6), first we prove a separate matrix concentration bound in
the following lemma, and then we show how we can use that
to prove our desired bound (6).

Lemma 1. Suppose there are m independent distributions
P1,D2s -y Pm in RY such that By p,ly] = pi,i € [m]
and each p; has bounded variance in all directions, i.e.,
Eymp: [(Y — pi,v)%] < 02 holds for all unit vectors v € R
Take an arbitrary € € (0,1]. Then, given m independent
samples y1,Ya,...,Ym, wWhere y; ~ p;, with probability
1 — exp(—€?m/16), there is a subset S of (1 — €)m

T
pomts such that Apax \SI Yics Wi — i) (Y — ) ) <

(”m)-

Lemma 1 is a generalization of [32, Proposition B.1], where
the m samples yi, ..., ¥y, are drawn independently from a
single distribution p with mean p and variance bound of o2.
Note that, in our setting, different y;’s may come from different
distributions, which may have different means.

Note that we are given IR gradients, out of which at least
(1 — €)R are according to the correct distribution. Consider
only the uncorrupted gradients (i.e., m = (1 — €)R) and take
p; to be the uniform distribution over }'Z®b(:1:), which implies,
using (3) and (4), that the hypothesis of Lemma 1 is satisfied
with y; = gi(2),p; = VFi(z),02 = 2. Now we have
from Lemma 1 that there exists a subset S of R gradients
of size (1 — €)(1 —e)R > (1 — (e + €))R that satisfies

A (741 Ties (9:(2) = VE(@)) (g:(@) — VE(@))") <
% (1 + m). Note that this bounds the deviation

of the points in S from their respective means VF;(x);
however, in (6), we need to bound the deviation of the points
in S from their sample mean gs(x) ﬁZz'eS gi(x).
Using the gradient dissimilarity bound (5) together with
some algebraic manipulations provided in [1], we show

that Ao (77 Lics (9:(2) — 95(@)) (9:(@) — gs(2))") <
24" (1 + m) +16x2, which completes the proof of
the first part of Theorem 2.
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