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Abstract—With the development of unmanned aerial systems
(UAS), the ubiquitous deployment of UAS is becoming a trend.
With the digital transceiver, the remote pilot can control the
UAS remotely and effectively. With the deployment of 5G
technology on a large scale, the convenience of remote control
is becoming obvious and stable. However, the convenience of
remote control technologies also brings more vulnerabilities
to UAS. Software defined radio (SDR) has been explored to
play system exploitation and penetration test for the radio
system widely. With block programming, an SDR can become
a hands-on system exploitation tool for research. With the
adjustment of antennas and programmings, we can exploit the
vulnerabilities of the UAS system and fixed the problem in
advance. In this paper, we introduce an approach to leverage
SDR to realize signal spoofing for GPS location and injection
for digital communication. Based on SDR, we analyze the
security of UAS on the GPS and digital connections. With the
adjustment of antennas, we can define the SDR into a GPS
spoofing tool and inject the packets in the communication of
the digital transceiver. The evaluation shows the approach can
delay the GPS searching for tens of minutes and disorder the
connections between ground control station to UAS.

1. Introduction

With the development of lightweight electrical compo-
nents [1], UAS is becoming a useful tool for many fields
like education, agriculture, industry, and civilian applica-
tions [2], [3], [4], [5]. With easy assembling and cheap
materials for replacement, a fleet of UAS can be formed
in a short time. With regular cameras, the UAS can provide
high-resolution images for aerial photography for civilian
applications [6], [7]. With multispectral cameras, the UAS
can provide infrared images and multiple information extrac-
tion for the researchers and engineers to make explore and
analyze the target areas for development and searching. With
hyperspectral cameras, UAS can provide multiple photos
in hundreds of different spectrums. Due to the variable re-

flecting characteristics, the hidden features can be amplified
in some specific spectrum which can be a good reference
for the industrial detection and crop survey. With other
accessories, UAS can provide the variable functions for
civilian, industrial, agricultural and educational applications.

UAS can provide many convenient applications in differ-
ent fields with quality assurance. However, the convenient
connections and flexibility lead UAS is becoming a threat
to public safety and private property including privacy [8].
With many external sensors assistance, UAS can achieve
accurate control of the locations and operations for the
specific missions. However, good performance assurance is
vulnerable to the attacks of spoofing, injection, and hijack-
ing. Once the UAS is under attack, the attackers can leverage
the penetration technologies to take over the priorities of
UAS. With control of UAS, the attackers can operate the
UAS to fly into the public areas and make threats to public
safety. At the same time, the UAS with cameras can be a
malicious eavesdropping tool for attackers to disclose other
people’s privacy without permission. With the development
of SDR, the SDR can be a hands-on tool for attackers to play
attacks on public safety and disclose private properties. To
defend the attacks from SDR, a comprehensive SDR based
security analysis for UAS is crucial [9], [10], [11], [12].

As the crucial component of UAS, GPS provides lo-
calization and navigation for UAS. The accuracy of GPS
can help UAS finish missions in the complex environment
and the continuity of GPS localization can assure the GPS
in the desired trajectory. The localization mechanism is
dependent on the signal transmitted from multiple satellites
correctly. The GPS of UAS is vulnerable to attacks on GPS
spoofing. With GPS spoofing, a UAS can be manipulated
in malicious attackers’ trajectory [9]. To detect the GPS
spoofing signal, [13] tried to leverage errors and thresholds
checking to decide whether the UAS is under GPS spoofing.
With machine learning technologies, the researchers in [14]
adopted a support vector machine (SVM) to classify the
signal received by GPS on UAS. Apart from GPS, the
digital transceiver also plays a pivotal role in the operation

978-1-6654-4331-9/21/$31.00 ©2021 IEEE



of UAS remotely. The remote pilot can leverage the digital
transceiver to connect the ground control station (GCS) to
UAS in wireless [15]. The digital transceiver leverages micro
aerial vehicle link (MAVLink) to exchange packets which
involves monitoring and commands. If the attackers hijack
the connection between UAS and GCS, the attackers can
manipulate the UAS and disclose the privacy [16] of remote
pilots. In [17], the researchers presented and introduced
many attacks on MAVLink which contains spoofing, eaves-
dropping, and hijacking on the MAVLink. The surveys [18],
[19] and simulations [20] presented vulnerabilities existing
in MAVLink.

In this paper, we focus on SDR based security analysis
for UAS. We will leverage SDR and multiple antennas
configurations to transfer SDR into different types of pene-
tration tools. With the evaluation of UAS, we presented the
vulnerabilities of UAS on the GPS and MAVLink. Based
on the evaluation, we presented a practical scheme for the
researchers to evaluate the vulnerabilities of UAS.

2. Related Work

As of recently, the increase in demand for UAVs has
caused the integrity of their security to be called into ques-
tion. The majority of responses to this call have been to
scrutinize the ability of the UAV to prevent security incidents
as opposed to responding to them due to the ramifications
following the time a UAV is exploited. In a recent study [14],
[21], a prevention algorithm was presented which would
counteract vulnerabilities in the UAVs’ sensory data. It was
discovered that the onboard sensory data of UAVs were
able to be replicated to avoid detection of GPS spoofing.
They deduced that gaining access to this data would be the
equivalent of gaining full control of the drone itself. This
approach however is limited since it becomes vastly difficult
to ensure that the onboard data is accurate and has not to
be tampered with. Additionally, the issue of large quantities
of data comes into concern as it is difficult to ensure that
each piece of data is safe and not causing a location for an
incident. To avoid these problems, others have looked to use
pre-installed hardware on the UAV to counteract GPS spoof-
ing techniques. The most studied piece of hardware is the
abilities of the UAV’s camera to communicate with satellites
to determine if the onboard data is properly accounted for
a Vision-Based GPS-Spoofing Detection Method for Small
UAVs [22], [23]. This method allows for there to be a level
of protection offboard of the UAV in the situation that the
UAV itself becomes compromised. It was determined that
this implementation is efficient and feasible as they are using
an already implemented hardware piece to create another
level of security.

Meng et al. proposed the implementation of their spoof-
ing detection algorithm that was aimed at combating GPS
spoofing [21], [24] using optical flow fusion. They explored
the vulnerabilities of the sensory data onboard UAVs and
ways to prevent exploitation rooted in these insecurities.
Through the method of data analysis before and after a
set path a UAV took, they compared the data to see if an

attack could be detected using their novel algorithm. This
algorithm was able to detect that the onboard data of the
sensors had been exploited which they determined would
ultimately lead to the attacker gaining control of the UAV.
Their implementation to prevent this kind of exploitation
leads to the creation of a potential algorithm that could aid
in preventing attacks through the vector of onboard UAV
sensors.

Qiao et al. identified the possibility of creating a level
of security through onboard hardware of UAVs through the
often-attached camera [25]. This method was proposed to
be efficient as communication with satellites to compare
with the drone would add a level of security that would
allow the drone to be far more secure than without the
communication. This implementation is also beneficial as
there are little to no adjustments that need to be made on
the hardware end as they are using an already installed piece
of hardware. They found that using the onboard camera
in communication with satellite imaging was a sufficient
way to prevent security incidence in civilian UAVs. This
discovery allows for the security of civilian UAVs to be
improved while not having to adjust many aspects of the
drone itself, unlike implementations [26], [27], [28] of other
research. This makes this method potentially more effective
than other research as it would be far less resource-intensive
to implement.

3. Methodology

To achieve a better performance of exploitation on GPS
spoofing, we adopt SDR to generate the spoofing signal
and leverage the spoofing signal to disorder localization of
UAS. As shown in Figure 1, with receiving GPS signal,
the UAS can locate itself. SDR acquire the signal from
GPS and generate the fake signal to the UAS. The signal
generated from SDR is stronger than the signal derived from
a satellite. The GPS module will choose the SDR signal as
the priority source of localization. Based on the mechanism,
we can modify the packet content to lead the GPS to conduct
another position.
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Figure 1. GPS spoofing



To generate a GPS signal, we need to use SDR to
receive a GPS signal and derive the Earth-centered Earth-
fixed (ECEF) position or NMEA GGA stream. To make sure
accuracy, the sample rate for the GPS signal is set to 10 Hz.

With a GPS broadcast ephemeris file, the UAS’s GPS
satellite constellation can be derived. The GPS broadcast
ephemeris file can be downloaded from the NASA GNSS
website. Based on the ephemeris file, SDR can generate
the simulated pseudo-range and Doppler for GPS satellites
which is important to the digital signal generation. The
digital generation is based on the interface for SDR signal
generation of the IO interface.

Based on I/O generation and enough signal strength, the
SDR can broadcast the sequential signal for GPS spoofing.
Once the UAS receives the signal, the priority mechanism
of GPS can abort the lock from the satellite signal and re-
generate the lock to the SDR signal to achieve the localiza-
tion data. And then the GPS of UAS is being spoofed.

Figure 2. MAVLink injection

For MAVLink injection, the mechanism is similar to
GPS spoofing. MAVLink is constructed based on the digital
transceiver. The digital transceiver is a pair of devices. Both
can transmit and receive the packets with on the channels
of 433 MHz or 915 MHz. The SDR receives the signal
derived from the digital transceiver on GCS and extracts the
parameters of the connection. Thereafter, the SDR generates
the injection signal to UAS to disorder the packets.

4. Evaluation

In this section, we will present our evaluation of security
analysis on UAS. The evaluation is executed on MATLAB
2019b.

The configuration of the GPS module is shown as TA-
BLE 1 and the SDR configuration is shown as TABLE 2.

We leverage the tools of GPS-spoofing-sim to generate
spooring signals to disorder the movement of UAS. As
Figure 3 shows, the drifting of the localization for GPS is
around 0.05 before the spoofing is played at 800 s. We derive
the localization data in the axis of x, y, and z from the UAS
GPS module. At 800 s, we broadcast the spoofing signal to
GPS module of UAS for 200 s. Figure 1 shows the error
for the localization is increasing and fluctuates.

TABLE 1. GPS MODULE CONFIGURATION

Carrier 1575.42 MHz
Modulation BPSK
Base clock 10.23e-6
Lchip 0.2

TABLE 2. SDR CONFIGURATION

Input 1
Output 1
Sample rate 10 Hz
Antenna Vert 400

Figure 3. Relative error under GPS spoofing

Figure 4. Relative positioning derivatives

Figure 4 shows the relative positioning derivatives for
GPS spoofing attacks. We can find the derivatives keeps
fluctuating from 0 s to 800 s. When we played the spoofing
attacks, the derivative keeps steady. From the status of the
GPS module, the GPS receiver is suffering from a low
signal-to-noise ratio (SNR) from 0 s to 800 s and keeps
high SNR when the spoofing is played. The source of the
satellite signal is locked to the source of SDR which can
have an SNR.
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Figure 5. Mavlink injection

Figure 5 shows the injection processing of Mavlink. We
use SDR to simulate HackRF to pretend a digital transceiver.
HackRF receives a signal transmitted from UAS and derives
the configuration of the digital transceiver. Figure 5 shows
the monitoring data derived from the digital transceiver. At
time 700 s, we played the injection attack to the ground
control station. The roll and the pitch are injected to the
maximum value. The ground control station transmitted
commands to adjust the posture of UAS at 761 s. The results
show the yaw turns a sharp swift in the flight. The yaw value
shows the injection is successful.

5. Conclusion

In this paper, we introduce an approach to leverage SDR
to realize signal spoofing for GPS location and injection
for digital communication. Based on SDR, we analyze the
security of UAS on the GPS and digital connections. With
the adjustment of antennas, we can define the SDR into a
GPS spoofing tool and inject the packets in the communi-
cation of the digital transceiver. The evaluation shows the
approach can delay the GPS searching for tens of minutes
and disorder the connections between ground control station
to UAS. The results show that GPS spoofing can cause
errors in the localization of UAS which can lead UAS to
mistake operations. We injected false data into the packets of
Mavlink in the ground control station. The injection causes
the ground control station to adjust the posture of UAS.
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