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ABSTRACT: A true random number generator (TRNG) is a critical
hardware component that has become increasingly important in the
era of Internet of Things (IoT) and mobile computing for ensuring
secure communication and authentication schemes. While recent
years have seen an upsurge in TRNGs based on nanoscale materials
and devices, their resilience against machine learning (ML) attacks
remains unexamined. In this article, we demonstrate a ML attack
resilient, low-power, and low-cost TRNG by exploiting stochastic
programmability of floating gate (FG) field effect transistors (FETs)
with atomically thin channel materials. The origin of stochasticity is
attributed to the probabilistic nature of charge trapping and
detrapping phenomena in the FG. Our TRNG also satisfies other
requirements, which include high entropy, uniformity, uniqueness,
and unclonability. Furthermore, the generated bit-streams pass NIST
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randomness tests without any postprocessing. Our findings are important in the context of hardware security for resource
constrained IoT edge devices, which are becoming increasingly vulnerable to ML attacks.
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field effect transistors

andom numbers are widely used in areas such as

cryptography, numerical simulations, information

ecurity, testing of manufactured goods, modeling of
complex phenomena, and stochastic computing. Due to recent
advancements in digital technologies such as the Internet of
Things (IoT) and cloud computing, massive amounts of
critical public and personal information is being constantly
exchanged between communicatin$ devices over highly
complex and integrated networks.”” Unfortunately, this
explosive growth coupled with an overwhelming reliance on
cyberspace has coincided with digital information becoming
increasingly more susceptible to a wide range of security
threats. This has necessitated robust and rigorous information
security”* protocols where random numbers play a pivotal
role.

Random number generators (RNGs) can be broadly
classified into two major categories: pseudo-RNGs (PRNGs)
and true-RNGs (TRNGs). PRNGs are primarily software-
based, utilizing an initial seed with mathematical algorithms to

generate random numbers.” However, due to their periodic
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nature, random sequences generated by PRNGs become
predictable if the input seed is known, thus making them
vulnerable to various cryptanalysis attacks.”” Additionally,
PRNGs require multiple layers of encryption, increasing their
demand for computation and energy requirements thus
severely limiting their use in resource-constrained IoT edge
devices.® In contrast, TRNGs are hardware based, generating
random numbers based on a physically unpredictable process
or phenomenon, which is nearly impossible to model. TRNGs
are less vulnerable to security attacks and are significantly more
energy efficient. The first ever hardware-based TRNG was the
Manchester Mark I, which utilized electrical noise as the source
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Figure 1. Programmable two-dimensional (2D) field effect transistors (FETs). (a) Schematic (side view) and (b) optical image (top-view) of
a representative 2D FET based on few-layer exfoliated transition metal dichalcogenide such as WSe, and WS, as the channel material, Ni/Au
(40 nm/30 nm) as the source and drain contacts, and a programmable stack consisting of atomic layer deposition (ALD) grown 50 nm
AL O; on Pt/TiN/p**-Si as the floating gate (FG). The device has a channel length of 1 gm. Transfer characteristics in logarithmic scale for
(c) WSe, and (d) WS, FETs measured using a drain bias, Vj,g = 1 V. WSe, shows ambipolar conduction, that is, the presence of both electron
and hole transport, whereas WS, shows only electron conduction. Transfer characteristics in logarithmic scale after the application of a
positive programming (V, = =9 V) and a negative erase pulse (V, = 14 V) of fixed pulse width = 100 ms for e) WSe, and f) WS, FETs.
Application of V, shifts the transfer characteristics to the left, whereas V. shifts the transfer characteristics to the right indicating electron

trapping and detrapping, respectively, in the FG stack.

of randomness.” Subsequently, thermal noise via oscillator
jitter,'" capacitive feedback elements,'’ and resistor-amplifier
analog to digital converters'” have been exploited to realize
TRNGs. Other approaches like oxide breakdown induced
current fluctuations,'” random telegraph noise,'* and numer-
ous spatiotemporal phenomena at the deep-micrometer and
nanometer scale have also been used as high entropy
sources.>~'® Although sufficiently random, most state-of-the-
art TRNGs often require postprocessing steps such as von
Neumann correction to remove any residual biases.'’”""
Recently, diffusive memristor-based TRNGs'*~>* were pro-
posed that required no additional postprocessing steps while
providing attractive properties such as low power consump-
tion. Nanoscale materials and devices have also been explored
as postsilicon alternatives for generating true random numbers
(TRNS).23_26 In addition, several 0ptical,27_29 quantum,so_35
and biological®*~** TRNGs have been proposed. While these
developments are impressive, vulnerability of TRNGs to
machine learning (ML) attacks is relatively less studied. It
should be noted that ML attacks pose severe threat to
hardware security.

In this article, we demonstrate a ML attack resilient TRNG
that exploits programming stochasticity in floating gate (FG)
two-dimensional (2D) field effect transistors (FETs). The
random bits obtained from FG 2D FETs offer near ideal
entropy, uniformity, uniqueness, and lack of correlation, and
can pass standard randomness tests from NIST without any
postprocessing. We also found that TRNGs based on different
devices are statistically independent and hence physically
unclonable. Additionally, the generated bits demonstrated
resilience against regression-based ML attacks. Finally, the
energy expenditure for random bit generation was also found
to be miniscule at ~10 pJ/bit. In short, our results highlight
the potential for 2D FET-based high-entropy and low-power
TRNGs for resource constrained edge applications.

Our choice of 2D materials such as transition-metal
dichalcogenides (TMDs) for hardware security applications
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is motivated by their potential in future technologies. TMDs
are layered compounds with strong in-plane covalent and weak
out-of-plane van der Waals (vdW) bonding,”” and are
promising candidates for the postsilicon era due to their
ultrathin body allowing aggressive dimensional scaling without
invoking detrimental quantum confinement effects."”*' In
addition, recent studies on hardware camouflaging based on
2D heterostructures,** reconfigurable polymorphic gates based
on black phosphorus,” ML resilient physically unclonable
functions (PUFs) based on graphene FETs,"* and advanced
encryption using metal/insulator/metal and hexagonal boron
nitride (h-BN)™ have demonstrated the potential of 2D
materials for developing future hardware security primitives.

RESULTS AND DISCUSSION

Programmable 2D FETs. Our 2D FET-based TRNG uses
mechanically exfoliated few-layer tungsten diselenide (WSe,)
and tungsten disulfide (WS,) as the channel material, and 50
nm atomic layer deposition (ALD) grown alumina (Al,O;) on
Pt/TiN/p**-Si as the FG stack. Figure 1a,b, respectively, shows
the schematic and optical image (top-view) of a representative
FG 2D FET (see Methods section for more details on the
fabrication). Figure 1c,d shows the transfer characteristics of
WSe, and WS,FETs, respectively, in logarithmic scale,
measured at a drain bias, Vg = 1 V. The difference in the
carrier transport behavior in WSe, and WS, FETs can be
attributed to the location of the metal Fermi level pinning with
respect to the conduction and valence band edges of these
materials.”® In WSe,, the metal Fermi level pins closer to the
center of the bandgap promoting ambipolar conduction,”” that
is, the presence of both electron and hole transport, whereas in
WS,, the metal Fermi level pins near the conduction band,
resulting in electron conduction.*®

Figure le shows the programmability of WSe, and WS,
FETs using the FG stack. The transfer characteristics shift
toward the left when a negative programming voltage pulse, V,,
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Figure 2. Programming stochasticity in 2D FETs. Transfer characteristics in logarithmic scale measured after the application of every
programming (Vp = —9 V) and erase (V, = 14 V) pulse for a total of 60 cycles for (a) WSe, and (b) WS, FETs. Cycle-to-cycle variation in
postprogrammed I measured at V,.,q = —1 and 0 V for (c) WSe, and (d) WS, FETs, respectively. Corresponding distribution of Iyg and
Gaussian fit using means (y;) of 1.4 nA and 80 nA, and standard deviations (6;) of 0.28 nA and 14.6 nA for (e) WSe, and (f) WS, FETs,
respectively. Binarization of Iy is achieved by using a threshold current I, which is defined as the mean of all I, values as shown using the
dotted lines in (c) and (d). Any I values above and below I are assigned to bit “1” and bit “0”, respectively.
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Figure 3. Randomness test using uniformity, entropy, and hamming distance. Uniformity for 36 keys each with 36-bit generated by
binarizing I values measured using V,.,q = —1 and 0 V for (a) WSe, and (b) WS, FETs, respectively, when V,=—-9Vand V, = 14V are
used for programming and erase cycles. Mean uniformity values (dotted lines) are found to be 0.48 and 0.49 for keys obtained from WSe,
and WS, FETs, respectively, which are close to the ideal value of 0.5. Colormaps of mean entropy (i) of keys obtained from (c) WSe, and
(d) WS, FETs by using different V, and V, 4. Distribution of intra hamming distance (HD;,,,) between 3*C, = 630 pairs of 36-bit keys
obtained from (e) WSe, and (f) WS, FETs by using V,=-9V,V,=14V, and Vg = —1 and 0 V, respectively. Mean HD,;,, (Mup = intea)
values are found to be ~15 and 16 for the keys obtained from WSe, and WS, FETs, respectively, which are close to the ideal value of 18.
Colormaps of flyp — ina Of 36 keys obtained from (g) WSe, and (h) WS, FETs by using different V,, and V,q.

= —9 V is applied to the FG, whereas the characteristics shift pulses, respectively, there is no limitation in using them
toward the right when a positive erase voltage pulse, V, = 14 V interchangeably.
is applied to the FG. Each pulse has a fixed duration of 7, = 100 Next, the 2D FETs were subjected to programming and
ms. The shift in the transfer characteristics can be attributed to erase cycles. Figure 2a,b shows the transfer characteristics of
the FG stack, which has been described in detail in a previous WSe, and WS, FETs, respectively, measured each time after
work.*” In short, electron trapping/detrapping in the FG leads the application of V, = =9 V and V, = 14 V pulses for 7, = 100
to the corresponding shift in the device threshold when a ms, for a total of 60 cycles. The post-programmed and post-
positive/negative voltage pulse is applied to the back-gate erased states show cycle-to-cycle variability, which, while
stack. The amount of threshold shift depends on the pulse deterrent from the point of view of programming/erase
magnitude (V, and V,) and the pulse width (z,). It is reproducibility, offers tremendous opportunity to be exploited
important to note that even though we define negative and as a TRNG. The origin of cycle-to-cycle variability can be
positive magnitude voltage pulses as programming and erase ascribed to the probabilistic nature of the carrier trapping/
17806 https://doi.org/10.1021/acsnano.1c05984
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Figure 4. Randomness test using correlation and the value of 7. Autocorrelation as a function of lag or bit delay for each of the 36 keys of
length 36-bit obtained by using V,= -9V, V,=14V,and V,.,g = —1 and 0 V from (a) WSe, and (b) WS, FETs, respectively. Distribution of
corresponding zero-lag intra correlation coefficient (CC,,,,) between the 3C, = 630 pairs of keys obtained from (c) WSe, and (d) WS,
FETs. Mean CC,., (Hcc — intra) Values of ~—0.035 and —0.01 for the keys obtained from WSe, and WS, FETs, respectively, confirm that the

keys are uncorrelated. Colormaps ficc _ iy for keys obtained using different combinations of V,, and V.4 from (e) WSe, and (f) WS, FETs.
Estimation of the value of 7 using a Monte Carlo method using random bits obtained from ()g) WSe, and (h) WS, FETs.

detrapping phenomena in the FG leading to stochastic
fluctuations in the shift in the device characteristics, which
we exploit as a high entropy source for the construction of a
TRNG. For quantitative evaluation of the randomness
associated with the carrier trapping/detrapping process, the
pulsing scheme shown in Supporting Information (SI) 1,
where each cycle consisted of three consecutive pulses, V,, V.,
and a read voltage,V,.,q, was applied for 100 ms to the FG
stack. The drain-to-source current (Ipg) values were measured
using Vpg = 1 V at a back-gate voltage,Vpg = V4. Figure 2¢,d
shows the cycle-to-cycle variability in Ipg for Vg = —1 and 0
V for WSe, and WS, FETs, respectively, for a total of 1296
cycles. Figure 2e,f shows the corresponding histograms of the
distribution of Ipg, which can be fitted using Gaussian
functions with means (y;) of 1.4 nA and 80 nA, and standard
deviations (6;) of 0.28 nA and 14.6 nA for WSe, and
WS,FETs, respectively. Note that the Ig values extracted using
different V.4 also follow Gaussian distributions, but with
different y; and oy as shown in SI 2. Similarly, V,, values for
programming can be tuned to adjust y; and oy as shown in SI 3.
Nevertheless, the above demonstrations confirm programming
stochasticity in the FG 2D FETs, making post-programmed Ijg
a Gaussian random variable.

Construction of Binary Bit-Streams, Keys, And
Assessment of Their Randomness. First, analog I,s values
are binarized by establishing a threshold current, I, which is
defined as the mean of all I,g values as shown using the dotted
lines in Figure 2¢,d. Ipg values above and below I; are
converted to binary bit “1” and “0”, respectively. Next, the
generated 1296 bits are divided into 36 keys of 36 binary bits
each. These 36 keys are then subjected to various tests to
evaluate the strength of their randomness. This includes
assessing the uniformity, uniqueness, and correlation among
the keys.

Uniformity is defined as the proportion of “0”s and “1”s in a
given bit sequence. For an ideal random source, uniformity is
expected to be 0.5 since the probabilities of obtaining a “0” or a
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“1” are equal. Figure 3a,b shows the uniformity for all 36 keys
obtained by using V, = -9V, V,=14V,and V,,4 = —1 and 0
V for WSe, and WS, FETs, respectively. The mean uniformity
values (dotted line) are found to be 0.48 and 0.49 for keys
generated by WSe, and WS, FETs, respectively, which are
close to the ideal value of 0.5. Note that a uniformity of 0.5 is
equivalent to the maximum entropy (E) of 1 for 1-bit
information calculated using eq 1

E = —[plogp + (1 — p)log,(1 — p)] (1)

Here, p and (1 — p) are the probability of obtaining a “1” and a
“0”, respectively. SI 4 and S show the uniformity and entropy
for 36 keys extracted using different combinations of V|, and
Viead from WSe, and WS, FETs, respectively, while Figure 3c,d
shows the corresponding colormaps for mean entropy (ug),
which are found to be close to the ideal value of 1.

Next, we assess the randomness of the binary keys using
another metric called the intra hamming distance (HDj,,)
between a pair of keys, which is defined as the number of bit
substitutions required to transform one key to another. Note
that the term “intra” here is used for keys generated using the
same device. To be cryptographically secure, HD;,, should
ideally be 50% of the total key length, that is, 18 for a 36-bit
key in the present case. Keys with an HD;,, value that is too
low or too high are relatively easy to decipher through brute
force trials (BFTs). The number of BFTs required to decipher
an unknown key of length N from a known key is "C; for
HD,, = k. BFT is maximum when k = N/2. Figure 3e,f shows
the distribution of HD;,,, among the *C, or 630 pairs of 36-
bit keys obtained by using V, = -9 V,V, =14V, and V,,g = —1
and 0 V from WSe, and WS, FETs, respectively. We found
that the corresponding mean HD,, (Mup — inga) Values are
~15 and 16 for the keys obtained from WSe, and WS, FETs,
respectively. SI 6 and 7 show the distribution of HDj,, when
the keys are obtained using different combinations of V, and
Viead from WSe, and WS, FETs, respectively, and Figure 3gh
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Figure 5. Unclonability of 2D-FET based TRNG. 3D histogram of the interhamming distance HD;,.. among the 36 keys obtained from each
of the C, or 10 possible pairs using V,=-9V,V,=14V,and V, .,y = —1 and 0 V for (a) WSe, and (b) WS, FETs, respectively. The
histogram is centered close to the ideal value of 18 as seen using the colormap of the extracted mean HD, ... (Hyp — inter) Values for (c) WSe,
and (d) WS, FETs, respectively, confirming that the TRNs generated by different devices are unique. 3D histogram of the inter correlation
coefficient CC;,,., among the 36 keys obtained from each of the *C, or 10 possible pairs of (e) WSe, and (f) WS, FETs, respectively. The
histogram is centered close to the ideal value of 0 as seen using the colormap of the corresponding mean CCiy.. (Bcc inter) Values,

confirming that the TRNs generated are uncorrelated.

shows the colormap of corresponding fiyp _ i, Which are
found to be very close to the ideal value of 18.

Correlation coefficient is another measure of randomness in
a bit sequence. For example, the autocorrelation function
(ACF) is used to examine any short-ranged periodicity in a bit
stream. ACF lies in the interval [—1,1], wherein a value of —1
and 1 indicate anticorrelation and correlation, respectively, and
a value of 0 suggests no correlation among the bits in a given
sequence. Figure 4a,b shows the autocorrelation as a function
of lag or bit delay for each of the 36 keys of length 36-bit
obtained by using V, = =9V, V, = 14V, and V., = —1 and 0
V from WSe, and WS, FETs, respectively. The absence of any
high magnitude spike indicates little-to-no periodicity in the
keys, that is, the generated bit-streams are truly random in
nature. Figure 4c,d shows the distribution of the corresponding
zero-lag intra correlation coefficient (CC,,,,) between the 630
pairs of 36-bit keys obtained from WSe, and WS, FETs,
respectively. Mean CCiy,, (Hcc — inga) Of ~ —0.035 and —0.01
further confirms that the keys are uncorrelated. SI 8 and 9
shows the distribution of CC,,,, when the keys are obtained
using different combinations of V,, and V4 from WSe, and
WS, FETSs and Figure 4e,f, respectively, shows the colormap of
corresponding pcc _ jure Which are found to be very close to
the ideal value of 0.

Additionally, we also estimated the value of 7 using a Monte
Carlo method, which uses the fact that the area of a circle of
radius r divided by the area of a square with sides of length 2r
is equal to /4. To implement this method, we created black
and white images consisting of 36 X 36 pixels using the binary
keys obtained from WSe, and WS, FETs, as shown in Figure
4g,h. Here, white pixels represent bit “1” and black pixels
represents bit “0”. Next, we calculate the ratio of number of the
white pixels inside the largest circle to the number of white
pixels within the square image to estimate the value of 7. We
obtained 7 = 3.1 and 3.07 for WSe, and WS, FETs,
respectively.

To further assess the performance of our FG 2D FET based
TRNG, we carried out randomness testing using the standard
statistical test package developed by the National Institute of
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Standards and Technology (NIST Sp 800—22 rev. la).”
These tests are useful in determining whether or not a
generator is suitable for realizing TRNs as security primitives.
As such, a total of 13 different random bit streams, each
consisting of 1296 bits for a total of 16 484 bits, were collected.
The collected bit streams were then evaluated according to the
test protocols that evaluates a specific null hypothesis that the
sequence is random and returns a P-value with 99% confidence
level. The bits are considered truly random only if the P-value
is greater than 0.01. As shown in SI 10, our bit-sequence passes
all the specified NIST tests without requiring any postprocess-
ing steps. It must be noted that other NIST tests require longer
bit streams consisting of at least 1 million bits.
Unclonability of 2D FET-based TRNG. Physical unclon-
ability is a basic requirement for TRNGs, as it ensures that the
digital bit streams generated by one TRNG are unique and
distinguishable from the digital bit streams generated by
another TRNG. This prohibits reverse engineering of the
TRNG. To assess the unclonability of FG 2D FET-based
TRNGs, we identified five WSe, and five WS, FETs and
generated 36-bit keys from each using V, = =9 Vand V, = 14
V. Figure 5a,b shows the histograms of inter hamming distance
(HDje;) values among the 36 keys obtained from each of the
3C, or 10 possible pairs of WSe, and WS, FETs, respectively,
while Figure Sc,d shows the colormaps of the corresponding
mean HD,,.., (#up — ineer) Values. The term “inter” here refers
to hamming distance between key pairs generated using
different devices. From Figure Sc,d, it is clear that the
MHED — inter Values are found to be close to the ideal value of 18,
thus confirming that the TRN's generated by different devices
are unique. Similarly, Figure Se,f shows the histograms of inter
correlation coefficient (CCi,) values among the 36 keys
obtained from each of the 10 possible pairs of WSe, and WS,
FETs, respectively, while Figure Sg,h shows the colormaps of
corresponding mean CCier (Mcc — iner) Values. The pcc — incer
values are found to be close to the ideal value of 0, confirming
that the TRNs generated by different devices are uncorrelated.
Note that the channel thickness for each device is different due
to the random nature of the exfoliation process, which
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Figure 6. Resilience of 2D FET based TRNGs to machine learning attack. (a) Schematic showing the construction of the estimation
functions using a Fourier regression model from 17 estimator TRNGs chosen from the experimentally measured 22 TRNGs. A total of
22 032 bits were utilized as training set and 6480 bits were obtained as prediction set. Distribution of HD, ., between the keys obtained from
the predictor TRNGs and the keys obtained from remaining five experimentally measured (b) WSe, and (c) WS, FET-based TRNGs. The
colormap of the corresponding fyp _ ineer for (d) WSe, and (e) WS, FET-based TRNGs. Values close to the ideal value of 18 indicate that the
experimentally obtained keys are unique from the predicted keys. Distribution of CC,,., between the keys obtained from the predictor
TRNGs and the keys obtained from remaining five experimentally measured (f) WSe, and (g) WS, FET-based TRNGs. The colormap of the
corresponding fyp _ iner for (h) WSe, and (i) WS, FET-based TRNGs. Values close to 0 confirms that that the experimentally obtained keys

are uncorrelated to the predicted keys.

enhances the overall entropy of the system through device-to-
device variations.

Resilience to Machine Learning Attacks. We have
examined the resilience of our FG 2D FET-based TRNG
against a predictive regression model formulated using Fourier
series, which has demonstrated effectiveness against strong
security primitives such as PUFs.”' First, we generated 36 keys
of length 36-bit from each of the 22 WSe, and 22 WS, FET-
based TRNGs. Next, we derived the estimation functions f
(x;), where i = 1,2,3, . . .,,36, for predicting the ith-bit of the 36-
bit key by using 17 out of the 22 TRNGs for WSe, and WS, as
shown in Figure 6a. Finally, the estimation functions are used
to predict the keys generated by the remaining 5 WSe, and
WS, FET-based TRNGs. A total of 22 032 bits were utilized as
the training set to develop the estimation functions and 6480
bits were obtained post-training for predicting the keys. Figure
6b,c shows the histograms of HD;,, values between the keys
obtained from the predictor TRNGs and the keys obtained
from the 5 experimentally measured WSe, and WS, FET-based
TRNGs, respectively. Figure 6d,e shows the colormaps of the
corresponding pyp_ jner values. From these results, the
MED — inter Values are found to be close to the ideal value of
18, indicating that the keys obtained from experimentally
measured TRNGs are unique from the keys obtained from
predictor TRNGs. Similarly, Figure 6f,g shows the histograms
of the CC,,, values and Figure 6h,i shows the colormaps of

17809

the corresponding pcc_ jner Values between the keys obtained
from the predictor TRNGs and the keys obtained from the §
experimentally measured WSe, and WS, FET-based TRNGs,
respectively. Once again, the ycc _ i Values are found to be
close to the ideal value of 0, confirming that the experimentally
measured keys and predicted keys are uncorrelated. The above
analysis confirms the resilience of FG 2D FET based TRNGs
to regression based ML attacks.

Energy Consumption for Bit Generation. The energy
expenditure for the bit generation process (Erpy) is calculated
based on eq la—c.

Eread = IDSVDSTS (la)
E,. :lc(V2+V2)

write 5 B\ e P (1b)
Erw = —(E.y + E..)

TRN N read write (IC)

Here, E,,q and E, ;.
and C, = WLsofox/tM is the gate-capacitance, W and L are channel
length and channel width, respectively, £, = 8.85 X 107> F/m
is the vacuum permittivity, and €., = 10 and t,, = 50 nm are
relative dielectric constant and thickness of the Al,O; gate
dielectric.SI 11 shows Erpy as a function of V, and V, .. Note
that in our demonstration, E.,q > E,;. and, hence, Erpy

are read and write energy, respectively,
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Figure 7. Robustness to supply bias and temperature variations. 3D histograms of (a,b) intrahamming distances (HD,,,,) and (c,d)
intracorrelation coefficients (CCj,,,) between the 3°C, = 630 pairs of keys for WSe, and WS, FETs, respectively, evaluated against different
supply bias or Vg values of 0.5 V, 1V, 1.5V, and 2 V. The histograms are centered close to the ideal values of 18 and 0 for ptyy _ i, and
Hcc - i Tespectively, indicating that the TRNG remains stable against fluctuations in Vpg values. 3D histograms of (e,f) intrahamming
distances (HD,,,,) and (g,h) intracorrelation coefficients (CC,,,,) for WSe, and WS, FETs, respectively, evaluated at different temperatures
(T) of =25 °C, 0 °C, 25 °C, and 50 °C. Once again, the histogram means are close to 18 and 0 for pyp _ jnua a0d Hcc — i respectively,
further confirming the robustness and resilience of TRNG against temperature gradients. The keys were obtained using V, = -7V, V, = 14
V, and V.4 = =3 and 3 V for WSe, and WS, FETs, respectively, for both the Vi, and temperature variation study.

mainly depends on E,,4 This is why we have specifically
chosen V4 values that correspond to the subthreshold
regimes of the respective 2D FET operation to ensures low
E,,q- It is interesting to note that the magnitude of V,, impacts
the overall Erpy for WSe, and WS, FETs differently. In WSe,,
a higher V,, causes a significant decrease in the p-branch Ipg

P
values, whereas for WS,, the same V, leads to an increase in the

n-branch Ipg value. As such, for anyp given Vi .4 E.c.q increases
for WS, and decreases for WSe, FETs with increasing
magnitude of V. Nevertheless, the energy expenditure for bit
generation can be as frugal as 10 pJ/bit. Ergy can be scaled
further by scaling Vg and 7. Note that our energy calculations
do not involve the energy expenditure for the thresholding
devices.

Robustness of TRNGs to Supply Voltage and
Temperature Variations. Finally, we evaluated the robust-
ness of our TRNG against two important challenges: supply
voltage (Vpg) and temperature (T) variations. Figure 7a—d
shows the histogram plots of the HD;,,, and CC,, values
among all possible combinations of 36 keys for different Vpg
values of 0.5, 1, 1.5, and 2 V for WSe, FETs (a,c) and WS,
FETs (b,d). From these results, the fyp _ inra a0d cC — intra
values were found to be close to the ideal value of 18 and O,
respectively, confirming that the generated TRNs remain stable
under supply voltage fluctuations. Similarly, Figure 7e—h
shows the histogram plots of HD,,,, and CCy,, for all 630
pairs of keys at temperatures of —25 °C, 0 °C, 25 °C, and 50
°C. Once again, the piyp _ e and ficc _ jnea Values were found
to be close to 18 and 0, respectively, demonstrating the
robustness and resilience of our TRNG against temperature
variations. It must be noted that the digital keys were obtained
using V, = =7V, V, =14V, and V, .,y = =3 and 3 V for WSe,
and WS, FETs, respectively, for both the Vg and temperature
variation studies. In addition, we found that our FG 2D FETs
are stable over 60 days (SI 12), an attribute which is critical
toward their successful integration in developing future
hardware security primitives.

CONCLUSION

In conclusion, we have experimentally demonstrated an FG 2D
FET-based TRNG by exploiting the cycle-to-cycle variation in
programmed/erased device characteristics originating from the
inherent stochasticity in the carrier trapping/detrapping
mechanism in the FG stack. Digital keys constructed using
our TRNG demonstrate near ideal entropy, uniformity,
distinctness, and lack of correlation, and pass NIST random-
ness tests without any postprocessing. Furthermore, we
demonstrate that the FG 2D FET-based TRNGs are
unclonable and resilient against ML attacks based on predictive
regression models. The energy consumption for random bit
generation was miniscule and on the order of ~10p]/bit.
Finally, we evaluated the robustness of our TRNG against
supply bias and temperature variations. Our findings shows the
promise of programmable 2D FETs in hardware security
applications for energy-constrained IoT edge devices.

METHODS

Back-Gate Stack Fabrication. Replacing thermally oxidized SiO,
with a high-k dielectric such as Al,Oj is a logical choice for scaling the
effective oxide thickness (EOT). However, we found that Al,O,/P*"—
Si interface is not ideal for the fabrication of back-gated FETs due to
higher leakage current, additional interface trap states, and larger
hysteresis which negatively impacts the device performance. Replacing
Si with Pt, a large work function metal (5.6 eV), reduces hysteresis
and trap state effects.”” Since Pt readily forms a Pt silicide at
temperatures as low as 300 °C, a 20 nm TiN diffusion barrier was
deposited via reactive sputtering between the P**—Si and Pt to allow
high temperature processing,”® This conductive TiN diffusion barrier
allows the back-gate voltage to be applied to the substrate, thus
simplifying the fabrication and measurement procedures. The
polycrystalline Pt introduces very little surface roughness to the
final Al,O; surface, which sports an rms roughness of 0.7 nm.

Device Fabrication. Multilayer WSe, and WS, TMD flakes were
mechanically exfoliated onto the described AI203/Pt/TiN/p*™*-Si
substrate. The transferred flakes were mapped in terms of their
location and dimensions using an optical microscope. The sample is
then spin coated with EL6 and A3 PMMA followed by baking at 150
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and 180 °C, respectively, to get rid of any excess solvent. Source and
drain (S/D) contacts are patterned and defined using electron-beam
lithography and developed using a 1:1 mixture of 4-methyl —2-
pentanone (MIBK) and Iso-propyl alcohol (IPA) for 60s. The sample
is then rinsed using IPA for 4Ss to remove any excess developing
solution. 40 nm of Nickel (Ni) and 30 nm of Gold (Au) are then
deposited using electron-beam evaporation. Finally, lift-off of the
evaporated materials is done by immersing the sample in Acetone for
30 min followed by a final rinse with IPA.

Electrical Characterization. Electrical characterization of the
fabricated devices are performed using Lake Shore CRX-VF probe
station under atmospheric conditions and at room temperature using
a Keysight B1S00A parameter analyzer. Temperature measurements
were performed in air using Form Factor 11000 ATT-C60 probe
station and a Keysight BISO0A parameter analyzer.
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