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Key exchange protocols and key encapsulation mechanisms establish secret keys to communicate digital infor-
mation confidentially over public channels. Lattice-based cryptography variants of these protocols are promis-
ing alternatives given their quantum-cryptanalysis resistance and implementation efficiency. Although lattice
cryptosystems can be mathematically secure, their implementations have shown side-channel vulnerabilities.
But such attacks largely presume collecting multiple measurements under a fixed key, leaving the more dan-
gerous single-trace attacks unexplored.

This article demonstrates successful single-trace power side-channel attacks on lattice-based key exchange
and encapsulation protocols. Our attack targets both hardware and software implementations of matrix mul-
tiplications used in lattice cryptosystems. The crux of our idea is to apply a horizontal attack that makes
hypotheses on several intermediate values within a single execution all relating to the same secret, and to
combine their correlations for accurately estimating the secret key. We illustrate that the design of proto-
cols combined with the nature of lattice arithmetic enables our attack. Since a straightforward attack suffers
from false positives, we demonstrate a novel extend-and-prune procedure to recover the key by following the
sequence of intermediate updates during multiplication.

We analyzed two protocols, Frodo and FrodoKEM, and reveal that they are vulnerable to our attack. We
implement both stand-alone hardware and RISC-V based software realizations and test the effectiveness of
the proposed attack by using concrete parameters of these protocols on physical platforms with real measure-
ments. We show that the proposed attack can estimate secret keys from a single power measurement with
over 99% success rate.
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1 INTRODUCTION

Key exchange protocols and key encapsulation mechanisms establish secret keys between two
or more parties. While key exchange protocols allow multiple users to jointly decide on the
secret key, a single user transmits its secret key in key encapsulation mechanisms. Traditional
key exchange and encapsulation protocols such as Diffie-Hellman rely on the difficulty of solving
discrete-logarithm problems, which are widely regarded to be infeasible for large numbers. These
problems, however, can be solved in polynomial-time with quantum algorithms [59], generating
a significant interest in alternative protocols that will future-proof security systems [41] against a
rapidly evolving quantum computing technology [5]. Lattice-based cryptography provides a wide
array of such constructions that are resistant to quantum acceleration.

While lattice cryptosystems rely on the theory of quantum-resistant lattice problems [55], their
practical implementations have shown vulnerability against power or electromagnetic (EM) side-
channel attacks in the context of public-key encryption or digital signatures [3, 4, 6, 8, 14, 16, 21,
29-32, 45-48, 51, 52, 54, 60-62, 66]. These attacks find the secret key by exploiting the reflection
of key-dependent computations on the power/EM consumption. Side-channel attacks are indeed
dangerous because they can drastically reduce the number of tests needed to steal a secret key
from a cryptosystem. Moreover, side-channel attacks do not need a quantum computer to succeed.
We can broadly categorize power side-channel attacks into three groups: simple power analysis
(SPA), differential power analysis (DPA), and template attacks. SPA is based on purely visual ob-
servations to capture large variations related to the secret key with a few traces. By contrast, DPA
extracts small correlations by evaluating many traces with statistical methods. We refer to attacks
that require a pre-characterization of the target device’s power profile for the given application as
template attacks [19].

To extract secret-key dependence, prior attacks on lattice problems typically use repeated com-
putations performed with the same secret key. To that end, DPA [34] is a potent side-channel
attack that works with a divide-and-conquer principle: It makes an estimation on distinct parts
of the key (called sub-key) and checks those estimations through multiple tests. These tests are
required to remove the noise and reveal the underlying correlation between the sub-key and the
power measurement. Once the target sub-key is derived, the adversary can attack the next sub-key
by using the same set of measurements. Applying DPA is, however, significantly more challenging
on key exchange protocols because these protocols, unlike public-key decryption or digital signa-
tures, work with ephemeral secrets: each invocation of the protocol will process a unique value
that will result in a new, distinct secret key. Therefore, the adversary is limited to a single power
measurement. While key encapsulation mechanisms do not have this limitation, it is still crucial
to explore single-trace attacks on them as these attacks do bypass conventional defenses such as
masking [51].

Figure 1(a) illustrates the classic DPA, known as Vertical DPA. In this attack, the adversary per-
forms a single test on the power trace and collects multiple measurements (each with a different
input) to extract sub-key correlations from noise. The intermediate computations on the variable
var is selected as the target because its value depends on the public input and a sub-key. Horizon-
tal DPA [20], Figure 1(b) , by contrast, performs multiple tests by targeting different computations
and combines them to extract the sub-key from a single power measurement. Horizontal DPA thus
focuses on intermediate computations that use variables var; (i € 1,2,...,n) that all depend on
the public input and the same sub-key. The main challenge of applying Horizontal DPA is in find-
ing multiple tests to be performed within a single computation that will leak the same sub-key.
Such approaches have been successfully applied to modular exponentiation [20] and elliptic curve
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Fig. 1. Vertical DPA (a) targets a single intermediate computation and seeks correlation across multiple traces
each using a distinct input, while Horizontal DPA (b) targets multiple intermediate computations within a
trace and seeks a correlation among them.

multiplication [12], but lattice arithmetic is based on fundamentally different computations for
which the horizontal side-channel vulnerabilities are unknown.

In our prior work [9], we demonstrated, for the first time, that lattice arithmetic used in key ex-
change protocols is vulnerable to Horizontal DPA attacks.! Specifically, we demonstrated that the
matrix multiplication used in these protocols have a large number of intermediate computations
that depend on the same sub-key. A straightforward attack on these operations, however, causes
false positives because similar sub-keys will produce similar multiplication output (e.g., sub-keys
of “1” and “2” will generate the same values shifted by one binary digit). We showed that an adver-
sary can address this limitation and still succeed by using a novel attack that targets intermediate
state updates of these multiplications starting from the first sub-key to successively recover a chain
of subsequent sub-keys. We validated that such an attack effectively removes false positives after
the first sub-key.

This article extends our prior work by addressing its limitations in the following ways. First,
a new variant of the protocol we previously targeted has since emerged. Second, the attack we
proposed was focusing on hardware accelerators while the vulnerability of the software-based de-
signs was unexplored. Third, our previous attack required a large number of sub-traces to succeed
and thus may not extend to high-noise platforms.

We analyze the feasibility of the proposed attacks not only on a key exchange protocol
(Frodo [15]) but also a key encapsulation mechanism (FrodoKEM [2]), which both rely on the learn-
ing with errors problem over generic, algebraically unstructured lattices. While Frodo was the orig-
inal algorithm implementing a key exchange protocol, FrodoKEM is its key encapsulation variant
submitted to the NIST post-quantum cryptography standardization process. These protocols are
designed to be “conservative (in security level) yet practical (in implementations)” making them
high profile candidates. Indeed, the original Frodo algorithm has been used in HTTPS/TLS connec-
tions and its NIST submission has passed to the final, Round-3 phase as an alternative candidate.
Moreover, FrodoKEM is currently being recommended by the German Federal Office for Informa-
tion Security as a desired algorithm to achieve quantum-safe communications [23]. Since KEMs
have a dynamic generation mechanism for every key, they are useful for TLS handshakes with
perfect forward secrecy [2]. Both Frodo and FrodoKEM protocols perform matrix multiplications
between a secret ephemeral value and a public input, making them susceptible to the proposed
attacks. Once the ephemeral secret is discovered with the proposed attack, we show that an ad-
versary can recover the secret key in these protocols. We, furthermore, show that both parties
engaged in the key exchange protocol are vulnerable to our attack.

1Our earlier work also studies the polynomial multiplication in NewHope but it is dropped from this article to focus on
Round-3 NIST candidates and to candidates that do not use NTT based multiplications.
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To test the practical validity of our attacks, we design the matrix multiplication in both hardware
and software realizations using the specific parameter sets of the two protocols, and we apply the
attack using real power measurements taken from a SAKURA-G FPGA platform. We validate that
the number of horizontal tests, which can be 752 for Frodo and 1344 for FrodoKEM, is sufficient to
extract the key. The results show that the proposed attack is able to recover secret key coefficients
with over 99% probability for both hardware and software realizations. Our earlier methodology,
which we now extend to FrodoKEM and RISC-V based software implementations, had been verified
by third-party evaluators in a peer-reviewed publication [16].

Finally, we improve our previous attack [9] by pre-characterizing the power profile of the de-
vice. This enhanced attack configures the device with all possible sub-keys and uses template
profiling [19] to extract the target device’s power measurement behavior, which is then compared
with sub-traces of the unknown sub-keys to estimate their value. We augment the efficiency of
the template attack with a Sum of Squared Differences (SOSD) technique to rank and select the
time samples that carry more information for the side-channel analysis. Compared with our prior
attack, although the enhanced version is less generic, i.e., tuned for the specific target device, it
requires fewer sub-traces and thus can also succeed on higher-noise platforms.

In summary, we make the following extensions and contributions in this article:

— We have implemented designs using the latest available Round-3 specification of FrodoKEM
and evaluated them under our horizontal attacks. We analyze FrodoKEM and demonstrate
that it has a similar vulnerability and can be successfully attacked with our technique.

— We have implemented the targeted computations of FrodoKEM in software and ported it on
a RISC-V based softcore processor on the SAKURA-G FPGA. We analyze the generated soft-
ware assembly code for the RISC-V Instruction Set Architecture (ISA) and reveal the vul-
nerability of the software implementation to the proposed attacks. Subsequently, we repeat
the horizontal DPA attack on the software realization’s power measurements and quantify
that the attack still works with a single trace but needs 76% more intermediate computations
to achieve the same accuracy.

— We have developed a new attack based on template profiling on the software realization and
compared its effectiveness to the horizontal DPA. The results show that the template attack
can reduce the number of tests needed to extract a secret key coefficient by 88.6%.

The rest of the article is organized as follows. Section 2 describes the threat model of DPA and
provides a background on power side-channels as well as the related work. Section 3 analyzes
the protocols under attack. Section 4 outlines the proposed attack. Section 5 shows the details
of hardware architectures used in analysis and evaluates the attack efficiency with measurements.
Section 6 extends the proposed attacks to a software realization on a RISC-V based softcore proces-
sor on the same FPGA and develops a template attack enhancement over horizontal DPA. Section
7 discusses the limitations and countermeasures of our attack and Section 8 concludes the article.

2 THREAT MODEL AND RELATED WORK

In this section, we cover the background material related to our threat model and prior work.

2.1 Threat Model

Our threat model follows the typical power side-channel model of prior work [6, 21, 34, 43, 46, 47,
51, 53, 56, 57, 61, 66]. The adversary in DPA attacks has physical access to the device and can read
power measurements as the device computes the cryptographic routine. Therefore, the adversary
is equipped with a reasonable measurement setup that can obtain power consumption information
several times within a clock period. In our experimental setup, which targets a device operating in
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the MHz frequency range, a low-end digital oscilloscope with passive probes is sufficient to apply
the attack.

We assume that the attacker in our model can record a single power measurement of the
entire application (e.g., HTTPS/TLS) that uses the key exchange protocol or key encapsulation
mechanism. We also assume that the DPA adversary knows details of hardware architecture, such
as its data flow, parallelization and pipelining, and the details of the software such as its gener-
ated assembly. Therefore, unless there is a specific countermeasure to obfuscate the timing of the
underlying operations, the adversary can estimate when the targeted computations will likely oc-
cur and apply the attack around those clock cycles. Engineering aspects of locating cryptographic
routines (and specific operations inside those routines) among other applications within a system
have been described in prior work, both in the context of physical [10] and digital side-channels
[26, 65]. We do not cover this aspect in the scope of this work and assume that the adversary can
locate around which clock cycle to start the DPA analysis using prior techniques. Note that the ad-
versary does not have to know the exact timing information of side-channel leaks within the clock
period; it can exhaustively evaluate the attack on all sampling points within a period to identify
where the side-channel leak occurs.

We follow the assumption that the DPA adversary can eavesdrop on the communication to
record the public messages that are transmitted between parties involved in the protocol. We con-
duct the DPA attack on implementations with no conditional checks based on the value of sub-keys.
Therefore, the attacker cannot use timing side-channel leakage due to conditional branches. Yet
the DPA can still extract information from the data flow variations.

2.2 Related Work

Although power-based side-channel attacks have been an active area of research for the last two
decades [34], analysis of lattice-based constructions is relatively limited [3, 4, 6, 8, 14, 16, 21, 29, 31,
32,43,45-48,51,52,54,56,57,60-62, 66]. The scope of this work is power side-channels but we will
include EM side-channels in the related work as well since they both stem from the same source of
data-dependent Complementary Metal Oxide Silicon (CMOS) switching activity. These earlier
attacks typically consider other applications with lattices such as public-key decryption or digital
signatures while executing multi-trace attacks. In the conference version of this paper, we demon-
strated, for the first time, that lattice arithmetic used in key exchange protocols is vulnerable to
Horizontal DPA attacks that require a single power/EM measurement trace to break the system [9].
But our earlier approach had three limitations. First, the algorithm we analyzed has been changed
when it was submitted for the NIST’s post-quantum standardization contest. Second, we had ex-
clusively focused on hardware accelerator design, leaving the feasibility of the attack on software
implementations unknown. Third, we only had implemented a DPA-style attack, leaving the ca-
pabilities of more powerful, template-based attacks unexplored. We therefore extend our previous
conference paper in this work by addressing these three limitations.

Earlier single-trace attacks focus on other components such as the Number Theoretic Trans-
form (NTT) [32, 48, 51], discrete Gaussian sampling [21, 33, 64], rejection [45], message encod-
ing/decoding [3, 42, 54, 60, 62], and other related components used in lattice cryptosystems such
as the hash function [42, 54]. These attacks are orthogonal to our work. Single-trace attacks tar-
geting multiplication corroborates the results of our conference paper [16] and extends such at-
tacks to digital signature schemes [53] or other key encapsulation candidates [25]. Our work, fur-
thermore, evaluates the security of shuffling against single-trace attacks on lattice cryptography
multiplications. By contrast, earlier defenses on lattice-based cryptosystems primarily applies
masking [43, 56, 58] which is known to be insufficient against single-trace attacks [51].
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Fig. 2. Frodo key exchange protocol and the param-  Fig. 3. FrodoKEM key generation and the parameters
eters we select for its instantiation. We highlight the  we select for its instantiation. We highlight the tar-
target of DPA attack; the ephemeral secrets (S and  get of DPA attack; the ephemeral secret (S) is multi-
S’) are multiplied with a public value (A). plied with a public value (A).

3 THE TARGETED POST-QUANTUM PROTOCOLS

In this section, we summarize the key exchange protocol and the key encapsulation mechanism
that we attack.

3.1 Frodo: Post-Quantum Key Exchange Protocol

Key exchange protocols establish a unique, symmetric key between two or more parties.? Both
parties in these protocols use an ephemeral secret to generate some public information and share
it with the other party to successfully agree on the same key. The protocol is designed in such a
way that the adversary who eavesdrops on the public information cannot capture the established
key or recover the ephemeral secret values.

Figure 2 gives the description of Frodo, which relies on the learning-with-errors (LWE) prob-
lem. The algorithm deliberately picks LWE over R-LWE in case there is a future reduction in the
assumed difficulty of underlying R-LWE problems (this can occur due to the algebraic structure in
R-LWE). Therefore, Frodo works with matrices rather than polynomials. The matrix symbols are
denoted with capital Latin letters.

Alice starts by generating a public parameter (A) from a random seed, sampling the secret error
terms (S and E) from a specific distribution, and computing the message (B), which is sent, together
with the seed to Bob. Given B and A, it should not be feasible, either with a conventional or a
quantum computer, to compute the values of small error terms S and E due to the LWE problem
[55]. Bob then generates his share of the secret key (B’) by using his ephemeral error samples (S’
and E’) and sends it back to Alice. Alice and Bob now can agree on the secret value by evaluating
each others’ terms with their ephemeral secret shares. Since Alice and Bob will achieve a similar
but noisy term, they can reconcile by recovering from this noise through a thresholding scheme.
Interested readers can refer to the detailed description of the protocols [15].

Frodo has several parameter options depending on the desired security level. For our analysis,
the parameters for the Frodo are selected from the “Recommended” scheme [15]. This set uses

%Frodo is defined for two parties, hence we cover two party key exchange.
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matrices of sizesn X n,n X f, m X n,and m X @, where n, 1, and m are, respectively, 752, 8, and 8
with integer elements modulo 2'°. The error distribution is a Rényi divergence approximation to
a rounded continuous Gaussian with variance ¢ = 1.75, which is centered at 0 and has the output
range from —5 to 5.

3.2 FrodoKEM: Post-Quantum Key Encapsulation Mechanism

Key encapsulation mechanisms too establish symmetric keys between two parties. But the differ-
ence is that in key encapsulation protocols, a single party decides on the secret key and transmits
it securely by encrypting/encapsulating it with the destination’s public key. The designated party
then can use its secret key to decapsulate and obtain the secret key send for the session.

Figure 3 illustrates the key generation steps of FrodoKEM. The algorithm does not take any
inputs and generates the public key for the encapsulation and the secret key for the decapsulation
processes. The scheme first picks random seeds for the error terms (s and seedsg), and the public
values (seedp), and uses them to generate the error matrices (S” and E) and the large matrix (A)
for the LWE instance (B = AS + E). The packed value of B is published along with the seed of A
(seedy) as the public key, while the secret key components are s, (seeda), b, S, and pkh.

FrodoKEM has multiple parameter options based on the desired security level. We chose
FrodoKEM-1344 for our analysis which is the most secure version and its security matches or
exceeds the brute-force security of AES-256 [2].

FrodoKEM-1344 uses matrices of sizes nXn, nX i, m X, and m X i, where n, i1, and 1 are, respec-
tively, 1344, 8, and 8 with integer elements modulo 2¢. The error distribution is a Rényi divergence
approximation to a rounded continuous Gaussian with variance o*=1.4, which is centered at 0 and
has the output range from -6 to 6.

Note that we chose the most theoretically-secure versions of both Frodo and FrodoKEM, yet
these will interestingly turn out to be the least secure versions for side-channel analysis as we
describe in Section 4.

4 THE PROPOSED SIDE-CHANNEL ATTACKS

In this section, we highlight the target operation of our Horizontal DPA. Then, we give a high-level
description of our attack and discuss how to address its challenges.

4.1 Protocol Operations Under Attack

Figure 2 highlights the possible points of attacks for our Horizontal DPA on Frodo. We focus on
the multiplication of public value A with the ephemeral secret S or S’. The target operation for
Frodo is therefore a matrix multiplication of the public value A with the ephemeral secret S or §’.
This is multiplication of a size 752 X 752 matrix with a size 752 X 8 or 8 X 752 matrix.

Note that both Alice and Bob in Frodo can be attacked using this approach. Once the adversary
recovers the ephemeral secret, extracting the exchanged secret key becomes trivial. For Frodo, an
adversary attacking Alice can compute K =Rec(B’S,C) and an adversary attacking Bob can first
recover V (without the small error of E”’), and then generate K = [ V],s since | V]ys = [V-E"];5.

Figure 3 highlights the possible point of attack for FrodoKEM. Our attack, again, aims at the ma-
trix multiplication of the public value A with the secret key’s component S. This time, however, the
size of the matrices are larger and hence each element of S gets multiplied with 1344 coefficients of
A. If the adversary recovers S, it can repeat the sequence of decapsulation operations and extract
the shared secret ss in FrodoKEM [2] for all sessions using a valid ciphertext. Since each key gen-
eration will use fresh randomness, the attack still has the single-trace limitation. Using this attack,
encapsulation or decapsulation parts of FrodoKEM can also be targeted. The decapsulation may
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Fig. 4. An example of Horizontal DPA attack on the matrix multiplication. The correct guess reveals the
coefficients of the secret matrix (S) by targeting the intermediate sum updates.

use the same secret key more than once but the single-trace attacks are still valuable as they can
bypass masking style defenses that intends protecting multi-trace attacks on decapsulation [48].

We do not claim that the single-trace vulnerabilities are only at the matrix multiplication. Indeed,
other parts of the algorithm such as the hash function [27] or message encoding [60] can also be
vulnerable to singe-trace attacks but these are orthogonal threats that have already been shown
and thus are out of our scope.

4.2 The Crux of Horizontal DPA on Multiplication

Figure 4 illustrates the main idea behind our Horizontal DPA attack on the matrix multiplication.
For simplicity, this example uses a matrix of size 3 X 3 and 3 X 1. The figure reflects the matrix
multiplication of the public matrix (e.g., A) with an ephemeral secret matrix (e.g., S). The matrix
multiplication has two main parts:

(1) Generating Partial Products: Fach column of multiplication in Figure 4 corresponds to
the product of a single secret coeflicient of S with all coefficients of public matrix A; we
refer to this method as column-wise multiplication. We omit the reduction modulo ¢ again
and negative numbers for simplicity.

(2) Updating Intermediate Sum: The result of matrix multiplication is the addition of all
column-wise computations. Therefore, after a partial product is computed, its value has
to be accumulated into the intermediate sum that holds the result of previous column’s
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seed

partial
product

Fig. 5. Hardware architecture of operations under attack for Frodo.

computations. After all columns are processed, the value of the intermediate sum will be
the result of this operation.

Figure 4 highlights, in bold red, the first column of computations and its dependence on the
first secret coefficient (second and third column computations are depicted in green and blue, re-
spectively). The crux of our attack is to observe that all of these column operations rely on the
same coefficient of the secret matrix. The adversary, therefore, can effectively apply a Horizontal
DPA using these operations: it can make a hypothesis guess on a secret coefficient, compute the
hypothesis value for each intermediate computation, and test correlations between those values
and corresponding activity within the single power trace.

The main problem of applying DPA on the target lattice-based constructions is the false positives
of multiplication. Unlike the case of AES or other block ciphers where an S-BOX maximally diffuses
similar inputs, multiplications with similar values generate a correlated output. For example, if a
secret coefficient is “1” vs. “2”, the output of the multiplication will be shifted by one binary digit,
resulting in an output having the same Hamming weight unless there is a modular reduction. Even
when there is a modular reduction, the output changes by a single overflow bit if the modulo value
is a power of two, which is exactly the case for the modulo 2'> and 2'® multiplication of Frodo and
FrodoKEM, respectively.

The solution to this problem is to target the intermediate sum update and to extract one key
coefficient at a time, successively, starting from the first coefficient of the key. Since the interme-
diate sum for every coefficient is “0” in the first row, attacking these sums will be equivalent to
attacking partial product generation, hence resulting in false positives. However, due to the mod-
ular reductions, after the first row, there will only be a single guess that yields a high correlation
for each previous distinct guess. Therefore, our attack will form a string of possible keys, rather
than forming a tree having multiple independent false positives at each row of computations.

We elaborate on this phenomena with an example. For instance, assume that the operations are
modulo 256, the first and second known coeflicients are 100 and 100, and the first and second secret
coeflicients are 1 and 1, respectively. The first row multiplication then returns 100 (100 x 1 = 100).
Since the intermediate memory initially stores 0, the intermediate memory update also returns 100
(100 + 0 = 100). Therefore, when targeting first computations, secret coefficient guesses between “1”
vs. “2” causes false positives (100 vs. 200 has the same Hamming weight). For the second row, the
true multiplication results will be 100 and the intermediate update will be 200 (100 + 100). But the
guessed multiplication result for the guessed secret coefficient “2” will be 200 and the intermediate
update will be 54 (100 + 200 = 54 mod 256). Thus, the predicted activity of switching from 100 to 200
vs. switching from 100 to 54, corresponding to the guessed secret coefficients of 1 vs. 2, will have
different Hamming distances (i.e., the attacker will no longer observe the false positive). Note that
many other changes in the datapath and control signals occur along with the targeted change of
the accumulator register. But these changes add noise to the measurement, they do not eliminate
the observed leakage.
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PrcoScope 3000 Seres

Fig. 6. The evaluation setup for the side-channel experiments with the Picoscope 3206D oscilloscope.

In Figure 4, the correct string of guesses is 1—4—3, whereas the false strings are 2—8—6 and
—1——4—-3. There can only be k strings in total, where k is the number of true and false positives
at the first coefficient (i.e., 11 strings at the worst-case for Frodo). The correct key can be brute
forced among these k possible options.

The number of possible horizontal tests depends on the size of the matrices. Since the columns
A in Frodo have 752 coefficients, our attack can perform 752 tests for each key guess. For the
FrodoKEM key generation, our attack can conduct 1344 tests.

Note that our attack does not require enforcing specific patterns or values in the input (as in, e.g.,
Ravi et al. [54], Fouque et al. [24], and Xu et al. [62]) to estimate the secret key. This corresponds to
a known-plaintext attack instead of a chosen-plaintext. An adversary using our attack, therefore,
does not have to invoke or modify an encryption request. Instead, it can simply eavesdrop on the
communication (in addition to recording power consumption) to extract the secret key, which is
less likely to be detected with a higher-level detector in the system. Our attack is also possible on
both column-wise and row-wise matrix multiplications—Sections 5 and 6, respectively, apply the
attacks on these settings.

Another important feature of our attack is the implication of using larger keys to improve the-
oretical security. In both protocols, a future update on the parameter set, which typically occurs
due to disclosure of better attacks, can increase the matrix sizes of the keys—this improves the
effectiveness of our attack as it increases the number of tests for the horizontal analysis.

5 ATTACKING HARDWARE IMPLEMENTATIONS

In this section, we evaluate the effectiveness of our proposed Horizontal DPA attack on a dedicated
hardware implementation on FPGAs using real power measurements.

5.1 The Targeted Hardware Architecture

We primarily focus on resource-constrained applications in embedded devices, such as RFID, smart
cards, or IoT nodes. As such, we design and analyze coefficient-serial architectures that compute
a single coefficient of multiplication in a clock cycle. This design uses one multiplier as its main
processing unit. Therefore, it takes approximately m X n X n clock cycles to compute a matrix
multiplication of A-S.

Figure 5 shows the details of the hardware architecture for the matrix multiplications. As dis-
cussed in Section 4, both Frodo and FrodoKEM uses the same type of multiplications with some
differences in the sizes due to parameter specifications. The figure reflects the hardware design
for Frodo. The main processing unit is a multiplier to compute the partial products. The result of
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Fig. 7. Pre-processing of power traces for the Horizontal DPA for Frodo and generation of the hypotheses
table for one sub-key.

the partial product is accumulated to the previous value stored in intermediate memory, which
updates the intermediate sum. Since this instantiation use a modular reduction with a power of
two, the modulo operation is free, which is simply truncation of the adder output to logsq bits.

The size of matrix A creates a problem for the implementations. Since our target FPGA cannot
store the entire A due to BRAM limitations, it has to generate parts of it on-the-fly during the
computation of A-S. To do so, our architecture follows the guidelines of Frodo specifications [15],
and generates one column of A at a time and multiplies it with one row of S to compute the
partial results for the entire A-S matrix. Only then, does the hardware generate the next column
of A and repeat the same process until all the columns of A are swept. This approach minimizes
the required amount of storage for A.

The hardware architecture uses a generic modulo g sign conversion on secret key (S) coefficients
to handle the sign arithmetic; a similar approach is also taken by prior work on an area-optimized
lattice-hardware design [50]. There are two reasons for this approach. First, it allows to mitigate
zero-value attacks on lattice arithmetic ([57], Appendix A) when a secret coefficient is equal to 0,
and second, it enables achieving a modular design, independent of the size of coefficients. Since
the multiplication and additions are mapped to a DSP unit, which can compute up to a 18-bit
multiplication and 48-bit addition, converting S coefficients into log,q bits does not carry an area
overhead.

The hardware architecture we propose is implemented in Verilog HDL and mapped on to the
Xilinx Spartan-6 XC6SLX75 FPGA. The synthesis, placement, and routing of the proposed de-
signs to the target FPGA is performed using Xilinx Integrated Synthesis Environment (ISE)
version 14.6.

5.2 Evaluation Setup

To evaluate the power attacks in a real environment, we ported our hardware implementation on
the SAKURA-G board, which includes a Xilinx Spartan-6 (XC6SLX75-2CSG484C) FPGA. We will,
specifically, evaluate the hardware design for the Frodo algorithm. Figure 6 shows our evaluational
setup. We measure the voltage drop on a 1-Q resistance and make use of the on-board amplifiers
on the SAKURA-G platform to measure power consumption. The measurements for DPA analysis
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are taken using a low-end Oscilloscope (SDS1102X Digital Oscilloscope) that can sample at 2 ns
intervals (500 MS/s) with two active channels. We use the first channel for power measurements
and the second channel to trigger the oscilloscope to start recording. The design is clocked at a
constant 1.5 MHz operating frequency.

Prior to DPA, the adversary has to pre-process the power measurement and divide it into smaller
parts for the DPA targeted operations. Figure 7 shows the entire power trace, which is then zoomed
into the regions of interest. We empirically find applying a 20 MHz low pass filter on the measured
signal to be very useful as it reduces noise and achieves better detection result. We then divide
the power traces into pieces of one clock period, which we refer to as sub-trace. To synchronize
these divided sub-traces, we find the minimum point within each sub-trace and synchronize by
fixing that point in the sub-trace to a certain clock index. Moreover, to avoid missing sub-traces, we
divided the sub-traces 10% shorter than the actual cycle length and searched for the next minimum
point (i.e., the beginning of the next sub-trace) starting there. Note that this does not affect the
results since the leakages are at the beginning of the clock cycle where the registers are updated at
the rising edge. Figure 7 also shows an example hypotheses table for one sub-key of Frodo. Note
that there are 11 possible values for each sub-key of S and as many sub-trace as there are modular
multiplication, i.e., there are 752 possible tests for each key guess.

Power models in our analysis use the Hamming distance of the registers and we consider all
registers in the datapath. We use the Pearson correlation coefficient based distinguisher for the
differential side-channel attack [17]. This test aims at differentiating populations through their
covariance, i.e., by checking if deviations from mean occur in a similar fashion. Correlation trace
ri,j for a sub-key guess i is defined as follows:

X [(hai =) (ta - 5)]
ri,j = — —="
\/fo:l (hai =) 20, (ta; - 1)

where D is the number of traces each having T data points,’ 4 ; is a power trace with 0 < d < D
and 0 < j < T, E is the mean power trace, hg ; is a power estimate (Hamming distance of the

(1)

target register) of trace d for the key guess value i, and h; is the mean power estimate. The result
ri,j returns a correlation trace with values between [—1,1] that estimates the linear relationship
between the sub-key guess r; and the power measurement for each guess i and time j. This trace
depicts the significance and the timing information of the DPA leak.

5.3 Empirical Validation of Attacks on Hardware

Figure 8 presents the evaluation results of our Horizontal DPA attack on the Frodo key exchange
protocol and validates the effects we discussed in Section 4.2. Figure 8(a) evaluate attacking the
first row of coeflicients. As expected, targeting partial product generation results in false positives
due to modular reduction with a power of two. However, the attacker has to subsequently extract
the key coefficients, starting from the first row, by targeting the intermediate memory update. The
results in Figure 8(b) illustrates that attacking the second row removes false positives; there is only
a single sub-key guess that crosses the threshold. Hence, from this row onwards, there is a single
true positive of the correlation test. This result validates our attack’s hypothesis by providing
empirical evidence.

3In our experiments, D can range between 0 and 1344 (i.e., the ring size), and T can range between 0 and 333 (i.e., clock
frequency divided by the oscilloscope sampling rate). To improve the success of our attack, we use 1344 for D. For conve-
nience, we chose 250 for T when attacking hardware and 300 for T when attacking software (since the leakage is at the
beginning of the clock cycle, we do not need to include the full clock period and any number higher than 200 would work).
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Fig. 8. Evaluation results of the proposed attack on Frodo. Correct key guesses are marked in bold red and
dashed lines mark the confidence interval of 99.99%. Attacking the first row of key (a) results in both true
and false positives on Frodo. Starting from the second row (b), false positives are eliminated. In all cases (c),
entire keys can be successfully extracted using our attack.

The success rate, shown in Figure 8(c), reflects the probability of successfully estimating coef-
ficients of an entire key, e.g., 752 X 8 elements of matrix S in Frodo. This value is calculated by
performing a hypothesis test on the difference of correlation coefficient for the correct guess vs.
incorrect key guess having the highest correlation—the details of computing this test between two
correlation coefficients are given in Mangard et al. [36]. The number of possible horizontal tests is
statistically sufficient to estimate the entire key.

6 ATTACKING SOFTWARE IMPLEMENTATIONS

In this section, we extend the proposed attacks to a software realization, build stronger attacks with
template profiling, and validate effectiveness on the same FPGA using real power measurements.
Although we are attacking a software implementation, the attack itself still abuses hardware be-
havior of power activity.

6.1 The Targeted Software Implementation

We have also implemented a software realization of the matrix multiplication, and applied this
in the context of executing the operations of FrodoKEM key generation as described in Section
3.2. Keeping the resource-constrained applications in mind, we have opted for a low-area RISC-V
based architecture and selected the PICORV32* for the implementation. PICORV32 has a simple,
area-optimized architecture with a single-issue, in-order core. We can implement the PicoRV32
core to support RV32E, RV32I, RV32IC, RV32IM, or RV32IMC configurations, which respectively

4Code obtained from https://github.com/cliffordwolf/picorv32 commit version e308982e18fc952a8d446ddb7ea8b70433a9
98c2.

ACM Transactions on Embedded Computing Systems, Vol. 20, No. 6, Article 110. Publication date: October 2021.


https://github.com/cliffordwolf/picorv32 commit version e308982e18fc952a8d446ddb7ea8b70433a998c2

110:14 F. Aydin et al.

1:mul a5a4a5 — intermediate product
2:slli a4,a5,0x10 generation

3:srli  a4,a4,0x10

4:lui  a5,0x8 — modular reduction
5:addi a5.a5-1

6: and a5,a4.a5

7:sh  a5.-46(s0)

8:lui a5 0xffffb

9: addi a4,0.,-16
10: add a4,a4,a5
11: 1w a5,-44(s0) __ intermediate sum
12:slli  a5,a5,0x1 update

13: add a5,a4,a5

14:Thu a4.-1056(a5)

15:1hu  a5-46(s0)

16: add _a5,a4,a5

17:slli  a4,a5,0x10

18:srli  a4,a4,0x10

19:lui  a5,0x8 — modular reduction

20: addi a5,a5-1
21:and a5,a4a5

Fig. 9. The related part of the RISC-V assembly code for the FrodoKEM matrix multiplication. The high-
lighted line in red shows the target operation of our DPA attack.

supports the instructions sets for 32-bit base integer (embedded), base integer, standard extension
for compressed instructions, and standard extension for integer multiplication and division. For
our analysis, we used the RV32IM, which provides the integer multiplication instruction. We also
set ENABLE_FAST_MUL parameter to 1. This enables picorv_32_pcpi_fast_mul core that provides
a single cycle multiplier.

We compile the matrix multiplication software C code for the PicoRV32 core using the RISC-V
software toolchain. We first compile the source files with riscv-gnu tool-chains, which are
referenced in the corresponding git repositories. The RISC-V gcc compiler compiles the software
from C/C++ source language code to object file. Based on target architecture and instruction set
support, P1coRV32 linker links the object files and generates the executable output. The PicoRV32
design requires dumping the resulting hex files to memory. Therefore, we use objcopy command
and a Python script to format the output of . tmp file into a . hex file, which is then dumped to the
memory of PicoRV32.

Figure 9 shows the related parts of the assembly dump file corresponding to the RISC-V assem-
bly instructions for the matrix multiplication kernel. As described before, the matrix multiplication
loop consists of two operations: generating partial products and updating intermediate sum. These
are succeeded by modular reductions (even though modulus is a power of two, a few operations
are needed to enforce bit alignment and overflow prevention). In RISC-V assembly, the entire com-
putations during the calculation of an intermediate sum (excluding initial load and storing the
resulting value) corresponds to a sequence of 21 instructions starting with the modular multipli-
cation. The figure highlights the targeted operation of our attack in RISC-V assembly with the red
color. The 16th operation is the targeted computation of our attack: the update of the intermedi-
ate sum by adding currently stored value and the generated partial product. This performs the
same add operation in the dedicated hardware design. Note that there are other potentially leaky
instructions and we conduct a more comprehensive analysis in Section 6.3 via template attacks.
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Fig. 11. Evaluation results of the proposed attack on FrodoKEM. Correct key guesses are marked in bold red
and dashed lines mark the confidence interval of 99.99%. The sub-key can be successfully extracted using
our attack.

6.2 Empirical Validation of Attacks on Software

We use the same FPGA as in Section 5.2 but we obtain the power measurements with a different
oscilloscope—the Picoscope 3206D—because the software implementation takes much longer to
execute creating longer power measurements that cannot be stored with the on-device memory
of SDS1102X Digital Oscilloscope. The sampling frequency of the Picoscope 3206D oscilloscope is
set to 500 MHz. A higher sampling frequency leads to memory storage challenges.

Figure 10(a) shows the power measurements corresponding to the first five loop iterations. The
figure also marks where within this execution the targeted “add” instructions occur. The sub-traces
of 1 cycle in length associated with these operations are isolated with post-processing (see Fig-
ure 10(b)) and the horizontal DPA table is organized as in Section 5.2.

Figure 11 quantifies our attack’s results on the software implementation. This attack aims at
the second row of the secret matrix S and thus removes the false positives just like the attack on
the dedicated hardware. The results here show that the available 1,344 tests are indeed statisti-
cally sufficient to extract the secret coefficient as around 530 sub-traces the correlation coefficient
crosses the 99.99% significance threshold. However, the attack here is less successful (by about 76%)
compared with the attack on hardware. Given that the core multiplication operations are similar
in the two protocols, we believe that the primary reason for this reduction could be the added
control overhead and non-secret-data-dependent units (e.g., instruction fetch and decode) of the
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(b) using the highest 5 POls. TA result (c) using the highest 15 POls. TA result (d) using the highest 30 POls.

processor increasing microarchitectural noise. The effect of control overhead and non-secret-data-
dependent unit may change across sub-traces. But if there are certain distinctive features of these
activities, e.g., in the frequency or a higher dimensional domain, some more advanced attacks such
as frequency-based [37] or ML-based [63] can be implemented.

6.3 Improving Attack Effectiveness with Template Profiling

We next develop template based attacks to further improve the accuracy. This attack, however,
needs configuring the device with possible keys and profiling their power measurement behav-
ior. Once these templates are derived, the side-channel attack then calculates the probability of a
given power measurement belonging to each template and chooses the one that maximizes the
probability.

Our template attack is expected to outperform the DPA because it uses more than a single time
stamp in the power measurement profile whereas DPA independently tests each sample in the time
domain. This is especially important for software implementation as there are multiple instructions
that correspond to the processing of the secret-dependent data and thus multiple points in time
that are potentially leaky:.

Unfortunately, a template attack using all time samples is typically inefficient [22]. A successful
attack has to select a subset of these samples and the selection should not be random. We there-
fore conduct a SOSD based technique to rank the points that are important for the side-channel
analysis [22]. These points are called the Points of Interests (POIs). This technique applies the
sum of squared operations to means of all power traces. For every sample i in a number of power
traces t;..t; that are collected using different secret keys k, we find mean power M in Equation (2).
Then, we calculate SOSD in Equation (3) for each sample points.

1 &
My,; = T tj.is ()
k=
SOSD; = ) (M, i = Mg, )" (3)
k1, k2

We select trace samples that correspond to indexes of the highest SOSD values. The high SOSD
value means that the variation of power consumption is high at these samples potentially due to
the higher leakage. We use these selected trace samples at both the template profiling and attack
stages. For the profiling step, we calculate variance of power v, in Equation (4), and covariance in
Equation (5) cs, s: at every pair of the selected trace (s; and s;) for creating the covariance matrix
S; with the Equation (6).
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During the attack stage, we apply the multivariate normal probability density function
(MVNPDF) using the selected samples of attacked traces r,, and calculated mean M;, and covari-
ance matrix Ss, values at the profiling stage. We finally sum the log of the normal distribution N
as in Equation (7) to avoid numerical errors that occur if the results of MVNPDF are too large. The
index of the matrix Py with the highest value corresponds to the predicted sub-key guess.

k
Py = ZlogN(rj,si,Msi,ssi). )

j=0
Figure 12 shows the SOSD trace (a) along with the results of our template attack with 5 (b),
15 (c), and 30 (d) POIs. As expected, the template attacks do outperform the horizontal DPA
attacks. While the DPA achieves a 100% success rate after 530 sub-traces, the template attack
only needs 60-100 sub-traces based on the number of POIs, corresponding to an 81.1%—-86.6%
improvement. The results also quantify that selecting 15 POIs seems to be a better option than
5 or 30 POIs. The most likely explanation of this is that adding more POIs would eventually cause
adding points that show a high variation but those variations do not relate to secret data process-

ing.

6.4 Template Attack at Higher Operating Frequency

We evaluate the template attacks at a higher operating frequency of 24 MHz since the frequency
of many embedded RFID/MCU processors is about or below 24 MHz [13, 38]. Figure 13 shows the
view of a single sub-trace at 1.5 MHz clock frequency (a) and at 24 MHz clock frequency (b). The
length of the sub-trace in Figure 13(b) is less than (a) because the oscilloscope stores less samples
when the operating frequency of the FPGA increases. Figure 13(c) shows template attacks with
30 POIs at 24 MHz can still successfully break the system; however, it requires much more number
of sub-traces than at the low frequency implementation as expected.
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7 DISCUSSIONS
7.1 Attacking Other Lattice-Based Cryptosystems

Although the scope of this article is the matrix multiplication in lattice-based cryptosystems, our
Horizontal DPA has the potential to also break other lattice-based constructions such as the public-
key decryption. Even though the baseline design for these applications does not necessarily require
single-trace attacks as they work with long-term secret keys, masking, blinding, and re-keying
based DPA countermeasures can fail against single-trace attacks [51]. Therefore, our attack can be
used in the presence of such countermeasures. However, a potential problem may occur when im-
plementing our attack on schemes that work with smaller degree polynomials. These polynomials
would only allow a smaller number of horizontal tests and may thus require a better oscilloscope
or EM probing to reduce noise.

Our attack can also be applied on R-LWE schemes that use polynomial multiplication instead of
matrix multiplication. But such an attack would be possible on the regular (i.e., schoolbook) polyno-
mial multiplication. An alternative method to implement polynomial multiplication is using NTT,
which is essentially an arithmetic transformation possible to trade-off area for performance in
high-end application scenarios. Indeed, prior works favor schoolbook polynomial multiplication
over NTT for area-constrained platforms [50] while some works comment that it may even have
better performance than NTT in some corner cases [49] or yield to a higher operating frequency
due to its simplified control [18]. We note that our proposed attack is not directly applicable on
NTT-based multiplications but other single-trace attacks on NTT-based multiplications have also
been shown [45, 48]. Extensions of our proposed attack on various forms of NTT implementa-
tions [28, 39, 40, 44] are out of the scope of this work.

There are three remaining lattice-based post-quantum key-encapsulation finalists at NISTs stan-
dardization process. KYBER, whose security is based on the hardness of solving the LWE problem
over module lattices [7] uses NTT to efficiently multiply polynomials. Therefore, our attack is not
applicable to KYBER in a straightforward manner. NTRU is another lattice-based finalist. Although
NTRU originally is not anticipated for NTT multiplication, recent works have shown how to retro-
fit NTT into NTRU [1, 35]. SABER, whose security relies on the hardness of the Module Learning
With Rounding problem [11], is another remaining finalist. SABER uses schoolbook multiplica-
tions and thus resembles similarities to FrodoKEM. SABER is, therefore, potentially vulnerable to
our attack but will likely yield worse results given that SABER uses a smaller polynomial ring.
Extensions of our attack to NIST candidates or more broadly to other lattice-cryptosystems are
out of the scope of this work.

7.2 Possible Countermeasures

A common method to mitigate DPA attacks is to introduce randomness into the computations. In
our case, this can be achieved by randomizing the order of computations since the result of matrix
and polynomial multiplication is independent of the order in which partial products are gener-
ated. Another option might be to add dummy steps in the computation. These countermeasures
would encumber the adversaries’ capability to distinguish sub-traces within a power trace and to
associate them with corresponding sub-key guesses.

The defense proposed by Bos et al. is another alternative [16] to protect the system against single-
trace attacks. This method shuffles the order of operations (i.e., intermediate value updates) with a
fixed but random sequence. Therefore, it can work if the threat model relaxes the assumption on the
adversary by expecting that the hardware implementation details will be kept secret. We applied
an emulated version of shuffling-based defense to the FrodoKEM software-based implementation in
order to observe the effectiveness of our template attack. Figure 13(d) shows the results of template
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attack with 30 POIs at 1.5 MHz. The success rate of the template attack drops to about 7.69%
(random guess rate for —6 to 6 sub-key range).

8 CONCLUSION

Key exchange protocols and key encapsulation mechanisms are important cryptographic routines
for large-scale communication protocols. Just because these protocols may work with one-time
secrets or include masking defenses against multi-trace attacks, their single-trace side-channel
analysis cannot be overlooked. In this article, we validate that it is indeed a mistake to assume
such limitations would, by default, prevent single-trace side-channel attacks. As new key exchange
and encapsulation protocols are being formulated and deployed, their single-trace side-channel
evaluation (and not just SPA leaks) should play a role in the decision of their implementation
choices. This article shows that matrix multiplication is vulnerable to a novel side-channel attack.
Therefore, some form of countermeasure is required in their implementation.
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