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ABSTRACT

Acoustic communication is an increasingly popular alternative
to existing short-range wireless communication technologies for
mobile devices, such as NFC and QR codes. Unlike the current
standards, there are no requirements for extra hardware, lighting
conditions, or Internet connection. However, the audibility and
limited throughput of existing studies hinder their deployment on a
wide range of applications. In this paper, we aim to redesign acous-
tic communication mechanism to push the boundary of potential
throughput while keeping the inaudibility. Specifically, we propose
BatComm, a high-throughput and inaudible acoustic communica-
tion system for mobile devices capable of throughput rates 12x
higher than contemporary state-of-the-art acoustic communication
for mobile devices. We theoretically model the non-linearity of
microphone and use orthogonal frequency division multiplexing
(OFDM) to transmit data bits over multiple orthogonal channels
with an ultrasound frequency carrier. We also design a series of
techniques to mitigate interference caused by sources such as the
signal’s unbalanced frequency response, ambient noise, and un-
related residual signals created through OFDM, amplitude mod-
ulation (AM), and related processes. Extensive evaluations under
multiple realistic settings demonstrate that our inaudible acoustic
communication system can achieve over 47kbps within a 10cm com-
munication range. We also show the possibility of increasing the
communication range to room scale (i.e., around 2m) while main-
taining high-throughput and inaudibility. Our findings offer a new
direction for future inaudible acoustic communication techniques
to pursue in emerging mobile and IoT applications.
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1 INTRODUCTION

Short-range wireless communication for mobile devices has become
increasingly popular in recent years. It has been widely applied in
advertisement [25], financial transactions [10], and user authenti-
cation [26, 47]. Bluetooth, QR codes, and near field communication
(NFC) are among the most common choices, all with their own
unique advantages and limitations. Bluetooth is already available in
many mobile devices and covers a communication range up to 10m.
It requires a pairing process taking up to seconds and may drain
battery quickly if continuously turned-on [34]. QR codes and NFC
are developed for shorter communication ranges (around 1m and
10cm, respectively). Internet connections are usually needed for QR
codes because they can only carry a short url due to the limited
data storage capability. Cameras and proper lighting conditions are
also required to exchange QR data. Even worse, the QR code usually
requires an update whenever the transmitted contents change for
new url generation. NFC requires specific hardware components
(i.e., NFC chips) at the user side. Inexpensive phones less than $400
normally are incompatible with NFC infrastructures [8]. The price
of NFC reader is $50-$250 [40], also making it a prohibitively ex-
pensive option for wide deployment. Among these, Bluetooth and
OR codes are relatively economical for business owners [2, 36]. In
addition, Wi-Fi Direct can establish peer-to-peer connections for
sharing heavy content (e.g., streaming videos). However, it requires
a device-pairing process of a few seconds every time, resulting in a
great inconvenience for many “stop-and-go” application scenarios.

In comparison, acoustic communication is one of the most af-
fordable options with a charge of $10-$25 [12], depending on the
volume and frequency of signals. Besides, acoustic communication
can be enabled on any mobile and wearable devices without Inter-
net connection necessity and environmental constraints. Different
from Bluetooth and Wi-Fi Direct which establish a peer-to-peer
connection via a several-second device pairing, acoustic commu-
nication does not need a pairing process. Microphones can record
and process the signals as soon as they are transmitted from the
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Table 1: Comparison of existing communication solutions.

Method Specialized Internet Environment | Pairing
Hardware | Dependent Dependent Process
NFC v X X X
QR code X v 4 X
Bluetooth X X X v/
Wi-Fi Direct X X X v
Acoustic X X X X

speakers (in a short distance). We compare these short-range com-
munication technologies with more details in Table 1. Acoustic
communication thus would be another desirable complementary
option meeting various practical requirements. For commercial
examples, it can assist merchants looking to transact with anyone
who walks into their store in a low-cost manner, or for movie the-
aters hoping to send advertisements in dark environments. Acoustic
communication can also improve the quality of services for users
expecting fast and smooth device pairing, mobile payments, and
for customers wishing to only receive nearby broadcasts. Addition-
ally, for developing countries without high-end NFC-compatible
smartphones popularized, acoustic communication could become a
full replacement of traditional NFC. By simply holding their mobile
device close to a supported transmitter, users can receive all sorts of
information without the concern for Internet, complex user opera-
tion, hardware, or environmental constraints. Moreover, in vacation
destinations without Wi-Fi or cellular network provided, such as
national parks and beaches, ultrasound speakers can be deployed to
transmit maps and guidances to travelers. Acoustic communication
thus exhibits great potential to provide a lightweight solution for
large demographics of mobile device users anytime and anywhere.

The benefits of acoustic communication have compelled many
companies to invest in developing acoustic communication tech-
niques for various applications (e.g., highly-secure proximity pay-
ments, customer engagement services) [15, 35, 41, 44, 46]. For such
systems, high throughput and inaudibility are two key factors to
success. High-throughput communication can enable the delivery
of large digital files (e.g., audio, image, PDF file) instead of the
limited text message or url link. It can also save the time cost for
transmission and enable the deployment of more robust security
protocols requiring additional throughput budget. Inaudibility is
necessary to make the system unobtrusive to users.

Many applications could be facilitated if both high-throughput
and inaudibility were achieved simultaneously. Figure 1 illustrates
several representative ones. Acoustic communication is useful and
convenient especially when wireless network connection is unavail-
able and cellular services are intermittent. For example, in many na-
tional parks, high-throughput acoustic communication technology
could enable fast and convenient exchanges of dynamic location-
dependent information, such as local news, travel itineraries, maps,
and hotel reservations, etc. Retail stores, as another example, can
distribute detailed coupons and advertisements to customers in a
timely fashion. Additionally, high-throughput communication chan-
nel in the physical layer also provides a chance to add secure com-
munication protocols, enabling various applications that require
higher security levels such as sensitive information transmission,
mobile payment, and device pairing [16]. Moreover, BatComm pro-
vides a powerful complementary communication channel for the
devices equipped with microphones, making it a feasible substitute
for many NFC applications.
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Figure 1: Application scenarios of high-throughput and in-
audible near-field acoustic communication.
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In this paper, our objective is to develop a robust acoustic com-
munication system with both high-throughput (i.e., >47kbps) and
inaudibility, which provides a powerful complementary commu-
nication channel for the devices equipped with microphones. For
the proposed system, as shown in Figure 2, an ultrasound speaker
transmits an ultrasound frequency signal (e.g., >40kHz) carrying
the entire audio frequency band acoustic signal (i.e., 0-24kHz). By
incorporating non-linearity of microphones (i.e., described with
details in Section 3) into our technique, a nearby mobile or IoT
device can detect and receive signals that are modulated onto this
ultrasound frequency carrier. We also explore the opportunity of
increasing the communication range to room-scale (e.g., around
2m) to improve user experience (i.e., more easily position the phone
within the communication range) and satisfy the needs of some
applications requiring longer range.

Studies achieved a relatively high throughput (e.g., 1kbps [27, 55],
2.4kbps [33]) by using the audible acoustic frequency band (e.g.,
0-18kHz [27], 0-22kHz [33], 8-10kHz [55]). The audibility of these
techniques may disturb users and degrade the user experience.
The recordable frequency band is limited to half of the sampling
rate of audio hardware according to the Nyquist theorem [23].
Based on this principle, existing efforts used near-ultrasound fre-
quency band (i.e., approximately 17-22kHz) [21, 24, 39] to achieve
the inaudible communication with 44.1kHz sampling rate, and
the achieved throughput is up to 2.76kbps. BackDoor [37] verified
that ultrasound signals can be designed to be recordable with the
non-linearity of microphones and used for data transmission. The
communication throughput achieves up to 4kbps within 1m. Unlike
BackDoor, we design a robust near-field (i.e., 10cm) inaudible com-
munication solution that can achieve 12X higher throughput (i.e.,
>47kbps) to support another part of applications requiring either
less time cost (e.g., device pairing, mobile payment) or transmitting
large amounts of data (e.g., mobile advertisement). Our solution is
also scalable such that it can support meter-level range (i.e., around
2m), while maintaining up to 17.76kbps throughput.

To achieve the high throughput and inaudible communication
for general mobile devices with limited audio sampling rates (e.g.,
48kHz), BatComm (1) applies OFDM and AM to transmit data bits
on multiple ultrasound subcarriers concurrently; (2) reconstructs
the entire audio frequency band from the received ultrasound sig-
nal; and (3) employs a frequency band separation method to bet-
ter utilize frequency bandwidth. We theoretically and empirically
demonstrate that the unrelated residual signals produced by AM
under the non-linearity of microphones would interfere with the
signals transmitting on other OFDM subcarriers, which induces
errors in the received data. To address this issue, we propose an
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Figure 2: Illustration of inaudible acoustic communication
with off-the-shelf mobile devices.

elimination scheme, which elaborately modifies the OFDM wave-
form before AM, to eliminate the unrelated residual signals in the
recorded signals. To make BatComm robust in realistic settings
such as outdoor or noisy environments, we also apply a series of
techniques (e.g., differential phase shift keying (DPSK), preamble,
cyclic prefix, channel estimation, BCH code, interleaving) to handle
various interference and fading problems, including frequency se-
lective fading, time selective fading, inter-symbol interference, and
practical ambient noises. We also investigate the means of devel-
oping a room-scale range communication using multiple speakers.
The residual signals are eliminated at the receiver side by carefully
choosing the frequency band for robust communication. Our main
contributions are summarized as follows:

o To the best of our knowledge, we develop the first high-throughput
inaudible near-field acoustic communication system, BatComm,
applicable to general mobile devices. The achieved throughput
(i.e., over 47kbps) is 12x higher than existing acoustic communi-
cation solutions.

o In order to maximize the throughput while keeping inaudibility,
we theoretically model the non-linearity of the device’s inbuilt
microphone and innovatively use OFDM and AM to transmit data
over multiple narrow-band channels in an ultrasound frequency
band. The non-linearity of microphones can enable mobile de-
vices to recover modulated data on the entire audio frequency
band (i.e., <24kHz). We also propose a residual-signal elimination
scheme to mitigate the effect caused by the unrelated residual
signals produced by AM.

o We test the possibility of adapting our communication range
to serve room scale applications by leveraging two speakers to
play different segments of the same signal, eliminating audible
leakage while increasing the power of transmission.

e Extensive experiments in various realistic settings demonstrate
that BatComm can achieve high throughput and low BER, e.g.,
47.49kbps with 4.3% BER and 25.37kbps with 0.5% BER, at cen-
timeter level range and comparable throughput, i.e., 17.76kbps,
with 0.9% BER at up to 2.3m range.

2 BACKGROUND
2.1 Microphone System

A microphone on a COTS mobile device mainly consists of four
components, i.e., transducer, pre-amplifier, inbuilt low-pass filter
and analog-to-digital converter (ADC) [13]. When an acoustic signal
carries the energy towards a microphone, the transducer of the
microphone first transforms the mechanical sound waves to electric
signals through the electromagnetic induction [49]. Then, the pre-
amplifier enhances the electric signal to improve the signal-to-noise
ratio (SNR) of the signal transformed from sound waves. Next,
the inbuilt low-pass filter eliminates the high-frequency harmonic
components from the electric signals to match the sampling rate of
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ADC in the microphone. The inbuilt low-pass filter usually sets the
cut-off frequency as 24kHz due to the maximum sampling rate of
48kHz in the ADC of most widely-deployed mobile devices. After
that, ADC samples the electric signals and stores the values as
digital signals, which represents the recorded acoustic signals.

2.2 Non-linearity of Microphone

Due to the limited sampling rate (i.e., 48kHz) of COTS microphones,
most mobile devices can only record acoustic signals within a con-
fined frequency range (i.e., < 24kHz). However, when receiving
an ultrasound signal, the pre-amplifier of the microphone exhibits
non-linearity in the ultrasound frequency range [1, 9], enabling
the capture of ultrasound signals by inbuilt microphones. The non-
linearity of microphones can be modeled theoretically. Assume that
the microphone receives an acoustic signal s;,,. After the sound
is picked up and amplified by the microphone’s transducer and
pre-amplifier, the recorded signal syy; can be represented as:

Sout = AiSin + Z 5(f)Ai3§n
i=2 (0
Atsin + 8(f)Ags?

in’

Q

where A; is the energy gain for the i’ h order term and &( f)isan
indicator function. The value of §(f) is 1 when f is greater than
fo, where fp is the critical frequency of the non-linearity. Other-
wise, 8(f) equals to 0. We empirically find the critical frequency
fo = 18kHz in most commercial mobile devices. Although the
non-linear output is an infinite power series, the value of A; de-
creases with the increase of i and the third and higher order terms
are extremely small. Therefore, we only consider the linear and
quadratic terms. This indicates that the pre-amplifier generates addi-
tional frequency components, i.e., the quadratic term of Equation 1,
other than the original frequency component when the microphone
receives an ultrasound signal. The exhibited non-linearity of mi-
crophones demonstrates the feasibility of utilizing ultrasound for
communication. By selecting an appropriate modulation technique,
the modulated data bits carried on an ultrasound carrier can be
transmitted inconspicuously and recovered by commercial micro-
phones.

2.3 Speaker System and its Non-linearity

Sound playback is the reverse process of recording. Given a digital
signal as input, the digital-to-analog converter (DAC) produces the
analog signal and sends it to the amplifier. After enlarging the signal,
the speaker’s diaphragm oscillates according to the applied analog
signal to produce sound in the air. Similar to microphones, if the
transmit power at the speaker exceeds a threshold, non-linearities
at the speaker’s own diaphragm and amplifier can be triggered,
resulting in an audible leakage at the output of the speaker [38].
The audible leakage violates the inaudible requirement, which may
be obtrusive to users. To avoid audible leakage and maintain good
user experience, we operate BatComm at a low transmission power.

3 ACHIEVING HIGH THROUGHPUT WHILE
KEEPING INAUDIBILITY
3.1 Challenges

High-throughput and Inaudible Communication for General
Mobile Devices. The high-throughput of acoustic communication
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requires a wide frequency band for data transmission. However,
for most mobile devices, the inbuilt microphone only has a limited
ADC sampling rate (i.e., 48kHz), thus the device can only record
acoustic signals within 24kHz according to Nyquist theorem [23].
Conversely, in order to achieve inaudibility, a narrow frequency
band (i.e., 18-24kHz) is necessary for communication, which signif-
icantly reduces the possible throughput. Therefore, it is essential to
find a way to increase the frequency bandwidth for communication
to improve the throughput, while remaining within the confines of
inaudibility.

Robust Communication Under Various Environmental Fac-
tors. There are many environmental factors affecting the robust-
ness of acoustic communication systems. For instance, acoustic
frequency channels may be easily affected by other sound sources
in the environment, such as HVAC (Heating, Ventilation, Air Con-
ditioning) noises, people talking, etc. Moreover, due to the omni-
directional propagation of acoustic signals, acoustic communication
suffers from significant multipath effects, which may induce time-
and frequency-selective fading. Therefore, our system needs to
transmit data via acoustic channels in a way that is robust to these
noisy environments and signal interference factors.

3.2 Integrating Non-linearity with Signal
Multiplexing and Modulation Techniques

Achieving High Throughput based on OFDM. To achieve high-
throughput communication, we utilize OFDM technique to modu-
late the data signals on multiple subcarriers to convey multiple data
bits concurrently. Furthermore, the communication capability of an
OFDM system increases proportionally to the frequency bandwidth.
Therefore, our system aims at using the whole acoustic frequency
band, including both audible and inaudible ranges, to achieve high
throughput.

Enabling Inaudibility via AM Modulation and the Non-
linearity of Microphone. Due to the utilization of audible fre-
quency band in OFDM, directly transmitting the OFDM-multiplexed
signals remains audible in ambient areas. To make the acoustic
communication inaudible, we further integrate AM technique to
transmit audible OFDM-multiplexed signal via an ultrasonic carrier.
Specifically, we define the OFDM-multiplexed signal on the m? h
OFDM subcarrier (subcarrier frequency is f,) is: m(t) = cos (27 ft).
Then m(t) can be modulated with an ultrasound carrier signal
cos (2 fet) (fe > 2fm) through AM. The modulated signal is:

sin = cos(2x fet) - (1 + cos (27 fint)). (2)

Combined with the non-linearity of microphone, i.e., Equation 1,
we derive the signal so,; that is recorded by the device’s inbuilt
microphone as:

Sour =Aj cos(2rfct)
+%(COS(2ﬂ(fc + fm)t) + cosQu(fe — fm)t))

+ % (4cos(2mfimt) + 3cos(4xfct) + cos(4mfnt))
+%(cos(47r(fC + fm)t) + cos(4n(fc — fn)t)) ®)
+%(cos(2n’(2fc + fm)t) + cos(2m(2fc — fm)t))

3A
+=2,
4
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Figure 3: Illustration of the signals on the subcarrier f;,, af-
fected by the residual signal (e.g., f;, = 2fin).

From Equation 3, we find that the frequency components contain
fc: fc_fm’fc'*'fm:fms 2fe, 2fm) z(fc"'fm)) z(fc_fm)a 2fe +fms and
2fc — fm- Since f¢ (f¢ = 2fp,) is the ultrasound carrier frequency,
components with frequency f. can be eliminated with the low-pass
filter in the microphone. After that, the signal becomes:

Sour = Az cos(27 fit) + % cos(47 fimt) + % (4)
which only contains the frequency components f,;; and 2f;,. In
addition to the transmitted frequency component f;,, we note that
the induced component % cos(47 ft) may impact the OFDM sig-
nals on other specific subcarriers (i.e., subcarriers with frequency
2fm). It would lead to significant errors when the system recovers
the original signal m(t).

3.3 Eliminating Unrelated Residual Signals
Induced by AM Modulation

As shown in Equation 4, the unrelated frequency component 2 f,,
which we call unrelated residual signals, may greatly impact the
system’s capability to recover original signals as well as interfere
with OFDM signals transmitting over subcarriers of frequency 2 fy,.
We simulate a signal, consisting of two frequency components
(i.e., fm and f, = 2fp), that is transmitted with an ultrasound
carrier through AM modulation. As shown in Figure 3, we observe
that the received demodulated signal has great interference on the
frequency f, due to the induced unrelated residual signal.

To eliminate the residual signal, we elaborately modify the OFDM-
multiplexed signal before the AM modulation in the transmitter
side. According to Equations 1 and 2, the linear term (i.e., A1sin)
of the non-linearity model contains ultrasound frequency f; and
thus would be filtered out by the inbuilt low-pass filter of the micro-
phone. Hence, we only analyze the quadratic term (i.e., Ags?n) for
the elimination scheme design. Specifically, we define the analog
OFDM symbol waveform as s(t) that carried the data bits to be
transmitted. According to Equation 1, the quadratic term s¢ can be
represented as:

sq =Az(cos(2nfct) - (1+ s(0)))?

=%(1 +cos(4mfet)) + %(1 + cos(4mfe1))(2s(t) + s2(1)).

We observe that the first term (i.e., ﬂ(1 +cos(4x fct))) of Equation 5
only contains the ultrasound frequency component 2 f;., which can
be discarded due to the low-pass filter in the microphone. As s(t)
contains frequency components crossing all the OFDM subcarriers,
the second term (i.e., %(1 +cos(4r fot))(2s(t) +s2(t))) of Equation 5
would produce unrelated residual signals, as per Equation 3. In order
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scheme tion scheme

Figure 4: Image comparison between transmitted and received images without and with unrelated residual signal elimination

scheme (BER = 10.2% vs. BER = 0.3%).

to eliminate these residual signals, we use the following signal s (t)
to replace the OFDM symbol waveform s(¢) before AM modulation:

se(t) =v(s(t)+1) - 1. (6)

Therefore, we have 2s.(t) + (s¢(t))? = s(t), and Equation 5 would
be changed to:

sq = %(1 + cos(4r fet)) + %(1 + cos(4r fet))s(t). 7)

As a result, by removing components containing ultrasound fre-
quency f¢, only the component %s(t) can be preserved through
the microphone’s low-pass filter. By further modulating the modi-
fied OFDM signal (i.e., s¢(t)) with the ultrasound carrier through
AM, unrelated residual signals can be removed from the recorded
signal on the receiver side.

To validate whether the proposed scheme could eliminate the
unrelated residual signals, we conduct a simulation experiment in
which a software-defined transmitter (including OFDM, elimina-
tion scheme, and AM) and software-defined receiver (including
the microphone’s pre-amplifier with non-linearity, inbuilt low-pass
filter, and OFDM demodulation process) are implemented. We use
an additive white gaussian noise (AWGN) model in the communi-
cation channel and set the SNR to 36. A 6.4kB imagel, shown in
Figure 4(a), is sent from the transmitter to the receiver. Figures 4(b)
and 4(d) are the received images without and with the proposed
elimination scheme (i.e., using s(¢) as OFDM symbol waveform), re-
spectively. Since it is difficult to visually differentiate them, we show
the error comparisons without and with the elimination scheme
in Figures 4(c) (bit error rate (BER)=10.2%) and 4(e) (BER=0.3%).
This result demonstrates that the proposed elimination scheme
is effective at mitigating errors introduced by unrelated residual
signals. In addition, we carry out in-the-air experiments with our
proposed elimination scheme. When transmitting the same image,
we find the BER to be higher than the simulation results. This is
likely attributed to the ultrasound speaker’s frequency response,
which would dramatically decreases as transmission frequency in-
creases, making SNR lower in the high frequency band [5]. Such
a frequency-response deterioration is particularly obvious in our
system as the recovered signal at the receiver side would be scaled
down to %s(t) with respect to the transmitted signal s(t), as shown
in Equation 7. Consequentially, with a low frequency response in
the high frequency band, the signal strength of the received signal
can be greatly diminished, introducing significant errors if these
behaviors are not properly accounted for.

!Each pixel in the grayscale image contains 8 bits.
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3.4 Separating the Frequency Band of Acoustic
Signals for AM Modulation

To mitigate the effect caused by the aforementioned frequency-
response deterioration while keeping communication inconspic-
uous, we only modulate the OFDM signal in the audible band
(i.e., <fs) on the ultrasound carrier signal through AM modula-
tion, whereas the OFDM signal in the near-ultrasound band (i.e.,
>fs) would be directly transmitted. We leave the details of how to
choose fs in Section 5.4.

More specifically, as illustrated in Figure 5, the frequency band
for data transmission (i.e., f; ~ f3,) is separated by a breaking point
(i.e., fs)into two parts, which are f; ~ fs (i.e., audible band) and fs ~
fn (i.e., near-ultrasound band), respectively. For the audible band,
the signal is modulated on the ultrasound carrier signal (i.e., with the
frequency of f;) using AM modulation. After that, the frequencies
of the modulated signal are (f; — fs) ~ (fe — fi) fe, (fe + f1) ~
(fe + fs)- For the near-ultrasound band, the signal can be directly
transmitted. The two signals are played by a speaker simultaneously
and captured by the receiver to interpret. At the receiver side,
the signal in the audible band can be automatically demodulated
through the non-linearity of microphone, while the signal in the
near-ultrasound band can be captured by the microphone directly.
Therefore, the signal strength in the near-ultrasound band will not
be scaled down, and the required frequency of ultrasound carrier is
lower than before, both leading to a much higher overall SNR.

4 SYSTEM OVERVIEW

Transmitter Design. The transmitter is responsible for modulat-
ing data bits to an ultrasound signal for the high-throughput and
inaudible acoustic communication. The data bits are first encoded
with BCH error correction code [7] and further re-ordered through
an interleaving technique to counteract unpredicted errors dur-
ing signal propagation. Then, the encoded data is converted to
phase values through the digital modulation technique, i.e., DPSK.
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Figure 6: Architecture of BatComm.

To fully utilize the scarce frequency band for communication, the
OFDM technique is further applied to modulate the phase values
to multiple subcarriers for concurrent data transmission. During
OFDM, a pilot is inserted in the OFDM signals for channel es-
timation so as to mitigate the multipath effect on the received
signals. We then partition the OFDM signals into audible and near-
ultrasound components. For the audible frequency band signal, the
OFDM symbol waveform s(t) is modified to s (t) for elimination
of unrelated residual signals, which are generated through AM
under the non-linearity of microphones. Then the modified OFDM
symbol waveform s, (t) is modulated onto the ultrasound carrier
through AM for inaudible communication. For the near-ultrasound
frequency band signal, directly applying OFDM is sufficient to keep
the transmission below common hearing thresholds.

Receiver Design. The receiver in our system is a commercial
mobile/IoT device (e.g., a smartphone) with an inbuilt microphone,
which records and demodulates the received ultrasound signal to
receive data. The audible band signal can be automatically demod-
ulated, taking advantage of the non-linearity of the microphone,
while the near-ultrasound frequency band signal can be directly
recorded. To recover the transmitted signal in the full frequency
band, the receiver first performs demultiplexing on the recorded
OFDM waveform in order to extract phase values. The pre-inserted
pilot in the OFDM signals is used for channel estimation to elim-
inate multipath interference during this procedure. Afterwards,
the extracted phase values are mapped to digital data bits through
DPSK demodulation. Finally, the receiver performs error correction
on the digital data bits with the pre-inserted BCH code and the
interleaving matrix to mitigate the unpredicted errors.

5 TRANSMITTER DESIGN

5.1 Error Correction via BCH Codes and
Interleaving

The proposed acoustic communication may have unpredicted er-
rors (i.e., randomly distributed errors, burst errors) induced in the
propagation channel. To mitigate randomly distributed errors, we
choose BCH code [32], one of the most commonly used multi-
bit error correction code, to encode the digital data. Other error
correction mechanisms (e.g., Reed-Solomon code [53], Hamming
code [52]) are also feasible. Specifically, the digital data is encoded
with (N, K)-BCH code, where N is the length of the encoded data
and K is the length of original digital data. Moreover, errors usually
burst in particular domains of the signal, due to intensive noises
appearing in some specific frequency bands or time periods. To
address this problem, we further apply a matrix-based interleaving
approach [28] to interleave the data stream in a particular known
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order, which could convert bursts of errors into random-like er-
rors. Such an interleaving approach could greatly improve error
correction based on BCH codes when burst errors occur.

5.2 Digital Modulation based on DPSK

In order to transmit data in the air, the digital data bits should first be
modulated, which is necessary for digital-to-analog conversion. The
most commonly used digital modulation techniques are amplitude
shift keying (ASK), frequency shift keying (FSK) and phase shift
keying (PSK). ASK and FSK utilize the amplitude and frequency
of carrier signals to modulate the digital data bits, respectively.
However, due to the vulnerability to noises and the requirement of
wide bandwidth, they are impractical for acoustic communication.
PSK modulates data bits on several absolute phase values, which
is efficient to utilize the scarce acoustic spectrum. However, in
practical communication scenarios, the multipath propagation of
acoustic signals and ambient noise may induce unpredictable phase
shift on the signals, which leads to errors in the absolute phase
values. To solve this problem, we use DPSK [51] for the digital
modulation in our system, which shows satisfactory performance
in low SNR environments [31]. This is because DPSK facilitates
non-coherent demodulation, which does not need to keep track of
a reference wave for being more robust to the phase deviations in
practice.

5.3 Signal Multiplexing based on OFDM

Adding Preamble and Cyclic Prefix for Synchronization. To
ensure that the receiver can recover the complete data from acous-
tic signals, it is necessary for the receiver to precisely find the
beginning of each frame. To achieve synchronization, we divide
the data stream to be transmitted into a set of frames and insert a
preamble designed to follow the protocol of IEEE 802.11a [19] at
the beginning of each frame. Moreover, the multipath effect intro-
duces inter-symbol interference [11] between OFDM symbols. To
eliminate this interference, the transmitter adds a cyclic prefix in
the beginning of each symbol, which is designed as the last quarter
of the symbol. With the preamble and cyclic prefix, the receiver
can find the beginning of each frame and obtain OFDM symbols
precisely. The length of an OFDM symbol is 1, 280 digital samples.
Inserting Pilot for Channel Estimation. Due to the multi-
path propagation of omni-directional acoustic signals, there exist
time and frequency selective fading in the received signals [30]. To
mitigate the time selective fading induced by multipath propagation,
we insert pre-defined phase values, comb-type pilot, on one subcar-
rier (i.e., subcarrier #502 corresponding to 23.53kHz)%. The pilot
symbol, block-type pilot, is used to mitigate the frequency selective
fading at the receiver end, which is discussed in Section 6.1.
Frequency Band Selection to Resist Interference. Due to
the interference of ambient noises in the environment, parts of the
available acoustic frequency bands introduce significant errors in
the communication. Common sound sources (e.g., human speaking)
usually generate acoustic signals lying in the frequency of less than
8kHz [48]. On the other hand, commercial smartphones can only
record acoustic signals with frequency up to 24kHz, due to the
limited sampling rate. To achieve high-throughput communication

21024-point IFFT/FFT in OFDM could have 512 orthogonal subcarriers corresponding
to the bandwidth of 0-24kHz.
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while keeping our system resilient to daily noises, the operation
band for the OFDM subcarriers is chosen as 8.06-23.53kHz, corre-
sponding to the OFDM subcarrier #172 to #502 in our system.

5.4 Selection of Frequency Threshold in Band
Separation

As described in Section 3.4, we only modulate the OFDM waveform
in the audible band (i.e., f; ~ f5) on the ultrasound carrier signal
through AM modulation while transmitting the OFDM waveform
in the near-ultrasound band (i.e., fs ~ f;) directly. Hence, how to
appropriately choose the partitioning frequency of the spectrum
fs is critical. To keep the communication process inaudible, the
frequency band f; ~ fy should be beyond human hearing percep-
tion. Moreover, fs should be as small as possible to avoid signal
strength deterioration induced by non-linearity of microphone at
the receiver side. An existing study [3] shows the average sound
pressure level at which humans may begin to hear a 16kHz sig-
nal is 41.8dBSPL. We empirically demonstrate that the measured
sound pressures nearby our implemented transmitters are all below
40dBSPL, which is discussed in Section 8.2. As a result, we set the
partitioning of the spectrum, fs, as 16kHz. Specifically, the audible
band is 8.06-15.98kHz (i.e., the subcarrier #172 to #341), and the
near-ultrasound band is 16.03-23.53kHz (i.e., the subcarrier #342 to
#502). The audible band signal is then modulated using AM towards
inaudibility, which is discussed in Section 5.5.

5.5 Analog Modulation based on AM Towards
Inaudibility

The analog OFDM symbol waveform s(¢) needs to be modulated
onto an ultrasound carrier, so as to ensure communication is beyond
human perception. Particularly, as mentioned in Section 3, the
combination of OFDM and AM techniques would produce unrelated
residual signals, which would largely interfere with our system
and produce significant transmission errors. Hence, we use the
modified OFDM symbol waveform s, (t), as per Equation 6, before
AM modulation to eliminate the interference from the residual
signals. Then we use AM modulation to modulate s.(t) onto the
ultrasound carrier with frequency f, according to Equation 2.
Furthermore, the selection of the frequency f; is critical. This
is because a low carrier frequency induces overlapping between
the AM-modulated ultrasound signal and OFDM-multiplexed sig-
nal, while a high carrier frequency leads to low-power transmitted
signals, i.e. low SNR. As mentioned in Section 2.2, after the ultra-
sound is recorded by the microphone, the frequency components
(e.g., fc — fms fc + fms, fc) including the carrier frequency f; should
be filtered out by the inbuilt low-pass filter. It indicates that the
lowest frequency component (i.e., fo — fin) should be larger than
the cut-off frequency of the filter fy,; (i.e., 24kHz). Thus, we have
fe = feut + fm- According to Section 5.4, the operation bandwidth
of audible acoustic signal is around 8.06-15.98kHz. Therefore, the
carrier frequency should meet the requirement of f. > 40kHz.
Unless mentioned otherwise, we set f. = 40kHz in our system.

6 RECEIVER DESIGN
6.1 Signal Demultiplexing based on OFDM

Due to the non-linearity of the microphone and the design of our
residual signal elimination scheme, the OFDM waveform modulated
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on the ultrasound carrier could be automatically picked up by the
microphone, as mentioned in Section 3.2 and Section 3.3. Moreover,
the OFDM waveform transmitted in the near-ultrasound band (i.e.,
16.08-23.53kHz) can be captured by the microphone directly. In
BatComm, the receiver first detects the preamble in the received
signal to synchronize the OFDM frames, then demodulates the
signal through OFDM and finally performs channel estimation to
mitigate the multipath effect based on the pre-inserted pilot signal.

Preamble Detection and Synchronization. The receiver first
needs to detect the preamble of each OFDM frame so as to syn-
chronize the signal frames. Since the preamble is known to both
the transmitter and receiver, we apply correlation to detect the
preamble and find the beginning of the transmission [50]. Based
on the correlation values, the beginning of the preamble can be
found through the maximum value of correlation. After we detect
the beginning of each OFDM symbol, the receiver further removes
the cyclic prefix to extract the data from the signal. Since the cyclic
prefix serves as a guard between two successive OFDM symbols,
the inter-symbol interference can be eliminated by removing the
cyclic prefix. After that, the receiver demodulates the OFDM sym-
bols through FFT operation to derive the phase values for further
processing.

Pilot Detection and Channel Estimation. Due to the omni-
directional propagation property of sound, the unpredicted propa-
gation would introduce unexpected time and frequency selective
fading errors in received signals. To address this, the receiver per-
forms least square channel estimation [43] based on the pre-inserted
pilot, which is discussed in Section 5.3. Through such a channel
estimation, the multipath effect can be mitigated in the received
signals, which improves the robustness of communication.

6.2 Digital Demodulation & Error Correction

After demodulating the OFDM signals, the receiver then performs
digital demodulation based on DPSK to obtain the digital data bits.
Specifically, the receiver first derives the differential phase values
and extracts the digital data bits through the constellation mapping
scheme. After that, the receiver recovers the digital data bits through
interleaving. Since the dimension of the matrix for interleaving is
known to the receiver, the receiver performs reverse interleaving
to obtain the corrected-order data. Then, the receiver utilizes the
BCH code to correct the unpredicted errors in the digital data bits.

7 INCREASING COMMUNICATION RANGE

Although BatComm concentrates on inaudible acoustic communica-
tion in a near field, the capability of room-scale (e.g., several meters)
high-throughput inaudible acoustic communication, would greatly
extend its possible applications. We thus explore how to increase
the communication range while maintaining high-throughput and
inaudibility.

7.1 Challenges of Designing a Meter-Level
Communication

Increasing Transmission Power while Keeping Inaudibility.
To increase the communication range, one straightforward way is
to increase the power of transmission at the transmitter side (i.e., ul-
trasound speaker). However, enlarging the power can cause audible
leakage with the non-linearity of speakers [38]. When the power
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Figure 7: Illustration of the transmission process of room-
scale communication.

(volume) of the speaker exceeds a threshold, the non-linearity of
the speaker can be triggered. Some leaked low-frequency signals
caused by the non-linearity thus can be induced, thereby making
the outcoming signal audible.

Interference after Enlarging the Received Signal Strength.
As discussed in Section 3.1, we use the signal /s(¢) + 1—1 to replace
the OFDM multiplexed waveform s(t) to eliminate the residual
signals. This approach can effectively eliminate the residual signal
while using the full frequency band and OFDM for communication.
However, this significantly downgrades the strength of the usable
signal to %, which largely limits the communication range. A
different approach that can eliminate the residual signals without
sacrificing the signal strength is required.

7.2 Keeping Inaudibility while Enlarging
Power of Transmission

When we enlarge the power of transmission to lengthen the range of
communication, the audible leakage induced by the non-linearity
of speaker would also be triggered, as described in Section 2.3.
To achieve inaudibility with the non-linearity of the speaker, we
separate the AM modulated signal into two parts and use two
speakers to play them separately. The AM modulated signal s;,
(i-e., cos(2m fct)(1 + s(t))) is separated into s; = cos(27 f¢t) and
s2 = s(t)cos(2x fet), which are played by two ultrasound speakers
respectively. As shown in Figure 7, the frequency component of s;
is f¢. For simplicity, we define the frequency of s(¢) as fi,, i.e., s2 =
cos(27 fmt)cos(2x ft). The frequency components of sy include
fe — fm and fe + fim. Due to the non-linearity of speakers, the
frequency components of the signal played by the first speaker (i.e.,
Sour1) are fe and 2f.. Since they are both in the inaudible range,
Sour1 is inaudible to humans. The output of the second speaker is:

Sout2 =A1s2 + Azsg
=A1c08(27 fint)cos(27 fct) (8)
+Az(cos(27r fint)cos(27 fo1))2.

From Equation 8, we find that the frequency components are f; — fin,
fe + fms 2fc = 2fm, 2fc + 2fm, 2fm, and 2f¢. Since f (fe = 2fm)
is the frequency of ultrasound carrier, f; — fm, fe + fm, 2fc — 2fm.
2fc + 2fm, and 2f, are all inaudible to humans. To guarantee 2f,
is inaudible, we set 2 f;;, within the near-ultrasound band.

7.3 Residual Signal Elimination

To extend the communication range of the proposed system, it is
necessary to carefully design the techniques without reducing the
signal strength for data transmission. However, the aforementioned
residual signal elimination scheme (as mentioned in Section 3.3)
would downgrade the strength of the signal carrying data. Hence,
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we turn to another direction, i.e., carefully choosing data-carrying
frequency band and ultrasound carrier frequency, for ensuring the
transmission signal strength while eliminating the interference of
residual signals.

In particular, at the receiver side, a microphone records the out-
puts of the two ultrasound speakers, i.e., Sour1 + Sour2- Based on
the non-linearity of the microphone, the frequency components
of the received signal include an informative signal (i.e., fi,), high-
frequency residual signals (i.e., fc + fm, fc + 2fm, and fc + 3 fm),
and low-frequency residual signals (i.e., 2fm, fc — fm, fe — 2fm,
and f¢ — 3fm). Among them, high-frequency residual signal can
be automatically filtered out by the microphone’s low-pass filter.
On the other hand, the impacts of low-frequency residual signals
can be eliminated by distinctly separate them from the informative
signal, without interfering with each other. The key technique is to
choose a separating frequency f; and the carrier frequency f; for
independent data transmission on AM-modulated band and directly
transmitted band. Specifically, assume f,,, € [fj, fs]. To separate
2 fm from the informative signal, fs should satisfy:

fs <2f1. ©)
Moreover, other low-frequency residual signals, i.e., fo — fm, fec —

2fm, and fc — 3 fn, can be eliminated through carefully choosing
fc to avoid overlapping with f,, i.e.,

fe=fm = fss
fe=2fm < J1 (10)
fe=3fm < fI.

By solving Equation 10, we can obtain 2fs < fc < 3f;. Combined
with the aforementioned analysis, we could choose the f. satisfying
2fs < fe < 3f1, and the f; meeting f; < 2f;. With these choices,
the informative signal would not be overlapped by other residual
signals, and can be recovered at the receiver side.

8 PERFORMANCE EVALUATION
8.1 Experimental Setup & Methodology

Device and Setting. To evaluate the performance of BatComm, we
implement three settings of the transmitter to meet various appli-
cation requirements. In the frontend of these settings, we use three
types of ultrasound speakers (i.e., a commercial ultrasound speaker,
Vifa [5], a customized ultrasound speaker with 44-transducer ar-
ray, and a customized ultrasound speaker with 2 transducers) and
two types of amplifiers to transmit ultrasound signals, as shown in
Figure 8(a)-(c). To evaluate the impact of power, we use different
kinds of amplifiers for these setups. The output power of Vifa is
10W, while the other two customized speakers are amplified by an
Adafruit amplifier module [14] with 3.6W output. In addition, we
include two types of transducer arrays with different numbers of
transducers to study their impact on our system. We use commer-
cial off-the-shelf mobile devices (i.e., a Galaxy S6, a Galaxy Note 4,
and a Samsung Tab P7510) as receivers to evaluate BatComm. We
use the primary microphone, which is located at the bottom of the
devices, to record the acoustic signal. Unless otherwise mentioned,
the operation band for OFDM subcarriers is 8.06-23.53kHz, the
digital modulation scheme is 16DPSK, the carrier frequency f; for
AM is 40kHz and error correction is based on (63, 45)-BCH code.
We use the COTS ultrasound speaker and a Galaxy S6 phone as our



BatComm: Inaudible and High-throughput Acoustic Communication

(a) F Power (b)
— amplifier Ultrasound
speaker
Ultrasound
speaker
Power
amplifier
Receiver

©

SenSys 20, November 16-19, 2020, Virtual Event, Japan

(d

Receiver

Ultrasound
speakers

!OWCI'

Power amplifier

Ultrasound speaker

Figure 8: Illustration of four experimental settings with different types and numbers of ultrasound speakers (power cables
are not included). (a) COTS ultrasound speaker (Vifa); (b) Customized 44-transducer array; (c) Customized 2-transducer array;

and (d) Two ultrasound speakers for room-scale communication.
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default transmitter-receiver setting, unless mentioned otherwise.
The distance between the ultrasound speaker and the receiver (i.e.,
smartphone) is 3cm, which is natural and appropriate for a near-
field communication application. We also evaluate longer distances
(e.g., 5, 8, and 10cm), which is discussed in Section 8.2. In addi-
tion, we evaluate the performance of room-scale communication
using two ultrasound speakers as the transmitter, i.e., Vifa and a
customized ultrasound speaker with 44-transducer array, as shown
in Figure 8(d).

Data Collection. In order to evaluate BatComm and visually
check the occurrence of errors, we transmit various grayscale im-
ages (i.e., 6.4kB for each) from the transmitter to the receiver. In
each round of transmission, the transmitter transmits the modu-
lated data through ultrasound signals, and we repeatedly conduct 20
rounds of transmissions for each environmental setup with various
communication parameter settings. To test the impact of environ-
mental noises on BatComm, we perform the experiments in three
representative environments: lab, restaurant, and mall. In the lab
environment, there are HVAC noises with an average noise level
of 39.7dBSPL. In the restaurant environment, sources of noise in-
clude people making orders and eating, averaging at a noise level of
57.3dBSPL. The noise level of the mall environment is even higher,
with people walking and chatting over background music. Exper-
iments held in the mall lobby recorded an average noise level of
80.2dBSPL.

Evaluation Metrics. We mainly use three metrics to evaluate
the performance of BatComm. (1) Human Perception: Sound pres-
sure level measurements and subjective audibility ratings (i.e., user
study) are used to measure the human perception, which are pre-
sented as dBSPL and a score from 0-10, respectively; (2) Throughput:
Assume a data stream of D bits is transmitted from the transmitter

to the receiver with a time of T seconds. The throughput of acous-
tic communication is defined as % bits per second (bps); and (3)
Bit Error Rate (BER): Assume the system transmits n; bits digital
data. Due to noise, interference, distortion or bit synchronization
errors, n, bits data is altered during the communication. The BER
is defined as Z—j, which is presented as a percentage.

8.2 Overall System Performance

With the operation parameters in Section 8.1, BatComm can achieve
a throughput of 34.13kbps, which is over 8% higher than the state-of-
the-art solutions. Note that different environments and transmitter
settings do not affect the throughput of the communication system.
Human Perception. We conduct experiments to verify Bat-
Comm is beyond ordinary human hearing perception, both quanti-
tatively and qualitatively, through sound pressure measurements
and user studies, respectively. The lower bounds of human hearing
thresholds have been documented to be around 40dBSPL [6], at
which point most sounds cannot be perceived. In our experiments,
we measure the sound pressure in a quiet room using a Holdpeak
882a digital sound level meter [18]. We find the pressure to be
31.7dBSPL if BatComm is not transmitting data. When our system
is functioning, we measure sound levels at a distance of 1m from
our ultrasound speaker. With three types of implemented ultra-
sound speakers (i.e., the ones shown in Figure 8), we find the sound
levels to be 32.6dBSPL, 32.1dBSPL, and 31.8dBSPL, respectively,
all of which are below the accepted threshold for human hearing.
Additionally, we recruit 10 volunteers to evaluate the audibility
of our system in the same environment. Each volunteer is posi-
tioned 1m, 2m, and 3m from the ultrasound speaker and asked to
provide subjective audibility ratings for his/her perceived noises,
with 0 being silence, 1 being perceived as rustle of leaves and 10 as
the perception in noisy factories [4]. In every tested configuration,
all participants report silence (i.e., 0) during the communication
process, suggesting BatComm is inaudible to human hearing.
Interference with Nearby Microphone-based Applications.
Due to the same modality, BatComm may interfere with microphone-
based applications nearby (e.g., phone calls, video recordings). Sim-
ilar to human perception, we quantitatively and qualitatively val-
idate whether BatComm can coexist with other applications. We
use a sound level meter to measure the sound pressures at dif-
ferent ranges in the lab. When the range is 1m, the sound levels
are 41.2dBSPL, 41.1dBSPL, and 39.8dBSPL for the three types of
sound speakers respectively, which are only a little higher than
that of environmental noises (i.e., 39.7dBSPL). In a 2m range, the
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Figure 10: Performance of BatComm with different (a) bandwidth, (b) BCH settings, (c) digital modulation settings.
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Figure 11: Image comparison between transmitted (i.e., (a))
and received images (i.e., (b)), where BERs is 5.7% (Through-
put = 34.13kbps).

sound levels of recorded signals, i.e., 39.8dBSPL, 39.8dBSPL, and
39.7dBSPL, are almost the same as the environmental noise level.
Additionally, we use Galaxy S6 to record three pieces of music (60
seconds) in 1m when BatComm is on and off, respectively, and
ask 10 volunteers to differentiate if the music pieces are recorded
during our experiment. Only one volunteer reports that the music
pieces are different, but cannot tell where each music source come
from (i.e., whether BatComm is on or off). This result indicates that
BatComm can hardly cause noticeable interference in most cases.

Environments and Transmitter Settings. We evaluate the
BER of BatComm under different environments and transmitter
settings, as shown in Figure 9(a). It can be observed that the average
BER of BatComm in the quiet lab is 2.9% with standard derivation
less than 1%. For the 44-transducer array and 2-transducer array
settings, the average BERs are 3.6% and 5.7%, respectively. Figure 11
shows a set of transmitted and received images during the experi-
ments. We find that although the BER for the image transmission is
5.7%, the received image is clear for human recognition. This result
indicates that such a BER is satisfactory for acoustic communica-
tion. Moreover, all three settings achieve a satisfactory performance
(i.e., BER is less than 6%), indicating that BatComm can use various
ultrasound speakers at the transmitter end. Additionally, the system
performance degrades with the increase of background noise levels.
However, BatComm can still achieve an average BER of around 8%
in the noisy mall environment (with a noise level around 80dBSPL),
which indicates our system is robust to different environments. As
described in Section 5.3, to keep our system resilient to daily noises
whose frequencies are less than 8kHz, we choose the operation
band 8.06-23.53kHz, which cannot be interfered by common sound
sources (e.g., human speaking, music).

Transmitter-Receiver Distances and Environments. We also
evaluate the impact of distance between the transmitter and receiver
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on BatComm. Figure 9(b) shows the BER of BatComm under differ-
ent distances and environments. We observe that the BER of our
system slightly increases as the distance increases. This is because
as the propagation distance increases, SNR of the acoustic signals
decreases, which induces more errors in the recorded signals. In
the quiet lab environment, the average BER is around 5% with a
standard deviation of less than 2% under a distance between the
transmitter and receiver less than 8cm. Even for the mall, the BER
is 6.2% under the distance of less than 5cm. These results indicate
that BatComm can achieve high throughput with an acceptable
BER for almost all the near-field applications.

8.3 Impact of OFDM Bandwidth

The bandwidth for OFDM multiplexing directly affects the through-
put of the acoustic communication system. Also, since the back-
ground noises would impact the audible frequency band used in
OFDM, the bandwidth, especially the lower bound of bandwidth,
affects the BER of acoustic communication system. Hence, we eval-
uate the performance of BatComm under different bandwidths (i.e.,
different lower bound of the bandwidth). Figure 10(a) shows the
throughput and BER of BatComm under different bandwidths. We
can see that the throughput increases as the OFDM bandwidth
increases, which is consistent with the theoretical analysis. More-
over, it can be observed that the BER also slightly increases as
the OFDM bandwidth increases. This is because as the bandwidth
increases, the lower bound of bandwidth decreases. Hence, the
wider bandwidth introduces more errors in recorded signals and
would increase the BER of the system. However, even for the 20kHz
bandwidth of OFDM operation (4-24kHz), the average BER of Bat-
Comm achieves 6.1% with a standard deviation of 3.2%, while the
throughput of BatComm can achieve 42.18kbps, which indicates
satisfactory performance.
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8.4 Impact of BCH Code

In our system, BCH code is used to mitigate the unpredicted errors
in recorded signals. However, different BCH settings affect the
performance of the acoustic communication system. Particularly,
the digital data is encoded with (N, K)-BCH code, where N is the
length of encoded data bits, K is the length of original digital data
bits. Figure 10(b) shows the throughput and BER of BatComm
under different BCH settings. We observe that without BCH error
correction (i.e., (63, 63) BCH setting), BatComm can achieve a high
throughput of 47.49kbps, and the average BER is only 4.3% with a
standard deviation of 2.1%. By adding more BCH coding bits for
error correction, both throughput and BER would decrease. To meet
specific application requirements, we can use some particular BCH
settings to achieve a near-zero BER (e.g., 5.31kbps with 0.1% BER;
12.13kbps with 0.4% BER).

8.5 Impact of Digital Modulation

In BatComm, DPSK modulates data bits into phase values for the
digital modulation. Figure 10(c) shows the throughput and BER
of BatComm under different digital modulation settings. We can
see that both the throughput and BER increase when the digital
modulation setting changes from QDPSK to 256DPSK. Specifically,
for QDPSK and 16DPSK, the average BERs of our system are 0.7%
and 2.9% with a standard deviation of 0.3% and 0.8%, respectively,
which are satisfactory for acoustic communication. However, for
64DPSK and 256DPSK, although the throughputs are quite high (i.e.,
larger than 50kbps), the achieved BERs are not quite satisfactory
(i.e., higher than 17%). This is because when the digital modulation
setting changes from QDPSK to 256DPSK, the number of data bits
modulated by each phase increases, which narrows the difference
between adjacent phases. This makes the data bits modulated in
phase values highly possible to be misjudged.

8.6 Impact of Sampling Rate

To ensure that BatComm is capable of transmitting data to most
mobile devices, we evaluate the performance of our system using
three mobile devices (i.e., Galaxy S6, Galaxy Note 4, and a Samsung
Tab P7510) as receivers with different sampling rates (i.e., 44.1kHz
and 48kHz). According to the Nyquist theorem, different sampling
rates lead to different bandwidth for communication, which affects
the throughput. Specifically, the throughput of BatComm achieves
34.13kbps and 30.01kbps under 48kHz and 44.1kHz sampling rate,
respectively. The BERs of our system under different receiver sam-
pling rates are shown in Figure 12(a). We observe that the compa-
rable low BERs can be achieved under different sampling rates and
device models. Specifically, the overall BERs for the three receiver
models are 3.2% and 3.8% for 48kHz and 44.1kHz sampling rate,
respectively. These results demonstrate that BatComm is suitable
for most commerecial off-the-shelf mobile devices.

8.7 Impact of AM Carrier Frequency

As mentioned in Section 5.5, due to the limited frequency response
of ultrasound speakers, the ultrasound carrier frequency in AM
affects the performance of acoustic communication system. Since
the AM carrier frequency f should satisfy f; > 40kHz to avoid the
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Figure 13: BER of room-scale system under different envi-
ronments.

interference between ultrasound signal and automatically demod-
ulated signals, we evaluate the performance of BatComm under
different carrier frequencies larger than 40kHz. Figure 12(b) shows
the BER of BatComm under different AM carrier frequencies. We
can see that BER increases proportionally to AM carrier frequency.
This is because the response of the ultrasound speaker decreases
as the signal frequency increases, which leads to a lower SNR of
the received signal, and is consistent with our theoretical analysis.

8.8 Room-Scale Communication Performance

To evaluate the effectiveness of the proposed scheme, we conduct
experiments for the performance evaluation in a room-scale setting.
As shown in Figure 8(d), we implement the proposed scheme with
two ultrasound speakers (i.e., Vifa and a customized speaker with
44-transducer array) for the experiment. A dual-channel waveform
generator (Keysight 33500b series [42]) is used to drive the speakers.
We use a commercial mobile device (i.e., Galaxy S6) as receiver,
where the primary microphone located at the bottom of the device
is employed to record the signal. The operation band for OFDM
subcarriers is 12.04-23.53kHz (i.e., subcarrier #257 to #502). We
separate the band to AM-modulated band (i.e., 12.04-18.00kHz)
and directly transmitted band (i.e., 18.04-23.53kHz), and choose
the carrier frequency f; for AM as 36kHz, following the scheme as
mentioned in Section 7.3. The digital modulation scheme is QDPSK,
and error correction is not used. The data collection process is the
same as that in Section 8.1.

Figure 13 shows the performance of BatComm under different
distances between the transmitter and receiver in different envi-
ronments. We observe that the communication range can be up to
2.3m with 17.76kbps throughput without significant BER increase.
In lab environment, the BER remains below 1% within 2.3m. The
BER only slightly increases within the certain distance, and follows
by a sudden increase to around 5%. This is because as the prop-
agation distance increases, the signal strength decreases, which
induces more errors in the recorded signals. We also measure the
BERs under two kinds of noises to simulate two representative en-
vironments: restaurant and mall. We play the noises from a nearby
speaker at the intensities of 55.4dBSPL and 72.6dBSPL (which are
typical sound levels in the two environments) respectively for the
environment simulation. In both environments, the BER remains
under 2% within 2m, which shows similar performance with that
in lab environment. These indicate satisfactory performance in re-
sisting ambient noises. The reason lies in the difference frequency
band of noises and the proposed communication system. Through
spectral density analysis of noises, we find the main frequency
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components are within 4kHz, but our operation band lies above
12kHz.

9 DISCUSSION

Ultrasound Perception by Vulnerable Groups. Certain demo-
graphics may be sensitive to ultrasound signals, such as pets, young
children, or people afflicted with medical conditions such as hy-
peracusis. BatComm achieves inaudible acoustic communication
using 40kHz acoustic signals, which may induce discomfort in such
groups. According to existing studies [17, 22, 45], frequencies of
40kHz and sound intensity above 40dBSPL may be perceived by
those with sensitive hearing. However, the sound intensity of Bat-
Comm is lower than 40d BSPL within 1m distance, as demonstrated
in Section 8.2, minimizing potential disturbances.

Further Improvement of Performance. While our findings
demonstrate BatComm is capable of achieving unprecedented levels
of throughput for an acoustic communication system, we acknowl-
edge several aspects of our implementation can be further improved
upon. In the context of related acoustic communication systems, the
current BER is still a nontrivial concern on performance that war-
rants further reduction. To do so, we intend to explore techniques
such as the use of dual microphones at the receiver side, as well
as develop reliable, error-checking methods modeled on existing
protocols such as transmission control protocol (TCP). Specifically,
most commercial mobile devices are equipped with multiple micro-
phones, which are used for stereo recording and noise cancellation.
There is great potential in using these microphones to reduce in-
terference during acoustic communication, as verified by Jeub et
al. [20], and recording-quality calibration.

Bidirectional Communication. The aforementioned design
details of BatComm concentrate on realizing the physical layer of
a unidirectional acoustic communication system, with ultrasound
speakers as the transmitter and commercial mobile devices as the
receiver, which achieve the high-throughput and inaudibility si-
multaneously. In addition to the broadcasting manner, users may
demand a bidirectional channel, i.e., the data transmission could
be forwarded from either side to the other. BatComm can be easily
extended to support bidirectional communication between com-
mercial devices, as long as they are both equipped with ultrasound
speakers. With the on-going development of mobile devices, we be-
lieve ultrasound speakers will become commonplace in off-the-shelf
mobile devices in the near future, taking advantage of ultrasound-
based communication.

10 RELATED WORK

Audible Acoustic Communication. Early work [27] evaluated
the impact of digital modulation techniques, such as ASK and
FSK, on human perception to achieve human-pleasant commu-
nication with throughput up to 400bps. Then, PriWhisper [55] and
Dhwani [33] used jamming techniques with self-interference can-
cellation at the receiver to provide a secure acoustic communi-
cation channel between devices with throughputs of 1kbps and
2.4kbps. The communication ranges are 15c¢m [55] and 30cm [33],
respectively. Audible studies may be vulnerable to interference
from ambient noises and can distract the user.

Y. Bai, J. Liu, L. Lu, Y. Yang, Y. Chen, J. Yu

Inconspicuous Acoustic Communication. To improve the
user experience, other bodies of work disguised transmissions by
embedding data in daily sounds for acoustic communications. For
instance, existing studies embed data bits into music pieces imper-
ceptibly through OFDM multiplexing [29], audio files by modifying
the phases of original signal [54], and daily sounds without arous-
ing human perception [48]. The throughput achieved are around
40bps [29], 600bps [54], and 500bps [48], and the communication
ranges are 4m [29], 2m [54], and 10m [48]. These approaches hide
data in daily sounds, but may not be applicable in quiet environ-
ments.

Inaudible Acoustic Communication. Some existing studies
used the near-ultrasound band (i.e., 17-22kHz) to achieve inaudi-
ble acoustic communication. They employed the chirp binary or-
thogonal keying [24], chirp quaternary orthogonal keying [21],
and Gaussian minimum-shift keying [39] to implement a near-
ultrasound acoustic communication for mobile and wearable de-
vices. These studies enable 25m [24], 2.7m [21], and 1m [39] com-
munication range. However, these studies can only achieve low
throughputs (i.e., 15bps [24], 16bps [21], and 2.76kbps [39]) due
to the limited frequency band for inaudible acoustic communica-
tion, which is unsatisfactory for many emerging applications. Back-
Door [37] has shown initial success in leveraging the non-linearity
of microphones for inaudible acoustic communication. This work
achieves up to 1m communication range with 4kbps throughput.
Different from BackDoor, we mainly focus on near-field acoustic
communication and achieve a much higher throughput of over
47kbps. We also manifest the possibility of increasing the range to
2.3m with around 17kbps throughput.

11 CONCLUSION

We proposed BatComm, a new acoustic method that integrates
OFDM and AM techniques with microphone non-linearity to achieve
high-throughput and inaudible acoustic communication. BatComm
modifies the OFDM symbol waveform before AM to counteract
interference from residual signals and improve performance. This
allows for much higher throughput rates than existing propos-
als, opening the possibility for greater integration in practical ser-
vices such as mobile advertisement and payment. Additionally,
to mitigate noise in practical scenarios, a series of interference
reduction techniques (e.g., DPSK digital modulation, pilot-based
channel estimation, BCH error correction code, and interleaving)
are integrated into BatComm to improve robustness. Extensive ex-
periments demonstrated that BatComm achieved a throughput as
high as 47.49kbps, which is 12x higher than contemporary state-
of-the-art acoustic communication systems within a 10cm range.
We also explored the possibility of increasing the range up to 2.3m
with comparable throughput (i.e., 17.76kbps). We hope that elevat-
ing the possible throughput and range in acoustic communication
will inspire other researchers to follow suit, leading to new robust
techniques, use cases, and discoveries.
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