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ABSTRACT

Logic locking has demonstrated its potential to protect the intellec-

tual property of integrated circuits (ICs). The security strength of

logic locking is typically evaluated through functional and struc-

tural analysis-based attacks. There is limited work analyzing logic

locking techniques’ resilience against power-based side-channel

attacks. To fill this gap, we propose an attack flow for the corre-

lation power analysis (CPA) attack on the circuits encrypted with

transistor-level logic locking. Our case studies indicate that CPA

attacks outperform DPA attacks in terms of key recovery rate (KRR).

To improve the CPA attack resilience of an existing transistor-level

logic locking technique, we propose a logic-cone conjunction (LCC)

method to enlarge the key space and reduce the correlation between

the locking key and the power consumption of locked circuits. The

experimental results show that the LCC method successfully re-

duces the KRR from 100% to 0% by using cyclic logic structures. The

FPGA emulation indicates that the proposed method incurs 2.6%

more delay and 1.5% more power consumption than the baseline.
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· Security andprivacy→Keymanagement; Side-channel anal-

ysis and countermeasures; · Hardware→ Transistors.

KEYWORDS

Logic locking, CPA, DPA, guessing entropy, attack resilience.

ACM Reference Format:

Zhiming Zhang, Ivan Miketic, Emre Salman, and Qiaoyan Yu. 2021. Assess-

ing Correlation Power Analysis (CPA) Attack Resilience of Transistor-Level

Logic Locking. In Proceedings of the Great Lakes Symposium on VLSI 2021

(GLSVLSI ’21), June 22ś25, 2021, Virtual Event, USA. ACM, New York, NY,

USA, 6 pages. https://doi.org/10.1145/3453688.3461508

1 INTRODUCTION

Outsourcing modern integrated circuit (IC) manufacturing brings

security threats to the chip supply chain [12]. Untrusted IC foundries

having access to design source files could tamper with or reverse

engineer the original netlist. Various logic locking-based counter-

measures [2, 5, 9, 12] are used to mitigate intellectual property (IP)
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piracy attacks. Logic locking techniques utilize key-controlled logic

gates or transistors to encrypt the original design netlist.

Although logic locking has the potential to thwart IP piracy,

the ‘arm race’ is still going on between the enhancement of lock-

ing techniques and advanced attacks, such as Boolean Satisfia-

bility (SAT) based attacks, sensitization attacks, and key removal

attacks [6, 10, 13]. Most existing efforts focus on improving the

locking algorithms to thwart the attacks mentioned above. There is

limited work quantitatively assessing the resilience of logic locking

techniques against power-based side-channel analysis attacks. The

work [9] performs differential power analysis (DPA) attacks on gate-

level logic locking and concludes that the locking technique has a

natural defense capability against DPA attacks. However, that work

does not evaluate the logic locking technique in the context of the

correlation power analysis (CPA) attack, which is more advanced

than DPA. To facilitate the logic locking techniques to advance

further, we make the following contributions in this work:

• We expand the security analysis and quantitative assessment

from gate-level to transistor-level locking techniques.

• We propose a practical attack flow to enable the CPA attack

on the ICs protected with logic locking techniques. We fur-

ther compare the key recovery rate (KRR) of the proposed

CPA attack with that of the DPA attack introduced in [9].

• A logic-cone conjunction (LCC) is proposed to strengthen

the resilience of transistor-level locking against CPA attacks.

2 RELATED WORK

2.1 Gate- and Transistor-Level Logic Locking

Gate-level logic locking techniques shown in Fig. 1(a) insert key

gates to the original netlist so that the nets that the key gates

control will be altered if incorrect locking keys are applied [7, 9].

The transistor-level logic lockingmethod introduced in the work [2]

locks the pull-up and pull-down networks with PMOS and NMOS

transistors, respectively. A simplified version of that transistor-level

locking is depicted in Figs. 1(b) and (c). As shown, that transistor-

level logic locking has two configurations: PMOS serial locking

plus NMOS parallel locking (PSLNPL) and PMOS parallel locking

plus NMOS serial locking (PPLNSL). If a wrong key is applied to

the circuit locked with PSLNPL, the PMOS locking transistor is

turned off and the active NMOS locking transistor pulls the output

of the locked gate down to the ground. As a result, the wrong key

leads the gate output to be a constant 0. If the circuit is locked with

PPLNSL, the wrong key yields a constant 1 at the output.

2.2 Existing Attacks on Logic Locking

The existing attacks on logic locking fall into two categories: func-

tional or structural analysis-based attacks. The methods in the
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