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Abstract—It is well-known that GPS is vulnerable to signal
spoofing attacks. Although several spoofing detection techniques
exist, they are incapable of mitigation and recovery from stealthy
attackers. In this work, we present SemperFi, a single antenna
GPS receiver capable of tracking legitimate GPS satellite signals
and estimating the true location even against strong adversaries.
QOur design leverages a combination of the Extended Kalman
Filter based GPS failsafe mechanism built into majority of UAVs
and a custom designed legitimate signal retriever module to detect
and autonomously recover from majority of spoofing attacks.
We develop algorithms to carefully synthesize recovery signals
and extend the successive interference cancellation technique
to preserve the legitimate signal’s ToA, while eliminating the
attacker’s signal. For strong adversaries capable of stealthy and
seamless takeover, SemperFi uses brief maneuvers designed to
exploit the short-term stability of inertial sensors and identify
stealthy spoofing attacks. We implement SemperFi in GNSS-SDR,
an open-source software-defined GNSS receiver, and evaluate its
performance using UAV simulators, real drones, a variety of real-
world GPS datasets, as well as on various embedded platforms.
Our evaluation results indicate that in many scenarios, SemperFi
can identify adversarial peaks by executing flight patterns less
than 100 m long and recover the true location within 0.54s
(Jetson Xavier). We show that our receiver is secure against
both naive and stealthy spoofers who exploit inertial sensor
errors and execute seamless takeover attacks. Furthermore, we
design SemperFi as a pluggable module capable of generating
a spoofer-free GPS signal for processing on any commercial-off-
the-shelf GPS receiver available today. Finally, we release our
implementation to the community for usage and further research.

I. INTRODUCTION

Today, Global Positioning System (GPS) is critical to a
wide variety of safety and security-critical applications. The
use of GPS is so ubiquitous that it plays an enabling role in
14 out of 16 industries classified as critical infrastructure [|14]
by the US Department of Homeland Security. Due to the
lack of authentication in civilian navigation messages, GPS
is vulnerable to signal spoofing attacks. In a GPS signal
spoofing attack, the attacker transmits specially crafted signals
that imitate satellite signals with power high enough to over-
shadow the legitimate signals [21]]. Several researchers have
shown that it is possible to modify the course of ships [16],
unmanned aerial vehicles [69], and self-driving cars [20] by
simply spoofing GPS signals. There is also an increase in GPS
spoofing incidents [18] reported from around the world. For
example, there are reports of thousands of ships in Shanghai
falling victim to GPS spoofing [[19]]. There are also reports [|18]]
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of state actors using GPS spoofing and jamming in several
countries to disrupt everyday affairs. With the widespread
availability of software-defined radio and public GPS signal
generator repositories [17], it is now possible to spoof GPS
signals with less than $100 of hardware equipment.

Proposed countermeasures are either cryptographic solu-
tions or leverage physical-layer signal properties. Countermea-
sures that use some form of cryptographic authentication [29],
[46], [48], [77] prevent attackers from generating arbitrary
false GPS signals. The recently launched Galileo’s Open
Service Navigation Message Authentication [34] service is
based on the TESLA protocol and one-way hash functions that
provide navigation message authentication service. However,
they do not protect against attackers capable of recording
and replaying legitimate GPS signals. The receiver’s location
and time are estimated using the GPS signal’s time-of-arrival
and not just the navigation message content. Other coun-
termeasures that do not require cryptographic authentication
rely on detecting anomalies in the received GPS signal’s
physical characteristics, such as received signal strength [75],
noise levels, direction or angle of arrival [53]], and other data
that are readily available as receiver observables on many
COTS GPS receivers. Some countermeasures [65] exploit the
difficulty in canceling out legitimate GPS signals completely
to detect stealthy, seamless takeover attackers. A few coun-
termeasures propose the use of additional sensors [42] and
receivers [54f], [73] to detect spoofing attacks. The majority
of the above schemes only detect a GPS spoofing attack, i.e.,
raise the alarm in case of a spoofing attack and often require
manual intervention. Moreover, existing spoofing mitigation
techniques are ineffective against strong adversaries capable
of completely overshadowing legitimate signals and stealthy
attackers, e.g., seamless takeover [73] of victim’s GPS loca-
tion without any signal disruption, despite having redundant
fail-safe sensors [56]. In summary, today’s GPS receivers,
specifically those implemented on UAVs, are incapable of
uninterrupted operation during a spoofing attack.

In this work, we present SemperFi, a single-antenna GPS
receiver for UAVs that autonomously recovers and continues to
output legitimate location even against strong adversaries capa-
ble of stealthy and seamless takeover. SemperFi is comprised
of two main building blocks: i) Adversarial Peak Identifier
(API), and ii) Legitimate Signal Retriever (LSR). The API is
responsible for detecting a spoofing attack and distinguishing
the attacker’s signal from the legitimate GPS signals. Based on
the information provided by the API, the LSR synthesizes an
appropriate recovery signal that eliminates the spoofing signal
using a successive interference cancellation (SIC) technique.
With SemperFi, we make the following contributions:

e We design a spoofing mitigation technique that leverages



inertial sensors and Extended Kalman Filter (EKF) method-
ology that is commonly part of majority of UAV’s built-
in GPS fail-safe mechanisms [50], and integrate this tech-
nique with SemperFi’s adversarial peak identifier module. In
combination with SemperFi’s legitimate signal retriever, we
show that the receiver can detect majority of GPS spoofing
attacks present in literature and autonomously recover its
true location.

We introduce active spoofing verification that forces the
UAV to execute a maneuver in a scenario where an ad-
versary is capable of gradually introducing location off-
sets [80]. This is done without triggering any detection
mechanisms.We rely on the auxiliary peak tracking tech-
nique [|65] that has been shown to be highly effective
against stealthy seamless takeover adversaries to initiate the
maneuver.

We model the maneuvers as a series of velocity vectors sub-
ject to time-varying acceleration with the goal of minimizing
the time-to-trigger of the GPS failsafe in case of an attack.
As a result, SemperFi overcomes prior works limitations of
being unable to detect or recover from a stealthy adversary
capable of seamless takeover attack. Prior spoofing detection
techniques based on inertial sensors have been shown to
be vulnerable to adversaries deviating the UAV’s path at a
rate that is within the EKF estimation bounds. Techniques
that can detect such attacks were unable to distinguish the
spoofing signal from legitimate ones—a key requirement for
autonomous recovery.

Traditional wireless communication systems have success-
fully applied SIC to recover message contents. However, in
the case of GPS it is essential to preserve the ToA of the
satellite signal itself in addition to the data contained within
the navigation messages. To address this unique challenge
present in eliminating GPS spoofing signals, we develop
algorithms to estimate the various physical characteristics
such as amplitude, phase, and ToA of both the legitimate and
spoofing signals without significant changes to the receiver’s
signal flow and overall architecture.

We implement SemperFi using GNSS-SDR [35] and evalu-
ate its performance against both synthetically generated as
well as real-world GPS signals using consumer drones like
DJI Flamewheel F450 [S5] and Holybro S500 [10]. We also
evaluate the performance of SemperFi on various embedded
systems commonly used as UAV flight controllers. Further-
more, we evaluate the effectiveness of SemperFi against
TEXBAT [41]], a public dataset of GPS spoofing traces. Our
evaluation shows that, in the majority of scenarios, SemperFi
can recover from an attack by executing flight patterns less
than 100m in length, recovering the true location within
0.54 s with an accuracy of less than 20 m(in majority of the
cases identification maneuver is not required) on popular
embedded platforms such as Jetson Nano and Xavier

We designed SemperFi as a pluggable module that outputs
spoofer-free GPS signals identical to legitimate satellite
signals. Therefore, SemperFi allows an unmodified COTS
GPS receiver to process and generate location and time
estimates without any disruption.

Finally, we open sourc our design, implementation, and
evaluation datasets to the community for further research.

II. GPS AND SPOOFING ATTACKS
A. GPS Overview

Global Positioning System (GPS) is the most widely used
Global Navigation Satellite System (GNSS) that uses the L1
frequency band. GPS consists of 31 operational satellites
at an altitude of approximately 20,220 k Each satellite
continuously transmits navigation messages containing timing
information, satellites’ ephemeris data, and other necessary
information that enables the receiver on the ground to
localize itself. The navigation messages are spread using a
coarse-acquisition (C/A) code unique for each satellite and
transmitted using a 1575.42MHz carrier. The C/A code is
public and contains 1023 bits (also referred to as chips)
repeated every 1 ms. Military GPS signals use a longer and
a secret spreading code. This paper focuses on civilian GPS
signals as they are widely used even in security-critical
applications [38], [71]. The navigation data comprises of
five subframes. Each subframe contains 1500 bits transmitted
at 50 bps [25]. These subframes contain satellite clock and
orbital information. The ephemeris data is updated every 2
hrs and is valid for 4 hrs [30].

A typical GPS receiver consists of four main components, i)
RF front end, ii) Acquisition module, iii) Tracking module,
and iv) Position Velocity Time (PVT) module.

RF front-end receives raw RF signals and converts the raw
signal to an intermediate frequency for efficient processing.
Each satellite is assigned a “channel”. This channel is analo-
gous to a hardware pipeline for processing a single satellite.

Acquisition module performs a two-dimensional search for
visible satellites in the received signal by correlating the
received signal with a locally generated replica of each satel-
lite’s C/A code. The two-dimensional search is a time- and
frequency-domain search to account for code phase delays
and Doppler shifts that arise because of the satellite’s and the
receiver’s motion. If the code and Doppler searches result in
a correlation peak above a certain threshold, the receiver then
switches to tracking and demodulating the navigation message.

Tracking module is responsible for tracking the code phase
and the Doppler shift provided by the acquisition module. It
also demodulates the navigation messages and passes them on
to the PVT module.

Position Velocity Time Estimation (PVT) module decodes
raw navigation bits and calculates the pseudorange between
the satellite and the receiver. A receiver requires information
from at least four satellites for accurately calculating position,
velocity, and time. The PVT module is the last block of the
GPS receiver and implements algorithms to compute naviga-
tion solutions and delivers information in appropriate formats
(e.g., RINEX, UBX, NMEA [§]) for further processing.

B. Attacker goals and assumptions

In a GPS spoofing attack, an adversary transmits specially-
crafted radio signals identical to authentic GPS satellite sig-
nals. The spoofing signals are generated for an attacker-defined
trajectory or a static position and transmitted typically using
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a software-defined radio hardware platform. All the neces-
sary information for generating GPS signals like modulation
schemes, message formats, and spreading codes is publicly
available. The goal of an attacker can be to i) force the user
to calculate a wrong geographic location, ii) forge timing
information, or iii) execute a denial of service attack by causing
interference. During a spoofing attack, the GPS receiver locks
onto the stronger signal i.e., the attacker’s signals, ignoring the
weaker legitimate satellite signals. This results in the receiver
computing a false position, velocity, and time-based on the
spoofing signals. Note that the received GPS signal power
on the ground is typically around -127.5 dBm and, therefore,
trivial for an attacker to overshadow the legitimate signal with
the spoofing signal.

In this work, we focus on an attacker that forces the
user to calculate a wrong geographic location. We do not
consider an attacker whose goal is to cause a denial of
service attack by transmitting jamming signals. An attacker
can manipulate the calculated PVT solution as follows: i)
manipulate ToA of messages and/or ii) manipulate navigation
message contents (e.g., satellite location, transmission time).
We base the attacker model on work done in [[73] and drone
hijacking strategies proposed in [60]. We assume the following
about the attacker. The attacker can be equipped with an omni-
directional or a directional antenna and is allowed to spoof any
number of satellites. Our threat model includes attackers with
little know-how as well as sophisticated seamless-takeover
attackers [73]. Attackers with little know-how typically use
GPS signal generators (both hardware [12]] or software [17])
to execute the spoofing attack due to their low complexity,
portability and ease of use. Such an attack will result in
sudden loss-of-lock and abrupt jumps in the location estimates.
In contrast, during a seamless takeover attack, the receiver
does not undergo abrupt loss of signal reception or lock.
The attacker keeps the navigation message content identical
to the legitimate GPS signals and gradually increases the
power of the spoofing signals while carefully introducing
offsets in the code phase delays or modify navigation message
contents; thereby affecting the pseudorange calculations. The
requirements to execute such a seamless takeover attack has
been explored in [73]. We do not restrict the position of
the attacker and assume that the attacker is well-aware of
SemperFi. Furthermore we assume that the attacker has access
to the trajectory of the drone and the attacker can track the
drone in real-time. Factors that can affect attacker’s success
are explained further in Section [V. We also assume that the
attacker has neither compromised the onboard sensors and that
these sensors provide valid, unadulterated data, nor the attacker
has access to the inertial sensor measurements.

In this paper, we show that our proposed GPS receiver,
SemperFi, can counteract all the types of attackers mentioned
above. In our analyses, we give special focus to stealthy
seamless takeover attacks and, in general, attacks that are
hard to not only detect but pose challenges to realizing a
fully-autonomous GPS receiver capable of uninterrupted true
location estimates even in an adversarial setting.

III. DESIGN OF SEMPERFI

SemperFi is a single-antenna GPS receiver capable of pro-
viding uninterrupted location estimates even when subjected to
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Figure 1: High-level overview depicting essential components
of SemperFi.

a GPS spoofing attack. In this section, we present the design
of SemperFi and the challenges that follow.

A. Challenges

For the GPS receiver to operate autonomously in an ad-
versarial setting, the receiver must continuously perform the
following actions. First, it is necessary to detect an ongoing
spoofing attack reliably. Then, the receiver must be capable
of identifying or distinguishing between spoofing signal and
the legitimate signal. Finally, after identifying the spoofing
signal, the receiver has to eliminate or reduce the spoofing
signal’s effect on the final estimated location. To the best of
our knowledge, there is no receiver design so far in prior
work that addresses all the above three challenges. Unlike
typical wireless communication systems where it is sufficient
to recover the signals’ data, GPS receivers require both the
signal’s data and its ToA. Moreover, GPS receivers are not
tolerant to received sample losses. Continuous tracking of the
satellite signals is necessary to estimate code and carrier phase
delays that directly affect the PVT estimation. Finally, in the
case of a spoofing attack that injects fake dynamic motion
pattern (e.g., diverting the course of a ship or force a drone to
deviate from its flight path), the attacker dynamically manipu-
lates ToA of the spoofing signal and the data contained within
the navigation messages. Therefore, traditional interference
cancellation and mitigation techniques need to be modified or
extended in order to handle this kind of attack.

B. High-level Overview

SemperFi provides fully-autonomous spoofing resistance
through the combined effort of two modules: i) the Adversarial
Peak Identifier (API), and the ii) Legitimate Signal Retriever
(LSR). API is responsible for detecting and identifying the
adversarial signals and LSR is responsible for signal recovery.
A block diagram of SemperFi’s various components is shown

in Figure

API relies on a widely adopted extended Kalman filter
(EKF) based sensor fusion algorithm for UAVs and the spoof-
ing detection methodology based on prior work [65] that
demonstrated the ability to detect even a strong, seamless
takeover attack [73] for providing reliable spoofing detection
and signal identification. In most cases, SemperFi can detect
spoofing and identify the adversarial signals by monitoring
the position and velocity variance in the innovations from
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Figure 2: Flowchart depicting the operations of SemperFi and
crucial decisions it makes to execute the recovery process.

the EKF algorithm. The receiver can consider the currently
tracked peaks as adversarial if the EKF error is triggered,
because, position and velocity variance error will be raised
only for inconsistent or spoofed GPS locations (more details
in Section |Y). However, it is shown in prior works [45[], [80]
that it is possible to stealthily spoof GPS coordinates without
alerting the EKF algorithm. Such a sophisticated attacker,
that is capable of performing a seamless takeover attack of
GPS as well as EKF will be detected by the auxiliary peak
tracking technique [[65]. Even though such a test can confirm
the presence of an adversary, it is unable to identify the
adversarial signal. To distinguish between the legitimate and
adversary signals, we introduce an active spoofing verification
component, where we instruct the UAV to perform a maneuver
unknown to the attacker. This maneuver introduces a perturba-
tion in the drone’s movement. Following the perturbation, the
flight controller monitors the position and velocity variance
and determines if the receiver is tracking an adversarial signal
i.e., if the maneuver causes the variance to rise above a pre-
determined threshold, then SemperFi determines the tracked
signal to be adversarial. It is important to note that the UAV
needs to perform the maneuver only when SemperFi is unable
to identify the spoofing signal. Figure [2| shows the flow
of operations for SemperFi. For example, consider a naive
position push spoofer where the attacker adds offsets to the
GPS position calculated by the UAV. The EKF variance check
will be triggered as the GPS position jump will not match
the accelerometer values and SemperFi considers the currently
tracked peak as adversarial and proceeds to eliminate it. Since
EKF was successful in detecting and identifying the adversarial
signal, auxiliary peak detection and the identification maneuver
is not required.

Once API identifies the signal, it sends an “adversarial/non-
adversarial” message to the LSR. An ‘“adversarial”’ message
means that the currently tracked peaks are adversarial. Then,
the LSR generates a replica of the adversarial signal and
performs SIC to recover the legitimate signal.

SIC [63] is a well-known technique used for canceling out
interference caused by stronger signals. The noiseless GPS
signal from a single satellite can be modelled as

Sr = alk)sr[k — T(k)]ejQﬂ'fD[k‘]TSk-i-qs[k] 0

where sr(k) is the baseband signal (k number of samples
per C/A code), and alk], 7(k), fp[k], #[k] are the amplitude,

time-varying code delay, Doppler shift and carrier phase shift
respectively. In presence of an adversary, received signal is

Sr=S5r+ Sar )

where Sy, is the legitimate signal and Sa7 is the attacker’s
signal. In a GPS spoofing attack, the attacker overpowers
the legitimate signal. Thus, aar > ary and as result, the
GPS receiver tracks S47. The LSR module uses the spoofing
detector’s tracking parameters 747, Doppler shift 41, to track
the adversary signal for a specific duration and extracts the
baseband data s 4. The amplitude a 47 and carrier phase shift
¢ar of the adversarial signal are then estimated and used in
combination with the baseband data to generate the recovery
signal S:4T, a close replica of the estimated adversary signal.
Using the above information, S, can be obtained as follows:

Sp =Sk —Sur 3)

The replica is fed back to perform SIC and undergoes re-
acquisition. If necessary, SemperFi repeats this process until
the spoofing detector does not raise an alarm. At this stage,
the spoofing signal is eliminated or significantly attenuated,
and therefore the receiver starts tracking the legitimate signals.
There are scenarios where, despite a successful recovery, either
due to the spoofing signal’s strength or synchronization con-
cerning the legitimate signals, the navigation message content
and arrival time are hard to decode and introduce ambiguities
in the PVT estimates. We developed a pseudorange rectifier for
such specific scenarios that can recover from an attack with
decreased accuracy. Finally, we designed SemperFi as a plugin
module that can be configured to act as a spoofing signal filter,
where the filtered signal is fed directly to any commercial GPS
receiver for PVT estimation. This prevents significant hardware
design changes to existing deployments.

C. Adversarial Peak Identifier (API)

The API leverages the measurements obtained from the
EKF implemented in the UAV. Precise estimation of the time-
varying position of a vehicle is required for the purposes
of autonomous navigation and control. Kalman filtering has
been the gold standard for performing dynamic state estima-
tion. The Kalman filter in all its forms (e.g. linear Kalman
filter, extended Kalman filter, etc.) operates by performing a
repeating sequence of prediction, observation, and correction
according to a set of equations based on a hidden Markov
model (HMM). In this way, the algorithm provides statistically
optimal estimates of the unknowns required by the vehicle
controller for accurate navigation. The UAV observes its own
position and velocity through the use of on-board sensors.
The EKF algorithm implemented in the UAV monitors the
position and the velocity variance and triggers a failsafe if the
variances exceed a pre-determined threshold. As mentioned
earlier, only inconsistent or faulty GPS measurements can
trigger this failsafe.

The presence of a valid satellite signal is determined by
a peak that forms as a result of the correlation operation
performed by the acquisition module. Malicious signals result
in additional correlation peaks which may be misidentified as
legitimate GPS signals. The adversarial peak identifier (API)
is responsible for identifying such malicious peaks. Similar
to any wireless receiver, the GPS receiver also experiences



capture effect [26] and by default locks on to the strongest
signal and tracks it. Thus, even in scenarios where the receiver
receives both adversarial and legitimate signals, it calculates
the stronger GPS signals’ PVT solution. SemperFi then at-
tempts to attenuate adversarial signals to recover from the
spoofing attack. This is not, however, a simple matter of
attenuating the signal producing the strongest peak. An attacker
aware of this strategy can transmit signals with a power lower
than the received signal in specific attack scenarios. Even
though the attacker’s signal is weaker, it will still be visible
in the acquisition plot. As a result, the spoofing detector will
raise a spoofing alarm. If the stronger peak is assumed to be the
adversarial peak, SemperFi will eliminate the legitimate peak
as the legitimate signal is stronger than the adversarial signal.
Therefore, for SemperFi to successfully attenuate adversarial
signals and recover the location, it is essential to ensure
that the peak currently being tracked is the adversarial signal
and account for the above described scenarios. As described
in Section for majority of spoofing attacks, EKF will
raise an error and identify the signal to eliminate. However, it
is possible for an attacker to spoof GPS signals without raising
this error. In such a scenario, presence of multiple peaks is an
indication of a spoofing attack. To verify whether the currently
tracked signal is an adversarial signal, SemperFi performs a
controlled maneuver. This maneuver will be performed only
in a scenario where SemperFi is unable to correctly identify
the adversarial signal. SemperFi sends a series of velocity
vectors with varying acceleration that are independent of GPS
measurements. If SemperFi was tracking the spoofing signal,
the unplanned controlled maneuver results in inconsistencies
in the GPS measurements as the attacker will be unaware of
this maneuver; thereby triggering the EKF error.

D. Legitimate Signal Retriever (LSR)

LSR is responsible for generating the corresponding replica
signal i.e., the recovery signal for every spoofed satellite. LSR
requires; i) Amplitude, ii) code phase delay, iii) Doppler shift,
iv) carrier phase, and v) navigation bit of the attacker’s signal
for generating the recovery signal. LSR obtains the code phase
delay and the Doppler shift from the acquisition module. The
replica signal is aligned with the received spoofing signal in
the time domain using the code phase delay and the frequency
domain using the Doppler shift. The LSR consists of a minimal
tracking module that extracts the navigation bits and the carrier
phase information of the adversarial spoofing signal. Each
of the required components except the signal amplitude is
readily available through the basic acquisition and tracking
components in any standard receiver architecture. We devised
an amplitude estimation technique that relies on the correlation
coefficient of the attacker’s peak.

Amplitude Estimation: The amplitude of the acquired signal
can be estimated from the magnitude of the corresponding
peak in the two-dimensional function of code phase delay and
the Doppler shift called the cross-ambiguity function (CAF).
Recall that the input to the acquisition block is a set of
K observations of a modulated GNSS signal. The sampled
baseband signal can be modeled as

zrn[k] = alkldp[k — 7)e? CTIPRIRTACD o3y (4)

where a[k] is the sampled signal amplitude, St [k] is a filtered
and sampled version of the complex baseband GNSS signal,

fplk] is the time-varying Doppler shift, ¢[k] is the time-
varying phase shift, and n[k] is additive noise. Computation
of the correlations which comprise the sampled CAF in the
acquisition block is typically done in the Fourier domain after
carrier wipe-off.

2[k] = zyn[k] - e 27 DT (5)

At the peak of the CAF, the parameters fp k], 7[k], 4[k]
correspond to the maximum likelihood estimate of the “true”
parameter values, and the discrete Fourier domain representa-
tion of the signal after wipe-off simplifies to

X[k] = FET {z[k]} = a[k] * S[K]WE 6)

where * is the convolution operator, S[k] is the discrete Fourier
transform of Sp[k] and W is the term associated with the
signal delay. Applying the FFT of the local code replica D[k]
is performed by multiplication in Fourier domain

Y[k] = X[k] - D[k] = alk] * S[t|D[k]W @)

The final step in computing the CAF is taking the inverse FFT
K-1

Rya(fp,7) = IFFT{Y [k]} = alk] > s[n]d[k —n] (8)
n=0

The “peak metric” for a given local replica is found by
maximizing the squared magnitude of the correlation grid. At
the peak where the signal component s[k| and the local replica
are identical, this ideally reduces to

Swax = |R$d(fD7T)‘2|szfD,7—xi— = |a‘2‘K|2 (€))

where Syx is the maximum peak and R.4(fp, 7) is the search
grid. Rearranging this, we find an expression for the amplitude
of the input signal in terms of the peak metric

Vv SMAX
K

(10)

la| =

Equipped with all the above information, the recovery signal
is generated. LSR performs this iterative cancellation process
for all the satellites.

Pseudorange Rectifier: Specific attack scenarios, such as
adversary introducing extreme interference or the spoofing
signal’s code phase and doppler are in close proximity to
the legitimate signal can result in the navigation bits of the
legitimate signal getting corrupted. In such a scenario, even
if SemperFi can recover the legitimate peak, it won’t be able
to successfully track and decode navigation bits, leading to
incorrect calculation of true location. In SemperFi, we design
the pseudorange rectifier module to correct these ambiguities
and aid in the recovery of the true location. Use of pseudorange
rectifier() is optional. It is designed to be used in a very specific
scenario where it is not possible to track the legitimate peaks
and the attacker manipulates the location by changing the ToA
of the signals without changing the navigation messages, i.e.,
legitimate and adversarial messages are the same.

Commercial GPS receivers use a common reception time
technique [66] to calculate pseudorange to the satellite, an
essential component in PVT calculation. In this technique, a
common reception time, which is usually 65-85 ms [66], is set
across all the channels as the propagation time of the closest
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Figure 3: A schematic showing the implementation of Sem-
perFi. The LSR is implemented as part of GNSS-SDR and
API is implemented as part of the UAV flight controller.

satellite’s signal. The receiver calculates the propagation time
of signals from other satellites relative to this reference.
Modern GPS receivers maintain a sample counter for accurate
time measurement. According to the common reception time
technique, pseudorange is calculated as follows:

P'=c(tres +trw +7°) (11)

where P? is the pseudorange measurement for i satellite, ¢
is the speed of light, ¢,y is the initial reference time (usually
65-85ms [60]), ¢, is the receiver time maintained by a sample
counter, and 77 is the code phase delay of i!" satellite.

SemperFi attenuates the adversarial peak and obtains tracking
parameters of the legitimate peak. However, it doesn’t track
the legitimate peak. Instead, it starts tracking the adversarial
peak and obtains adversarial navigation messages. A stealthy
attacker will keep navigation messages the same and change
only the signals’ ToA. It offsets the sample counters by 7, — 7/
where 7!, is the code phase delay of i‘" satellite of the attacker
and 7/ is the code phase delay of it" legitimate satellite
obtained during the peak recovery.

P} = c(tres + tre +7h — ATY) (12)

Art =1t — 7} (13)

Substituting (13) in (12) we get (11). In this way, SemperFi
can obtain legitimate pseudoranges (P}) by rectifying ToA of
adversarial signals.

SemperFi is designed to protect against sophisticated
seamless-takeover attacks as well as naive hard-spoofing at-
tacks. In hard-spoofing attacks, the adversarial signals are not
synchronized with the legitimate satellite signals and may
contain different navigation messages. The attacker transmits
with excessive power, and as a result, the receiver experiences
a sudden loss of lock. A typical receiver is configured to restart
the acquisition process if there is a loss of lock. Restarting the
acquisition process triggers SemperFi. If spoofing is detected,
SemperFi will initiate the recovery process as mentioned.

Figure 4: Hardware setup showcasing the Holybro S500 drone,
the radio controller, and the ground control station.

IV. IMPLEMENTATION

The two sub-systems which make up SemperFi are imple-
mented independent of one another: the API is implemented
at the flight controller level while the LSR along with the
spoofing detector is implemented in GNSS-SDR as part of the
acquisition block. These two components interact with each
other over a TCP socket. We implemented the LSR module
of SemperFi in GNSS-SDR [35]] an open-source software-
defined GNSS receiver written in C++. We implemented the
API module using consumer drones. Refer to Figure [3] for a
schematic of the implementation. GNSS-SDR follows GNU-
Radio architecture and supports the processing of pre-recorded
signals from a file source and software-defined RF-frontends
like a USRP [4]]. GNSS-SDR follows a hardware receiver’s
design as described in Section [II} except all the components
are implemented in software. Signals from individual satellites
are processed by individual channels. Each channel is like a
hardware pipeline of various GPS signal processing blocks,
including acquisition, tracking, and PVT calculation. At run-
time, the GNSS-SDR builds the receiver using these blocks
based on specifications from a user-defined configuration file.
This allows loosely coupled operations. In our implementation
and evaluation, we use software-defined radio hardware plat-
forms manufactured by Ettus Research [4]], specifically, USRP
B210 and N210 with SBX-40 daughterboard, for recording and
providing raw data.

A. Adversarial Peak Identifier (API)

In SemperFi, API is implemented as an independent mod-
ule that interacts with the LSR. This was implemented on an
unmanned aerial vehicle in a simulated environment as well as
on a DJI Flamewheel F450 and a Holybro S500. These drones
were specifically chosen as they support Pixhawk 4 [9]], an
advanced autopilot system and ArduCopter [2] firmware. Refer
to Figure [ for the hardware setup. When the position and
velocity variance crosses a set threshold, the flight controller
activates an EKF Variance error alongwith a GPS Glitch
error. As a response to these errors, the UAV executes the
programmed fail-safes. By default, ArduCopter switches to
LAND mode and lands at the current location. To prevent this,
we temporarily disabled EKF and GPS failsafes by manipu-
lating the FS_OPTIOINS parameter. During the identification
maneuver the UAV undergoes rapid acceleration / deceleration
in an unpredictable direction defined by NED velocity vector



relative to its own body frame. To achieve this, we used the
SET_POSITION_TARGET_LOCAL_NED MAVLink message
type to instruct the drone to move according to the specified
velocity vector. In our implementation, we used DroneKit [3]]
to generate the maneuver and instruct the flight controller
to execute it. A specific sequence of these messages then
carries out the entire maneuver. Once the UAV completes the
maneuver, API performs the correlation operation as described
in Section and notifies LSR over a TCP socket.

B. Legitimate Signal Retriever (LSR)

In SemperFi, we implement LSR as a part of GNSS-
SDR’s acquisition module. As mentioned earlier, we use
auxiliary peak based spoofing detection technique (detects
seamless takeover attack) and implement several navigation
message sanity checks (detects changes to navigation message
contents) to detect an attack as proposed in [65]]. We modified
the acquisition block such that spoofing detection module is
enabled every time the acquisition block is activated. This
allows SemperFi to recover from hard spoofing attacks during
which the receiver loses lock (stops tracking the satellite
signals) and initiates re-acquisition due to the abrupt change
in received GPS signals. Positive detection of an adversarial
signal triggers further processing that includes peak identifica-
tion, recovery signal generation, and signal recovery. GNSS-
SDR allows external communications using TCP sockets as
outlined here [36]. This enables GNSS-SDR to interact with
the UAV’s flight controller responsible for performing peak
identification maneuvers. Once the API validates spoofing and
provides peak information, LSR enters the cancellation and
recovery state. At this stage, LSR has the peak information and
a rough estimate of the Doppler and the code phase delay of the
satellite signal. The accuracy of parameter estimates is directly
related to the degree to which the adversarial peaks may be
attenuated; SemperFi performs re-acquisition using a more
refined grid search to obtain more precise estimates. After
performing a narrow search, LSR generates a replica of the
satellite signal using the tracking parameters estimated in the
two-step acquisition process. LSR also estimates the satellite
signal’s amplitude using the method described in Section|[II-D}
We use the Vector-Optimized Library of Kernels [79] function
to perform vector operations. These functions provide a signifi-
cant boost to performance and reduce computation time. Once
the signal is regenerated, it undergoes phase correction and
cycles through phase shifts to determine maximum attenuation.
In certain cases, due to inaccuracies in the amplitude, Doppler,
and the code phase delay estimates, a single attempt at recovery
will not entirely attenuate the adversarial peak. SemperFi
iterates the entire acquisition and recovery process until the
legitimate signal is stronger than the adversarial signal.

C. Pseudorange Rectifier:

This module is implemented as an optional component
in the tracking module and is disabled by default. The re-
ceiver enables pseudorange rectifier if the navigation message
decoder fails to detect a preamble even after tracking the
correct peak. Even if the navigation message decoder can find
preamble and decode the navigation bits, there is a possibility
that adversarial peak interferes with correct PVT estimation.
In these cases, the receiver will activate pseudorange rectifier.

Pseudorange Rectifier can also be activated manually by setting
a flag in the receiver configuration file. When pseudorange
rectifier is activated, the tracking module tracks the adversarial
peak instead of the legitimate peak. It, however, still obtains
tracking parameters of the legitimate peak. It uses legitimate
and adversarial code phase information to calculate A7*. Code
phase information and subframe start pointer determined by
preamble position in a buffer of samples are used to determine
the ToA of satellite signals. A sample counter accurately
maintains this information. A7’ is used to offset sample
counters appropriately. The receiver still decodes adversarial
navigation messages; however, it uses the ToA of legitimate
signals for pseudorange calculation to calculate the correct
PVT solution in those specific scenarios where the attacker
spoofs a location by manipulating ToA of signals and keeps
the navigation messages same.

D. Integration for Real-Time Operations

For SemperFi to be operational, we must integrate all
the functions such that they operate as a single unit. There
are specific engineering challenges related to the design ar-
chitecture of GNSS-SDR that limits us from integrating all
the modules. However, we note that these challenges are
independent of the proposed techniques and do not exist
when implemented directly in hardware (e.g., FPGA). The
main challenge is integrating GNSS-SDR with the UAV’s
flight controller. For SemperFi to operate with RF-frontends,
it requires modifications to GNSS-SDR architecture which
includes implementation of a particular type of asynchronous
data structure that can tag and pool signal samples. One issue
is that RF-frontends strictly require synchronous access to the
signal samples i.e., the producer and the consumer operate in
real-time. Pausing the consumption of samples breaks the con-
nection to the RF-frontend and this is an essential requirement
for SIC to operate. A solution to this challenge is to modify
the underlying GNSS-SDR and GNURadio framework to add
a controlled null sink to continue sample consumption even
if the flowgraph is temporarily paused. Alternately, we can
implement a tracking loop that can converge and successfully
track the carrier signal even after the delay introduced by
the cancellation process such as the ones proposed in [67].
Another challenge is power consumption; GNSS-SDR is a tool
designed for research and development; it provides an avenue
for developing proof-of-concept systems. However, it has high
resource usage and hence is not the best solution for small,
low-powered embedded systems. This work focuses on the
implementation of GPS signal processing required to provide
a robust GPS spoofing mitigation solution and to that extent,
we have implemented provisions that can allow the individual
components to communicate and operate as a single system.
This indeed is a limitation of SemperFi’s implementation in
its current state.

V. SECURITY AND PERFORMANCE EVALUATION
A. Theoretical Security Evaluation of Identification Maneuver

In this section we conduct a theoretical evaluation of the
peak identification from an attacker’s perspective. We establish
the fundamental property that ensures success of the iden-
tification maneuver. The drone adopts a discrete-time linear



kinematic model for its own behavior, which is represented by
the general process model

Xn+1 = ann + Gnun + wn (]4)
The drone tracks the time-evolution of own state,
which in its most basic form is comprised of
three-dimensional ~ position, velocity and acceleration

Xp = [Ty @ny Ty Yy Y Ys Zns Zn, Zn) - To this, it
incorporates F,, and G,,, which represent the matrix forms
of the kinematic equations and controller action respectively,
along with the controller input u,,, which contains additional
information about the controlled acceleration of the aircraft.
Through the use of on-board sensors, the drone observes its
own position and velocity. These observations are incorporated
into the model by way of the measurement equation

yn = Hyx, + vy (15)

where the observation vector y,, is comprised of the three-
dimensional position and velocity of the craft y, =
[T, Ty Yros U Zn> 2n) |- The sensor fusion algorithm imple-
mented in the UAV monitors the position and the velocity
variance and triggers a fail-safe if the variances exceed a
pre-determined threshold. Thus, the attacker has to generate
the spoofing signal such that this failsafe is not triggered. To
achieve this the attacker can also adopt a discrete-time linear
kinematic model for the behavior of its target. This model
is similar to the model used by the drone to estimate its
own position, but there are key differences. In particular, we
consider a process model of the form

Xﬁ+1 =Fix4 + o4 (16)
In comparing this to the model used by the drone, we observe
that the attacker has no knowledge of the input u,, imposed by
the drone’s controller. Additionally, since the attacker has no
access to the internal sensors of the drone, the attacker model
differs in the observations available. In general, the attacker
relies entirely on positional observations from radar or imaging
systems to perform its tracking. Hence, the attacker observation
vector y2 is comprised of only the three-dimensional position
Y2 = [, Yn, 22] | . The discrepancy between the models used
by the drone’s own tracking and those used by the attacker
results in positioning inconsistencies which are reflected in
the spoofed position observed by the drone’s GPS. This
discrepancy and the resulting inconsistencies result in high
position and velocity variance, which can be leveraged to
detect interference by an attacker. By increasing the magnitude
of the input u, which is known only to the drone’s own
internal tracking, the effect of the model discrepancy can be
exacerbated, thus increasing the rate at which the inconsistency
in positioning will grow and consequently decreasing the
amount of time required to detect a seamless takeover attack.

Critically, the attacker in this scenario has no access to in-
formation that is internal to the target (e.g. IMU measurements,
guidance information, controller information). Of particular
interest is the controller input: if the target induces an input to
the system model by way of a control input, the attacker model
will be mismatched with respect to the true model of the target.
Over time this discrepancy will result in an accumulation of
positioning errors, which can be detected by the target. To
demonstrate this, we must analyze the probabilistic basis of
the EKF used by the attacker to track the position of its target.

The objective of the Kalman filter in general is to recursively
determine the Gaussian posterior distribution given a set of
sequential observations. The predictive and posterior densities
can be approximated by a Gaussian filter as [68]

P(Xe|y1i—1) =N (Xt§kt|t—172t\t—1) (7
p(xelyr:e) =N (x¢: Xepe, S (18)

Computation of the posterior density is done by a two-stage
procedure of prediction and update. Prediction is performed by
propagating the mean and posterior of the previous posterior
estimate characterized by Xff1|t71 and X¥;_;;_; through the

process model given in (16).
X{l1 = /f(xH)p(th\y1:t71)dxt71 (19)

i1 = /fQ(Xt—l)p(Xt—l|y1:t—1)dxt—1 - Xﬁf_l + Qt—l

Due to the aforementioned attacker limitations, including a
lack of knowledge of the input provided by the target drone’s
controller, both the previous posterior p(x:—1|y:—1) and the
predictive model f(x;_;) will differ from the true behavior
of the target, resulting in a predictive distribution which is
increasingly uncharacteristic of the true position of the target.
Even if the subsequent update step proceeds without issue,
the resulting posterior estimate characterized by xf“t and X,
will be increasingly diverged from the true position of the
target with each iteration. If this estimate is then transmitted
to the target in the form of a spoofed GPS signal, it will
result in an observation z, which is compared by the target
against its own prediction, which was made based on the
fully-informative process model given by (I4) according to
the Kalman innovation equation

Y=z — m,‘j‘k_l (20)

Since the observations z; do not come from the true distri-
bution, but are instead the product of spoofing, the resulting
innovation y will increase, and consequently so will the
computed innovation covariance. Over subsequent iterations,
this innovation covariance will continue to increase until it
eventually exceeds the threshold set in the drone configuration.

Despite the lack of knowledge about the UAV’s true
motion, the attacker can guess the acceleration or the con-
troller input u,, to track the unknown identification maneuver
performed by the UAV. With prior knowledge of UAV’s
configuration, the attacker can narrow down each step of the
maneuver to a finite set of possible instantaneous acceleration
values. The attacker guesses the change in acceleration value
from a set of possible values.

A:{$ER|—j<:13<j,|.’13n7mn_1|:7"} 21

where j is the maximum possible instantaneous jerk and r
is the resolution of the accelerometer. The maximum possible
change in acceleration is defined as the maximum instanta-
neous jerk. Thus, the maximum instantaneous acceleration is
directly proportional to the maximum jerk that the UAV sup-
ports. These values are then integrated to estimate respective
velocity and position components. Attacker’s probability of
guessing the correct value is P(A) = 1/|A|. However, the
attacker has to correctly guess the values for each step of
the maneuver. The probability of attacker’s success P(S) is
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Figure 5: This plot shows the effect of sensor resolution
and maximum possible instantaneous jerk on time to trigger.
An attacker can stay undetected for more than 100s when
attacking a slow moving UAV and with a low resolution sensor.
However, if the UAV is capable of a rapid motion it can detect
an attack in less than 10s.

given as P(A)™ where n is the total number of steps in
the maneuver. In this guessing-game, the attacker’s success
depends on the j that the UAV is capable of and the r of
the on-board sensors. To study the effect of these properties
on attacker success we evaluated the time taken to trigger the
error. We built a simulation that updates at 400 H where the
UAV spontaneously performs a maneuver that is unknown to
the attacker and the attacker uses its knowledge of the UAV to
guess the maneuver. We follow a threshold mechanism similar
to ArduCopter. Specifically, we calculate the mean square
error of the position and velocity obtained from the attacker’s
guesses and compare it against a threshold value obtained from
ArduCopter’s implementation. To account for randomness, we
performed over 110,000 simulations, these results of which
are summarized in Figure 5] An attacker can stay undetected
for more than 100s when it is attacking a UAV with a low
resolution sensor and is incapable of rapid motion. In case
of a lower j value and a lower 7 value, the accumulation of
errors as a result of discrepancy in the UAV’s true position
and velocity and the spoofed position and velocity is smaller
and slower. Hence, the UAV will take longer time to trigger
the error. Through our experiments we observed that the mean
time to trigger depends majorly on the UAV’s acceleration
capabilities. Thus, even if the UAV is using a low resolution
sensor, it can force trigger the error by being fast enough. The
resolution of a MEMS sensor depends on the resolution of the
ADC used in the sensor. ADC’s resolution is represented as
bits. A typical inertial sensor like IM-2068 [7] with a 16-
bit ADC and acceleration range of +2g has a resolution of
0.000598 m /s>, Figure@ shows the mean time to trigger for a
UAV that uses this sensor. An attacker will be detected in less
than 10s if the UAV is capable of changing it’s acceleration
at atleast 10 m/s3.

3Update rate of a typical UAV flight controller
4UAVs that are a part of our evaluation use this type of IMU sensor.
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Figure 6: A plot showing the mean time to trigger for various
j values for a UAV that uses an IM-20689 inertial sensor. An
attacker will be detected in less than 10s if the UAV’s rate of
change of acceleration is atleast 10 m/s>.
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Figure 7: Our experimental setup consists of an ArduCopter
software-in the loop simulator which uses Gazebo as a physics
simulator. UAV Control, GPS receiver and Simulator Backend
Control are implemented using dronekit and interact with the
simulator through MAVProxy.

B. Experimental Evaluation of ldentification Maneuver

In this section, we analyze the security and performance of
identification maneuvers by evaluating it in a simulated envi-
ronment using Gazebo [[6] as well as in a practical real-world
setting using real drones. We used ArduCopter [2] for both
cases. Figure [/| offers a schematic view of our experimental
setup and the implementation of spoofing scenario simulator.
All the values presented in this analysis are specific to the
UAV that we tested. These values are heavily dependent on the
physical capabilities of the UAV. For this analysis, we assume
a scenario in which the attacker is successful in executing a
seamless takeover attack. The auxiliary peak detection will
raise an alarm and instruct the flight controller to initiate
the maneuver. This will occur when the peak separation is
more than 500 ns as described in [65]. We evaluate the peak
identification strategy by studying the time required for the
drone to forcefully trigger the EKF variance error in case of
a GPS spoofing attack. We consider the following scenarios:

1. Static non-adaptive signal spoofing attack: We assume
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variance.

that the UAV is hovering when the attacker starts spoofing
a static location. This will force the drone to slowly start
drifting because of IMU error accumulation. For this scenario
we performed two tests. First, we let the UAV drift freely to
observe its behavior. In this case the UAV drifted for 47.01s
before a GPS glitch was detected and the EKF error was raised.
During this process, the drone drifted 1.160 km away from
its initial position. In the second test we instructed the UAV
to perform an identification maneuver which consisted of a
series of velocity vectors to induce acceleration as described
in Section [z As a result of this maneuver, the EKF error was
raised in 5.74s.

2. Stationary target adaptive GPS takeover: In this scenario,
the attacker performs an adaptive GPS takeover attack on
a stationary UAV that is instructed to hover at the current
location. The goal of the attacker is to move the UAV to an
arbitrary location of the attacker’s choosing. The attacker has
managed to perform a seamless takeover attack and now the
attacker starts inserting offsets to the spoofed GPS positions.
The UAV starts correcting itself according to the GPS positions
it receives. If SemperFi does not intervene the UAV will keep
drifting as guided by the attacker. In this scenario, when the
peak separation is more than 500ns the UAV performs the
maneuver and is able to trigger the error in 11.94s.

10

3. Moving target adaptive GPS takeover: In this scenario,
the attacker performs an adaptive GPS takeover attack on a
moving UAV that is traveling from point A to point B. We
assume that the attacker is aware of the UAV’s path. Just like
scenario 2, the attacker deviates the UAV by inserting offsets
to the spoofed GPS position and has managed to perform
a seamless takeover attack. The UAV starts correcting itself
according to the GPS positions it receives. As soon as auxiliary
peak is detected, the UAV performs the identification maneuver
and is able to trigger the error in 18.001 s. Refer to Figure [§]for
a timeline of events. Similar to scenario 2, the UAV will keep
following the spoofed locations until any failsafe is activated.

To evade identification after the maneuver, the attacker
needs to take the time lag into account that the UAV is going to
experience between its true position and the spoofed position.
The maximum tolerable GPS lag ¢ for a particular UAV is
given by

aTVL(lJL'

where AV,,;, is the minimum error in velocity that triggers
the variance error and a,,,, 1S the maximum acceleration of
the UAV. To study the effect of GPS lag induced by an attacker
and the underlying tracking technology, we performed multiple
simulations where we purposefully added a delay to the GPS
emulator component of the physics simulator. Refer to Figure[9]
for the results of the experiment. From these simulations, we
observed that the UAV was able to trigger the EKF error with
100% certainty for a lag of 600 ms and above. For values less
than 600 ms, we observed that out of 110 flights with 500 ms
GPS lag, with the maneuver, EKF error was raised just 35%
times. Based on these simulations we set the lower bound at
600 ms. As evident from Equation (22), it is important to note
that this lower bound is specific to a particular model of the
UAV as it depends on the overall capabilities of the UAV.

t= (22)

1) Maneuver Design Consideration: In this section we
consider the process of designing a maneuver which is specif-
ically designed to force position and velocity variance. In



Figure 10: Signal recording setup A) GPS signal RX (USRP
N210), B) ANT-555 active GPS antenna with a 5V bias-tee,
C) GPS signal TX and D) GPS simulator control unit.

our implementation, our maneuver design is specific to Ar-
duCopter. With that said, the method is highly configurable
based on EKF implementation and capabilities of a specific
UAV, lending itself to implementation on other platforms. In
ArduCopter the EKF algorithm first raises a glitch error if
the calculated GPS position is outside the configured GPS
radial uncertainty region. By default this is set to 25 m. This
radial uncertainty radius and the lag in GPS position is used to
calculate the velocity required to exceed the position variance.
In our implementation we set the attacker’s delay to 600 ms
based on our experiments. Possible maneuvers are limited by
the capabilities of the UAV.

2) False Positive Analysis: We performed multiple flights
with aggressive maneuvers in a non-adversarial setting. The
objective was to observe the position and velocity variance.
We were able to perform maneuvers where we took the UAV
to its maximum capability in terms of acceleration (5 m/s?)
and jerk 20 m/s® without triggering the EKF variance error
that we mentioned above. Furthermore, since the maneuver is
triggered only in a situation where the EKF variance error is in
check in spite of the presence of auxiliary peaks, the likelihood
of a false positive is low.

C. Experimental Performance Evaluation

In this section we present SemperFi’s experimental per-
formance in recovering legitimate GPS signals under various
adversarial scenarios. The chosen metrics for evaluating the
recovery process are amplitude estimation accuracy, the accu-
racy of the recovered location, and the time required to perform
recovery. We also analyze the effect of the attacker’s synchro-
nization and its power advantage over the legitimate signals
on the recovered location’s accuracy. Finally, we discuss and
evaluate the effect of jamming attacks on the drones.

1) Evaluation Traces: We use three different datasets that
contain both spoofing and legitimate signals: i) Synthetic GPS
signals generated using COTS GPS simulators, ii) a public
repository of GPS spoofing signals (TEXBAT) [41], and iii)
recorded real-world GPS signals.

a) GPS Simulator: We performed most of our evalu-
ation on synthetic signal traces generated locally using GPS-
SDR-SIM [17], an open-source tool for generating GPS sig-
nals. This provides granular control over signal properties such
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as power levels, temporal delays, and Doppler shifts; thus
enabling us to generate a variety of spoofing scenarios. We
evaluated SemperFi against both static (stationary locations)
and dynamic scenarios (motion trajectories). These signals
were transmitted using two USRP B210s, one each for the
legitimate and attacker signal. We recorded the signals using a
USRP N210 at a rate of 10 MSa/s. We wired all RF-frontends
to prevent signal leakage as it is illegal and hazardous to
transmit GPS signals. For static and dynamic scenarios, we
picked locations in downtown San Francisco. We generated the
attacker’s signal such that the obtained location is at a specific
offset from the legitimate location. We picked locations with
the offset increasing in steps of 500m up to a maximum
spoofed offset of 3500 m.

b) Texas Spoofing Test Battery (TEXBAT): TEXBAT is
a set of civilian GPS spoofing scenarios that are a standard for
evaluating spoofing countermeasures. The repository consists
of spoofing signals traces that include both position and time
push scenarios. TEXBAT also provides scenarios where the
attacker’s signals and the legitimate signals are synchronized,
similar to the strong seamless-takeover attack. We evaluate
the effectiveness of SemperFi against both static and dynamic
position push. These signal traces were recorded at 25 MSa/s.
The traces are 7 mins long, and the attacker starts spoofing
roughly 90 — 100s into the signal trace.

c) Live GPS Recordings: We also evaluated SemperFi
against a combination of live legitimate GPS signals and
attacker signals. This scenario covers the real-world spoofing
scenario where the attacker transmits spoofing signals while
the receiver is locked on to legitimate signals. We recorded
a set of real-world GPS signal traces through extensive war-
driving in Boston. We recorded the legitimate GPS signals
using the setup shown in Figure We captured the GPS
signals using an ANT-555 antenna supplied with a 5V DC
power supply. We combined the received signal with the
attacker signals using a combiner and used GPS-SDR-SIM
to generate attacker’s signals. The spoofed location was set
to 4.1km away from the original location. Hard-wiring the
attacker allowed us to test in a best-case scenario for the
attacker as they have a clear channel to the victim receiver and
evaluate its performance in eliminating the spoofing signal.

2) Amplitude Estimation: It plays a vital role in successful
signal recovery. In SemperFi, we leverage the max CAF value
or the correlation coefficient value to estimate the original
signal’s amplitude. In this strategy, the estimate’s accuracy is
susceptible to various factors like interference caused by sig-
nals from other satellites, the presence of adversarial signals,
and artifacts introduced by a wireless channel. For evaluating
the accuracy, we conducted an experiment where we executed
amplitude estimation in four cases. The accuracy of amplitude
increases as the attacker’s power advantage increases. Sem-
perFi compensates for the inaccuracies in amplitude estimation
caused by Doppler shifts, clock skews, and phase shifts by
executing multiple iterations of the signal recovery process
and successfully attenuates the adversarial signal. Refer to Fig-
ure [T for results.

3) Recovered Location Accuracy: We evaluate SemperFi’s
effectiveness in eliminating the spoofing signal by determin-
ing the location’s accuracy after passing through the various
blocks of SemperFi. We use the Universal Transverse Mercator
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Figure 12: The spoofed offset and the recovered offset for three
scenarios.

(UT™M) system to present our location accuracy results.
We evaluated the performance of SemperFi against both static
and dynamic scenario spoofing attacks present in the datasets
described in Section [V-CT.

First, we evaluate the performance of SemperFi against
the dataset generated using GPS signal generators. The UTM
plots depict the variations in locations and a timeline of
events. Figure [I2] shows the recovery operation results on static
scenarios across all three datasets. GPS simulator traces where
the spoofed offset is 6.2 km with recovered offset of 2 m. Live
recording with a recovered offset of 6 m. TEXBAT’s power
matched position push scenario where the attacker spoofs only
in Z plane. Figure [I2] shows varrying recovered offset as a
result of attacker signals’ synchronization with the legitimate
signals. More details are present in the following section.

4) Attacker synchronization: One major factor that affects
recovered locations is attacker synchronization with legiti-
mate signals. In other words, the effectiveness of eliminat-
ing spoofing signals depends on the temporal shifts in the
ToA of legitimate and spoofing satellite navigation messages.
The closer the synchronization, the harder it is to recover
entirely without additional processing. We evaluated the effects
of attacker synchronization by generating spoofing scenarios
where the attacker spoofs locations with an offset in the
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Figure 13: The effect of peak separation on accuracy of the
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accurately track them. Power advantage is 3 dB which is strong
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increments of 500 m from the original position. This results in
a corresponding temporal shift between the attacker’s spoofing
signal and the legitimate signal. The minimum peak separation
was 800ns at 500 m, and the maximum peak separation
55001ns at 3500 m. Note that this peak separation depends on
the satellite constellation at any point in time. Figure[I3|shows
the results of this experiment. Peak separation directly affects
how the attacker’s signals interact with legitimate signals as
peaks that are too close (e.g., less than 1us) poses a challenge
to the tracking loops, and as a result, the tracking loops
undergo signal cross-over and the tracking loop starts tracking
the wrong signal. This is evident from the higher recovered
location offset for the scenario with peak separation of 800 ns.

5) Effect of Attacker’s Power Advantage: We evaluate the
performance of SemperFi against attackers with varying power
levels up to 15 dB. Note that in seamless takeover attacks,
the maximum power difference required to execute the attack
successfully is not more than 2 — 3dB [41]], [73]]. TEXBAT
repository’s seamless takeover attack data-trace has a power
difference of not more than 10 dB. We created spoofing
scenarios where the attacker has a power advantage of 3 to
15 dB. SemperFi can attenuate stronger peaks and make the
suppressed weaker legitimate peaks visible in the acquisition
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plot. Figure shows a multi-stage attenuation process for
an adversary with 15dB power advantage. However, as seen
in the discrete-time scatter plot in Figure d), in the case
of an attacker with a 15dB power advantage, the adversarial
signal introduces much noise, which distorts the navigation
bits. In such a scenario, despite the reduced accuracy SemperFi
can enable our pseudorange rectifier and recover the correct
location by rectifying pseudoranges. Figure [I4] shows the
results of signal recovery in the presence of an attacker with
a 15dB power advantage. A typical drone flies at an altitude
of 50m and the antenna is installed pointing upwards. For a
standard GNSS antenna, gain below the horizon starts dropping
below -15dB at 0° [1] which means, an attacker who is on
ground is already has a disadvantage of 15 dB. Moreover, an
attacker trying to compensate for this power disadvantage can
be easily localized thus making it easier for detection.

6) Real-time performance: We evaluate the SemperFi’s
performance by deploying and executing it on the following
embedded platforms: i) NVIDIA Jetson Nano, ii) NVIDIA
Jetson Xavier, iii) Intel Core i7E], and iv) Intel Xeon E5-
263(ﬂ These systems are some of the standard systems used
as flight controllers onboard UAVs. We use signal traces as
described in Section [V-C1 for evaluating the performance.
The sampling rate of 10 MSa/s plays a significant role in
determining the performance of SemperFi as it is directly
related to the processing overhead. Our primary evaluation
metric is the time required per iteration of cancellation. It
is important to note that GNSS-SDR is itself a resource-
demanding application. Refer to Table [I| for a comparison
showing each system’s performance. We executed SemperFi
over 2000 times on various datasets to investigate the number
of iterations required for successful recovery. According to
our experiments, on an average each execution required 2.33
iterations to complete the recovery process. Standard deviation
and variance are 1.65 and 2.73 iterations respectively. The
number of iterations depends on the attacker’s synchronization
and the power advantage over legitimate signals. It is important
to note that our implementation of SIC is sensitive to missed
samples and sample losses result in more iterations. In some
cases SemperFi required just two iterations to recover the
signal. Thus, complete signal recovery may add delay to the
calculation of the PVT solution; in the case of Jetson Xavier,
for example, by 0.54 s which is sufficient in most cases as
the identification maneuver is required only in certain cases.
It is important to note that these values are from a sub-

Shttps://www.dji.com/manifold-2
%not currently used in any UAV platform and ported only for comparison

13

Table I: A comparison of time required by the corresponding
system to perform one iteration of signal cancellation.

Model Processing time
Jetson Nano 0.8 sfitr
Jetson Xavier 0.23 sfitr
Intel Core i7 0.2 sfitr
Intel Xeon 0.11 sfitr

optimized version of SemperFi. It is possible to improve the
performance by optimizing SemperFi for a specific system that
leverages its unique characteristics and features. For example,
SemperFi can be re-programmed to use CUDA cores available
on NVIDIA Jetson Nano and Xavier. In general, it is best to
deploy SemperFi on an FPGA as it will significantly improve
the performance.

VI. DISCUSSION

A. Flexible design

SemperFi is designed to be flexible and versatile. In
addition to integrating SemperFi into the acquisition module
as shown in Section we can use SemperFi as a plug-
gable module that can filter out adversarial signals and pass
on legitimate signals to a conventional receiver. This mode
of operation requires minimal modifications to the existing
receivers. Furthermore, SemperFi’s can be adopted for other
satellite navigation systems like GALILEO as they follow a
similar operating principle of code division multiple access
using spreading codes and computation of pseudoranges.

B. Limitations and Future Work

An attacker capable of predicting the maneuver and gener-
ating appropriate spoofing signals in real-time to defeat Sem-
perFi may use several techniques like acoustic sensors, ultra-
wideband scanners, visual sensors, and directional RF antennas
to track and localize drones [11]], [27], [28], [32], [39], [[70].
However, these works are restrictive in terms of coverage
area, tracking precision, and latency. Drone localization and
tracking system that uses acoustic sensors are effective only
up to 300m while the system that relies on radio telemetry
transmissions has an update rate of just 1 Hz. It is important
to note that the attacker also needs to generate and transmit
the spoofing signals. This requirement makes such an attack
extremely challenging.

Another limitation of SemperFi’s current implementation
is that tracking legitimate signals fails if the attacker has a
power advantage of more than 15 dB. We note that this 15dB
limit is a limit defined by our signal processing hardware and
peripherals like multiple directional antennas and receivers
can further increase the 15dB limit. Moreover, an attacker
transmitting with more than 15dB of power advantage can
easily be detected and localized by the receiver.

An attacker can also cause a denial of service attack by
transmitting multiple signals that can overload the system.
Even though SemperFi can handle multiple peaks through an
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iterative cancellation process, it is prone to resource exhaustion
as each iterative cancellation increases process overhead. As
future work, we plan to investigate techniques to quickly
identify the legitimate signal amongst several spoofing signals
and amplify it.

Finally, the proposed maneuver technique works well for
UAVs and it is challenging to design these maneuvers for
terrestrial vehicles because of mobility constraints. It is im-
portant to note that, in [56], the authors show that an attacker
can exploit the short-term stability of IMU sensors due to
predictable maneuvers in an urban setting. The problem is
similar when a UAV is flying between obstacles. However in
that case, the attacker also has similar constraints to force
the drone onto a different path successfully. Even if the
drone is operable, frequently changing weather conditions,
especially wind vectors, can affect the drone’s maneuverability,
especially high-velocity crosswinds. However, the algorithm
can be modified to work with crosswinds by determining the
force and velocity of wind as proposed in [58]] or by equipping
the drone with solid-state anemometers.

VII. RELATED WORK

Several GPS spoofing countermeasures have been proposed
in the past. Majority of these works focused on building
spoofing detection techniques and do not address the challenge
of neutralizing the attacker’s spoofing signals. In this paper, we
present SemperFi, a single antenna GPS receiver specifically
designed for UAVs, that is capable of tracking legitimate
GPS satellite signals and estimating the true location even
during a spoofing attack. The work that comes closest to
ours is the spoof-proof GPS receiver [31] and the in-line
GPS spoofing mitigation technique [47]]. In [31]], the receiver
uses maximum likelihood estimates after dampening the at-
tacker signal to estimate the correct location. The in-line GPS
spoofing mitigation technique [47]] implements an extended
RAIM method to filter outliers and correlation peak distortion
techniques to detect spoofing signals. Both these works are
incapable of distinguishing adversarial peaks and fail against
strong adversaries such as a seamless takeover attacker. Signal
cancellation has been explored as a method to attack GPS re-
ceivers in [55] by attenuating a specific satellite. Furthermore,
successive interference cancellation has been used to eliminate
the near-far problem associated with pseudolites [49]. The
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authors treat overpowering pseudolites as interference because
despite the signal being legitimate, it is so powerful that signals
from GPS satellites are buried under the noise-floor. In other
words, there was no ambiguity in determining the exact signal
to be canceled. Some proposals [51], [52] explored the use
of null steering to reduce the effect of the attacker’s signal.
Such solutions require additional hardware and fail in a multi-
spoofer setup, as described in [73]]. Borio et al. [24] provide
an interference cancellation technique for recovering from GPS
jammers. This work statistically models GPS jamming signals,
which aides in jamming signal removal.

Several cryptographic solutions have been proposed for
securing navigation messages. In [29], [46], the authors pro-
pose an asymmetric and hidden marker approach for securing
civilian GPS signals from signal-synthesis attacks. In [77],
the authors propose an authentication scheme by incorporating
digital signatures. All these cryptographic solutions, although
they prevent signal spoofing attack, requires key distribution
and management. It is important to note that GPS is a public
service used by millions of devices worldwide. Deployment
of these solutions requires serious modifications to existing
GPS infrastructure, which is impractical. Furthermore, crypto-
graphic solutions do not prevent record and replay attack [62].

Several spoofing detection schemes require extra periph-
erals like multiple antennas [22]], [53], [54]], which detect
discrepancies in the angle of arrival of GPS signals. GPS
signals and location estimates are correlated with data from
extra IMU sensors [33]], [42], [74], [[76] for detecting GPS
spoofing attacks using vector-based tracking. Extensive work
is present that focuses on the use of EKF to aid in recovering
from GPS glitches [40], [72]]. ArduPilot has one such imple-
mentation. Our experiments found that a spoofer can avoid
detection by controlling the introduced error in the positions.
In [57], [80], authors show how an attacker can create signals
to defeat Kalman filter-based detection algorithms and inject
false sensor data. However, GPS/IMU sensor-fusion based
navigation [56] has been recently shown to be vulnerable to
attacks against on-road navigation systems. Several works [44],
[73]] propose using multiple receivers to detect spoofing signals
by comparing reported positions of several GPS receivers with
their deployed constellation.

Researchers have also proposed spoofing detection schemes



that correlate civilian GPS signals with military signals [64],
cross-validation of PVT solutions across multiple navigation
systems [59] e.g., GPS, GLONASS, Galileo, etc. Just like
military signals, researchers have developed spoofing detec-
tion techniques that use opportunistic IRIDIUM signals [61]
In [43]], the authors leverage a crowdsourced network to detect
GPS spoofing attacks. In [23], the authors discuss the use of
deep learning schemes for spoofing detection and propose a
detection approach based on machine learning. Another reli-
able GPS spoofing detection technique involves the use device
fingerprinting technology [37] to detect GPS spoofing attacks
by identifying legitimate satellites. Works like SPREE [65]] and
vestigial signal detection [78] provides a spoofing detection
approach based on identifying auxiliary peaks. All the above
countermeasures only perform spoofing detection and are
incapable of autonomous recovery during the spoofing attack.
To the best of our knowledge, SemperFi is the first receiver
design in the open literature that reliably detects, identifies,
and recovers from a majority of GPS spoofing attacks.

VIII. CONCLUSION

In this paper, we presented SemperFi, a single-antenna
spoofer signal eliminating GPS receiver that is capable of pro-
viding uninterrupted legitimate locations even in the presence
of a strong adversary. We designed, implemented SemperFi
in GNSS-SDR capable of real-time operations and evaluated
it using various GPS signal traces, real drones and popular
embedded platforms. We showed that SemperFi is capable
of identifying adversarial peaks by executing flight patterns
less than 100m long and recover the true location in under
0.54s for most scenarios as identification maneuver is not
required for all scenarios. Finally, we release the design and
implementation of SemperFi to the community for usage and
further research.
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APPENDIX

The drone testing and evaluation setup. (a) and (b) show the
UAVs that we used (DJI Flamewheel F450 and Holybro S500)
in the outdoor UAS testing facility. (c) shows the anechoic
chamber used for GPS spoofing and jamming experiments.
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