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Abstract—With the rising of remote work and schooling, the
adaption of emerging technologies to teach the concepts of
cybersecurity becomes critical. In this work, we present the
concept, design, and prototype of a Mixed Reality-based
cybersecurity education application on phishing, so that school
children could be exposed to the subject remotely and practice
to differentiate malicious from genuine messages.
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1. INTRODUCTION

The technologies of Augmented Reality (AR), Virtual
Reality (VR), and Extended Reality (XR) have expanded
their application domains from entertainment (such as
gaming and virtual tours) to education, healthcare, and
manufacturing in the past few years [13]. Using these
immersive technologies, people can interact and collaborate
with one another around the world without being constrained
by physical boundaries or locations. In the Covid-19
pandemic, people have been utilizing single-user or multi-
user collaborative VR applications in all aspects of daily
life-work, social, education, business, entertainment [15]. In
particular, for education, teachers and students can join a
virtual classroom together to learn and share knowledge in
any context, such as going for a field trip [14]. In addition,
companies can train their employees remotely in virtual
environments so that they may learn and experience with the
operations and maintenance of sophisticated machines
without having to physically travel to a particular training
center [15].

As more and more educational activities move online,
children are spending more time on-line with the increasing
risk of being the targets of phishing attacks by hackers and
criminal organizations. Therefore, cybersecurity education
for school children becomes critical [17]—children must be
able to recognize different attacks and protect their personal
information. And for the educators, the cybersecurity
education content needs to be more accessible and easily
implemented by educators without highly specialized
cybersecurity expertise and programming skills.

More specifically, we focus on designing and prototyping
an interactive application that can make phishing, an
essential abstract cybersecurity concept, more tangible for
learners using the immersive technology of Mixed Reality.
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Moreover, many studies showed some positive impacts of
using AR applications on motivation, long-term memory
retention, and conceptual knowledge understanding [1].
However, there is a gap in integrating AR with real-world
objects to show how students interact with these systems
with their peers in-person or remotely [2,3]. To address this
gap, we plan to examine ways of designing creative AR
applications that improve students' motivation, learning, and
collaboration by combining physical and virtual interactions
between the AR system and people [4]. For this purpose, AR
can not only interact with the real-world object but can
promote remote collaboration through a shared network
session via a network-connected device (smartphone or
tablet) to engage students to work as a team from anywhere
in the world. Therefore, students can become collaborative
partners and co-creators of their learning [5].

This paper presents our design and prototype of an
interactive activity to educate the cybersecurity concept of
phishing, which is addressed in the Computer Science
Teacher Association standards (Networks & the Internet with
a specific focus on safety, privacy, and security). In
particular, the paper describes (1) the initial' design of AR-
based cybersecurity activity with the potential to engage and
motivate school students, (2) the implementation of a Mixed
Reality-based phishing applications and its procedure of
using this application.

II. RELATED WORK

A.  Augmented Reality Education

AR technology has been showing its potential in areas
such as education, medicine, and entertainment due to its
capability of bringing digital contents into the physical world
[18]. The coexistence of virtual and tangible information in
AR allows people to visualize and interact with abstract
concepts [6]. Taking education as an example, Tomoki
Itamiya [7] used VR/AR for disaster education which
includes that most of the natural disasters (e.g. tsunami,

! Our project draws on a transdisciplinary approach that
includes the end-users (both educators and students) in
every aspect of iterative design. In this work-in-progress
paper, we present the initial design of the phishing
application without any input from the end-users yet.
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earthquakes, and typhoons) in Japan's elementary and junior
high schools. Lin et al. [8] combines AR with the deep
learning recommendation system to help students from non-

CS majors to learn programming and computational thinking.

B.  Cybersecurity Education for Phishing

As time moves on, the techniques of designing phishing
messages become too elegant and sophisticated to be
distinguished from legitimate messages without regular
training or the help of antivirus software [19]. There are
literatures focusing on phishing training using web-based
platforms [9,10,11]. For instance, Nicholson et al. [9] used
PhishTank (a famous phishing mail database) to design
twelve phishing emails to test teenagers' ability to distinguish
the emails in an interactive web platform. Similarly, Nima et
al. [10] developed a web game called "what could go
wrong?" to help the player understand the consequence of
making the wrong decision after clicking a malicious link on
a mobile device. Wen et al. [11] developed What.Hack, an
anti-phishing online simulation game that teaches phishing
concepts and simulates actual phishing attacks in a role-
playing game. This work ussed the web as the platform to
educate students on the essential cybersecurity concepts. In
contrast, our work focuses on the new interaction form of
AR technology and collaborative learning to help students
learn this abstract cybersecurity knowledge with an tangible
and immersive way of learning.

III. RESEARCH GOALS AND PROPOSED WORK

The overall research goals of the work are to design AR-
based applications for teaching several concepts of
cybersecurity in a tangible manner. In particular, we focus on
phishing in this paper and discuss about how we designed an
AR-based applications for teaching cybersecurity knowledge
in an immersive and collaborative fashion. Overall, we plan
to conduct a pilot study to measure and evaluate the
cybersecurity knowledge and motivation of the students.

A.  Concept of Phishing

Phishing [16] is a deceitful attempt to obtain personal
information, such as national identity number, birthday,
address, and credit card numbers, by disguising oneself as a
well-known or trustworthy authority in the electronic form or
physical form. Typically, hackers use emails, instant
messages, texts, and social media to trick the users into
clicking or entering a website that looks and feels like the
genuine website they intend to browse; once the user clicks,
they are asked to enter their personal information.

B. Design of AR-based Phishing Application

Below, we present how AR can make the concept of
Phishing concrete and interactive. As depicted in Figure 2,
two students are using the AR application remotely or in-
person with their respective iPads. They need to discuss the
messages on the table and decide whether to open the
associated attachments or links based on their digital
contents. If they make the wrong choice, the AR app will
play an animation showing, for instance, the disappearance
of apps, photos, or emails on the iPad to demonstrate the
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damage caused by the phishing attack. The detailed

operations are described in Section III-D.
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Figure 1. Phishing Examples in Instagram and WhatsApp
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Figure 2. Example Phishing AR Activity

C. Prototype

To prototype the AR-based Phishing application, we
have implemented the user interface (UI) and user
experience (UX) with Adobe XD. As shown in Figure 4, the
user needs to fill up some personal information to start the
AR session. Before the AR session, we provided an AR
session guide agent to help the user start the exploration and
provide a better user experience (UX). Students can use their
fingers to touch the screen to interact with the AR
application to offer tangible interactions. Also, with iPads,
students can walk around freely without being constrained
by any connected cable.

To support the AR application over multiple platforms
(such as Apple i0S, Google Android, and Microsoft
HoloLens), we used the Unity game engine with AR
Foundation framework and AR Foundation subsystem,
ARKit Plugin, ARCore XR Plugin, and Windows XR Plugin.
In addition, to facilitate the image detection feature for
recognizing phishing questions on the table in Figure 5, we
implement this feature with a 2D Image tracking API and
create an image library to store for the API to detect the
feature points. Also, we implement a GameManager object
to track user's behavior and provide the corresponding
feedback along with their AR experience.

D. Operations of AR-based Phishing Application

1. Open the AR-based phishing application with your

partner (in-person or remotely).

2. Enter personal information for the experimental

data collection purposes.
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Start the AR session and follow the guideline with
the UX agent for AR experience.

Scan different pictures on the table and figure out
what is the digital content for that specific area (i.e.,
email and social media platforms).

Discuss the digital content with your partner and
determine whether the content is phishing content
or unharmed content.

When the final decision is made, use a finger to
drag the content either into the trashcan to delete
the digital content or over the mail scissors to open
the digital content.

Repeat this process until every picture is scanned
and solved the tasks.

The system will automatically show the result once
all the tasks are finished.

On the result page, the system provided the details
of each selected question with the explanation and
related phishing examples and identified tips for
the students to learn more about the phishing
attacks.

-

Mixed Reality ' _)s

Anti-Phishing
Program

Get Started —>

Figure 3. Mixed Reality Anti-Phishing Program Start Page
Let me know more about you

Gender

Age

Start Exploring =

Figure 4. Mixed Reality Anti-Phishing Program Basic Information Page
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Use your iPad to scan the images on the table '

Figure 5. Mixed Reality Anti-Phishing Program Challenges Page
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Figure 6. Mixed Reality Anti-Phishing Program Questionnaire Page

E. Design of Phishing Questions

To train the students to differentiate the phishing content
as much as possible, we have collected and designed the
phishing contents from popular social media platforms. Also,
to support different world regions, we customized the
questions based on the popularity of the local social media
platforms from the iOS store's ranking. Taking Taiwan as an
example, we used LINE (the most popular instant messaging
in the country), Facebook, and Instagram to create the digital
content for testing. We also prepared emails of different
contexts for this training application, such as schools, banks
and famous companies.

IV. CONCLUSION

In this paper, we proposed a Mixed Reality based
education application for teaching about phishing from
concept, design, prototype to implementation. With the AR
technology, we can transform the abstract cybersecurity
concepts into a tangible and highly interactive training
application. We plan to conduct a pilot study to evaluate
learning interest. In addition, we will collect the user's
feedback for the initial design for cybersecurity education
application in mixed reality to further improve other
advanced cybersecurity topics.
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