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B yt e- a d dr ess a bl e, n o n- v ol atil e  m e m or y ( N V M) pr es e nts a n o p p ort u nit y t o r et hi n k t h e e ntir e s yst e m st a c k.
We pr es e nt  T wi z zl er, a n o p er ati n g s yst e m r e d esi g n f or t his n e ar-f ut ur e.  T wi z zl er r e m o v es t h e k er n el fr o m t h e
I/ O p at h, pr o vi d es pr o gr a ms  wit h  m e m or y-st yl e a c c ess t o p ersist e nt d at a usi n g s m all ( 6 4 bit), o bj e ct-r el ati v e
cr oss- o bj e ct p oi nt ers, a n d e n a bl es si m pl e a n d e ffi ci e nt l o n g-t er m s h ari n g of d at a b ot h b et w e e n a p pli c ati o ns
a n d b et w e e n r u ns of a n a p pli c ati o n.  T wi z zl er pr o vi d es a cl e a n-sl at e pr o gr a m mi n g  m o d el f or p ersist e nt d at a,
r e ali zi n g t h e visi o n of  U i n a  w orl d of p ersist e nt  R A M.

We s h o w t h at T wi z zl er is si m pl er,  m or e e xt e nsi bl e, a n d  m or e s e c ur e t h a n e xisti n g I/ O  m o d els a n d i m pl e-
m e nt ati o ns b y b uil di n g s oft w ar e f or  T wi z zl er a n d e v al u ati n g it o n  N V M  DI M Ms.  M ost p ersist e nt p oi nt er
o p er ati o ns i n  T wi z zl er i m p os e l ess t h a n 0. 5 ns a d d e d l at e n c y.  T wi z zl er o p er ati o ns ar e u p t o 1 3 × f ast er t h a n
U , a n d S Q Lit e q u eri es ar e u p t o 4.2 × f ast er t h a n o n P M D K. Y C S B  w or kl o a ds r a n 1. 1 – 2.9 × f ast er o n  T wi z-
zl er t h a n o n n ati v e a n d  N V M- o pti mi z e d S Q Lit e b a c k e n ds.
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1 I N T R O D U C TI O N

B yt e- a d dr ess a bl e n o n- v ol atil e  m e m o r y ( N V M) o n t h e  m e m or y b us  wit h  D R A M-li k e l at e n c y [ 2 4 ,
4 0 ] will f u n d a m e nt all y s hift t h e w a y t h at w e pr o gr a m c o m p ut ers. T h e t w o-ti er m e m or y hi er ar c h y
s plit b et w e e n hi g h-l at e n c y p ersist e nt st or a g e a n d l o w l at e n c y v ol atil e  m e m or y  m a y e v ol v e i nt o a
si n gl e l e v el of l ar g e, l o w l at e n c y, a n d dir e ctl y a d dr ess a bl e p ersist e nt  m e m or y.  M er e i n cr e m e nt al
c h a n g e  will l e a v e dr a m ati c i m pr o v e m e nts i n pr o gr a m m a bilit y, p erf or m a n c e, a n d si m pli cit y o n t h e

T his  w or k  w as s u p p ort e d i n p art b y t h e  N ati o n al S ci e n c e F o u n d ati o n ( gr a nts II P- 1 2 6 6 4 0 0, II P- 1 8 4 1 5 4 5), a gr a nt fr o m I nt el
C or p or ati o n, a n d t h e i n d ustri al  m e m b ers of t h e  U C S C  C e nt er f or  R es e ar c h i n St or a g e S yst e ms.
A ut h ors’ a d dr ess es:  D. Bitt m a n a n d P.  Al v ar o,  U C S a nt a  Cr u z,  C S E, 1 1 5 6  Hi g h Str e et, S a nt a  Cr u z,  C A; e m ails: { d bitt m a n,
p al v ar o} @ u cs c. e d u; P.  M e hr a, I E E E  M e m b er; e m ails: p a n k aj. m e hr a @i e e e. or g;  D.  D. E. L o n g,  U C S a nt a  Cr u z,  B S O E, 1 1 5 6
Hi g h Str e et, S a nt a  Cr u z,  C A; e m ail: d arr ell @ u cs c. e d u; E. L.  Mill er,  U C S a nt a  Cr u z,  C S E, 1 1 5 6  Hi g h Str e et, S a nt a  Cr u z,  C A,
P ur e St or a g e,  C A; e m ail: el m @ u cs c. e d u.
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1 1: 2 D.  Bi m a n et al.

t a bl e. It is ess e nti al t h at o p er ati n g s yst e ms a n d s yst e m s oft w ar e e v ol v e t o  m a k e t h e b est us e of t his
n e w t e c h n ol o g y.

T h es e o p p ort u niti es  m oti v at e us t o r e visit h o w pr o gr a ms o p er at e o n p ersist e nt d at a.  T h e s e p-
ar ati o n of v ol atil e  m e m or y a n d hi g h-l at e n c y p ersist e nt st or a g e is a c or e  O S d esi g n pri n ci pl e t h at
r e q uir es t h e  O S t o  m a n a g e e p h e m er al c o pi es of d at a a n d i nt er p os e its elf o n p ersist e n c e o p er ati o ns,
a p e n alt y t h at will c o ns u m e a n i n cr e asi n g fr a cti o n of ti m e as N V M p erf or m a n c e i n cr e as es [ 6 5 ].  T h e
dir e ct- a c c ess n at ur e of  N V M i n vit es t h e us e of l o a d a n d st or e i nstr u cti o ns t o dir e ctl y a c c ess p ersis-
t e nt d at a, si m plif yi n g a p pli c ati o ns b y e n a bli n g p ersist e nt d at a  m a ni p ul ati o n  wit h o ut t h e n e e d t o
tr a nsf or m it b et w e e n i n- m e m or y a n d o n-st or a g e d at a f or m ats.  T h us, t h e  m o d el t h at b est e x pl oits
t h e l o w l at e n c y n at ur e of  N V M is o n e i n  w hi c h p ersist e nt d at a is  m ai nt ai n e d as i n- m e m or y d at a
str u ct ur es a n d n ot s eri ali z e d or e x pli citl y l o a d e d or u nl o a d e d.  T o a v oi d s eri ali z ati o n, t his  m o d el
m ust s u p p ort p ersist e nt p oi nt ers t h at ar e v ali d i n a n y e x e c uti o n c o nt e xt, n ot j ust t h e o n e i n  w hi c h
t h e y  w er e cr e at e d.

Tr yi n g t o  m ol d  N V M i nt o e xisti n g  m o d els  will n ot e n a bl e its f ull est p ot e nti al, j ust as S S Ds di d
n ot r e a c h t h eir f ull p ot e nti al u ntil t h e y tr a ns c e n d e d t h e dis k p ar a di g m.  T o e x pl or e a “ cl e a n-sl at e”
a p pr o a c h,  w e ar e b uil di n g  T wi z zl er, a n  O S d esi g n e d t o t a k e f ull a d v a nt a g e of t his n e w t e c h n ol o g y
b y r et hi n ki n g t h e a bstr a cti o ns  O S es pr o vi d e i n t h e c o nt e xt of  N V M.  T wi z zl er di vi d es  N V M i nt o
o bj e cts wit hi n a gl o b al o bj e ct s p a c e, a n d p oi nt ers ar e i nt er pr et e d i n t h e c o nt e xt of t h e o bj e ct i n
w hi c h t h e y r esi d e.  T his d e c o u pl es p oi nt ers fr o m t h e a d dr ess s p a c e of a n i n di vi d u al t hr e a d, pr o-
vi di n g a d at a- c e ntri c pr o gr a m mi n g  m o d el r at h er t h a n a pr o c ess- c e ntri c o n e.  T h e r es ult is a v astl y
si m pl er e n vir o n m e nt i n  w hi c h t h e  O S’s pri m ar y f u n cti o n is t o s u p p ort  m a ni p ul ati n g, s h ari n g, a n d
pr ot e cti n g p ersist e nt d at a usi n g f e w k er n el i nt er p ositi o ns.

We d esi g n e d a n d i m pl e m e nt e d a si m pl e, st a n d al o n e k er n el t h at s u p p orts a us ers p a c e f or  N V M-
b as e d a p pli c ati o ns,  wit h c o m p ati bilit y l a y ers f or l e g a c y pr o gr a ms.  We  wr ot e a s et of li br ari es a n d
p ort a bilit y l a y ers t h at pr o vi d e a ri c h e n vir o n m e nt f or a p pli c ati o ns t o a c c ess p ersist e nt d at a t h at
t a k es i nt o a c c o u nt b ot h s e m a nti cs ( p ersist e nt p oi nt ers) a n d s af et y ( b uil di n g cr as h- c o nsist e nt d at a
str u ct ur es).  We t h e n p erf or m e d a c as e-st u d y b y  writi n g s oft w ar e f or  T wi z zl er, t a ki n g i nt o a c c o u nt
t h e n e w fl e xi bilit y a n d p o w er g ai n e d b y o ur  m o d el a n d e v al u ati n g o ur s oft w ar e f or c o m pl e xit y a n d
p erf or m a n c e.  We p ort e d S Q Lit e t o  T wi z zl er, s h o wi n g h o w o ur a p pr o a c h c a n pr o vi d e si g ni fi c a nt
p erf or m a n c e g ai ns o n e xisti n g a p pli c ati o ns as  w ell.

I n a  w orl d  w h er e i n- m e m or y d at a c a n l ast f or e v er, t h e c o nt e xt r e q uir e d t o  m a ni p ul at e t h at d at a
is b est c o u pl e d  wit h t h e d at a r at h er t h a n e p h e m er al c o nstr u cts li k e t h e pr o c ess.  T his k e y i nsi g ht
m a nif ests its elf i n t h e t hr e e pri m ar y c o ntri b uti o ns of t his arti cl e:

• We dis c uss ( S e cti o n 2 ) o ur visi o n f or a d at a- c e ntri c  O S a n d t h e r e q uir e m e nts t h at it  m ust
m e et t o pr o vi d e l o w l at e n c y  m e m or y-st yl e a c c ess t o  N V M  wit h e ffi ci e nt d at a s h ari n g a n d
si m pli fi e d pr o gr a m mi n g  m o d els.

• We pr es e nt T wi z zl er ( S e cti o n 3 ) a n d d es cri b e its m e c h a nis ms t o m e et t h os e r e q uir e m e nts,
i n cl u di n g d e c o u pli n g tr a diti o n all y li n k e d c o n c er ns, r e d u ci n g k er n el i n v ol v e m e nt i n a d dr ess
s p a c e  m a n a g e m e nt, a n d pr o vi di n g a ri c h  m o d el f or c o nstr u cti n g i n- m e m or y p ersist e nt d at a
str u ct ur es t h at c a n b e e asil y s h ar e d b et w e e n pr o gr a ms a n d  m a c hi n es.

• We e v al u at e ( S e cti o n 5 ) t h e e as e- of- us e, s e c urit y a d v a nt a g es, a n d pr o gr a m m a bilit y off er e d
b y o ur e n vir o n m e nt, f or b ot h n e w a n d e xisti n g, p ort e d s oft w ar e ( S Q Lit e), al o n g  wit h p er-
f or m a n c e i m pr o v e m e nts ( S e cti o n 6 ) o n N V M DI M Ms.

2  T H E  D A T A- C E N T RI C  O S

O p er ati n g s yst e ms pr o vi d e a bstr a cti o ns f or d at a a c c ess t h at r e fl e ct t h e h ar d w ar e f or  w hi c h t h e y
w er e d esi g n e d.  C urr e nt I/ O i nt erf a c es a n d a bstr a cti o ns r e fl e ct t h e str u ct ur e of  m ut u all y e x cl usi v e
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volatile and persistent domains, the hallmarks of which are heavy kernel involvement for persist-
ing data, a need for data serialization, and complexity in data sharing requiring the overhead of
pipes or the management cost of shared virtual memory. However, the introduction of low latency
and directly attached NVM into the memory hierarchy requires that we rethink key assumptions
such as the use of virtual addresses, the kernel’s involvement in persistent I/O, and the way that
programs operate on and share persistent data [31].
The &rst key characteristic of NVM is low latency: only 1.5–8× the latency of DRAM in most

cases [40]. Thus, the cost of a system call to access NVM dominates the latency of the access itself.
The second key characteristic is that the processor can directly access persistent storage using load
and store instructions. Direct, low latency access to NVMmeans that explicit serialization is a poor
&t—it adds complexity, as programmers must maintain di(erent data formats and the transforma-
tions between them, and the overhead is intolerable due to NVM’s low latency. Hence, we should
design the semantics of the programming model around in-memory persistent data structures,
giving programs direct access to them without explicit persistence calls or serialization methods.
These characteristics imply two basic requirements for OSes to most e(ectively use NVM:

(R1) Remove the kernel from the persistence path. This addresses both characteristics.
System calls to persist data are costly; wemust provide lightweight, direct, memory-style
access for programs to operate on persistent data.

(R2) Design for pointers that last forever. Long-lived data structures can directly reference
persistent data, so pointers must have the same lifetime as the data they point to. Virtual
memory mappings are, by contrast, ephemeral and so cannot e(ectively name persistent
data. Persistent data is, by de&nition, accessed by multiple actors, both simultaneously
and over time, and thus must be stored in a form that is conducive to sharing without
needing the ephemeral context associated with a particular actor.

We call an OS that meets both requirements R1 and R2 data-centric, as opposed to current OSes,
which are process-centric. Operations on persistent, in-memory data structures are the primary
functions of a data-centric OS, which tries to avoid interposing on such operations, preferring
instead to intervene only when necessary to ensure properties such as security and isolation. To
meet both of these requirements, a data-centric OS must provide e(ective abstractions for iden-
tifying data independent of data location, constructing persistent data relationships that do not
depend on ephemeral context, and facilitating sharing and protection of persistent data.

2.1 A Data-centric Approach
We cannot store virtual addresses in persistent data, so we need a new way to name a word of
persistentmemory: a persistent pointer. The persistent pointer encodes a persistent identi&cation of
data (Section 3.3) instead of an ephemeral address, allowing any thread to access the desired word
of memory regardless of address space. This approach dramatically improves programmability, as
programmers need not worry about the complexity of referring to persistent data with ephemeral
constructs, improving data sharing between programs and across runs of a program. Twizzler still
makes use of virtual memory hardware to provide isolation and translation, but persistent data
structures should not be written in terms of virtual addresses.
The Death of the Process. Processes as a &rst class OS abstraction are, like virtual addresses,

unnecessary; a traditional process couples threads of control to a virtual address space, a security
role, and kernel state. However, with the kernel removed from persistent data access, much of that
kernel state (e.g., &le descriptors) is unnecessary, leading to a decoupling of mechanisms: Nothing
fundamentally connects a virtual address space (a piece of ephemeral context used to access data)
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a n d a s e c urit y c o nt e xt ( w h at d at a t hr e a ds  m a y a c c ess). I nst e a d, a d at a- c e ntri c  O S c a n k e e p t h e g o o d
p arts of a pr o c ess b ut s e p ar at e virt u al a d dr ess tr a nsl ati o n a n d s e c urit y r ol es, all o wi n g t hr e a ds t o
s el e ct o n e of e a c h as n e e d e d.

T h e pr o c ess a bstr a cti o n is j ust o n e e x a m pl e. P ersist e nt d at a a c c ess pl a ys a k e y r ol e i n  O S a b-
str a cti o n d esi g n, a n d  w e n e e d t o a v oi d c o m pl e xit y arisi n g fr o m c o m bi ni n g ol d a n d n e w i nt erf a c es.
H e n c e,  w e n e e d t o c o nsi d er t h e  wi d e-r e a c hi n g e ff e cts of c h a n gi n g t h e p ersist e n c e  m o d el o n all as-
p e cts of t h e s yst e m, n ot j ust I/ O i nt erf a c es.  N V M gi v es us a n o p p ort u nit y t o d esi g n a n  O S ar o u n d
t h e r e q uir e m e nts of t h e t ar g et pr o gr a m mi n g  m o d el i nst e a d of tr yi n g t o  m ol d s u p p ort li br ari es
ar o u n d e xisti n g i nt erf a c es.  W hil e it is i m p ort a nt t h at  w e pr o vi d e s u p p ort f or l e g a c y a p pli c ati o ns,
it is t h es e a p pli c ati o ns t h at s h o ul d b e r el e g at e d t o s u p p ort li br ari es; n e w a p pli c ati o ns b uilt f or t h e
pr o gr a m mi n g  m o d el s h o ul d g et fi rst- cl ass  O S s u p p ort.

T ar g eti n g T h es e  C o nstr ai nts  wit h T wi z zl er . T h e c o ns e q u e n c es of m e eti n g t h e r e q uir e m e nts of
t h es e h ar d w ar e tr e n ds d efi n e a b o u n d e d d esi g n s p a c e f or d at a- c e ntri c  O S es.  We h a v e c h os e n a p oi nt
i n t h at s p a c e a n d b uilt  T wi z zl er, o ur a p pr o a c h t o pr o vi di n g a p pli c ati o ns  wit h effi ci e nt a n d e ff e cti v e
a c c ess t o  N V M. I n t h e f oll o wi n g s e cti o n,  w e  will dis c uss h o w o ur f o ur pri m ar y a bstr a cti o ns — a l o w-
l e v el p ersist e nt o bj e ct  m o d el, a p ersist e nt p oi nt er d esi g n, a n a d dr ess s p a c e  m e c h a nis m c all e d vi e ws ,
a n d a s e c urit y c o nt e xt  m e c h a nis m — a c hi e v e t h es e g o als of r e m o vi n g t h e k er n el fr o m t h e p ersist e nt
d at a a c c ess p at h.

2. 2  E xi sti n g I nt e rf a c e s

C urr e nt  O S t e c h ni q u es d o n ot  m e et r e q uir e m e nts  R 1 a n d  R 2 as  w e s et o ut a b o v e — fi l e r e a d a n d
w r i t e i nt erf a c es, d esi g n e d f or s e q u e nti al  m e di a a n d l at er e x p a n d e d f or bl o c k- b as e d  m e di a, r e q uir e
si g ni fi c a nt k er n el i n v ol v e m e nt a n d s eri ali z ati o n, vi ol ati n g b ot h r e q uir e m e nts.  W hil e s u p p ort f or
t h es e i nt erf a c es c a n b e us ef ul f or l e g a c y a p pli c ati o ns, as  w e  will d e m o nstr at e, pr o vi di n g t h e pr o-
gr a m m er  wit h a bstr a cti o ns d esi g n e d f or N V M b ot h r e d u c es c o m pl e xit y a n d i m pr o v es p erf or m a n c e.

T h e m m a p s yst e m c all att e m pts t o hi d e st or a g e b e hi n d a  m e m or y i nt erf a c e t hr o u g h hi d d e n d at a
c o pi es.  B ut,  wit h  N V M, t h es e c o pi es ar e  w ast ef ul, a n d m m a p still h as si g ni fi c a nt k er n el i n v ol v e m e nt
a n d t h e n e e d f or e x pli cit m s y n c c alls. “ Di r e ct  A c c e s s ” ( D A X) tri es t o r etr ofi t m m a p f or  N V M b y
r e m o vi n g t h e r e d u n d a nt c o p y, b ut t his still f ails t o a d dr ess r e q uir e m e nt  R 2!  O p er ati n g o n p ersist e nt
d at a t hr o u g h m m a p r e q uir es t h e pr o gr a m m er t o us e eit h er fi x e d virt u al a d dr ess es,  w hi c h pr es e nts a n
i nf e asi bl e c o or di n ati o n pr o bl e m as  w e s c al e a cr oss  m a c hi n es, or virt u al a d dr ess es dir e ctl y,  w hi c h
ar e e p h e m er al a n d r e q uir e t h e c o nt e xt of t h e pr o c ess t h at cr e at e d t h e m.

Att e m pti n g t o s h o e h or n  N V M pr o gr a m mi n g at o p P O SI X i nt erf a c es (i n cl u di n g m m a p ) r es ults i n
c o m pl e xit y t h at aris es fr o m c o m bi ni n g  m ulti pl e p arti al s ol uti o ns.  Gi v e n s o m e f e at ur e d esir e d b y
a n a p pli c ati o n, t h e  N V M fr a m e w or k c a n pr o vi d e a n i nt e gr at e d s ol uti o n t h at  m es h es  w ell  wit h
t h e e xisti n g s u p p ort f or p ersist e nt d at a str u ct ur e  m a ni p ul ati o n a n d a c c ess, or it c a n f all b a c k t o
P O SI X, r es ulti n g i n t h e pr o gr a m m er n e e di n g t o u n d erst a n d t w o di ff er e nt “f e at ur e n a m es p a c es”
a n d t h eir i nt er a cti o ns.  A n e x a m pl e of t his is n a mi n g,  w h er e a pr o gr a m m er  m a y n e e d t o t ur n t o t h e
fi l es yst e m t o  m a n a g e n a m es i n a c o m pl et el y ort h o g o n al  w a y t o h o w t h e  N V M fr a m e w or ks h a n dl es
d at a r ef er e n c es. F or e x a m pl e, P M D K, a n  N V M pr o gr a m mi n g li br ar y, r eli es o n a fi l es yst e m f or
n a mi n g a n d i niti al a c c ess t o p ersist e nt  m e m or y o bj e cts, r es ulti n g i n di ff er e nt ki n ds of r ef er e n c es,
f e at ur e s ets fr o m fi l es yst e ms b ei n g a p pli e d (li k e s e c urit y)  w hil e ot h ers ar e n ot ( d at a a c c ess), a n d t h e
c o m pl e xit y of u n d erst a n di n g h o w t h e P M D K a bstr a cti o ns i nt er a ct  wit h t h e P O SI X o n es. I nst e a d,
o ur  m o d el pr ef ers t o b uil d l e g a c y s u p p ort at o p n e w a bstr a cti o ns ( S e cti o n 4 ) a n d a v oi d f alli n g b a c k
t o l e g a c y  m o d els f or p ersist e nt d at a a c c ess.  We  will dis c uss a n ot h er e x a m pl e, s e c urit y, i n o ur c as e
st u d y ( S e cti o n 5 ).

A d diti o n all y,  m o d els t h at l a y er  N V M pr o gr a m mi n g at o p e xisti n g i nt erf a c es oft e n f ail t o f a cilit at e
e ff e cti v e p ersist e nt d at a s h ari n g a n d pr ot e cti o n. P M D K, f or e x a m pl e,  m a k es d esi g n c h oi c es t h at
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Twizzler: A Data-Centric OS for NVM 11:5

Fig. 1. Twizzler system overview. Applications link to musl (a C library), twix (our Linux syscall emulation
library), and libtwz (our standard library). Through musl, they may act on persistent data with POSIX
interfaces, though we expect Twizzler applications to operate directly on persistent data with memory-style
semantics.

limit scalability, since its data objects are not self-contained and do not have a large enough ID
space, resulting in the need to coordinate object IDs across machines [11]. For the same reason,
although single-address space OSes [13] somewhat address requirement R1, they do not consider
both requirements at once, nor do they provide an e(ective and scalable solution to long-term data
references due to that same coordination complexity [10].

3 THE DESIGN OF TWIZZLER
Twizzler is a stand-alone kernel and userspace runtime that provides execution support for pro-
grams. It provides, as &rst-class abstractions, a notion of threads, address spaces, persistent objects,
and security contexts. A program typically executes as a number of threads in a single address
space (providing backwards compatibility with existing programming models), into which persis-
tent objects are mapped on-demand. Instead of providing a process abstraction, Twizzler provides
views (Section 3.2) of the object space, which formalizes the notion of ephemeral context within our
model by allowing programs to map objects for access, and security contexts (Section 3.4), which
de&ne a thread’s access rights to objects in the system. Twizzler provides persistent pointers (Sec-
tion 3.3) for programs, as well as primitives to ensure crash-consistency (Section 4.2). The thread
abstraction is similar to modern OSes: The kernel provides scheduling, synchronization, and man-
agement primitives. Figure 1 shows an overview of the system organization and how di(erent
parts of the system operate on data objects.
Twizzler’s kernel acts much like an Exokernel [29, 43], providing su!cient services for a

userspace library OS, called libtwz, to provide an execution environment for applications. The
primary job of libtwz is to manage mappings of persistent objects into the address space (Sec-
tion 3.2) and deal with persistent pointers (Section 3.3). Twizzler also exposes a standard library
that provides higher-level interfaces beyond raw access tomemory. For example, software that bet-
ter &ts message-passing semantics can use library routines that implement message-passing atop
shared memory. Twizzler’s standard library provides additional higher-level interfaces, including
streams, logging, event noti&cation, and many others. Applications use these to easily build com-
posable tools and pipelines for operating on in-memory data structures without the performance
loss and complexity of explicit I/O.
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We pr o vi d e P O SI X s u p p ort  wit h t w i x , a li br ar y t h at e m ul at es Li n u x s ys c alls. We m o difi e d
m u s l [1 ], a  C li br ar y t h at all pr o gr a ms li n k t o, r e pl a ci n g i n v o c ati o ns of t h e s y s c a l l i nstr u cti o n
wit h c alls i nt o t w i x , w hi c h i nt er n all y tr a c ks U st at e-li k e fi l e d es cri pt ors. T his is h a n dl e d e n-
tir el y i n us ers p a c e; c alls t o r e a d a n d w r i t e oft e n r e d u c e t o c alls t o m e m c p y .

3. 1  O bj e ct  M a n a g e m e nt

T wi z zl er or g a ni z es d at a i nt o o bj e cts , w hi c h m a y b e p ersist e nt. E a c h o bj e ct is i d e ntifi e d b y a u ni q u e
1 2 8 bit o bj e ct I D (t h o u g h l ar g er I Ds  w o ul d b e p ossi bl e).  O bj e cts pr o vi d e c o nti g u o us r e gi o ns of
m e m or y t h at or g a ni z e s e m a nti c all y r el at e d d at a  wit h si mil ar lif eti m e a n d p er missi o ns.  A p pli c a-
ti o ns a c c ess o bj e cts vi a  m a p pi n g s er vi c es ( dis c uss e d i n t h e n e xt s e cti o n) b y  m a p pi n g e a c h o bj e ct
i nt o a c o nti g u o us r a n g e i n t h e a d dr ess s p a c e, t h o u g h t h e a d dr ess s p a c e its elf  m a y b e d e ns el y or
s p ars el y  m a p p e d.  O bj e cts c a n b e a n y w h er e fr o m 4  Ki B (t h e si z e of a p a g e) t o 1  Gi B; t h e u p p er
b o u n d o n o bj e ct si z e is a pr ot ot y p e i m pl e m e nt ati o n c h oi c e a n d n ot f u n d a m e nt al t o t h e d esi g n.

T wi z zl er us es o bj e cts as t h e u nit of a c c ess c o ntr ol, b uil di n g o ff a r e a d/ writ e/ e x e c ut e p er missi o ns
m o d el t h at  mirr ors t h at of  m e m or y  m a n a g e m e nt u nits i n  m o d er n pr o c ess ors.  T his is a dir e ct c o n-
s e q u e n c e of a v oi di n g t h e k er n el f or p ersist e nt d at a a c c ess —it c a n s et p oli c y b y pr o gr a m mi n g t h e
M M U, b ut  m ust l e a v e e nf or c e m e nt u p t o t h e h ar d w ar e,  w hi c h, i n t ur n, d e fi n es  w h at pr ot e cti o ns
ar e p ossi bl e.

A n o bj e ct, fr o m t h e pr o gr a m m er’s p ers p e cti v e, is fl e xi bl e i n its c o nt e nts —f or e x a m pl e, it c o ul d
c o nt ai n a n y w h er e fr o m a si n gl e  B-tr e e n o d e t o t h e e ntir e  B-tr e e.  Oft e n, a n o bj e ct  w o ul d c o nt ai n
t h e e ntir e tr e e, si n c e t h e e ntir e tr e e is t y pi c all y s u bj e ct t o t h e s a m e a c c ess s e m a nti cs b y pr o gr a ms,
a n d t h er e ar e o v er h e a ds ass o ci at e d  wit h o bj e cts t h at c a n b e a m orti z e d o v er l ar g er s p a c es.  D at a a n d
d at a str u ct ur es t h at ar e t o o l ar g e f or o n e o bj e ct or r e q uir e di ff er e nt a c c ess p er missi o ns c a n s p a n
m ulti pl e o bj e cts  wit h r ef er e n c es b et w e e n t h e m.  We d e m o nstr at e t h e b e n e fi ts of t his fl e xi bilit y i n
S e cti o n 5 .

T h e k er n el pr o vi d es s er vi c es f or o bj e ct  m a n a g e m e nt, s u c h as cr e ati n g a n d d el eti n g o bj e cts.  O b-
j e cts ar e cr e at e d b y t h e c r e a t e s yst e m c all,  w hi c h r et ur ns a n o bj e ct I D.  A pr o gr a m  m a y als o
o pti o n all y pr o vi d e a n e xisti n g o bj e ct I D t o t h e c r e a t e c all, st ati n g t h at t h e n e w o bj e ct s h o ul d b e
a c o p y of t h e e xisti n g o n e, f or  w hi c h  T wi z zl er us es c o p y- o n- writ e.  T h e n e w I D is a n u m b er t h at is
u nli k el y t o c olli d e  wit h e xisti n g I Ds i n t h e 1 2 8 bit I D s p a c e a n d c a n b e assi g n e d usi n g a t e c h ni q u e
t h at s u p p orts t his r e q uir e m e nt (r a n d o m, h as hi n g, et c.). S o m e f or ms of I D assi g n m e nt s u p p ort a
f or m of a c c ess c o ntr ol:  A pr o gr a m c a n o nl y a c c ess a n o bj e ct  w h os e I D it k n o ws.  T wi z zl er pr o vi d es
o bj e ct n a mi n g as  w ell, dis c uss e d i n S e cti o n 3. 3 .

O bj e cts  m a y b e b e d el et e d vi a t h e d e l e t e s yst e m c all. Li k e  U ’s u n l i n k , o bj e cts ar e r ef er e n c e
c o u nt e d,  w h er e a r ef er e n c e r ef ers t o a  m a p pi n g i n a n a d dr ess s p a c e.  O n c e t h e r ef er e n c e c o u nt
r e a c h es z er o, t h e o bj e ct  m a y b e d el et e d.  D uri n g d el eti o n, a n o bj e ct  m a y b e o pti o n all y  m ar k e d as
“ hi d d e n,” c a usi n g n e w  m a p pi n g r e q u ests f or t his o bj e ct t o f ail.

O bj e ct T y p es, P ersist e nc e, a n d Lif eti m e . A p pli c ati o ns n e e d t o b e a bl e t o s p e cif y w h at t y p e of  m e m-
or y a n o bj e ct r esi d es i n.  C urr e ntl y,  w e ar e o p er ati n g o n s yst e ms t h at c o nt ai n b ot h p ersist e nt  N V M
a n d v ol atil e  D R A M as  m ai n  m e m or y, a n d a p pli c ati o ns  m a y  w a nt t o  m a k e us e of b ot h of t h es e  m e m-
or y t y p es. Pl a ci n g c ert ai n o bj e cts i n  D R A M, f or e x a m pl e, c a n r es ult i n p erf or m a n c e i m pr o v e m e nts
( e. g., c a c hi n g r e a d- o nl y o bj e cts) or s e c urit y i m pr o v e m e nts ( e. g.,  m a ki n g t e m p or ar y k e y  m at eri al
v ol atil e).  T wi z zl er e x p os es t his c h oi c e t o a p pli c ati o ns at o bj e ct cr e ati o n ti m e, all o wi n g t h e m t o
s p e cif y t h e t y p e of t h e o bj e ct.  At l e ast t w o t y p es, v ol atil e a n d p ersist e nt , ar e s u p p ort e d b y d ef a ult.
As a d diti o n al t y p es of p h ysi c al  m e m or y ar e a d d e d t o s yst e ms ( e. g., di ff er e nt ki n ds of  N V M  wit h
di ff er e nt pr o p erti es, hi g h- b a n d wi dt h  m e m or y), a p pli c ati o ns  m a y  wis h t o h a v e  m or e fi n e- gr ai n e d
c o ntr ol o v er  w h er e o bj e cts ar e pl a c e d, a n d  T wi z zl er’s  A PIs all o w s u c h c o ntr ol.  O bj e cts c a n als o b e
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m o v e d b et w e e n t y p es of  m e m or y aft er cr e ati o n, t h o u g h t his  m a y b e a ti m e- c o ns u mi n g o p er ati o n,
as it i n v ol v es c o p yi n g p ot e nti all y l ar g e a m o u nts of d at a.

B y d ef a ult, o bj e cts ar e p ersist e nt a n d li v e i n k er n el- m a n a g e d  N V M u nl ess t h e y ar e  m ar k e d as
v ol atil e. If a n o bj e ct is v ol atil e, t h e n it h as a li mit e d lif eti m e t h at is r el at e d t o t h e p o w er st at e of t h e
m a c hi n e — as s o o n as p o w er is l ost ( or t h e s yst e m is r e b o ot e d) all v ol atil e o bj e cts dis a p p e ar.  N ot e
t h at  T wi z zl er r e m o v es t h e disti n cti o n b et w e e n v ol atil e a n d p ersist e nt o bj e cts f or h o w a p pli c ati o ns
acc ess d at a, r el yi n g o n hi g h er-l e v el l a n g u a g e or li br ar y s u p p ort a n d a p pli c ati o n s u p p ort f or d e ali n g
wit h t h e li mit e d lif eti m e of v ol atil e o bj e cts.

T h e pr o p ert y of p ersist e nt v ers us v ol atil e f or o bj e cts di ff ers fr o m t h e c o n c e pt of e p h e m er al d at a.
T h e “ v ol atil e” pr o p ert y pl a c es a p h ysi c al r estri cti o n o n t h e lif eti m e of a n o bj e ct (t h e  m a c hi n e’s
p o w er st at e),  w hil e t h e “ p ersist e nt” pr o p ert y i n di c at es t h at t h e o bj e ct  will e xist u ntil e x pli citl y
d el et e d.  O bj e cts c a n als o b e l o n g-li v e d or e p h e m er al, i n d e p e n d e nt of t h eir p ersist e n c e pr o p ert y,
si n c e  w e us e t h e t er m “ e p h e m er al” t o d es cri b e i nf or m ati o n, d at a, or st at e t h at h as a fi nit e lif eti m e
a n d is e x p e ct e d t o “ g o a w a y.”  W hil e all v ol atil e o bj e cts ar e e p h e m er al, t h e r e v ers e is n ot tr u e —
w e  m a y pl a c e e p h e m er al d at a i n a p ersist e nt o bj e ct t o all o w f or r e c o v er y aft er a n u n e x p e ct e d
p o w er c y cl e.  T h e “ p ersist e nt” pr o p ert y of a n o bj e ct is a r e c or d e d pi e c e of i nf or m ati o n t h at t h e
k er n el ass o ci at es  wit h a n o bj e ct, b ut t h er e is n o s u c h i nf or m ati o n f or e p h e m er al v ers us l o n g-li v e d.
I nst e a d,  w e pr o vi d e a  m e c h a nis m f or s p e cif yi n g a l o gi c al lif eti m e of o bj e cts r el ati v e t o o n e a n ot h er
wit h a  m e c h a nis m c all e d ti es, w hi c h w e will dis c uss b el o w.

O bj e ct Ti es a n d L o gic al Lif eti m e .  A p pli c ati o ns i n  T wi z zl er als o h a v e s o m e lif eti m e; a n a p pli-
c ati o n’s j o b is t y pi c all y t o o p er at e o n s o m e p ersist e nt d at a  w hil e p erf or mi n g s o m e c o m p ut ati o n
b ef or e e v e nt u all y e xiti n g. S u c h a n a p pli c ati o n  will li k el y us e v ol atil e o bj e cts t o r e pr es e nt t e m p o-
r ar y c o m p ut ati o n st at e ( e. g., t h e st a c k a n d h e a p,  w hi c h ar e e p h e m er al).  H o w e v er, j ust assi g ni n g a n
o bj e ct as v ol atil e is i ns u ffi ci e nt, b e c a us e t h er e is a lif eti m e  mis m at c h:  T h e v ol atil e o bj e ct  will li v e
u ntil t h e n e xt r e b o ot,  w hil e t h e a p pli c ati o n  m a y e xit b ef or e t h e n or  m a y e v e n li v e a n d tr y t o r e c o v er
aft er a p o w er c y cl e. Si m pl y  m a n u all y d el eti n g t h e v ol atil e o bj e ct  w h e n t h e a p pli c ati o n is d o n e is
als o i ns u ffi ci e nt, as it d o es n ot a c c o u nt f or cr as h es  w h er e t h e a p pli c ati o n  m a y b e u n a bl e t o cl e a n
u p its st at e. F urt h er m or e, a p pli c ati o ns t h at  wis h t o s u p p ort r e c o v er y  m a y  m a k e us e of p ersist e nt
st a c ks a n d h e a ps, t h us t h es e o bj e cts  w o ul d h a v e t o b e p ersist e nt d es pit e b ei n g e p h e m er al.

W hil e  w e c o ul d pr o vi d e a  m e c h a nis m d esi g n e d s p e ci fi c all y f or t his “s yst e m-l e v el” t as k,  w h er e
t h e k er n el  m ai nt ai ns a s et of o bj e cts t o a ut o m ati c all y cl e a n u p  w h e n a n a p pli c ati o n e xits, t his  w o ul d
r e q uir e t h e k er n el t o h a v e s o m e u n d erst a n di n g of  w h at a n “ a p pli c ati o n” is. F urt h er m or e, if  w e g e n-
er ali z e a s ol uti o n t o a ut o m ati c cl e a n u p, t h e n  w e c a n all o w a p pli c ati o ns t o  m a k e us e of it f or t h eir
o w n p ur p os es. F or e x a m pl e, i n  U , it is c o m m o n f or pr o gr a ms t o cr e at e a n d i m m e di at el y u n-
li n k fi l es t o e ns ur e t h e s yst e m fr e es t h os e r es o ur c es  w h e n t h e pr o gr a m e xits.  We  w o ul d li k e t o
r e pr o d u c e si mil ar s e m a nti cs h er e t h at als o s ol v es t h e l o w er-l e v el pr o bl e m a b o v e of fr e ei n g a p pli-
c ati o n st at e b y assi g ni n g a lif eti m e t o o bj e cts t h at is  m or e e x pr essi v e t h a n si m pl y “ v ol atil e” a n d
“ p ersist e nt.”

I n  T wi z zl er, o bj e ct lif eti m e is e x pr ess e d t hr o u g h ti es. A n o bj e ct c a n b e ti e d t o a n ot h er b y i n v o ki n g
a s yst e m c all t h at t ells t h e k er n el t h at o bj e ct A is ti e d t o o bj e ct B , aft er w hi c h t h e lif eti m e of A is
g u ar a nt e e d t o b e at l e ast t h at of B . T h e k er n el will n ot f ull y d el et e o bj e ct A ( e v e n if t h e d el et e
s yst e m c all is i n v o k e d o n it) u ntil aft er B is f ull y d el et e d.  A n o bj e ct  m a y b e ti e d t o a l ar g e ( b ut
fi nit e) n u m b er of ot h er o bj e cts a n d  m a y als o b e u nti e d at a n y ti m e.  T his  m o d el of s p e cif yi n g o bj e ct
lif eti m e r el ati v e t o ot h ers is si mil ar t o  R ust [2 ],  w h er e r ef er e n c e lif eti m e c a n b e n a m e d s o t h e
pr o gr a m m er c a n e x pr ess lif eti m es of o bj e cts r el ati v e t o e a c h ot h er.  N ot e t h at o bj e ct ti es ar e n ot
r el at e d t o p ersist e nt p oi nt ers ( dis c uss e d i n  m or e d et ail i n S e cti o n 3. 3 ), a n d i nst e a d pri m aril y pr o vi d e
a  w a y t o f or m ali z e a ut o m ati c cl e a n u p.
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O bj e ct ti es pr o vi d e a c o n v e ni e nt  m e c h a nis m f or a p pli c ati o ns t o b uil d l ar g e d at a str u ct ur es a cr oss
m ulti pl e o bj e cts  wit h o ut gi vi n g u p e as y cl e a n u p if s o m et hi n g g o es  wr o n g or if t h e “r o ot” o bj e ct
is d el et e d.  T wi z zl er als o us es ti es i nt er n all y:  W h e n a n o bj e ct is cr e at e d as c o p y-fr o m a n e xisti n g
o bj e ct, it us es c o p y- o n- writ e s e m a nti cs, a n d t h us i nt er n all y  m ar ks t h e s o ur c e o bj e ct as ti e d t o t h e
n e w o bj e ct.  We als o ti e e p h e m er al pr o gr a m st at e o bj e cts t o t hr e a ds ( w hi c h ar e als o r e pr es e nt e d b y
o bj e cts) s u c h t h at t h e y ar e a ut o m ati c all y cl e a n e d u p  w h e n a pr o gr a m e xits. It is o ur e x p e ct ati o n t h at
a p pli c ati o n pr o gr a m m ers  will o nl y r ar el y dir e ctl y us e ti es. I nst e a d,  w e e x p e ct t h at ti es  will pr o vi d e
n e c ess ar y f e at ur es t h at hi g h er-l e v el pr o gr a m mi n g l a n g u a g e s u p p ort f or p ersist e nt  m e m or y c a n
us e.

N ot e t h at o bj e ct ti es i nt er a ct  wit h t h e n oti o n of v ol atil e a n d p ersist e nt o bj e cts, b e c a us e v ol atil e
o bj e cts h a v e a n i m pli cit m a xi m u m lif eti m e —t h at of t h e n e xt  m a c hi n e r est art or p o w er l oss.  T yi n g
v ol atil e o bj e cts t o v ol atil e o bj e cts a n d p ersist e nt o bj e cts t o p ersist e nt o bj e cts b ot h a ct as e x p e ct e d.
T yi n g a p ersist e nt o bj e ct t o a v ol atil e o bj e ct is als o s e m a nti c all y si m pl e ( p ersist e nt o bj e cts alr e a d y
h a v e a n “ ass u m e d lif eti m e” t h at is l o n g er t h a n a v ol atil e o bj e ct).  T yi n g a v ol atil e o bj e ct t o a p er-
sist e nt o bj e ct, h o w e v er,  m a y s e e m s o m e w h at n o ns e nsi c al.  H o w e v er,  T wi z zl er d o es still all o w t his,
b e c a us e it h as us ef ul s e m a nti cs: If a n a p pli c ati o n cr e at es a d at a str u ct ur e  wit h s o m e v ol atil e c o m p o-
n e nt, 1 t h e n it  m a y  w a nt t o ti e t h e lif eti m e of t h at v ol atil e c o m p o n e nt t o t h e p ersist e nt c o m p o n e nt
if t h e d at a str u ct ur e is t o b e d el et e d.  T his us e c as e ( cr e ati n g a p ersist e nt o bj e ct t h at  w e e x p e ct t o
d el et e) is n ot u n c o m m o n, p arti c ul arl y i n a p pli c ati o ns d esi g n e d t o r e c o v er p arti al c o m p ut ati o n aft er
a cr as h.  N ot e t h at, i n t his c as e, t h e  m a xi m u m lif eti m e of t h e v ol atil e o bj e ct is still i n pl a y; aft er a
p o w er c y cl e, t h at o bj e ct  will n o l o n g er b e pr es e nt, s o t yi n g a v ol atil e o bj e ct t o a p ersist e nt o bj e ct
is s o m e w h at d a n g er o us.

3. 2  E p h e m e r al St at e  M a n a g e m e nt  wit h  Vi e w s

D es pit e  T wi z zl er’s f o c us o n p ersist e nt d at a,  m a n y c o m p o n e nts of o ur h ar d w ar e a n d a p pli c ati o ns
ar e b uilt ar o u n d e p h e m er al c o nstr u cts. F or e x a m pl e, t hr e a ds ar e e p h e m er al “ m o m e nts of c o m p ut a-
ti o n” t h at a ct o n p ersist e nt d at a,  w hil e t h e pr o gr a ms t h at t h e y e x e c ut e oft e n e x p e ct s o m e e p h e m er al
pri v at e d at a ( e. g., t h e d at a s e g m e nt a n d t h e st a c k).  W hil e virt u al a d dr ess es ar e t h e  wr o n g a bstr a c-
ti o n f or p ersist e nt d at a a c c ess,  m o d er n h ar d w ar e pr o vi d es ( a n d oft e n r e q uir es) t h e us e of virt u al
a d dr ess h ar d w ar e t h at  w e c a n l e v er a g e f or pr ot e cti o n a n d is ol ati o n, a d di n g a d diti o n al e p h e m er al
st at e.

T wi z zl er d e fi n es o bj e cts c all e d “ vi e ws,”  w hi c h c o al es c e t h e st at e a n d c o nt e xt n e c ess ar y t o s u p-
p ort e p h e m er al c o nstr u cts li k e t hr e a ds a n d a p pli c ati o n i nst a n c es i nt o  T wi z zl er o bj e cts.  A si g ni fi -
c a nt p art of t h at st at e is e p h e m er al virt u al a d dr ess  m a p pi n gs;  T wi z zl er pr o vi d es a c c ess t o p ersist e nt
o bj e cts b y  m a p pi n g t h e m i nt o t h e virt u al a d dr ess s p a c e b e hi n d-t h e-s c e n es ( vi a l i b t w z ).  T h e vi e w
o bj e ct c o nt ai ns str u ct ur es t o d e fi n e t h e l a y o ut of t h e virt u al a d dr ess s p a c e t h at t h e k er n el r e a ds a n d
us es t o pr o gr a m t h e  M M U a c c or di n gl y. Fi g ur e 2 s h o ws h o w vi e ws “ m es h” e p h e m er al t hr e a ds  wit h
p ersist e nt d at a b y pr o vi di n g t h e m a c o nt e xt t o o p er at e i n. Si n c e vi e w o bj e cts ar e n or m al  T wi z zl er
o bj e cts, t h e y c a n b e p ersist e d, all o wi n g us t o r e c o v er a p pli c ati o n st at e aft er p o w er c y cl es.

B y c o al es ci n g t his e p h e m er al st at e i nt o a n o bj e ct,  w e  m a k e it p ossi bl e f or a p pli c ati o ns t o  m a n a g e
it dir e ctl y  wit h  mi ni m al k er n el i n v ol v e m e nt.  A v oi di n g t h e k er n el is n at ur al — all d at a a c c ess alr e a d y
d o es t his i n  T wi z zl er, s o a d di n g a s e p ar at e k er n el  A PI t o  m a n a g e t his st at e  w o ul d a d d c o m pl e xit y —
a n d r e d u c es t h e n u m b er of s yst e m c alls n e e d e d  w h e n  m a p pi n g o bj e cts.  A d diti o n all y, a v oi di n g

1 Si n c e  T wi z zl er’s k er n el is n ot i n v ol v e d i n r ef er e n c e cr e ati o n, it c a n n ot pr e v e nt s u c h a r ef er e n c e fr o m b ei n g cr e at e d.  We
e x p e ct l a n g u a g e s u p p ort f or p ersist e nt d at a str u ct ur es t o i m p os e r estri cti o ns o n a p pli c ati o ns i n t his r e g ar d, a n d t h e  O S
s h o ul d n ot pr e m at ur el y r estri ct h o w a p pli c ati o ns us e v ol atil e a n d p ersist e nt o bj e cts.  A c c ess t o a v ol atil e o bj e ct t h at n o
l o n g er e xists aft er a r e b o ot r es ults i n a si m pl e a c c ess f a ult,  miti g ati n g s e c urit y c o n c er ns.
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Twizzler: A Data-Centric OS for NVM 11:9

Fig. 2. View objects in Twizzler. Views manage ephemeral constructs and state, giving threads the necessary
context to execute and access persistent data.

Fig. 3. Layout of a view object. The kernel consults the view object’s mapping on page-fault and maps in
the requested objects at the appropriate location in the virtual address space.

the kernel necessitates an increased address space management responsibility for userspace. For
example, executable loading and mapping is largely handled without the kernel.
Figure 3 shows how view objects lay out the address space of any threads running inside that

particular view. View objects are manipulated by userspace and interpreted by the kernel. When
applications map objects, they update the view to specify that that object should be addressable at
a speci&c location. On a page-fault, the kernel reads the view and maps the object at the requested
location. The view object is laid out like a page-table, where each entry in the table corresponds to
a slot in the virtual address space. Each table entry contains an object ID and requested protection
bits to further protect objects atop access control mechanisms (similar to PROT_* in mmap).
When a page-fault occurs, the fault handler tries to handle the fault by either doing copy-on-

write, checking permissions, or by trying to map an object into a slot if the view object requested
one. If it cannot handle the fault (due to a protection error or an empty entry in the view object),
then it elevates the fault to userspace where libtwz handles it, possibly by killing the thread,
or possibly by mapping an object if the slot is “on-demand.” This is similar to userspace paging
systems [3, 35]. When the kernel maps an object into a slot, it updates the address space’s page-
tables appropriately.
Applications can add objects to a view with the view_set function. The caller speci&es a tar-

get object and a set of protections (see Section 3.3) and a slot in which to map the object. How-
ever, applications rarely invoke this function directly—instead, libtwz provides a higher-level API
to allow applications to operate above the level of manually mapping objects. The standard library
also provides access to other utility functions for views (such as querying state, creating new
views, and copying views). These functions, by default, operate on a thread’s current view, but they
may also optionally operate on any other view object, which allows Twizzler to implement oper-
ations with semantics similar to fork and execve.
When threads add entries to a view object they need not inform the kernel—when a fault occurs,

the kernel will read the entry as needed. However, when changing or deleting an entry, threads
must inform the kernel so it can update existing page table entries. We provide two system calls
for views. The become system call allows a thread to change to a new view, which might be used
to execute a new program or jump across programs to, for example, accomplish a protected task.
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Fi g. 4. P oi nt er tr a n sl ati o n vi a t h e F O T. T h e p oi nt er a n d t h e F O T ar e b ot h c o nt ai n e d i n t h e s a m e o bj e ct ( n ot
s h o w n).  A n F O T e ntr y of 0 i n di c at e s a n “i nt er n al” p oi nt er.

T wi z zl er’s a c c ess c o ntr ol s yst e m pr e v e nts t his fr o m h a p p e ni n g ar bitr aril y. T h e s e c o n d s yst e m c all
is i n v a l i d a t e _ v i e w , w hi c h l ets a t hr e a d i nf or m t h e k er n el of c h a n g e d or d el et e d e ntri es.

Vi e w o bj e cts n ot o nl y r e d u c e k er n el b o u n d ar y cr ossi n gs, b ut t h e y als o i m pr o v e t h e r es u m a bilit y
of t h e s yst e m.  Aft er a p o w er c y cl e, t h e  O S n o w h as i nf or m ati o n o n  w hi c h o bj e cts  w er e  m a p p e d
a n d  w h er e, i m pr o vi n g t h e a bilit y of t hr e a ds t o pi c k u p  w h er e t h e y l eft o ff .  A d diti o n all y, vi e w
o bj e cts f a cilit at e t h e s h ari n g of a d dr ess s p a c es b et w e e n t hr e a ds, si n c e t h e y c a n b ot h s y n c hr o ni z e
o n  m o dif yi n g a gi v e n vi e w o bj e ct a n d n e e d n ot d u pli c at e i nf or m ati o n.  N ot e t h at t h e p arti c ul ar
c o nt e nts of a vi e w o bj e ct ar e s yst e m-s p e ci fi c.  O n virt u al  m e m or y s yst e ms, o n e of t h eir j o bs is t o
m a n a g e e p h e m er al virt u al  m a p pi n gs,  w hil e o n ot h er ar c hit e ct ur es t h eir j o bs  m a y b e t o  m a n a g e,
e. g., s e g m e nt t a bl es.  H o w e v er, i n all c as es, vi e ws pr o vi d e a  m e c h a nis m f or  m a n a gi n g e p h e m er al
st at e  w hil e pr o vi di n g e n o u g h c o nt e xt f or t hr e a ds t o e x e c ut e.

3. 3  P e r si st e nt  P oi nt e r s

S e cti o n 2 dis c uss e d t h e n e e ds f or r ef er e n c es t h at o utli v e e p h e m er al a ct ors.  T wi z zl er pr o vi d es cr oss-
o bj e ct p ersist e nt p oi nt ers s o a p oi nt er r ef ers n ot t o a virt u al a d dr ess b ut t o a n o ff s et  wit hi n a n o bj e ct
b y e n c o di n g a n o b j e c t - i d :o f f s e t t u pl e.  T his e n a bl es a p oi nt er t o r ef er t o p ersist e nt d at a, b ut it
als o all o ws o bj e cts t o h a v e e xt er n al p oi nt ers t h at r ef er t o d at a i n a n y o bj e ct i n t h e gl o b al o bj e ct
s p a c e.  We hi g hli g ht cr oss- o bj e ct p oi nt ers’ p o w er a n d fl e xi bilit y b y d e m o nstr ati n g t h eir a bilit y t o
e x pr ess i nt er- o bj e ct r el ati o ns hi ps i n S e cti o n 5 .

T o e ffi ci e ntl y e n c o d e t his t u pl e,  w e us e i n dir e cti o n t hr o u g h a p er- o bj e ct f o r ei g n o bj e ct t a bl e
( F O T), l o c at e d at a k n o w n off s et wit hi n e a c h o bj e ct. T h e F O T is a n arr a y of e ntri es t h at e a c h st or es
a n o bj e ct I D ( or a n a m e t h at r es ol v es i nt o a n o bj e ct I D, as  w e  will s e e b el o w) a n d fl a gs.  A cr oss-
o bj e ct p oi nt er is st or e d as a 6 4 bit F O T _ i d x : o f f s e t v al u e,  w h er e t h e F O T _ i d x is a n i n d e x i nt o t h e
F O T.  T his pr o vi d es us  wit h b ot h l ar g e o ff s ets a n d l ar g e o bj e ct I Ds, si n c e t h e I Ds ar e n ot st or e d
wit hi n t h e p oi nt er its elf. If a n o bj e ct  wis h es t o p oi nt t o d at a  wit hi n its elf ( a n i ntr a- o bj e ct p oi nt er),
t h e n it st or es 0 i n F O T _ i d x . W h e n d er ef er e n ci n g, T wi z zl er us es t h e F O T _ i d x p art of t h e p oi nt er
as a n i n d e x i nt o t h e F O T, r etri e vi n g a n o bj e ct I D.  T h e c o m bi n ati o n of a F O T a n d a cr oss- o bj e ct
p oi nt er l o gi c all y f or ms a n o b j e c t - i d : o f f s e t p air, as s h o w n i n Fi g ur e 4 .

O ur d esi g n ( dis c uss e d i n pri or  w or k [ 1 0 , 1 1 ]) diff ers fr o m e xisti n g fr a m e w or ks [ 6 , 7 , 1 4 , 1 9 , 2 0 ,
5 9 ] b e c a us e of t h e i n dir e cti o n. Fr a m e w or ks li k e P M D K st or e e ntir e o bj e ct I Ds wit hi n p oi nt ers,
i n cr e asi n g p oi nt er si z e a n d r e d u ci n g fl e xi bilit y b y r e m o vi n g t h e p ossi bilit y of l at e- bi n di n g ( dis-
c uss e d b el o w).  A d diti o n all y,  T wi z zl er e xt e n ds t h e n a m es p a c e of d at a o bj e cts b e y o n d o n e  m a c hi n e,
as  m a c hi n e-i n d e p e n d e nt d at a r ef er e n c es ar e a n at ur al c o ns e q u e n c e of cr oss- o bj e ct p oi nt ers. E xist-
i n g s ol uti o ns ar e li mit e d i n t his s c al a bilit y.  T h e y eit h er li mit t h e I D s p a c e ( n e c ess ar y f or st ori n g I Ds
i n p oi nt ers) a n d t h us r es ort t o c o m pl e x c o or di n ati o n or s eri ali z ati o n  w h e n s h ari n g, or t h e y r e q uir e
a d diti o n al st at e ( e. g., p er- pr o c ess or p er- m a c hi n e I D t a bl es) t h at  m ust b e s h ar e d al o n g  wit h t h e d at a,
f or ci n g t h e r e c ei vi n g  m a c hi n e t o “fi x- u p” r ef er e n c es.  W ors e still, t h e fi x- u p is a p pli c ati o n-s p e ci fi c,
si n c e t h e o bj e ct I Ds ar e  wit hi n a n y p oi nt er, n ot i n a g e n eri c all y k n o w n l o c ati o n.  O ur p er- o bj e ct
F O T r es ults i n s elf- c o nt ai n e d o bj e cts t h at ar e e asi er t o s h ar e, t h us i nt er a cti n g b ett er  wit h r e m ot e
s h ar e d  m e m or y s yst e ms.
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P art of o ur  m oti v ati o n f or i n dir e cti n g p oi nt ers t hr o u g h t h e F O T  w as t o all o w a l ar g e I D s p a c e
wit h o ut i n cr e asi n g p oi nt er si z e.  T h e d e nsit y of  N V M a n d t h e dis a g gr e g ati o n of  m e m or y a n d a p pli-
c ati o ns  m e a ns t h at  w e  will b e a c c essi n g d at a i n a l ar g er a n d l ar g er a d dr ess s p a c e, a n d it is vit al t h at
o ur a bstr a cti o ns all o w f or a l ar g e e n o u g h I D s p a c e t o c o v er t h es e n e e ds. Si n c e o ur I Ds ar e 1 2 8 bits
a n d o ur o ff s ets n e e d t o s u p p ort l ar g e o bj e cts, r e pl a ci n g p oi nt ers  wit h a “f at p oi nt er” st yl e of j ust
o b j e c t - i d :o f f s e t w o ul d  m e a n  m or e t h a n d o u bli n g p oi nt er si z e,  w hi c h  w e f o u n d u n a c c e pt a bl e.
Ot h er fr a m e w or ks li k e P M D K, b y c o ntr ast, i n cr e as e p oi nt er si z e t o 1 2 8 bits f or e a c h p oi nt er b y
e n c o di n g p oi nt ers as t his t u pl e  wit h 6 4 bit o bj e ct I Ds.  T h e tr a d e o ff is t h at o ur p oi nt ers t a k e a littl e
m or e  w or k t o tr a nsl at e ( as t h e y r e q uir e a n F O T l o o k u p), b ut i n r et ur n,  w e k e e p p oi nt ers 6 4 bits
w hil e s u p p orti n g a tr ul y gl o b al-s c al e a d dr ess s p a c e.  T h us, t h e o v er all s p a c e tr a d e o ff is, f or  T wi z-
zl er, n o a d diti o n al s p a c e o v er h e a d p er p oi nt er, b ut a n a d d e d 3 2- b yt e o v er h e a d p er F O T e ntr y.  T h e
n u m b er of F O T e ntri es, h o w e v er, is t y pi c all y  m u c h s m all er t h a n t h e n u m b er of p oi nt ers, si n c e
p oi nt ers t o t h e s a m e e xt er n al o bj e ct c a n all us e t h e s a m e F O T e ntr y.  As  w e  will s e e i n S e cti o n 6 ,
t his h as a dr a m ati c b e n efi t t o p erf or m a n c e.

F O T E ntri es a n d L at e- bi n di n g .  T h e F O T e ntr y’s f l a g s fi el d h as bits f or r e a d,  writ e, a n d e x e c ut e
pr ot e cti o ns.  T h e pr ot e cti o ns ar e r e q u ests; T wi z zl er i m pl e m e nts s e p ar at e a c c ess c o ntr ol o n o bj e cts.
T his all o ws s o m e p oi nt ers t o r ef er t o d at a  wit h a r e a d- o nl y r ef er e n c e,  w hil e ot h ers c a n b e us e d f or
writi n g, r e d u ci n g str a y  writ es ( a si n gl e I D c a n r e p e at i n t h e F O T  wit h di ff er e nt pr ot e cti o ns).  T h e
F O T e ntri es als o e n a bl e at o mi c u p d at es t h at a p pl y t o all p oi nt ers usi n g t h at F O T e ntr y.

I nst e a d of r e q uiri n g pr o gr a m m ers t o r ef er t o o bj e cts vi a I Ds o nl y,  w e all o w n a m es i n F O T e ntri es.
T h es e e ntri es  m a y c o nt ai n a p oi nt er t o a n i n- o bj e ct stri n g t a bl e t h at c o nt ai ns a n a m e.  N a m es e n a bl e
l at e- bi n di n g [2 0 ], a vit al as p e ct of s yst e ms, all o wi n g r ef er e n c es t o o bj e cts t h at c h a n g e o v er ti m e,
e. g., s h ar e d li br ar y v ersi o ns.  N a m es ar e p ass e d t o a r es ol vi n g f u n cti o n (s p e cifi e d i n t h e F O T e ntr y).
All o wi n g a pr o gr a m t o s p e cif y h o w its n a m es ar e r es ol v e d i n cr e as es t h e fl e xi bilit y of t h e s yst e m b e-
y o n d s u p p orti n g  U p at hs.  T wi z zl er pr o vi d es a d ef a ult n a m e r es ol v er t h at us es  U -li k e p at hs.

T h e i m pl e m e nt ati o n of n a mi n g is ort h o g o n al t o  T wi z zl er’s d esi g n.  We all o w a r a n g e of n a m e
r es ol uti o n  m et h o ds  wit hi n t h e s yst e m st a c k a n d all o w o bj e cts t o s p e cif y t h eir o w n n a m e r es ol uti o n
f u n cti o ns f or fl e xi bilit y. F or e x a m pl e, o bj e cts c o ul d b e or g a ni z e d b y b ot h a r el ati o n al d at a b as e a n d
a hi er ar c hi c al n a m er si mil ar t o c o n v e nti o n al fi l e s yst e ms.  N o n- hi er ar c hi c al fi l e s yst e ms ar e  w ell
st u di e d [ 4 , 3 2 , 3 3 , 5 6 , 5 7 ], b ut t h es e s yst e ms d o n ot e asil y c o o p er at e at o p a si n gl e d at a s p a c e.
Si n c e  T wi z zl er us es a fl at n a m es p a c e as its “ n ati v e” o bj e ct n a mi n g s c h e m e, it e n a bl es t h e r e q uir e d
c o o p er ati o n.

P oi nt er Tr a nsl ati o n . C urr e nt pr o c ess ors pr o vi d e o nl y a virt u al m e m or y a bstr a cti o n, s o a p pli c a-
ti o ns  m ust d o s o m e e xtr a  w or k t o d er ef er e n c e a p oi nt er, tr a nsl ati n g a p oi nt er fr o m its p ersist e nt
f or m i nt o a virt u al a d dr ess.  T his d o es n ot aff e ct t h e st or e d p oi nt er,  w hi c h is still p ersist e nt a n d i n-
d e p e n d e nt of a n y tr a nsl ati o n or a d dr ess s p a c e.  T h us,  m ulti pl e a p pli c ati o ns, p ossi bl y  wit h di ff er e nt
a d dr ess s p a c e l a y o uts, c a n tr a nsl at e t h e s a m e p oi nt er at t h e s a m e ti m e  wit h o ut c o or di n ati o n.

P oi nt er tr a nsl ati o n o c c urs  wit h t h e h el p of t w o l i b t w z f u n cti o ns: p t r _ l e a (l o a d eff e cti v e
a d dr ess) a n d p t r _ s t o r e .  W h e n a pr o gr a m d er ef er e n c es a p oi nt er, it fi rst c alls p t r _ l e a . T h e
p oi nt er is r es ol v e d i nt o a n o bj e ct-I D a n d o ff s et p air t hr o u g h a l o o k u p i n t h e F O T, aft er  w hi c h
l i b t w z d et er mi n es if t h e r ef er e n c e d o bj e ct is alr e a d y  m a p p e d ( b y  m ai nt ai ni n g p er- vi e w  m et a d at a).
If n ot, t h e n it pi c ks a n e m pt y sl ot i n t h e vi e w a n d  m a ps t h e o bj e ct t h er e ( a c h e a p o p er ati o n
t h at d o es n ot i n v o k e t h e k er n el).  O n c e  m a p p e d, l i b t w z c o m bi n es t h e o bj e ct’s t e m p or ar y virt u al
b as e a d dr ess  wit h t h e o ff s et a n d r et ur ns t h e n e w p oi nt er.  T h e p t r _ s t o r e f u n cti o n d o es t h e
o p p osit e of p t r _ l e a —it t ur ns a virt u al p oi nt er i nt o a p ersist e nt o n e.  W hil e t h es e ar e d o n e
m a n u all y i n o ur i m pl e m e nt ati o n,  w e pl a n t o i m pl e m e nt c o m pil er s u p p ort t o e mit t h es e c alls
a ut o m ati c all y.
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Fi g. 5.  A t y pi c al o bj e ct l a y o ut. T h e h e a d er, c o nti g u o u s r e gi o n, a n d all o c ati o n r e gi o n ar e all o pti o n al; h o w e v er,
m o st o bj e ct s  will h a v e a h e a d er. T hi s o bj e ct c o nt ai n s a n u m b er of i nt er n al p oi nt er s b et w e e n r e gi o n s. T h e
m et a d at a r e gi o n ( w hi c h i n cl u d e s t h e F O T) gr o w s d o w n w ar d.

F O T  m a n a g e m e nt is h a n dl e d b y l i b t w z .  W hil e a l o o k u p i n t h e F O T is a si m pl e arr a y-i n d e xi n g
o p er ati o n, a st or e  m a y r e q uir e a d di n g t o t h e F O T.  T o a v oi d d u pli c at e e ntri es, l i b t w z w al ks t h e
F O T l o o ki n g f or a c o m p ati bl e e ntr y. If o n e is n ot f o u n d, t h e n it at o mi c all y r es er v es a n e w e ntr y
a n d fi lls it (fl us hi n g c a c h e-li n es t o p ersist it) b ef or e st ori n g t h e p oi nt er.  T h e p t r _ s t o r e o p er ati o n
is l ess c o m m o n t h a n p t r _ l o a d , a n d i n t h e f ut ur e, w e m a y i n cl u d e a d diti o n al c a c hi n g m et a d at a
t h at  w o ul d s p e e d u p t h e F O T  w al k (s u c h as st ori n g r e c e nt I Ds).

Tr a nsl ati n g p oi nt ers h as a s m all o v er h e a d ( S e cti o n 6 ), a n d t h e r es ult c a n b e c a c h e d.  T wi z zl er
i m pr o v es p erf or m a n c e vi a a p er- o bj e ct c a c h e of pri or tr a nsl ati o ns.  T h e c o m m o n c as e, i ntr a- o bj e ct
p oi nt ers, d o es n ot r e q uir e a n e xt er n al l o o k u p a n d is i m pl e m e nt e d as a si m pl e bit wis e- or o p er ati o n.

O bj e ct  All o c ati o n a n d B as e Str uct ur es . O bj e cts i n T wi z zl er oft e n h a v e a h e a d er at t h e o bj e ct’s b as e,
t h e c o nt e nts of  w hi c h d e p e n d o n  w h at t h e o bj e ct c o nt ai ns.  Oft e n t h es e h e a d ers h a v e p oi nt ers t o
ot h er d at a i n t h e o bj e ct a n d d es cri b e t h e t y p e of t h e o bj e ct. F or e x a m pl e, i n o ur e v al u ati o n,  w e
i m pl e m e nt a r e d- bl a c k tr e e i n a n o bj e ct.  T h e h e a d er c o nt ai ns s o m e b asi c i nf or m ati o n a b o ut t h e
tr e e as  w ell as a p oi nt er t o t h e r o ot n o d e. Pl a ci n g h e a d ers at t h e o bj e ct’s b as e gi v es a p pli c ati o ns
a “st arti n g p oi nt” t h at t h e y c a n us e t o st art a c c essi n g o bj e ct d at a. T wi z zl er pr o vi d es a d e di c at e d
f u n cti o n t o g et a p oi nt er t o a n o bj e ct’s h e a d er, c all e d o b j _ b a s e .

N ot e t h at t h e b as e a d dr ess of a n o bj e ct is n ot at o ff s et 0, b ut i nst e a d o n e p a g e u p, s o  w e c a n
still tr a p  N U L L p oi nt ers. If t his  w er e n ot t h e c as e, t h e n a p oi nt er v al u e of 0  w o ul d still b e a v ali d
p oi nt er, a n d  w e  w a nt t o r e m ai n b a c k w ar ds- c o m p ati bl e  wit h t h e ass u m pti o n t h at a  N U L L p oi nt er
h as i nt e g er v al u e 0.  T h e b ott o m p a g e of a n o bj e ct is u n m a p p e d b y  T wi z zl er, all o wi n g  N U L L p oi nt er
d er ef er e n c es t o b e tr a p p e d b y t h e k er n el.

W hil e o bj e cts ar e fl at, c o nti g u o us r e gi o ns of  m e m or y, di ff er e nt a p pli c ati o ns  m a y  w a nt t o or-
g a ni z e t h at  m e m or y i n di ff er e nt  w a ys. S o m e o bj e cts, s u c h as v i e w s , ar e l ar g el y i nt er pr et e d as a n
arr a y, b ut s o m eti m es a p pli c ati o ns n e e d t o e x pli citl y all o c at e a n d d e all o c at e  m e m or y  wit hi n a n
o bj e ct.  T wi z zl er pr o vi d es a n  A PI t o all o c at e a n d fr e e u nits of  m e m or y fr o m a p pli c ati o n-s p e ci fi e d
r e gi o ns  wit hi n o bj e cts.  We  m a k e us e of t his i n o ur r e d- bl a c k tr e e c o d e,  w h er e n e w n o d es ar e all o-
c at e d o ut of t h e o bj e ct usi n g t his  A PI.

Fi g ur e 5 s h o ws a t y pi c al o bj e ct i n  T wi z zl er.  T h e  N U L L p a g e is al w a ys pr es e nt t o tr a p  N U L L
p oi nt ers a n d is f oll o w e d b y a h e a d er.  T h e a p pli c ati o n s etti n g u p t his o bj e ct  m a y h a v e a r e gi o n of
s o m e c o nti g u o us d at a (s u c h as s o m e stri n gs or a n arr a y) a n d  m a y p oi nt t o it fr o m t h e h e a d er.  T h e
o bj e ct  m a y h a v e a r e gi o n s et u p f or all o c ati o n s o a f ut ur e a p pli c ati o n usi n g t his o bj e ct c a n e asil y
all o c at e a n d fr e e  m e m or y  w h e n  m a ni p ul ati n g t h e o bj e ct. Fi n all y, t h e F O T a n d  m et a d at a r e gi o ns
st art at t h e t o p of t h e o bj e ct a n d gr o w d o w n w ar ds.

3. 4 S e c u rit y a n d  A c c e s s  C o nt r ol

T wi z zl er’s f o c us o n  m e m or y- b as e d o bj e cts r e q uir es t h at  w e d esi g n t h e s e c urit y  m o d el ar o u n d
h ar d w ar e- b as e d e nf or c e m e nt,  w h er e t h e  M M U c h e c ks e a c h a c c ess.  T his d esi g n is i n e vit a bl e i n
a d at a- c e ntri c  O S, si n c e t h e k er n el is n ot i n v ol v e d i n e v er y  m e m or y a c c ess.  T h e k er n el  m er el y
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s p e ci fi es t h e a c c ess ri g hts  w h e n  m a p pi n g a n o bj e ct a n d t h e n r eli es o n t h e h ar d w ar e t o e nf or c e
t h os e ri g hts  wit h a l o w o v er h e a d.

A k e y d esi g n c h oi c e  w e  m a k e is l at e- bi n di n g o n s e c urit y. A p pli c ati o ns r e q u est a c c ess t o a n o bj e ct
wit h p er missi o ns t h at t h e y d esir e; if t h e y a c c ess t h e o bj e ct i n o nl y all o w e d  w a ys ( e. g., o nl y r e a di n g
a r e a d- o nl y o bj e ct), t h e n n o f a ult o c c urs.  T his is b e c a us e  w h e n  w e  m a p a n o bj e ct ( vi a a vi e w), t h e
k er n el is n ot i m m e di at el y i n v ol v e d, a n d s o c a n n ot c h e c k a c c ess ri g hts f or a p arti c ul ar a c c ess at
t h e ti m e t h e  m a p pi n g is s et u p. P erf or mi n g a n a c c ess ri g hts c h e c k o n ti m e of fi rst a c c ess d o es n ot
m a k e s e ns e eit h er, as it ass o ci at es a s p e ci fi c a c c ess (t h at  mi g ht b e all o w e d)  wit h a p er missi o ns
err or. F or e x a m pl e, if a pr o gr a m r e a ds o bj e ct A , a n d t h at pr o gr a m is all o w e d t o r e a d A , t h e n it
s h o ul d b e all o w e d t o p erf or m t h e r e a d e v e n if it r e q u est e d r e a d- writ e a c c ess t o t h e o bj e ct.  T his
l at e- bi n di n g e n a bl es si m pl er pr o gr a ms t h at n e e d n ot  w orr y a b o ut el e v ati n g a c c ess ri g hts t hr o u g h
r e m a p pi n g d at a o bj e cts. Pr o gr a ms c a n  m a k e pr o gr ess  wit h o ut k n o wi n g i n a d v a n c e t h e p er missi o ns
of t h e o bj e cts t h e y  mi g ht a c c ess, t h us e n a bli n g t h e r e us e of t h e  O S’s a c c ess c o ntr ol  m e c h a nis m i n
a p pli c ati o ns.  We  will s h o w t h e fl e xi bilit y of t his i n S e cti o n 5 , w h er ei n w e a d d a c c ess c o ntr ol t o a
pr o gr a m b y c h a n gi n g o nl y a f e w li n es of c o d e.

T hr e a ds r u n i n a s e c urit y c o nt e xt [ 9 , 2 6 , 4 6 ],  w hi c h c o nt ai ns a list of a c c ess ri g hts f or o bj e cts
a n d all o ws t h e k er n el t o d et er mi n e t h e a c c ess ri g hts of pr o gr a ms.  Usi n g t h es e c o nt e xts,  T wi z zl er
is a bl e t o pr o vi d e a n al o g u es t o gr o u ps a n d o w n ers i n  U w hil e pr o vi di n g  m or e fi n e- gr ai n e d
a c c ess c o ntr ol if n e c ess ar y.  U nli k e p ast e x pl or ati o n i nt o s e c urit y c o nt e xts, d at a- c e ntri c  O S es
o ff er a n a d v a nt a g e i n si m pli cit y.  A s e c urit y c o nt e xt a bstr a cti o n i n a  U -li k e  O S n e e ds t o  m ai nt ai n
a c c ess ri g hts t o a s et of f u n d a m e nt all y di ff er e nt t hi n gs (s u c h as p at hs, virt u al  m e m or y l o c ati o ns,
a n d s yst e m c alls). I nst e a d,  T wi z zl er’s s e c urit y c o nt e xts s p e cif y a c c ess ri g hts t o a n o bj e ct vi a I Ds
i nst e a d of virt u al a d dr ess es.  T his als o  m a k es s e c urit y c o nt e xts p ersist e nt, all o wi n g us t o us e t h e m
as t h e pri m ar y  w a y  w e assi g n s e c urit y r ol es t o t hr e a ds. S e c urit y c o nt e xts ar e i m pl e m e nt e d vi a
virt u ali z ati o n h ar d w ar e ( dis c uss e d i n S e cti o n 4. 1 ).

4 I M P L E M E N T A TI O N

T wi z zl er’s k er n el is si mil ar t o  m a n y  mi cr o k er n els, pr o vi di n g a s m all s et of k e y pri miti v es. It is
5, 5 0 0 li n es of ar c hit e ct ur e-i n d e p e n d e nt c o d e a n d 5, 7 0 0 li n es of ar c hit e ct ur e- d e p e n d e nt  C P U dri v er
c o d e.  T h e pri m ar y c o m pl e xit y i n t h e s yst e m is i m pl e m e nt e d i n us ers p a c e, as t h e d esi g n of t h e
pr o gr a m mi n g  m o d el gr e atl y si m pli fi es t h e k er n el.  T wi z zl er is o p e n-s o ur c e;  m or e i nf or m ati o n c a n
b e f o u n d at htt ps://t wi z zl er.i o .

4. 1 S e c u rit y  C o nt e xt s a n d  P a g e  T a bl e s

I n S e cti o n 3. 2 , w e dis c uss e d h o w vi e w o bj e cts all o w a p pli c ati o ns t o s p e cif y w h at o bj e cts t h e y w a nt
m a p p e d i n, a n d  wit h  w h at pr ot e cti o ns.  T h es e ar e  m er el y r e q u ests, h o w e v er; of c o urs e, if t h e t hr e a d
d o es n ot h a v e t h e a p pr o pri at e p er missi o ns, t h e n t h e k er n el  will pr o gr a m t h e a d dr ess tr a nsl ati o n
h ar d w ar e a p pr o pri at el y.  T his pr es e nts a pr o bl e m: Si n c e t hr e a ds c a n att a c h t o a n u m b er of di ff er e nt
s e c urit y c o nt e xts, t h e n u m b er of di ff er e nt p a g e-t a bl e str u ct ur es t h at t h e k er n el n e e ds t o  m a n a g e
gr o ws q ui c kl y.

T wi z zl er us es I nt el’s E xt e n d e d  P a g e  T a bl e ( E P T) t e c h n ol o g y,2 w hi c h is p art of t h e virt u al-
i z ati o n e xt e nsi o ns.  T h e E P T all o ws a virt u al a d dr ess t o b e tr a nsl at e d b y t w o s e p ar at e p a g e t a bl es
a n d is c o m m o nl y us e d t o virt u ali z e t h e  M M U i n virt u al  m a c hi n es.  T h e fi rst l e v el, usi n g n or m al
M M U p a g e t a bl es, tr a nsl at es a virt u al a d dr ess t o a n o bj e ct-l o gi c al a d dr ess (t y pi c all y  wit h s e c o n d-
l e v el a d dr ess tr a nsl ati o n, t his is r ef err e d t o as t h e “ g u est- p h ysi c al” a d dr ess), a n d t h e s e c o n d-l e v el
tr a nsl at es t his t o a p h ysi c al a d dr ess.  T his t w o-l e v el tr a nsl ati o n s c h e m e is s h o w n i n Fi g ur e 6 .

2 A M D h as a si mil ar s yst e m, b ut  T wi z zl er d o es n ot s u p p ort it y et.
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Fi g. 6. T w o-l e v el tr a n sl ati o n s c h e m e. T h e t o p l e v el  m a p s o bj e ct s i n virt u al  m e m or y ( d efi n e d b y vi e w o bj e ct s)
t o t h o s e i n o bj e ct-l o gi c al s p a c e. T h e l a y o ut of t h e s e c o n d l e v el a d dr e s s s p a c e i s  m a n a g e d b y t h e k er n el, si n c e
it i s n ot u s er-f a ci n g, a n d t h e p er mi s si o n s ar e d eri v e d fr o m a s e c urit y c o nt e xt o bj e ct. T h e s e c o n d l e v el  m a p s
t o p h y si c al  m e m or y.

T w o-l e v el a d dr ess tr a nsl ati o n vi a t h e E P T e n a bl es T wi z zl er t o s plit pr ot e cti o n r e q u ests a n d a c-
c ess c o ntr ol p er missi o ns.  At t h e t o p l e v el,  T wi z zl er a p pli es t h e r e q u est e d pr ot e cti o ns fr o m t h e vi e w
m a ps  wit h o ut r estri cti o n a n d pr o gr a ms t h e E P T t o e nf or c e a c c ess c o ntr ol d eri v e d fr o m s e c urit y
c o nt e xt. S plitti n g pr ot e cti o n a n d a c c ess c o ntr ol is  w h at all o ws a p pli c ati o ns t o si m pl y  m a p o bj e cts
i n f or  w h at e v er a c c ess  m o d e t h e y  w o ul d li k e  wit h o ut h a vi n g t o  w orr y a b o ut fi rst c h e c ki n g p er-
missi o ns. F urt h er m or e, b y s e p ar ati n g o ut t h e p er missi o ns e nf or c e m e nt fr o m e p h e m er al st at e a n d
l o c ati o n  m a p pi n g,  w e r e d u c e t h e n u m b er of p a g e t a bl e str u ct ur es t h e k er n el n e e ds t o  m a n a g e fr o m
O (n m ) t o O (n + m ), w h er e n is t h e n u m b er of vi e ws a n d m is t h e n u m b er of s e c urit y c o nt e xts.
Vi e ws a n d s e c urit y c o nt e xts c a n als o b e s wit c h e d o ut i n d e p e n d e ntl y fr o m e a c h ot h er,  w hi c h  m or e
cl os el y fi ts t h e s e m a nti cs of  T wi z zl er.

T w o-l e v el  m a p pi n g als o gr e atl y si m pli fi es t h e d esi g n of t h e k er n el. Si n c e  m a p pi n g o bj e cts t o
p h ysi c al  m e m or y is d o n e at t h e s e c o n d l e v el, p a g e e vi cti o n is e as y —t h e k er n el c a n si m pl y  m o dif y
t h e s h ar e d p a g e t a bl es st or e d p er- o bj e ct,  w hi c h u p d at es t h e tr a nsl ati o n f or all vi e ws a n d c o nt e xts
o n t h e s yst e m ( aft er a p pr o pri at e c o h er e n c e, of c o urs e).  M o vi n g o bj e cts b et w e e n  D R A M a n d  N V M
is  m a d e e asi er, b e c a us e o bj e cts r esi d e i n a gi v e n l o c ati o n  wit hi n o bj e ct-l o gi c al s p a c e r e g ar dl ess of
w h er e t h e y ar e  m a p p e d i n virt u al  m e m or y, s o t h e k er n el d o es n ot n e e d t o  m ai nt ai n b a c k p oi nt ers
t o u p d at e p a g e t a bl e str u ct ur es.

Virt u ali z ati o n  H ar d w ar e . T wi z zl er’s us e of virt u ali z ati o n h ar d w ar e f or n or m al o p er ati o n is a li m-
it ati o n of e xisti n g pr o c ess ors. I nt el d o es n ot h a v e a  m e c h a nis m f or usi n g t h e E P T  wit h o ut s wit c hi n g
o n t h e e ntir e virt u ali z ati o n s yst e m a n d r u n ni n g i n  V M X- n o n-r o ot  m o d e.  H o w e v er, i n pr a cti c e, t h e
a d diti o n al o v er h e a d fr o m r u n ni n g  wit h virt u ali z ati o n is n e gli gi bl e, b e c a us e  w e d o n ot n e e d all t h e
pr ot e cti o n of a tr a diti o n al virt u al  m a c hi n e a n d s o  w e c a n s wit c h  m u c h of it o ff .  B e c a us e  T wi z zl er’s
k er n el is its o w n g u est,  w e c a n a v oi d  m u c h of t h e o v er h e a d i ntr o d u c e d b y  V M e xits n e c ess ar y i n
l o w er-tr ust  V M  m o d els. F or e x a m pl e,  T wi z zl er’s k er n el is all o w e d t o  m o dif y t h e E P T str u ct ur es
its elf, d es pit e b ei n g virt u ali z e d, a n d  m o d er n pr o c ess ors c o nt ai n e xt e nsi o ns t h at all o w t h e g u est t o
s wit c h o ut E P Ts its elf a n d h a n dl e E P T f a ults  wit h o ut tri g g eri n g a  V M e xit.

T his p airs ni c el y  wit h usi n g t h e I O M M U as  w ell —si n c e E P T str u ct ur es o n I nt el c a n b e r e us e d i n
t h e I O M M U,  w e c a n a p pl y s e c urit y c o nt e xts t o dri v ers as  w ell,  m a ki n g dri v er c o d e l ess of a s p e ci al
c as e. F or e x a m pl e,  T wi z zl er pr o vi d es a dri v er  m o d el f or us ers p a c e dri v ers t h at all o ws dri v er c o d e
t o c o nstr u ct s e c urit y c o nt e xts t h at e x pli citl y  m a p i n o nl y t h e n e c ess ar y o bj e cts t h at a d e vi c e  mi g ht
n e e d t o a c c ess ( e. g., c o m m a n d q u e u es, d at a o bj e cts).  As h ar d w ar e d e vi c es gr o w i n c o m pl e xit y a n d
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increase their autonomy, treating them as additional computation resources and limiting access to
objects throughmechanisms already in place for normal applications allows simpler programming
of advanced hardware devices.

4.2 Crash Consistency
Twizzler provides primitives for building crash-consistent data structures. At a low level, it pro-
vides mechanisms for writing back cache-lines, appropriate fences, and basic transactions. Appli-
cations use these primitives today outside of Twizzler to build up larger, more complex support
for crash-consistent data structures.
Our goal is to provide low-level primitives without restricting programs or prematurely pre-

scribing particular solutions. There is a wealth of research on crash-consistent data structures for
NVM [16, 17, 25, 48, 52–55, 66], but it is still in 'ux. Of course, Twizzler manages system data
structures, such as FOT entries, views, and so on, in a crash-consistent manner using the afore-
mentioned primitives, locking, and fencing.
Twizzler also provides a transactional-persistent logging mechanism. Programmers can write

TXSTART–TXEND blocks to denote transactions and TXRECORD statements to record pre-changed val-
ues. This is similar to the mechanism provided by PMDK [59]. If applications need more complex
transactions using di(erent logging mechanisms, then they can use libraries. Twizzler’s internal
data structures and libtwz’s manipulation of object metadata is handled via a combination of
these transactions and cache-line writebacks.
Twizzler provides a mechanism for restarting threads when power is restored following a crash.

Since views are persistent objects, all objects mapped during a thread’s execution are known across
power cycles and are mapped back in. The thread is then started at a special _resume entry point,
allowing the program to handle the power failure in an application-speci&c manner. Of course,
volatile objects will be lost when power resumes, and thus any attempted access to these objects
will result in an exception. Thus, applications that wish to resume after power failure will need to
be aware of and handle this. We do not wish to prescribe any restrictions here—applications that
want to place their heap in volatile memory for performance or security reasons should be allowed
to. We expect higher-level support for applications to manage persistent data, such as language
support for persistent heaps, to make use of the features we provide, so applications that want to
resume can put resuming information in persistent objects.
The reason we choose to restart threads at a known, di(erent entry point from normal appli-

cation startup is that in current systems, there is always volatile computation state (e.g., registers,
the cache) that is lost when power is lost. Of course, in the future, systems may be able to prevent
the loss of more and more ephemeral computation state (with the logical extreme being perfect
resumability). In this case, the _resume handler can be a simple stub that resumes the execution
exactly as left o(. The more likely case, periodic checkpointing, can be similarly handled, with the
_resume handler selecting the most recent valid checkpoint to resume from. The _resume handler
enables all of these solutions, thus remaining applicable across hardware evolution.

4.3 Threading
Twizzler provides a set of threading primitives for applications. Threads in Twizzler are always
attached to a view and one or more security contexts. Threads may communicate with each other
using shared memory and can signal each other with a system call. Since everything in Twizzler
is an object, each thread has a state object associated with it. Signals can be raised assuming the
raiser has appropriate permissions on the state object, and the state object contains information
about the thread.
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A k e y pri miti v e i n  T wi z zl er is t h e t h r e a d - s y n c s yst e m c all.  T his c all o p er at es si mil ar t o
f u t e x ( 2 ) o n Li n u x, e x c e pt t h at it s u p p orts  w aiti n g o n a n d  w a ki n g u p a n u m b er of di ff er e nt  w or ds
of  m e m or y si m ult a n e o usl y.  M ulti- w or d t hr e a d-s y n c is n e c ess ar y t o s u p p ort s e l e c t ( 2 ) -li k e or
p o l l ( 2 ) -li k e o p er ati o ns i n a s yst e m  w h er e all d at a a c c ess is d o n e  wit h  m e m or y s e m a nti cs.  T wi z-
zl er’s st a n d ar d li br ar y e x p os es a n  A PI f or e v e nt h a n dli n g t h at us es  m ulti- w orl d t hr e a d-s y n c,  w h er e
o bj e cts  m a y e x p os e a s et of “ e v e nts” t h at c a n b e tri g g er e d a n d  w ait e d f or.  T his is us e d i n n u m er o us
pl a c es t o i m pl e m e nt e v e nt h a n dli n g f or  m ulti pl e c o m m u ni c ati o ns str e a ms i m pl e m e nt e d i n o bj e cts.

4. 4 F r e e B S D  P r ot ot y p e

We als o b uilt a pr ot ot y p e of  T wi z zl er b y  m o dif yi n g t h e Fr e e B S D 1 1. 0 k er n el b ef or e i m pl e m e nti n g
o ur st a n d al o n e k er n el.  T his  w as d o n e b ot h t o  m or e r a pi dl y v erif y o ur d esi g n a n d t o pr o vi d e a
pr ot ot y pi n g e n vir o n m e nt f or d e v el o p ers t o  writ e c o d e f or  T wi z zl er i n a f a mili ar e n vir o n m e nt.  We
a d d e d  T wi z zl er s er vi c es t o Fr e e B S D b y a d di n g s yst e m c alls,  m o dif yi n g t h e f a ult- h a n dli n g l o gi c,
a n d disti n g uis hi n g  T wi z zl er t hr e a ds fr o m Fr e e B S D t hr e a ds.  T his is als o a t est a m e nt t o t h e si m pli c-
it y of t h e k er n el i n o ur  m o d el, si n c e Fr e e B S D  w as r el ati v el y e as y t o  m o dif y t o s u p p ort t h e  T wi z zl er
us ers p a c e.  H o w e v er, t h e Fr e e B S D pr ot ot y p e is li mit e d b y its n e e d t o c o or di n at e  wit h Fr e e B S D’s
U s er vi c es, t h us t h e st a n d al o n e k er n el is  m or e e ffi ci e nt a n d si m pl er a n d pr o vi d es a b ett er e n-
vir o n m e nt f or r es e ar c hi n g k er n el d esi g n c h a n g es i n t h e f a c e of  N V M.

5  E V A L U A TI O N

O ur pri m ar y g o als f or e v al u ati n g  T wi z zl er  w er e:

( 1) S h o w t h at  T wi z zl er  m e ets t h e n e e ds of a d at a- c e ntri c  O S i n e n a bli n g pr o gr a ms t o dir e ctl y
a c c ess p ersist e nt d at a.

( 2)  D e m o nstr at e t h at t h e pr o gr a m mi n g  m o d el  w e d efi n e d pr o vi d es s u ffi ci e nt p o w er t o e asil y
a n d e ff e cti v el y b uil d r e al a p pli c ati o ns  wit h  N V M i n  mi n d.

( 3)  M e as ur e t h e p erf or m a n c e of o ur s yst e m t o u n d erst a n d  w h er e  w e g ai n a n d l os e
p erf or m a n c e.

We a p pr o a c h e d t h es e g o als t w o  w a ys: p orti n g e xisti n g s oft w ar e ( S Q Lit e) a n d  writi n g n e w s oft-
w ar e f or  T wi z zl er.  T h e fi rst d e m o nstr at es b ot h t h e g e n er alit y of t h e pr o gr a m mi n g e n vir o n m e nt
(l e g a c y s oft w ar e c a n b e e asil y p ort e d) a n d t h e p ot e nti al p erf or m a n c e g ai ns t o b e h a d e v e n f or
l e g a c y s oft w ar e.  T h e s e c o n d d e m o nstr at es t h e tr u e p o w er of  T wi z zl er’s pr o gr a m mi n g  m o d el a n d
all o ws us t o e x pl or e t h e c o ns e q u e n c es of o ur d esi g n c h oi c es f ull y  wit h o ut b ei n g c o nstr ai n e d b y
l e g a c y d esi g ns.

We b uilt t hr e e pi e c es of n e w s oft w ar e: a h as h-t a bl e b as e d k e y- v al u e st o r e ( K V S) , a r e d- bl a c k
tr e e d at a str u ct ur e, a n d a l o g gi n g d a e m o n. E a c h h a d diff er e nt c h ar a ct eristi cs a n d g o als, a n d t o-
g et h er t h e y d e m o nstr at e t h e fl e xi bilit y t h at  T wi z zl er o ff ers i n all o wi n g si m pl e i m pl e m e nt ati o n,
n e arl y fr e e a c c ess c o ntr ol, a n d t h e a bilit y t o dir e ctl y e x pr ess c o m pl e x r el ati o ns hi ps b et w e e n o b-
j e cts.  Usi n g o ur  K V S a n d r e d- bl a c k tr e e c o d e,  w e p ort e d S Q Lit e ( a  wi d el y us e d S Q L i m pl e m e nt a-
ti o n) t o  T wi z zl er al o n g  wit h a Y C S B [1 8 , 3 0 ] dri v er ( a c o m m o n b e n c h m ar k), all o wi n g us t o e x pl or e
T wi z zl er’s  m o d el i n a l ar g er, e xisti n g pr o gr a m t h at  w o ul d l et us st u d y t h e p erf or m a n c e of T wi z zl er
i n a c o m pl e x s yst e m t h at st or es a n d pr o c ess es d at a.  We pr es e nt t h e p erf or m a n c e of S Q Lit e a n d o ur
n e w s oft w ar e, al o n g  wit h  mi cr o b e n c h m ar ks, i n S e cti o n 6 .

5. 1  C a s e St u d y:  K e y- v al u e St o r e

We i m pl e m e nt e d a  m ulti-t hr e a d e d h as h-t a bl e b as e d k e y- v al u e st o r e ( K V S) , c all e d t w z k v , t o st u d y
cr oss- o bj e ct p oi nt ers a n d o ur l at e- bi n di n g of a c c ess c o ntr ol.  O ur  K V S s u p p orts i ns ert, l o o k u p, a n d
d el et e of v al u es b y k e y ( b ot h of ar bitr ar y si z e) a n d h a n ds o ut dir e ct p oi nt ers t o p ersist e nt d at a
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Fi g. 7.  Cr o s s- o bj e ct p oi nt er s i n t w z k v . T h e i n d e x o bj e ct c o nt ai n s p oi nt er s t o k e y s a n d v al u e s,  w hi c h c a n
r e si d e i n a n y d at a o bj e ct.  We al s o s u p p ort  m ulti pl e i n d e x e s t o e n a bl e a d diti o n al i n d e xi n g str at e gi e s a n d
a c c e s s c o ntr ol o n di s c o v er y.  B e c a u s e T wi z zl er pr o vi d e s n ati v e s u p p ort f or cr o s s- o bj e ct p oi nt er s, t hi s ki n d of
c o n str u cti o n i s n o  m or e c o m pl e x t h a n k e e pi n g all k e y s a n d d at a  wit hi n a si n gl e o bj e ct.

d uri n g l o o k u p.  D uri n g i ns ert, it c o pi es d at a i nt o a d at a r e gi o n b ef or e i n d e xi n g t h e i ns ert e d k e y a n d
v al u e.  We b uilt t w z k v i n  m ulti pl e p h as es t o st u d y h o w o ur s yst e m h a n dl es c h a n gi n g r e q uir e m e nts.

We b uilt t w z k v i n r o u g hl y 2 5 0 li n es of  C.  H a n di n g o ut dir e ct p oi nt ers i nt o d at a  w as tri vi al t o
i m pl e m e nt  wit h cr oss- o bj e ct p oi nt ers, r e q uiri n g o nl y a c all t o p t r _ l e a d uri n g l o o k u p.  T h e i niti al
i m pl e m e nt ati o n  m ai nt ai ns t w o o bj e cts, o n e f or d at a a n d o n e f or t h e i n d e x.  T h e c o m pl e xit y t y pi c all y
i n v ol v e d  w h e n st ori n g b ot h i n d e x a n d d at a i n a si n gl e, fl at fi l e is n ot j ustifi e d i n a pr o gr a m mi n g
m o d el  w h er e  w e c a n e x pr ess i nt er- o bj e ct r el ati o ns hi ps dir e ctl y at n e ar- z er o c ost i n c o m pl e xit y or
p erf or m a n c e. I n o ur c as e, a p oi nt er fr o m t h e i n d e x o bj e ct t o t h e d at a o bj e ct (s u c h as a n e ntr y i n
t h e h as h t a bl e) c a n b e  writt e n  wit h a si n gl e c all t o p t r _ s t o r e . T his, c o m bi n e d wit h t h e si m pl e r e-
q uir e m e nts f or a n i n- m e m or y  N V M  K V S, r es ult e d i n a s m all i m pl e m e nt ati o n t h at  w as n o n et h el ess
a us a bl e K V S.

E xt e n di n g R e q uir e m e nts . N e xt, w e a d d e d f u n cti o n alit y t o pr ot e ct v al u es wit h a c c ess c o ntr ol. We
w a nt e d t o k e e p h a n di n g o ut dir e ct p oi nt ers t o d at a d uri n g l o o k u p a n d t o k e e p t w z k v a li br ar y
( as o p p os e d t o a s er vi c e).  M e eti n g t h es e g o als o n a n e xisti n g s yst e m  w o ul d b e diffi c ult  wit h o ut
a d di n g si g ni fi c a nt c o m pl e xit y, s u c h as r ei m pl e m e nti n g a l ot of  T wi z zl er’s p oi nt er fr a m e w or k or
i m pl e m e nti n g  m a n u al, r e d u n d a nt a c c ess c o ntr ol.

I n  T wi z zl er, i m pl e m e nti n g a c c ess c o ntr ol i n t w z k v i n v ol v e d h a vi n g t h e i n d e x r ef er t o d at a i n
m ulti pl e d at a o bj e cts, assi g ni n g t h os e o bj e cts di ff er e nt a c c ess ri g hts, a n d all o c ati n g fr o m t h os e
o bj e cts d e p e n di n g o n d esir e d a c c ess ri g hts.  We  w er e a bl e t o i m pl e m e nt t his  w hil e pr es er vi n g t h e
ori gi n al c o d e d u e t o t h e tr a ns p ar e nt n at ur e of  T wi z zl er’s cr oss- o bj e ct p oi nt ers.  N o w,  w h e n i ns ert-
i n g, t h e a p pli c ati o n i n di c at es t h e d at a o bj e ct i nt o  w hi c h t o c o p y t h e d at a, as s h o w n i n Fi g ur e 7 .

B y s u p p orti n g  m ulti pl e d at a o bj e cts, t w z k v c a n l e v er a g e t h e  O S’s a c c ess c o ntr ol,  mi ni mi zi n g
c o m pl e xit y.  U nr estri ct e d d at a c a n g o i n D 0 ( Fi g ur e 7 ),  w h er e as r estri ct e d d at a c a n g o i n D 1 . Si n c e
e a c h o bj e ct h as disti n ct a c c ess c o ntr ol, a us er c a n s et t h e o bj e cts’ a c c ess ri g hts, t h e n d e ci d e  w h er e
t o i ns ert d at a a c c or di n g t o p oli c y.  T h e i n d e x es p oi nt t o t h e c orr e ct l o c ati o ns r e g ar dl ess of t h e
a c c ess r estri cti o ns of t h e d at a o bj e cts, a n d t w z k v still h a n ds o ut dir e ct p oi nt ers, b ut a us er t h at is
r estri ct e d fr o m a c c essi n g d at a i n D 1 will n ot b e a bl e t o d er ef er e n c e t h e p oi nt er.  A f urt h er e xt e nsi o n
is t o s u p p ort s e c o n d ar y i n di c es, as s h o w n i n Fi g ur e 7 , e n a bli n g alt er n ati v e l o o k u p m et h o ds a n d
li miti n g d at a dis c o v er y  wit h i n d e x o bj e ct a c c ess c o ntr ol.  T his e xt e nsi o n is e as y t o i m pl e m e nt o n
T wi z zl er.

C o m p aris o n t o U I m pl e m e nt ati o n. T o c o m p ar e wit h e xisti n g t e c h ni q u es, w e b uilt a si mil ar
K V S usi n g o nl y  U f e at ur es ( c all e d u n i x k v ). It als o s e p ar at es i n d e x a n d d at a, b ut it  m ust  m a n u all y
c o m p ut e a n d c o nstr u ct p oi nt ers, r e q uiri n g a si g ni fi c a nt a m o u nt of pr o gr a m m er ti m e t o g et ri g ht.
S u p p orti n g  m ulti pl e d at a o bj e cts  w as c o m pl e x i n u n i x k v , b e c a us e w e h a d t o st or e a n d pr o c ess
fi l e p at hs i n t h e i n d e x a n d st or e r ef er e n c es t o p at hs f or p oi nt ers, i n cr e asi n g o v er h e a d a n d c o d e
c o m pl e xit y b y 3 6 % — a l ot f or a n i m pl e m e nt ati o n  wit h r el ati v el y f e w p oi nt ers —j ust t o r ei m pl e m e nt
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T wi z zl er’s s u p p ort.  T h e e xtr a c o m pl e xit y als o i n cl u d e d c o d e t o  m a n u all y o p e n,  m a p, a n d gr o w
fi l es,  m u c h of  w hi c h  T wi z zl er h a n dl es i nt er n all y.  D e v el o p m e nt ti m e  w as e xt e n d e d b y b u gs t h at
w er e n ot pr es e nt  w h e n d e v el o pi n g t w z k v , d u e t o t h e m a n u al p oi nt er pr o c essi n g. W hil e t w z k v
g ai ns tr a ns p ar e nt a c c ess c o ntr ol, u n i x k v d o es n ot d u e t o t h e l a c k of o n- d e m a n d o bj e ct  m a p pi n g
a n d l at e- bi n di n g of s e c urit y. I nst e a d, u n i x k v n e e ds t o k n o w o bj e ct p er missi o ns b ef or e  m a p pi n g, a
r estri cti o n t h at li mits t h e a bilit y t o r e us e  O S a c c ess c o ntr ol, s o m et hi n g t h at t w z k v c o ul d l e v er a g e
t hr o u g h l at e- bi n di n g o n s e c urit y ( S e cti o n 3. 4 ).3 Ot h er fr a m e w or ks li k e P M D K t h at d o n ot i nt e gr at e
a c c ess c o ntr ol a n d l at e- bi n di n g i nt o t h eir  m o d els h a v e si mil ar li mit ati o ns.

5. 2  C a s e St u d y:  R e d- bl a c k  T r e e

T o e v al u at e t h e pr o c ess of  writi n g p ersist e nt, “ p oi nt er- h e a v y” d at a str u ct ur es,  w e i m pl e m e nt e d a
r e d- bl a c k tr e e i n  C usi n g n or m al p oi nt ers ( r a m r b t ) i n 1 0 0 li n es of c o d e a n d e v ol v e d it f or p ersist e nt
m e m or y i n t w o  w a ys:  m a n u all y  writi n g b as e + o ff s et st yl e p oi nt ers, as c urr e nt s yst e ms r e q uir e
(u n i x r b t ), a n d usi n g  T wi z zl er (t w z r b t ). P orti n g e xisti n g d at a str u ct ur e c o d e t o p ersist e nt  m e m or y
will b e c o m m o n d uri n g t h e a d o pti o n of  N V M, a n d  m u c h of t h e c o m pl e xit y t h er ei n c o m es fr o m
d e ali n g  wit h p ersisti n g virt u al a d dr ess es [ 4 9 ].

I n d e v el o pi n g u n i x r b t , w e f o u n d 8 3 l o c ati o ns w h er e w e h a d t o p erf or m p oi nt er arit h m eti c
f or c o n v erti n g b et w e e n p ersist e nt a n d virt u al a d dr ess es.  C o nsi d er a n e x pr essi o n s u c h as r o o t - >
l e f t - > r i g h t = f o o . I ns erti n g c alls t o tr a nsl at e t his dir e ctl y r es ults i n L ( L ( r o o t ) - > l e f t ) - >
r i g h t = C ( f o o ) , w h er e L c o n v erts t o a virt u al a d dr ess a n d C c o n v erts b a c k,  w hi c h is h e a vil y o b-
f us c at e d a n d t o o k  m or e d e v el o p m e nt ti m e t h a n  writi n g r a m r b t i n t h e fi rst pl a c e d u e t o d e b u g gi n g.

We b uilt t w z r b t li k e u n i x r b t , a n n ot ati n g p oi nt er st or es a n d d er ef er e n c es. H o w e v er, u n i x r b t
us e d a n a p pli c ati o n-s p e ci fi c s ol uti o n f or p oi nt er  m a n a g e m e nt; if ot h er a p pli c ati o ns  w a nt e d t o us e
t h e d at a str u ct ur es cr e at e d b y u n i x r b t , t h e y  w o ul d h a v e t o k n o w t h e i m pl e m e nt ati o n d et ails of
t h e p oi nt er s yst e m ( or s h ar e t h e i m pl e m e nt ati o n, t h us r ei m pl e m e nti n g  m u c h of  T wi z zl er’s li br ar y).
A d diti o n all y, d u e t o  T wi z zl er e n a bli n g i m pr o v e d s yst e m- wi d e s u p p ort f or cr oss- o bj e ct p oi nt ers,
t h es e tr a nsf or m ati o ns c a n b e  m a d e a ut o m ati c t hr o u g h c o m pil er a n d li n k er s u p p ort.

U nli k e t w z r b t , u n i x r b t ’s tr e e is li mit e d t o a si n gl e p ersist e nt o bj e ct; a li mit ati o n t h at pr e v e nts
t h e tr e e fr o m gr o wi n g ar bitr aril y, d o es n ot all o w it t o dir e ctl y e n c o d e r ef er e n c es t o d at a o utsi d e
t h e tr e e o bj e ct, a n d d o es n ot g ai n it t h e b e n efi ts of cr oss- o bj e ct d at a r ef er e n c es t h at  w er e dis c uss e d
a b o v e f or t w z k v . A d di n g s u p p ort f or t his t o u n i x r b t w o ul d r e q uir e  m o dif yi n g t h e c or e d at a str u c-
t ur es t o i n cl u d e p at hs a n d si g nifi c a ntl y alt eri n g t h e c o d e, i n cr e asi n g its l e n gt h b y at l e ast a f a ct or
of 2,  w h er e as t w z r b t g ets t his f u n cti o n alit y f or fr e e.

A n ot h er a d v a nt a g e of t w z r b t is r e d u c e d s u p p ort c o d e c o m p ar e d t o u n i x r b t ; u n i x r b t n e e d e d
c o d e t o  m a n a g e a n d gr o w fi l es a n d  m a p pi n gs,  w hil e  w e i m pl e m e nt e d t w z r b t as si m pl e d at a str u c-
t ur e c o d e  wit h  T wi z zl er  m a n a gi n g t h at c o m pl e xit y.  T h e a d diti o n al err or h a n dli n g c o d e a n d p oi nt er
v ali dit y c h e c ks i n u n i x r b t ( h a n dl e d a ut o m ati c all y i n  T wi z zl er) i n cr e as e d d e v el o p m e nt ti m e a n d
i m pl e m e nt ati o n c o m pl e xit y.

5. 3  P o rti n g S Q Lit e

We p ort e d S Q Lit e t o T wi z zl er t o d e m o nstr at e o ur s u p p ort f or e xisti n g s oft w ar e a n d t o e v al u at e t h e
p erf or m a n c e of a S Q Lit e b a c k e n d d esi g n e d f or  T wi z zl er.  We us e d o ur P O SI X s u p p ort fr a m e w or k,
a c o m bi n ati o n of m u s l a n d o ur li br ar y t w i x , t o s u p p ort m u c h of S Q Lit e’s P O SI X us e. We t o o k
a  m o di fi e d v ersi o n of S Q Lit e c all e d S Q Li g ht ni n g t h at r e pl a c e d S Q Lit e’s st or a g e b a c k e n d  wit h a
m e m or y- m a p p e d  K V S c all e d L M D B [ 1 5 ].  We c h os e t his p ort b e c a us e L M D B is i m pl e m e nt e d  wit h

3 u n i x k v c o ul d tr a p s e g m e nt ati o n f a ults t o d o t his, b ut t h at  w o ul d b e a p pli c ati o n-s p e ci fi c, di ffi c ult, a n d  w o ul d r ei m pl e m e nt
T wi z zl er f u n cti o n alit y.
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m m a p ’ d fi l es as t h e pri m ar y a c c ess  m et h o d a n d h a n ds o ut dir e ct p oi nt ers t o d at a as o n e  w o ul d
e x p e ct fr o m a n e ff e cti v el y d esi g n e d  N V M  K V S. 4 Si n c e L M D B’s S Q Li g ht ni n g p ort alr e a d y r e pl a c es
t h e st or a g e b a c k e n d  wit h c alls t o L M D B,  w e p ort e d S Q Lit e t o  T wi z zl er b y t a ki n g o ur  K V S a n d r e d-
bl a c k tr e e c o d e a n d i m pl e m e nti n g e n o u g h of t h e L M D B i nt erf a c e f or S Q Lit e t o r u n usi n g  T wi z zl er
as a b a c k e n d.  O utsi d e of t h e  B-tr e e s o ur c e fi l e f e w c h a n g es  w er e n e e d e d f or S Q Lit e t o r u n o n
T wi z zl er.  We f urt h er p ort e d o ur  m o di fi e d S Q Lit e b a c k e n d t o P M D K t o c o m p ar e dir e ctl y  wit h a
c o m m o nl y us e d  N V M pr o gr a m mi n g li br ar y t h at s u p p orts p ersist e nt p oi nt ers.

We als o p ort e d a C + + Y C S B dri v er [ 3 0 ],  w hi c h r e q uir e d p orti n g t h e  C + + st a n d a r d t e m pl at e
li b r a r y ( S T L). Si n c e w e h a d alr e a d y p ort e d a st a n d ar d C li br ar y, t h e C + + S T L w as e asil y p ort e d,
d e m o nstr ati n g t h e e as e of p orti n g s oft w ar e t o  T wi z zl er.  We h a v e als o p ort e d s o m e e xisti n g  U
utiliti es (s u c h as b a s h a n d b u s y b o x ),  w hi c h l ar g el y r e q uir e o nl y r e c o m pili n g t o r u n o n  T wi z zl er.
Of c o urs e, t o g ai n all of t h e b e n e fi ts of  T wi z zl er, pr o gr a ms  will b e n e e d t o b e  writt e n  wit h  N V M
i n  mi n d ( b ut t his is tr u e r e g ar dl ess of t h e t ar g et  O S).

O ur i m pl e m e nt ati o n of t h e L M D B i nt erf a c e c orr o b or at e d o ur e x p eri e n c e fr o m t h e  K V S c as e
st u d y:  M u c h of t h e c o m pl e xit y i n st or a g e i nt erf a c es a n d i m pl e m e nt ati o ns c o m es fr o m t h e s e p ar a-
ti o n b et w e e n st or a g e a n d  m e m or y.  T his h as b e e n st u di e d b ef or e ( as  w e  will el u ci d at e i n S e cti o n 7 ),
b ut t h e a d v e nt of  N V M c h a n g es t h e g a m e si g ni fi c a ntl y b y all o wi n g pr o gr a m m ers t o t hi n k dir e ctl y
vi a i n- m e m or y d at a str u ct ur es.  T h e r es ult is t h at i nt erf a c es li k e c urs ors i n a  K V S b e c o m e r e d u n-
d a nt.  We i m pl e m e nt e d t o t his i nt erf a c e f or L M D B, b ut t h e f u n cti o ns  w er e l ar g el y  wr a p p ers ar o u n d
st ori n g a p oi nt er t o a  B-tr e e n o d e a n d tr a v ersi n g t h e tr e e dir e ctl y  wit h o ut s e p ar at e l o a ds a n d c o pi es.
T h e r es ult  w as a n e xtr e m el y si m pl e i m pl e m e nt ati o n ( 5 0 0 L o C) t h at still  m et t h e r e q uir e d i nt erf a c e.
F ut ur e s oft w ar e f or  N V M c a n us e  T wi z zl er’s pr o gr a m mi n g  m o d el t o  m or e e ff e cti v el y  writ e s oft-
w ar e t h at es c h e ws t h e n e e d f or c o m pl e xit y f or c e d b y t h e t w o-ti er st or a g e hi er ar c h y.

5. 4  P o rti n g  A d diti o n al  A p pli c ati o n s

I n g e n er al, p orti n g i n  T wi z zl er is str ai g htf or w ar d.  We h a v e a c oll e cti o n of t o ols t h at pr o vi d e a
fr a m e w or k f or c o m pili n g s oft w ar e usi n g t h e  T wi z zl er t o ol c h ai n a g ai nst ot h er p ort e d s oft w ar e a n d
li br ari es. Si n c e  w e h a v e c h os e n m u s l as o ur st a n d ar d  C li br ar y,  m a n y a p pli c ati o ns  w or k alr e a d y
wit h  mi n or c h a n g es.  H o w e v er, it is oft e n t h e c as e t h at a p pli c ati o ns r e q uir e s o m e s m all t w e a ks t o
g et r u n ni n g —f or e x a m pl e, c o n fi g ur ati o n p at hs — a n e x p eri e n c e c o m m o n f or a n y o n e  w h o h as p ort e d
s oft w ar e t o a n e w o p er ati n g s yst e m.

T o d at e,  w e h a v e p ort e d a n u m b er of t o ols o n e  w o ul d e x p e ct t o fi n d o n a  U s yst e m, s u c h
as b u s y b o x ( pr o vi di n g n u m er o us c o m m a n d-li n e utiliti es), b a s h , v i m , g c c , b i n u t i l s , a n d ot h ers.
M a n y of t h es e pr o gr a ms r e q uir e d littl e or n o  m o di fi c ati o n.  Of c o urs e, t his  m e a ns t h at t h e y d o n ot
g ai n s o m e of t h e b e n e fi ts  T wi z zl er’s  m o d el pr o vi d es, si n c e t h e y still o p er at e o n p ersist e nt d at a  wit h
a P O SI X  m o d el, h o w e v er o ur g o al i n p orti n g t h es e t o ols  w as n ot t o i m pr o v e t h eir p erf or m a n c e, it
w as t o pr o vi d e a s o m e w h at f a mili ar e n vir o n m e nt f or us ers.

Of c o urs e, p erf e ct e m ul ati o n of a Li n u x k er n el is a h u g e e ff ort, a n d it is n ot t h e pri m ar y g o al of
o ur r es e ar c h.  As a r es ult, n ot all s yst e m c alls ar e i m pl e m e nt e d a n d Li n u x f e at ur es li k e p r o c f s ar e
l a c ki n g.  T his  m e a ns t h at s o m e pr o gr a ms  m a y r e q uir e f e at ur es t h at ar e n ot y et i m pl e m e nt e d, a n d
t h er ef or e r e q uir e  m o difi c ati o ns t o t w i x t o r u n.  H o w e v er, as  w e c o nti n u e t o p ort s oft w ar e, t w i x ’s
c o v er a g e of Li n u x f e at ur es gr o ws,  m a ki n g f ut ur e p orti n g e asi er.  We  will c o nti n u e t o i m pl e m e nt
m or e s u p p ort i n t w i x f or a p pli c ati o ns as n e e ds aris e.  N ot e t h at  m a n y a p pli c ati o ns ( e v e n c o m pl e x
a p pli c ati o ns li k e g c c ) oft e n b oil d o w n t o r e a di n g a n d writi n g fi l es a n d m a n a gi n g pr o c ess es, all of
w hi c h is i m pl e m e nt e d.

4 T h es e ar e n ot p ersist e nt p oi nt ers, h o w e v er, u nli k e  T wi z zl er’s.
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5. 5  Di s c u s si o n

Alt h o u g h t h es e i m pl e m e nt ati o ns  w er e si m pl e, t h e y r e pr es e nt t h e a p pli c ati o ns a n d d at a str u ct ur es
w e e x p e ct i n a d at a- c e ntri c s yst e m. P ersist e nt p oi nt ers  w e c a n dir e ctl y us e i n o ur pr o gr a m mi n g
l a n g u a g es  m a k e c o m p uti n g o v er p ersist e nt d at a al m ost tr a ns p ar e nt, all o wi n g si m pl e i m pl e m e nt a-
ti o ns t h at ar e n e v ert h el ess e as y t o e v ol v e as r e q uir e m e nts c h a n g e.

N ot o nl y d o es t w z k v h a v e str o n g s u p p ort f or a c c ess c o ntr ol, it e n a bl es c o n c urr e nt us e of
d at a b as es vi a cr oss- o bj e ct p oi nt ers.  A p pli c ati o ns c a n l o a d i n d e x es f or  m ulti pl e d at a b as es  wit h o ut
n e e di n g t o  w orr y a b o ut a d dr ess s p a c e l a y o ut a n d  wit h o ut  writi n g c o m pl e x p oi nt er  m a n a g e m e nt
c o d e t h at  w o ul d b e r e q uir e d b y a n i m pl e m e nt ati o n usi n g m m a p . We w er e a bl e t o pr o vi d e a c c ess
c o ntr ol  wit h o ut a si n gl e li n e of c o d e i n t w z k v d e di c at e d t o c h e c ki n g or e nf or ci n g a c c ess ri g hts.
I nst e a d,  w e r eli e d o n  T wi z zl er’s b uilt-i n a c c ess c o ntr ol, s o m et hi n g n ot p ossi bl e  wit h ot h er fr a m e-
w or ks t h at d o n ot s u p p ort l at e- bi n di n g of a c c ess ri g hts a n d d o n ot c o nsi d er s e c urit y as p art of t h eir
pr o gr a m mi n g  m o d el.  T wi z zl er t h us r e m o v es t h e n e e d f or a p pli c ati o ns t o e nf or c e a n d i m pl e m e nt
t h eir o w n a c c ess c o ntr ol,  w hi c h i n cr e as es t h e s e c urit y of t h e s yst e m b y di v esti n g pr o gr a m m ers
fr o m t h e r es p o nsi bilit y of g etti n g t h e e nf or c e m e nt ri g ht. Si mil ar f u n cti o n alit y f or c urr e nt s yst e ms
w o ul d tr a diti o n all y r e q uir e s e p ar ati o n of t h e li br ar y a n d a p pli c ati o n i nt o a cli e nt-s er v er  m o d el,
b ut t h at a d diti o n al o v er h e a d is u n n e e d e d h er e a n d i n a p pr o pri at e o n a p ersist e nt  m e m or y s yst e m.

Alt h o u g h t w z r b t a n d t w z k v h a d di ff er e nt d e nsiti es of p oi nt er o p er ati o ns, t w z r b t b ei n g
“ p oi nt er- h e a v y” a n d t w z k v b ei n g “ p oi nt er-li g ht,”  T wi z zl er i m pr o v e d t h e c o m pl e xit y of b ot h o v er
m a n u al i m pl e m e nt ati o n a n d i m pr o v e d fl e xi bilit y o v er e xisti n g p ersist e nt p oi nt er  m et h o ds.  Us-
i n g a s yst e m- wi d e st a n d ar di z e d a p pr o a c h t o p oi nt er tr a nsl ati o ns n ot o nl y e n a bl es b ett er c o m-
pil er a n d h ar d w ar e s u p p ort, b ut it als o i m pr o v es i nt er o p er a bilit y; b e c a us e t h e y s h ar e a c o m m o n
fr a m e w or k, t w z k v c o ul d us e t h e r e d- bl a c k tr e e c o d e a n d d at a  wit h e as e, a n d e v e n i nt er a ct  wit h
t h e S Q Lit e d at a b as e e v e n t h o u g h t h e y  w er e  writt e n s e p ar at el y  wit h o ut t h at g o al i n  mi n d.  T h e
p ositi o n-i n d e p e n d e n c e a ff or d e d b y t his  m o d el e n a bl es b ot h c o m p os a bilit y a n d c o n c urr e n c y,  w hil e
als o si m plif yi n g pr o gr a m mi n g o n p ersist e nt d at a t o a n at ur al e x pr essi o n of d at a str u ct ur es.

N o n-s h ar e d- m e m or y Pr o gr a ms . T o p us h t h e li mits of o ur m o d el a n d s h o w t h at T wi z zl er d o es
n ot c o nstr ai n pr o gr a m m ers i nt o a s h ar e d- m e m or y  m o d el,  w e i m pl e m e nt e d a l o g gi n g fr a m e w or k
(si mil ar t o s y s l o g d ).  T h e l o g gi n g d a e m o n, l o g b o i , r e c ei v es l o g gi n g r e q u ests t hr o u g h a s h ar e d
str e a m o bj e ct ( a n  A PI pr o vi d e d b y  T wi z zl er).  T his c o n n e cti o n is s et u p vi a o ur s e c urit y  m e c h a nis m
t h at all o ws f or t hr e a ds t o s wit c h s e c urit y c o nt e xts, e n a bli n g t h e c o nstr u cti o n of s e c ur e c alls t o s et
u p pri v at e c o m m u ni c ati o n c h a n n els.

O n c e a pri v at e c h a n n el is s et u p, t h e a p pli c ati o n c a n str e a m l o g gi n g e v e nts t o l o g b o i ,  w hi c h
c oll e cts t h e m as a n y l o g gi n g d a e m o n  w o ul d.  T h e i m pl e m e nt ati o n of l o g b o i m ust b e a bl e t o h a n-
dl e  m ulti pl e cli e nts a n d cli e nts cr as hi n g u n e x p e ct e dl y.  T his d e m o nstr at es t h e fl e xi bilit y of o ur
m o d el:  D es pit e b ei n g c o m pl et el y i n us ers p a c e, t his c o m m u ni c ati o n str e a m i m pl e m e nts a  m ess a g e-
p assi n g st yl e  m o d el.  W h e n h a n dli n g  m ulti pl e cli e nts, l o g b o i us es t h e  m ulti- w or d t hr e a d-s y n c
s yst e m c all t h at  w e dis c uss e d e arli er t o  w ait f or o n e of a n u m b er of p ossi bl e e v e nts.  W h e n a
t hr e a d e xits, t h e k er n el u p d at es t h e i nf or m ati o n i n t h e t hr e a d’s st at e o bj e ct a n d p erf or ms a t hr e a d-
s y n c  w a k e u p o n t h at  w or d, all o wi n g l o g b o i t o d et e ct  w h e n a t hr e a d h as e xit e d e v e n if it d o es s o
u n e x p e ct e dl y.

6  P E R F O R M A N C E

O ur e v al u ati o n’s pri m ar y f o c us is o n t h e b e n e fi ts of t h e pr o gr a m mi n g  m o d el, s h o wi n g n e w f u n c-
ti o n alit y  wit h r e d u c e d c o m pl e xit y at a n a c c e pt a bl e o v er h e a d.  N e v ert h el ess, t h er e ar e  m a n y c as es
w h er e  w e s e e si g ni fi c a nt i m pr o v e m e nt (s u c h as S Q Lit e), b e c a us e t h e pr o gr a m mi n g  m o d el h as l ess
o v er h e a d, a n d o ur p oi nt er d esi g n is s p a c- e ffi ci e nt a n d f ast t o tr a nsl at e.
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T a bl e 1. L at e n c y of  C o m m o n T wi z zl er  O p er ati o n s, I n cl u di n g
P oi nt er L o a di n g a n d St ori n g, a n d  O bj e ct  M a p pi n g

P oi nt e r  R e s ol uti o n  A cti o n A v e r a g e L at e n c y ( n s)
U n c a c h e d F O T tr a nsl ati o n 2 7. 9 ± 0. 1
C a c h e d F O T tr a nsl ati o n 3. 2 ± 0. 1
I ntr a- o bj e ct tr a nsl ati o n 0. 4 ± 0. 1

I nt er- o bj e ct p oi nt er st or e 1 7. 2 ± 0. 6
I ntr a- o bj e ct p oi nt er st or e 2. 3 ± 0. 1
M a p pi n g o bj e ct o v er h e a d 4 9. 4 ± 0. 2

We  m e as ur e d t h e p erf or m a n c e of o ur K V S a n d r e d- bl a c k tr e e, p erf or m e d  mi cr o b e n c h m ar ks,
a n d e v al u at e d t h e  T wi z zl er p ort of S Q Lit e a g ai nst Li n u x ( U b u nt u 1 9. 1 0) i nst a n c es of S Q Lit e, S Q-
Li g ht ni n g, a n d o ur p ort of S Q Lit e t o P M D K.  Tests r a n o n a n I nt el  X e o n  G ol d 5 2 1 8  C P U r u n ni n g at
2. 3 0  G H z  wit h 1 9 2  G B of  D R A M a n d 1 2 8  G B of I nt el P ersist e nt  DI M Ms.  We c o m pil e d all t ests
a g ai nst t h e m u s l C li br ar y i nst e a d of g l i b c , b e c a us e T wi z zl er us es m u s l t o s u p p ort  U pr o gr a ms.

All Li n u x t ests us e d t h e  N O V A fi l es yst e m [6 9 ] ( a fi l es yst e m o pti mi z e d f or N V M) o n t h e
N V DI M Ms,  m o u nt e d i n  D A X  m o d e.  T his e n a bl e d dir e ct a c c ess t o t h e p ersist e nt  m e m or y  wit h-
o ut a p a g e- c a c h e i nt er p osi n g o n a c c ess es.

6. 1  Mi c r o b e n c h m a r k s

T a bl e 1 s h o ws c o m m o n  T wi z zl er f u n cti o ns’ l at e n ci es, i n cl u di n g p oi nt er tr a nsl ati o n (l o a di n g a n d
st ori n g) a n d  m a p pi n g o v er h e a d.  T h e o v er h e a d s h o w n f or r es ol vi n g p oi nt ers d o es n ot i n cl u d e d er ef-
er e n ci n g t h e fi n al r es ult, si n c e t h at is r e q uir e d r e g ar dl ess of h o w a p oi nt er is r es ol v e d.  T h e fi rst
r o w s h o ws t h e l at e n c y f or r es ol vi n g p oi nt ers t o o bj e cts t h e fi rst ti m e.  T wi z zl er  m a k es a f urt h er
o pti mi z ati o n b y c a c hi n g t h e r es ults of tr a nsl ati o ns f or a gi v e n F O T e ntr y. E a c h s u c c essi v e ti m e
t h at F O T e ntr y is us e d t o r es ol v e a p oi nt er, t h e r es ult of t h e ori gi n al tr a nsl ati o n is r et ur n e d i m m e-
di at el y, i m pr o vi n g t h e l at e n c y as s h o w n o n t h e “ c a c h e d” r o w of  T a bl e 1 . N ot e t h at t h e l o w l at e n c y
of t h es e r es ults is e x p e ct e d; t h e p erf or m a n c e criti c al c as e of t h es e f u n cti o ns’ us e is r e p e at e d c alls,
a n d, si n c e t h es e o p er ati o ns ar e si m pl e, t h e y fi t  wit hi n t h e pr o c ess or c a c h e.

T wi z zl er tr a nsl at es i ntr a- o bj e ct p oi nt ers b y fi rst c h e c ki n g if t h e p oi nt er is i nt er n al a n d, if s o,
a d di n g t h e o bj e ct’s b as e a d dr ess t o it —t h e s a m e o p er ati o n r e q uir e d f or a p pli c ati o n-s p e ci fi c p ersis-
t e nt p oi nt ers.  T h e e x p a n d e d pr o gr a m mi n g  m o d el off er e d b y  T wi z zl er  m a k es t his o v er h e a d  mi n or
r el ati v e t o t h e hi g h c osts f or p ersist e nt d at a a c c ess o n c urr e nt s yst e ms,  w hi c h h a v e hi g h-l at e n c y
f or e q ui v al e nt o p er ati o ns.

T h e p oi nt er st or e o p er ati o ns s h o w n i n  T a bl e 1 m e as ur e t h e l at e n c y of t h e p t r _ s t o r e o p er a-
ti o n t h at is us e d t o c o nstr u ct p ersist e nt d at a r ef er e n c es i n  T wi z zl er.  W hil e t h es e o p er ati o ns ar e
l ess c o m m o n t h a n p oi nt er l o a ds, t h eir o v er h e a d dir e ctl y aff e cts a p pli c ati o ns t h at p erf or m  m a n y
u p d at es t o d at a str u ct ur es.  T h e  m ost c o m m o n p oi nt er st or e o p er ati o n a p pli c ati o ns p erf or m is i n-
t er n al (i ntr a- o bj e ct) p oi nt er st or es, i n  w hi c h t h e o v er h e a d is  mi ni m al. P oi nt er st or e o p er ati o ns f or
e xt er n al (i nt er- o bj e ct) r ef er e n c es h a v e sli g htl y  m or e o v er h e a d, si n c e t h e y n e e d t o p erf or m a n F O T
s c a n t o all o w F O T e ntr y r e us e.

We c o m p ar e d o ur p oi nt er tr a nsl ati o n t o U f u n cti o ns. R es ol vi n g a n e xt er n al p oi nt er  wit h
a n I D c orr es p o n ds r o u g hl y t o a c all t o o p e n ( ‘ ‘ i d ’ ’ ) , w hi c h h as a l at e n c y of 1, 0 3 6 ± 1 5 ns.  T h e
c o m p aris o n is n ot e x a ct, of c o urs e; t h e p oi nt er r es ol uti o n als o  m a ps o bj e cts, a n d t h e c all t o o p e n
m ust h a n dl e fi l e s yst e m s e m a nti cs.  H o w e v er, t h e dir e ct- a c c ess n at ur e of  N V M r es ults i n p oi nt er
tr a nsl ati o n a c hi e vi n g t h e s a m e g o al as o p e ni n g a fi l e d o es t o d a y.  T h e p oi nt er o p er ati o ns i n  T wi z zl er
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Fi g. 8. Y C S B t hr o u g h p ut, n or m ali z e d ( hi g h er i s b e er). T wi z zl er o ut p erf or m s all ot h er v ari a nt s i n all t e st s.

Fi g. 9. er y l at e n c y, n or m ali z e d (l o w er i s b e er). T wi z zl er  m ai nt ai n s a si mil ar l e v el of p erf or m a n c e  wit h
t h e n ati v e a n d L M D B v ari a nt s, d e s pit e c o m p ari n g T wi z zl er’ s si m pli sti c r e d- bl a c k tr e e i n d e x i m pl e m e nt a-
ti o n  wit h hi g hl y o pti mi z e d  B-tr e e s. T wi z zl er al s o si g nifi c a ntl y o ut p erf or m s P M D K d e s pit e s h ari n g a si mil ar
i m pl e m e nt ati o n f or t h e i n d e x str u ct ur e s.

a c c o m plis h  m u c h of t h e s a m e f u n cti o n alit y as t h e h e a vi er- w ei g ht I/ O s yst e m c alls o n  U wit h
m or e utilit y a n d l ess o v er h e a d.

A  m or e dir e ct c o m p aris o n is o bj e ct  m a p pi n g,  w hi c h h as l o w l at e n c y c o m p ar e d t o m m a p ( 6 5 8.7 ±
1 2 .7 ns — a 1 3 .3 × s p e e d u p) t h o u g h t h e t w o h a v e si mil ar f u n cti o n alit y. Si n c e  m a p pi n g o c c urs e ntir el y
i n us ers p a c e, c a c h e p oll uti o n is r e d u c e d.  W hil e b ot h m m a p a n d  T wi z zl er’s  m a p pi n g r e q uir e p a g e-
f a ults t o o c c ur b ef or e t h e d at a is a ct u all y  m a p p e d, t his o v er h e a d is si mil ar i n  T wi z zl er a n d  U ,
a n d s o is n ot s h o w n.

6. 2 S Q Lit e

We r a n f o ur v ari a nts of S Q Lit e —t hr e e o n Li n u x a n d o n e o n T wi z zl er — a n d c o m p ar e d t h eir p er-
f or m a n c e: “ S Q L- N ati v e” ( u n m o difi e d S Q Lit e), “ S Q L- L M D B” ( S Q Lit e usi n g L M D B as t h e st or a g e
b a c k e n d), “ S Q L- P M D K” ( S Q Lit e usi n g o ur r e d- bl a c k tr e e o n P M D K), a n d “ S Q L- T wi z zl er” ( o ur p ort
of S Q Lit e r u n ni n g o n  T wi z zl er). S Q L- N ati v e  w as r u n i n m m a p m o d e s o b ot h it a n d S Q L- L M D B us e d
m m a p t o a c c ess d at a.  We r a n e a c h o n t h e s a m e h ar d w ar e a n d n or m ali z e d t h e r es ults.

Fi g ur e 8 s h o ws t h e t hr e e v ari a nts’ t hr o u g h p ut u n d er st a n d ar d Y C S B  w or kl o a ds.  T h e p erf or-
m a n c e i m pr o v e m e nt of t h e L M D B a n d  T wi z zl er v ari a nts o v er S Q L- N ati v e is li k el y d u e t o h a n di n g
S Q Lit e dir e ct p oi nt ers t o d at a.  H o w e v er, i n t h e  T wi z zl er c as e,  w e g et a n a d diti o n al b e n e fi t of o p-
er ati n g o n d at a str u ct ur es dir e ctl y  w hil e L M D B h as a n a bstr a cti o n c ost.
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Fig. 10. Latency of insert and lookup in twzkv and unixkv. An “(m)” indicates support for multiple data
objects. Both unixkv and twzkv have similar latencies.

Figure 9 shows the latency of queries on a 1M row table. This is common data processing—
loading and then examining data in a variety of ways. We measured the performance of calculat-
ing the mean and median, sorting rows, &nding a speci&c row, building an index, and probing the
index. SQL-Twizzler had similar performance to SQL-LMDB and SQL-Native despite comparing
its extremely simple storage backend to optimized B-tree backends (that bene&t from scan opera-
tions). As amore direct comparison, SQL-Twizzler signi&cantly out-performed SQL-PMDK inmost
tests. PMDK’s pointer operations are more expensive than Twizzler’s, requiring up to two hash
table lookups per translation [6]. Additionally, PMDK’s pointers are 128 bits, while Twizzler does
not increase pointer size. Increased pointer size results in signi&cantly worse cache performance,
especially in a pointer-heavy data structure like a persistent red-black tree.

6.3 Key Value Store
We compared twzkv to unixkv by inserting 1M distinct key-value pairs, followed by looking up
each in order. The inserted items were 32-bit keys and 32-bit values, chosen to reduce the overhead
of data copying, since we were focusing on pointer translation overhead. Both were compared
under two modes: single-data-object and multiple-data-objects. Both KVSes translated between
virtual and persistent addresses when storing and retrieving data, but for multiple-data-objects,
we allow for storing the data in an arbitrary object.
Figure 10 shows the latency of lookup and insert, demonstrating that not only is the memory-

based index and data object structure that can hand out direct data pointers su!ciently low la-
tency to take advantage of NVM, but the additional overhead of cross-object pointers is minimal.
Compared to unixkv, twzkv has minimal overhead in the single-object case and improves lookup
performance in the multiple-object case. The minor overhead in other cases comes with improved
'exibility, simplicity, and access control support (unixkv does not support access control). Finally,
multithreaded access on twzkv and unixkv did not improve performance; despite the pointer trans-
lations, they ran at memory bandwidth (for NVM).

6.4 Red-black Tree
We measured the latency of insert and lookup of 1M 32-bit integers on both unixrbt and twzrbt.
The insert and lookup latency of twzrbt was 528 ± 3 ns and 251.8 ± 0.5 ns, while insert and
lookup latency of unixrbt was 515 ± 2 ns and 213 ± 1 ns. The modest overhead comes with sig-
ni&cantly improved 'exibility, as unixrbt does not support cross-object trees, and less support
code (unixrbt manually implements mapping and pointer translations). Note that even though
there is lookup overhead in twzrbt, this overhead did not predict the results of a larger program—
the SQL-Twizzler port used this red-black tree and saw performance bene&ts over block-based
implementations.
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T a bl e 2. L at e n c y of S el e ct e d t w i x S y st e m  C all s
C o m p ar e d t o Li n u x S y st e m  C all s

S y st e m  C all O S A v e r a g e L at e n c y ( n s)

g e t p i d Li n u x 9 8. 7 ± 2. 3
T wi z zl er 1 0. 2 ± 0. 2

r e a d Li n u x 3 2 1. 4 ± 0. 2
T wi z zl er 5 5. 4 ± 0. 2

6. 5  T wi x S y st e m  C all  O v e r h e a d

O ur  U e m ul ati o n l a y er, t w i x , is  m e a nt t o pr o vi d e c o m p ati bilit y f or l e g a c y a p pli c ati o ns.  W hil e
w e e x p e ct t h at a p pli c ati o ns  will  wis h t o t a k e f ull a d v a nt a g e of  N V M a n d  T wi z zl er’s i m pr o v e m e nts
i n pr o gr a m m a bilit y a n d p erf or m a n c e,  w e c a n still pr o vi d e a s m all b e n efi t f or a p pli c ati o ns t h at r el y
o n t w i x t o pr o vi d e P O SI X-li k e I/ O.  A c c ess t o t w i x is d o n e b y m u s l , t h e C li br ar y w e us e, w h e n it
w o ul d n or m all y p erf or m a s yst e m c all t o a Li n u x k er n el.  We r e pl a c e d all i nst a n c es of t h e s y s c a l l
i nstr u cti o n i n  C a n d ass e m bl y c o d e i n m u s l wit h a c a l l i nstr u cti o n t o a n e ntr y p oi nt i n t w i x .  T his
e ntr y p oi nt, d es pit e b ei n g a f u n cti o n c all, o b e ys t h e Li n u x s yst e m c all  A BI ( e. g.,  w hi c h r e gist ers
h ol d p ar a m et ers).  T h us,  w hil e it h as si g ni fi c a ntl y l ess o v er h e a d t h a n a f ull s yst e m c all a n d c o nt e xt
s wit c h, it d o es still h a v e hi g h er o v er h e a d t h a n a n or m al f u n cti o n c all, si n c e it  m ust b a c k u p a n d
r est or e all r e gist ers.

T a bl e 2 s h o ws t h e l at e n c y of s o m e s el e ct e d s yst e m c alls o n b ot h Li n u x a n d  T wi z zl er (i m pl e-
m e nt e d vi a t w i x ).  As e x p e ct e d, g e t p i d ’s o v er h e a d is s m all o n b ot h s yst e ms, b ut o n  T wi z zl er it is
si g ni fi c a ntl y l o w er.  T h e di ff er e n c e, i n t his c as e, c o m es l ar g el y fr o m t h e k er n el e ntr y o v er h e a d.  A
s m all a m o u nt of a d diti o n al o v er h e a d c o m es fr o m t w i x m at c hi n g t h e Li n u x s yst e m c all  A BI a n d
h a vi n g t o c all its g e t p i d i m pl e m e nt ati o n t hr o u g h a l o o k u p t a bl e.

We als o  m e as ur e d t h e l at e n c y of a c all t o r e a d f or a fi l e.  We c h os e t o d o r e a ds o n c a c h e d fi l es f or
a s m all n u m b er of ( alr e a d y c a c h e d) b yt es t o a v oi d d e vi c e tr a nsf er o v er h e a d. P erf or mi n g a fi l e r e a d
o n  T wi z zl er oft e n a m o u nts t o a c all t o m e m c p y , s o a p pli c ati o ns t h at p erf or m l ar g e n u m b ers of s m all
r e a ds c o ul d s e e s o m e b e n e fi t. I n c o ntr ast, o n Li n u x, t h e k er n el n e e ds t o tr a v ers e i nt er n al fi l e str u c-
t ur es, t h e p a g e- c a c h e, a n d p ossi bl y fi l e s yst e m str u ct ur es.  H o w e v er, as  w e s ai d, t w i x is i nt e n d e d
f or l e g a c y s u p p ort, n ot p erf or m a n c e i m pr o v e m e nt, d es pit e t h e l o w er s yst e m c all o v er h e a d.

7  R E L A T E D  W O R K

T wi z zl er’s d esi g n is s h a p e d b y f u n d a m e nt al  O S r es e ar c h [ 1 3 , 1 9 , 2 7 – 2 9 , 4 3 , 4 4 ],  w hi c h,  w hil e a p-
pr o a c hi n g si mil ar t o pi cs d es cri b e d i n S e cti o n 2 , oft e n di d n ot c o nsi d er b ot h d esi g n r e q uir e m e nts
si m ult a n e o usl y, r es ulti n g i n a n i n c o m pl et e pi ct ur e f or  N V M.  R e c e nt r es e ar c h o n b uil di n g  N V M
d at a str u ct ur es [ 1 6 , 1 7 , 2 3 , 3 9 , 4 7 , 6 6 ] oft e n f o c us es o n b uil di n g d at a str u ct ur es t h at pr o vi d e f ail-
ur e at o mi cit y a n d c o nsist e n c y. I n c o ntr ast,  w e e x pl or e h o w  N V M a ff e cts pr o gr a m mi n g  m o d els
w hil e p ot e nti all y i m pr o vi n g p erf or m a n c e.  We dr a w fr o m r e c e nt  w or k o n pr o vi di n g  O S s u p p ort
f or  N V M s yst e ms [1 2 ] a n d w or k pr o vi di n g r e c o m m e n d ati o ns f or N V M s yst e ms [ 5 0 ], i nt e gr ati n g
o bj e ct- ori e nt e d t e c h ni q u es a n d si m pli fi e d k er n el d esi g n t o pr o vi d e hi g h- p erf or m a n c e  O S s u p p ort
f or a p pli c ati o ns r u n ni n g o n a si n gl e-l e v el st or e [5 , 6 2 ].

M e m or y a n d  O bj e ct  M o d el . M ulti cs w as o n e of t h e fi rst s yst e ms t o us e s e g m e nts t o p artiti o n
m e m or y a n d s u p p ort r el o c ati o n [ 7 , 2 0 ]. It us e d s e g m e nts t o s u p p ort l o c ati o n i n d e p e n d e n c e, b ut
still st or e d t h e m i n a fi l e s yst e m, r e q uiri n g  m a n u al li n k a g e r at h er t h a n t h e a ut o m at e d li n k a g e i n
T wi z zl er.  N o n et h el ess,  M ulti cs d e m o nstr at e d t h at t h e us e of s e g m e nti n g f or  m e m or y  m a n a g e m e nt
c a n b e a vi a bl e a p pr o a c h, t h o u g h its s y m b oli c a d dr ess es  w er e sl o w.
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The core of Twizzler’s object space design uses concepts fromOpal [13], which used a single vir-
tual address space for all processes on a system, making it easier to share data between programs.
However, Opal was a single-address space OS, which is insu!cient for NVM [10, 11], and, while
it resulted in a speedup of data transfer and sharing as well as interfacing with devices, it did not
address issues of &le storage and name resolution. It also still required a &le system, since there
was no way to have a pointer refer to an object with changing identity, whereas our approach of
late-binding for pointers removes the need for an explicit &le system. Other single-address space
OSes, such as Mungi [36], Nemesis [58], and Sombrero [64], show that single address spaces have
merit, but, like Opal, did not consider how the use of NVMwould alter their design choices; in par-
ticular, how the use of &xed addresses results in a great deal of coordination that is unnecessary
in our approach. OSes such as HYDRA [68] provide functionality similar to cross-object pointers;
however, in Twizzler, we extend their use from procedures-referencing-data to a more general ap-
proach. Furthermore, they required heavy kernel involvement, an approach incompatible with our
design goals.
Single-level stores [22, 61, 63] remove the memory versus persistent storage distinction, using

a single model for data at all levels. While well-known, “little has appeared about them in the
public literature” [61], even since the EROS paper. Our work is partially inspired by Grasshop-
per [22], AS/400, and orthogonal persistence systems, but while these are designed to provide an
illusion of persistent memory, Twizzler is built for real NVM and focuses on providing a truly
global object space with global references without cross-machine coordination. Clouds [21] im-
plemented a distributed object store in which objects contained code, persistent data, and both
volatile and persistent heaps. Our approach uses lighter-weight objects, allowing direct access to
objects from outside, unlike Clouds. Software persistent memory [34], designed to operate within
the constraints of existing systems, built a persistent pointer system using explicit serialization
without cross-object references, in contrast to Twizzler. Meza [51] suggested hardware manage a
hybrid persistent-volatile store with &ne-grained movement to and from persistent storage. Since
persistence in Twizzler is to NVM, we need not interpose onmovement between storage andmem-
ory, instead simply managing memory mappings of persistent objects, reducing OS overhead.
Recently, several projects have considered the impact of non-volatile memories on OS struc-

ture. Bailey et al. [5] suggest a single-level store design. Faraboschi et al. [31] discuss challenges
and inevitable system organization arising from large NVM, and we follow many of their recom-
mendations. The Moneta project [12] noted that removing the heavyweight OS stack dramatically
improved performance. While Moneta focused on I/O performance, not on rethinking the system
stack, we leverage their approach to reduce OS overhead as much as possible, even when the OS
must intervene. Lee and Won [45] considered the impact of NVM on system initialization by ad-
dressing the issue of system boot as a way to restore the system to a known state; we may need to
include similar techniques to address the problem of system corruption. Our work evolved from
some earlier work where we laid the groundwork for abstraction requirements for both hardware
and software for NVM [10] and a discussion on the implications of system-wide persistent data
references [11].
Object Model. IBM’s K42 [44] inspired the high-level design of Twizzler. The object-oriented

approach to designing a micro or exokernel used in K42 is an e!cient design for implementing
modular OS components. Like K42, Twizzler lazily maps in only the resources that an application
needs to execute. Similar techniques for faulting-in objects at runtime have been studied [38]. Com-
munication between objects in Twizzler is, in part, implemented as protected calls, similar to K42.
Emerald [41, 42] and Mesos [37] implemented networked object mobility, which we can also

support. Emerald implemented a kernel, language, and compiler to allow objects mobility using
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wr a p p er d at a str u ct ur es t o tr a c k  m et a d at a a n d pr es e nti n g o bj e cts i n a n o bj e ct- ori e nt e d l a n g u a g e,
i m p a cti n g p erf or m a n c e vi a a d d e d i n dir e cti o n f or e v e n si m pl e o p er ati o ns.

T h e  T wi z zl er o bj e ct  m o d el  w as s h a p e d b y  N V- h e a ps [ 1 6 ],  w hi c h pr o vi d es  m e m or y-s af e p er-
sist e nt o bj e cts s uit a bl e f or  N V M a n d d es cri b es s af et y pitf alls i n pr o vi di n g dir e ct a c c ess t o  N V M.
W hil e t h e y h a v e l a n g u a g e pri miti v es t o e n a bl e p ersist e nt str u ct ur es,  T wi z zl er pr o vi d es a l o w er-
l e v el a n d u ni n hi bit e d vi e w of o bj e cts li k e  M n e m os y n e [6 6 ], all o wi n g  m or e p o w erf ul pr o gr a ms t o
b e b uilt. L a n g u a g es a n d li br ari es  m a y i m p os e f urt h er r estri cti o ns o n  N V M us e, b ut  T wi z zl er its elf
d o es n ot. F urt h er m or e,  T wi z zl er’s cr oss- o bj e ct p oi nt ers all o w e xt er n al d at a r ef er e n c es b y c o d e,
w h er e as  N V- h e a p’s a n d  D S P M’s [ 6 0 ] p oi nt ers ar e o nl y i nt er n al. E xisti n g w or k b e y o n d M ulti cs o n
e xt er n al r ef er e n c es s h o ws a n d r e c o m m e n ds h ar d w ar e s u p p ort [ 5 9 , 6 7 ], b ut pr o vi d es a st ati c or
p er- pr o c ess vi e w of o bj e cts, u nli k e  T wi z zl er, li miti n g s c al a bilit y a n d fl e xi bilit y.

Pr oj e cts s u c h as P M F S [ 2 5 ] a n d N O V A [6 9 ] pr o vi d e a fi l e s yst e m f or  N V M.  T wi z zl er, i n c o ntr ast,
pr o vi d es dir e ct  N V M a c c ess at o p of a k e y- v al u e i nt erf a c e of o bj e cts.  Alt h o u g h  T wi z zl er d o es n ot
s u p pl y a fi l e s yst e m, o n e c a n b e b uilt at o p it.  W hil e  N O V A a n d P M F S pr o vi d e dir e ct a c c ess t o
N V M,  N O V A a d ds i n dir e cti o n  wit h c o pi es.  B ot h us e m m a p ( w hi c h f alls s h ort as dis c uss e d a b o v e)
a n d, u nli k e  T wi z zl er, r e q uir e si g ni fi c a nt k er n el i nt er a cti o n  w h e n usi n g p ersist e nt  m e m or y.

O ur k er n el t h at “ g ets o ut of t h e  w a y” is i n fl u e n c e d b y s yst e ms s u c h as E x o k er n el [ 2 9 ] a n d
S PI N [ 8 ], b ot h of  w hi c h dr e w o n  M a c h [3 ]. I n E x o k er n el,  m u c h of t h e  O S is i m pl e m e nt e d i n
us ers p a c e,  wit h t h e k er n el pr o vi di n g o nl y r es o ur c e pr ot e cti o n.  O ur a p pr o a c h is si mil ar i n s o m e
r es p e cts, b ut g o es f urt h er i n pr o vi di n g a si n gl e u ni fi e d n a m es p a c e f or all o bj e cts,  m a ki n g it si m-
pl er t o d e v el o p pr o gr a ms t h at c a n l e v er a g e  N V M t o  m a k e t h eir st at e p ersist e nt. I n c o ntr ast, S PI N
us e d t y p e-s af e l a n g u a g es t o pr o vi d e pr ot e cti o n a n d e xt e nsi bilit y; o ur a p pr o a c h c a n n ot r el y u p o n
l a n g u a g e- pr o vi d e d t y p e s af et y, si n c e  w e  w a nt t o pr o vi d e a g e n er al p ur p os e pl atf or m.

8 F U T U R E W O R K

C o m pil er a n d  H ar d w ar e S u p p ort . T wi z zl er’s cl e a n-sl at e N V M a bstr a cti o n r e o p e ns t h e p ossi bilit y
of c o e v ol vi n g  O S es, c o m pil ers a n d l a n g u a g es, a n d h ar d w ar e. St a n d ar di z e d  O S s u p p ort f or cr oss-
o bj e ct p oi nt ers pr o vi d es a st ati o n ar y t ar g et f or b ot h c o m pil ers a n d h ar d w ar e t o d esi g n t o w ar ds,
w h er e as a p pli c ati o n-s p e ci fi c s ol uti o ns d o n ot.  T wi z zl er’s p oi nt er tr a nsl ati o n f u n cti o ns ar e si m pl e
e n o u g h t o b e e mitt e d b y a c o m pil er.  We pl a n t o e x pl or e a d di n g b asi c c o m pil er s u p p ort f or  C a n d
C + + t o a ut o m ati c all y i nt er o p er at e  wit h  T wi z zl er s o p ersist e nt p oi nt ers ar e e v e n  m or e tr a ns p ar e nt
t o t h e c o m pil er.  B ett er still,  w e  w o ul d li k e t o st u d y a d diti o n al l a n g u a g e-l e v el s u p p ort f or p ersis-
t e nt p oi nt ers, i n cl u di n g t y p e a n d lif eti m e a n n ot ati o ns (s u c h as t h e o n es s u p p ort e d i n  R ust [ 2 ]) f or
a d diti o n al s e m a nti cs t h e c o m pil er c a n  m a k e us e of  w h e n e mitti n g c o d e t h at o p er at es dir e ctl y o n
p ersist e nt d at a str u ct ur es.

H ar d w ar e s u p p ort, t o o, c a n b e h el pf ul i n i m pr o vi n g t h e p erf or m a n c e of o ur p oi nt er tr a nsl a-
ti o ns.  Wit h  T wi z zl er pr o vi di n g a c o m m o n fr a m e w or k,  w e c a n cl e arl y st at e o ur n e e ds t o h ar d w ar e.
F or e x a m pl e, h ar d w ar e- a c c el er at e d F O T a c c ess  w o ul d i m pr o v e t h e p erf or m a n c e i n p oi nt er- h e a v y
d at a str u ct ur es. S e g m e nt ati o n s u p p ort, all o wi n g us t o assi g n p a g e-t a bl es f or e a c h o bj e ct a n d l o a d
t h e m i n as n e e d e d,  w o ul d dr a m ati c all y s p e e d u p  m e m or y  m a p pi n g ( a n d  m o v e  m e m or y  m a n a g e-
m e nt cl os er t o t h e s e m a nti cs of o ur pr o gr a m mi n g  m o d el). Fi n all y, fi rst- cl ass s u p p ort f or a bstr a ct-
i n g p h ysi c al  m e m or y — a n e c ess ar y f e at ur e f or effi ci e ntl y  m o vi n g d at a ar o u n d i n a h et er o g e n e o us
m e m or y hi er ar c h y i n t h e f a c e of n u m er o us d e vi c es — w o ul d si m plif y t h e d esi g n of t h e k er n el, b e-
c a us e  w e  w o ul d n ot n e e d t o i n v o k e t h e e ntir et y of t h e virt u ali z ati o n h ar d w ar e.  We ar e i nt er est e d
i n e x pl ori n g  m o difi c ati o ns t o  RI S C- V t o b ett er s u p p ort  T wi z zl er.

S e c urit y . Alt h o u g h w e dis c uss e d t h e T wi z zl er s e c urit y m o d el bri efl y, t h er e is still m u c h t o d o. T h e
c urr e nt  m o d el pr o vi d es a c c ess c o ntr ol, a b asi c a bilit y t o d e fi n e a n d assi g n r ol es b as e d o n s e c urit y
c o nt e xts, a n d si m pl e s u b- pr o c ess f a ult is ol ati o n t hr o u g h t h e a bilit y t o s wit c h s e c urit y c o nt e xts.
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We are exploring a !exible security model that allows programmers to easily trade o( between
security, transparency, and performance using capability-based veri&cation. For example, we are
implementing a call-gating mechanism that will allow us to restrict control-'ow transfers between
application components, improving the security against malicious components and reducing the
possibility of memory-corrupting bugs.
Networking and Distributed Twizzler. One of the key principles of Twizzler is to focus the pro-

gramming model on data and away from ephemeral actors such as processes and nodes. This is
enabled by our identity-based pointers that decouple location from references, and by ensuring all
the context necessary to understand these relationships is stored with the data. Because our data
relationships are independent of the context of a particular machine, applications can more easily
share data. This easy sharing, combined with a large ID address space, motivates a truly global
object ID space.
We are building a networking stack and support for a distributed object space into Twizzler.

Our networking stack is based around extensive use of hardware virtualization in modern NICs.
This design, which is in use in existing kernel-bypass strategies, will work well with our core
OS design of reducing kernel interposition. At a higher level, we are considering how distributed
applications change in our model. For example, an increase in data mobility facilitated by our
location-independent data references and identities means that we can manifest both data and
code where they are needed without complex marshalling, turning distributed computation into a
rendezvous problem. We plan to build distributed applications atop Twizzler to demonstrate this
approach.
Of course, for compatibility, we will provide a traditional sockets-based networking stack. How-

ever, we can use existing userspace libraries that, e.g., implement TCP in userspace. Because we
implemented our POSIX compatibility library in userspace, applications can gain many bene&ts
a(orded by kernel-bypass networking frameworks while still using traditional socket interfaces.
Alternative Block Storage Technologies. Our work meshes well with key-value SSDs, which ex-

tend the NVMe speci&cation to include put and get operations. This would allow us to store and
retrieve parts of objects based on their names rather than block addresses, thus greatly simplify-
ing the storage system of the OS, because it removes the need for a &lesystem. Twizzler uses a
userspace pager design for moving data between memory and indirectly accessible storage; pro-
viding a more “native” interface for object-based storage will greatly improve the performance of
this system. We have prototype KVSSDs, and are in the process of implementing support for them
in Twizzler.

9 CONCLUSION
Operating systems must evolve to support future trends in memory hierarchy organization.
Failing to evolve will relegate new technology to outdated access models, preventing it from
reaching full potential and making it di!cult for OSes to evolve in the future. Twizzler shows a
way forward: an OS designed around NVM that provides new, e!cient, and easy-to-use semantics
for direct access to memory. Cross-object pointers in Twizzler allow programmers to easily build
composable and extensible applications with low overhead by removing the kernel from persistent
data access paths, thereby improving the 'exibility and performance. Our simpler programming
model improved performance despite the (small) pointer translation overhead. Even a memory
hierarchy with large RAM but without persistent memory bene&ts from our design by enabling
programs to operate on large, shared, in-memory data with ease. Our programming model is
easy to work with compared to existing systems, and we were able to both quickly prototype real
applications with advanced access control features and port existing software (SQLite). Twizzler
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will gi v e us a s yst e m fr o m  w hi c h  w e c a n b uil d a f ull  N V M- b as e d  O S ar o u n d a d at a- c e ntri c d esi g n
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