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Abstract— The imperative factors of cybersecurity within 
institutions have become prevalent due to the rise of cyber-attacks. 
Cybercriminals strategically choose their targets and develop 
several different techniques and tactics that are used to exploit 
vulnerabilities throughout an entire institution. With the thorough 
analysis practices being used in recent policy and regulation of 
cyber incident reports, it has been claimed that data breaches have 
increased at alarming rates rapidly. Thus, capturing the trends of 
cyber-attacks strategies, exploited vulnerabilities, and reoccurring 
patterns as insight to better cybersecurity. This paper seeks to 
discover the possible threats that influence the relationship between 
the human component and cybersecurity posture. Along with this, 
we use the Vocabulary for Event Recording and Incident Sharing 
(VERIS) database to analyze previous cyber incidents to advance 
risk management that will benefit the institutional level of 
cybersecurity. We elaborate on the rising concerns of external 
versus internal factors that potentially put institutions at risk for 
exploiting vulnerabilities and conducting an exploratory data 
analysis that articulates the understanding of detrimental 
monetary and data loss in recent cyber incidents.  The human 
component of this research attributes to the perceptive of the most 
common cause within cyber incidents, human error. With these 
concerns on the rise, we found contributing factors with the use of 
a risk-based approach and thorough analysis of databases, which 
will be used to improve the practical consensus of cybersecurity. 
Our findings can be of use to all institutions in search of useful 
insight to better their risk-management planning skills and failing 
elements of their cybersecurity.  
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I. INTRODUCTION 
Cyber risk has become one of the most emerging and 

prevalent concerns that has directly affected several 
corporations. Cybercriminals are becoming more sophisticated 
and practicing new tactics to intrude on networks and disrupt the 
flow of businesses. The information that is being targeted by 
cybercriminals is of most importance to the corporations, and 
the incidents result in loss of data and reputation. The malware 
used in attacks and other tactics are becoming more intricate and 
are posing major threats to the cybersecurity posture of the 
targets. This year alone, 72% of security breaches involved large 
businesses, and 45% of all security breaches featured hacking 
[1]. The risk posture of businesses and institutions is growing 

annually. Organizations need to make an adequate cyber risk 
management plan. With detection and prevention of malware 
becoming more strenuous, these businesses and institutions 
must incorporate and practice an improved style of data-based 
approaches within their cyber risk management plan. 

Proper cyber risk management requires identifying potential 
risks, analyzing the brunt of those risks, and organization of an 
effective plan that could be facilitated if necessary [2]. When 
developing a cyber risk management plan, an efficient data-
based approach must be incorporated to ensure consistency [3]. 
With the current use of conflicted data-based approaches, it is of 
best interest when developing a cyber risk management plan that 
all steps are prioritized accordingly. Unlike the maturity-based 
approach, the data-based approach targets specific areas and 
capabilities of risk with testing and monitoring [3]. This assists 
with developing a cyber risk management plan that secures 
specific potential high risks within institutional systems. In this 
paper, we used the exploratory data analysis technique within 
the VERIS dataset to audit the benefits of the data-centric 
approach within cyber risk management.  

II. LITERATURE REVIEW  
Within the cybersecurity field, there are several risks and 

tactics that corporations must be aware of. When developing an 
efficient plan of defense, these subjects are crucial to be aware 
of because they inform the focus on specific areas of high risk. 
Due to the recent stringent overview of policy and regulations 
on reporting incidents, the number of publicly known data 
breaches has increased [1]. Cybercriminals choose their targets 
and techniques strategically, which focuses on the 
organization’s vulnerabilities. As cybercriminals become more 
sophisticated with their plans, institutions must develop a higher 
level of security. Instead of solely attributing to defense, it is 
imperative to create a plan that screens all potential threats of 
cybersecurity to promote proper mitigation and recovery. The 
objective of this type of risk management plan is to evaluate the 
cyber-attack strategies, vulnerabilities, and occurring 
consequences that distinctively affect the institution as a whole.  
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Risk management has increasingly become a focal point of 
research within the context of cybersecurity due to the 
increasing sophistication of cyber threats [4]. Recent research in 
this area has centered on developing the most effective risk 
management methodologies by identifying susceptibility to 
cyber threats through estimations and patterns of characteristics 
relating to the targets of these breaches. Liu et al. [5] focused 
their study on characterizing cybersecurity breaches with the 
end goal of determining to what extent cybersecurity incidents 
can be predicted based on externally observable properties of an 
organization’s network. Similarly, Moody et al. [6] focused their 
study on characterizing candidates susceptible to phishing. The 
study found candidate constructs, mainly a few personality and 
other individual factors, are important predictors of phishing 
susceptibility. Allodi and Massacci [7] performed a study to 
highlight the limitations of risk assessment procedures. 
Ultimately this study concludes that quantitative risk estimates 
are more effective than the currently used qualitative methods 
because these current methods result in estimates that are widely 
recognized as unrealistic. Laube and Bohme [8] focused on 
cyber risk information sharing and how this technique impacts 
defenders’ strategies. The study concluded that there is a need to 
make existing mechanisms of information sharing more 
effective. The current cyber risk information-sharing 
mechanisms neglect information sharing, considering it as a 
technical problem rather than an economic one [9], [10]. Taking 
the building blocks of previous research further, Tonn et al. [11] 
explored prevention of and recovery from cyber attacks. This 
study found that cyber mitigation and insurance options have 
been implemented but are generally insufficient as organizations 
do not have the means to rigorously assess and manage cyber 
risk. To address the lack of data, Tatar et al. utilized a Monte-
carlo reliability analysis technique to calculate the economic 
impact of cyber incidents in power generation systems [12]. 

In order to collectively gather information on how to perform 
proper risk management, researchers have analyzed human 
components that affect cybersecurity posture. In doing so, The 
Vocabulary for Event Recording and Incident Sharing (VERIS) 
has also been used to gather cyber incident data and analyze 
tactics and patterns of incidents that occurred in the previous 
years. According to Aziz, Lee, and Akkuzu [13], the data within 
the VERIS database is community-based, which means that it 
covers many types of cyber-attacks, from attacks on individual 
people to large organizations like companies and governments. 
However, this also means that the data is incomplete and 
possibly inaccurate in many areas due to human error and 
withheld information. The most incomplete statistics include the 
victims of the attack and its impact [13]. 

A risk-based approach is used when gathering information 
because this focuses on high-risk elements that require attention 
immediately. Risk management can lead to a reduction in 
expected loss from security failure incidents [14]. When using a 
risk-based approach, it is imperative that the focus relies on 
observing risk and damage, IT solutions, and calculating the 
expected loss from cyber incidents. Two correlating concepts 
that are analyzed when using the risk-based approach are 
incident type and bypass rate, which allows IT professionals to 
efficiently calculate the return on investment within an 
institution’s security solutions in order to advance their 

cybersecurity accordingly [14]. Ultimately, institutions can save 
time and money when using a risk-based approach when 
developing an efficient risk management plan. Acquiring the use 
of this new framework is an unconventional concept that is 
based on avoided risk rather than increased productivity. This 
approach will also influence the cybersecurity of an institution 
to revamp security countermeasure investments and reduce 
spending without forfeiting protection [14]. 

Researchers have addressed similar issues while analyzing 
similar reports in order to conclude the problematic issues that 
have occurred within cyber incidents. Beazley [15] has 
developed research on the exploratory data analysis of a unified 
host and network dataset to promote the observation of 
detrimental tactics and the flow of cyber incidents. Romanosky 
[16] has contributed to the literature by examining the cost and 
causes of cyber incidents, which attributes to the understanding 
of the monetary investments lost during cyber incidents. 
Murukannaiah [17] also developed research developing a 
machine learning model for a privacy incident database. 
Researchers Wu, Kang, and Li [18] developed crucial 
information on the analysis of risk assessment methods for the 
cybersecurity of cyber-physical systems. Bapat et al. [19] 
devised a system that would allow systems to easily detect 
botnet malware by finding anomalies that often go undetected. 
Using these studies and reports will assist with developing a 
conclusion that will elaborate on specific areas of threats and 
vulnerabilities within institutions and their cybersecurity.  

Human-related activities that take place during cyber 
incidents can deter the effectiveness and outcome of a cyber-
attack. Hadlington [20] concluded that the top three types of 
cyber attack tactics were phishing, malware, and spoofing. 
Phishing and spoofing can be identified as the contributing 
factor of human influence. As a whole, the information security 
community has stated that the weakest link in cybersecurity is 
humans [20]. In relevance of human factor, it was found that 
additional aspects can conspire with the lack of understanding 
from employees about the importance of data, software, and 
systems within the institution’s system, negligent knowledge of 
the level of risk adhere to direct responsibilities, and unaware of 
employee behaviors that can attribute to influence cyber risk 
[20]. Another important concept related to the human factor is 
the “insider threat,” which is also known as the growing concern 
for vulnerabilities within the institution [21].  

The information that was recorded in the IBM Cost of a Data 
Breach Report [22] and Verizon Data Breach Investigation 
Report [1] exemplifies the losses caused by data breaches. 
Along with Advisen Cyber Loss Dataset [23], which contributes 
to the findings of cyber risks, it can be used to conclude the 
major effect of these repercussions of a cyber incident. Using 
similar studies that can overview specific issues within 
cybersecurity, we revealed explanation and visuals that show 
human components and the effect it has on cybersecurity posture 
of institutions. The interesting factors that come with this study 
are not only of significance to human aspects but also valuable 
for other detrimental causes of cyber incidents because it is the 
measurement of high-risk areas overall.  



III.  METHODOLOGY  
The aim of this research is to find patterns and behaviors of 

cyber incidents in areas of weaknesses and to distribute 
mitigation, defense, and response system against cyber-attacks 
in correlation with previous experiences. The data analysis 
method that we have in this study is the risk-based approach 
which promotes the prioritizing of investments based on the 
cyber program’s effectiveness. After discovering specific areas 
of weaknesses, institutions must monetarily invest in the areas 
of high risk that need the most attention. In order to develop a 
risk-based approach that is effective for an institution, these 
steps of analyses should be taken to create the prioritized steps 
needed to cover problematic areas of lacking cybersecurity. In 
addition, we evaluated human factors in cybersecurity that could 
enhance risk management plans when not properly practiced 
that would significantly increase the risks [20]. 

A. Dataset 
The VERIS dataset is a publicized metric system designed 

to provide a common language for elaborating on security 
incidents that have perpetuated institutions [24]. When first 
launched in 2010, it allowed institutions to collect, compare, and 
analyze the shared information given to acclimate a more 
structured and repeatable practice in their cybersecurity. This 
dataset was developed and owned by Verizon in order to create 
a communal database that is publicized and used in practice 
when evaluating risks. Interpreting this report along with human 
aspects will assist with the observation of tactics and patterns 
that were incorporated during these attacks. This information 
collected from the Verizon report enables interactive capabilities 
that contribute to the findings of overall patterns of cyber 
incidents in high-risk areas. Other aspects, such as the US 
Department of Health and Human Services and Attorneys 
Generals that assist with breach notifications, were also included 
in this dataset to capture beneficial information that can possibly 
help other institutions improve their cybersecurity. This dataset 
includes the continuous patterns of assets, threats, impacts, and 
controlling landscapes of previous cyber incidents. The ultimate 
goal of VERIS is to show visuals of the foundation that was 
developed previously while using that as leverage to learn from 
experiences to measure and manage risk formally [20].  

The Verizon Data Breach Investigations Report [1] 
correlates with the VERIS dataset because it includes several 
incidents that were discovered using VERIS. After a thorough 
analysis of the VERIS dataset, it will devote to the findings of 
how organizations can potentially have more leverage to predict 
cyber incidents, along with the most efficient way to calculate 
cyber risk. Exploratory data analysis was also conducted during 
this research to capture the latest trends among cyber incidents. 
The overall goal of exploratory data analysis of the VERIS 
dataset and similar studies is to create awareness of emerging 
threats and vulnerabilities to protect the cybersecurity of 
organizations. Therefore, it focuses on weaknesses within the 
institutions’ cybersecurity rather than concentrating on the 
institution’s overall cybersecurity.  

B. Exploratory Data Analysis of Cyber Incidents  
The demographics of this research can contribute to the 

outcome that reflects the nature of risk. These contributing 
factors would be based on targeted industries, such as 

healthcare, finance, and information sectors that have been 
involved in a cyber incident [25]. This information gave us 
leverage in order to find the effectiveness of a risk-based 
approach when developing a risk management plan. We found 
that the root cause of this issue is the inconsistent framework 
that is implemented when developing a risk-management plan 
that does not target specific areas of weakness but focuses on the 
overall cybersecurity of the institution. This directly conflicts 
with the understanding of efficient cybersecurity and how to 
implement the idea of a risk-based approach [26]. This study 
showed that institutions should create risk management plans 
that focus on high-risk threats and likelihood [26]. In VERIS, it 
shows the examination of evidence and post-incident analysis 
that can be used to develop a useful risk management plan. In 
the IBM Cost of a Data Breach Report [22], it is stated that the 
average cost of a data breach in 2020 was $3.35 million, which 
was a 9.8% increase from the previous year. During the same 
timeframe, it was found that the cost of each lost or stolen record 
was $163, contributing to the factor with a 3.8% increase from 
the last year. 80% of these breaches included the exposure of 
customers’ personally identifiable information and concluded 
with an average of 211 days to identify and contain the breach 
within the institution [22].  

Figure 1 shows the number of cases over time. Figure 2 
presents the typical size of the victim organizations. Figure 3 
shows the sectors that have been targeted. These graphs were 
developed to create a visual comprehension of the factors that 
contribute to these aspects of cyber incidents.  

Fig. 1. Number of cases over time 

Fig. 2. Organization Size 

 

 



Fig. 3. Targeted Sectors 

Incidents commonly disclose private and healthcare 
information, which is a major loss that institutions need to 
consider when practicing an effective risk management plan. In 
the Advisen Cyber Loss Dataset [23], we found that the financial 
losses that attributed to response cost, litigation, economic 
losses, fines, and penalties were a total of $20 billion. In the 
Verizon Data Breach Investigations Report [1], it was concluded 
that there were 157,525 cyber incidents in 2020. Of those 
incidents, 3,950 were confirmed to be data breaches, and 86% 
of those were financially motivated. Collectively, the Verizon 
Threat Research Advisory Center concluded that because of 
thorough monitoring and proper research, the trends of cyber-
attacks are becoming more familiar. This can assist with 
bringing awareness to institutions about the commonality 
between patterns and targets of cyber incidents, resulting in 
proper use of the risk-based management approach. 

IV. FINDINGS 
In this paper, it is clear that institutions are sacrificing proper 

cybersecurity for monetary assets. We found that 97% of 
breaches included the loss of confidentiality regarding 
Confidentiality, Integrity, and Availability (CIA Triad). 
Confidentiality ensures only the authorized users can access the 
data; integrity ensures that only the authorized users can modify 
the data, and availability is about the systems being operable 
whenever the users need them [27]. Common causes of these 
cyber incidents are human error (30%) and machinery misuse 
(21%), by which the majority are human vulnerabilities that are 
primarily exploited by phishing attacks via email.  

In Figure 2, it is shown how cyber incidents have been 
attributed to the CIA Triad and the attribution to what area is of 
most risk during cyber incidents. 

 

 
Fig. 4. Distribution of the breaches based on attribute 

The categories in which these action types fall are error, 
hacking, physical, malware, social, environmental, and 
unknown (Figure 3). This is a visual graph that we have created 
to emphasize the tactics that are prevalently used when 
exploiting vulnerabilities  

 
Fig. 5. Distribution of the breaches based on action types 

Figures 4 and 5 exemplify the relationships between action 
by attribute and attribute by action, in a correlation with the CIA 
triad and action type previously listed.  

 
Fig. 6. Action by attribute 

 

 



 
Fig. 7. Attribute by action 

In addition, we evaluated the relationship between external 
actors versus internal actors that contribute to an institution’s 
vulnerabilities. External actors have been twice as more 
vulnerable to error than internal actors. External actors have 
been twice as more vulnerable to hacking attacks than internal 
actors. External actors have also caused more incidents than 
internal actors in the subject of computer misuse.   

 
Fig. 8. Distribution over external and internal actors 

Figure 6 represents a visual of the relationship between 
external versus internal actors that attribute with the different 
levels of asset management.  

V. CONCLUSION 
Cyber risk assessment plans have become more challenging 

over time due to the progression of sophisticated cyber threats 
and trends. We found that the process of analyzing cyber 
incident databases thoroughly can benefit an institution’s 
cybersecurity because it familiarizes IT professionals with the 
prevalent strategies and trends that have been used to exploit 
vulnerabilities. Risk managers can then analyze the data of 
previously exploited vulnerabilities to calculate the likelihood 
and consequences of a potential future cyber incident. Although 
this framework could be claimed as unconventional, institutions 
should take advantage and use this as leverage to design 
adequate mitigation actions for future attacks.  

In accordance with the human factor and other components, 
we found that it is essential that all employees, regardless of 
position, are aware of cyber risk and their devoting 
responsibilities that can potentially taint the institution’s 
cybersecurity and mitigation plan, as well as being fully 
knowledgeable and well trained on the framework incorporated 

in the institution’s risk management plan. As previously stated, 
the human factor is one of the “weakest links” in cybersecurity, 
and in order to prioritize this issue, we found it is best to 
consistently be transparent with the entire institution on the 
subject of trending malicious cyber tactics. If humans are not 
taught to analyze and react to cyber threats accordingly, then this 
cycle will remain unbroken. Cybercrime is increasing at 
elevating rates, and institutions must assimilate to this 
framework in order to skillfully protect and precisely prioritize 
mitigation.  
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