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ABSTRACT

In the wake of a military coup in February 2021, Myanmar expe-

rienced unprecedented levels of Internet censorship. Beginning

with haphazard blocking of social media and intermittent Internet

connectivity outages, controls proceeded to stricter blocking of

websites, the shutdown of cellular data in several networks, and

nearly complete disconnection from the Internet every night. In

this study, we use diverse datasets and measurement methods to

offer a holistic view into the censorship events in Myanmar that

occurred since the coup and show how Internet censorship evolved

during this time.
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1 INTRODUCTION

Since the first nationwide government-mandated Internet con-

nectivity shutdown in 2005 in Nepal [77] the frequency of such

events has been increasing worldwide [1, 2, 14, 61, 73, 79]. Today,

Internet censorship takes several forms: from complete discon-

nection [16, 62], to blocking of specific websites [3, 4, 20]. Few

censoring entities, however, have sought to exert control over the

Internet in the manner employed by the Myanmar military in the

wake of the recent coup.
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On February 1, 2021, the Myanmar military seized power [50,

54, 55]. The same day—before “Internet curfews” became the norm

in the country [84]—Internet connectivity was severely disrupted

for several hours. Following the coup, the military also ordered

the blocking of Facebook, Twitter, and Instagram [12, 22, 30]. The

Internet censorship events that occurred in the aftermath of this

coup are among the most disruptive, long-lasting, and widespread

events in recent times.

While early studies of Internet censorship events had to be

performed by analyzing news reports [34], or by using ad hoc

datasets [16, 35–37], there exist several tools and datasets today

whose purpose is to shed light on these types of events [7, 8, 10,

52, 56, 73]. As Internet censorship has evolved, so have the tools to

observe them, enabling fine-grained analysis leading to valuable

insights and lessons.

In this paper, we use publicly available datasets from IODA [10]

and OONI [21, 61], and a proprietary dataset from a large network

observability company—Kentik [40]—to dissect and analyze techni-

cal data about Internet censorship events in Myanmar following the

coup. We use these complementary datasets to offer a holistic view

(Figure 1). We present empirical data on large-scale Internet con-

nectivity shutdowns including nightly Internet curfews and cellular

outages, rampant censoring of websites, and even a route hijacking

incident. We also extract political insights from this technical data.

Specifically, we report upon:

• Massive-scale censorship: Nightly country-wide Internet con-

nectivity shutdowns occurred continuously for more than two

months, normalizing Internet curfews. Further, we show that ac-

cess to cellular data has been restricted since March 15, 2021. We

also reveal extensive blocking of social media and circumvention

tool websites.

• Evolution and consolidation of power: The censorship events

in Myanmar show signs of evolution over time. From the some-

what haphazard early Internet connectivity outages to the well-

coordinated nightly outages, there has been increasing sophisti-

cation. The uncoordinated nature of the early outages are con-

sistent with the potential limited authority and lack of access to

the appropriate communication channels that the military may

have had in the immediate aftermath of a coup. The subsequent

evolution is consistent with the new regime’s consolidation of

power. Going forward, in countries with multiple Internet Service
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Figure 1: Timeline of censorship events in Myanmar.

Providers (ISPs), like Myanmar, the extent of government-control

over the Internet could serve as one indicator of political control,

which is difficult to observe in non-democracies [24].

• Collateral damage: Internet censorship in Myanmar showed

signs of collateral damage not restricted solely to the country;

a notable hijack of Twitter’s address space led to users in other

countries being unable to access Twitter as well. We also observe

signs of IP address blocking, which has been known to be an

aggressive blocking method that could possibly lead to collateral

damage, since many domains may be hosted on the same IP

address [11, 69, 85]. Indeed, we observe two cases of popular

CDN IP addresses blocked that render several sites inaccessible.

2 BACKGROUND AND DATASETS

2.1 Political context and prior censorship

Myanmarwas ruled by an autocratic military government for nearly

40 years, from 1962 to 2011. In 2007, it became the second coun-

try after Nepal to experience government-mandated country-wide

Internet connectivity shutdowns [77]. At that time, only two ISPs

offered Internet services in Myanmar, both state-controlled [77],

facilitating the ability of the government to exert sweeping control.

Myanmar saw the end of formal military rule in March 2011,

which coincided with decreased Internet censorship [67]. A re-

port published by OONI in 2017 analyzed all OONI measurements

collected from Myanmar between Oct. 2016 to Feb. 2017 and did

not confirm any cases of Internet censorship, while confirming

the accessibility of major social media platforms [81]. Democratic

Myanmar experienced a marked increase in the number of ISPs,

including international players, such as Telenor and Ooredoo [48].

In June 2019, censorship began to rise again. Internet connec-

tivity was severed in several townships in the Rakhine and Chin

states [29, 33, 74] for several months, although such measures have

received push-back from service providers [29]. In 2020, an OONI

report showed that the scale of Internet censorship had increased,

as OONI data confirmed the DNS based blocking of 174 domains on

TelenorMyanmar (AS133385).While most of these blocked domains

contain adult content, several are ethnic media websites [45].

In Nov. 2020, Myanmar held general elections in which the in-

cumbent National League for Democracy party won in a land-

slide [51]. On Feb. 1, 2021, a military junta led by Min Aung Hlaing

seized control of the government, arresting members of Parliament,

the President Win Myint, and State Counsellor Aung San Suu Kyi.

The coup has been followed by widespread protests as well as vio-

lent repression. One might expect the diversity of ISPs in Myanmar

today to thwart attempts at nation-wide censorship, but our results

show that the military has been able to censor its users surprisingly

effectively. Since the coup, there has been an acute increase in In-

ternet censorship in Myanmar, along multiple dimensions. In this

study, we examine these censorship events using diverse datasets

and show, where possible, their evolution over time.

2.2 Datasets

Internet censorship can take many forms—from blanket disrup-

tion of users’ Internet connections to targeted blocking of specific

domains and keywords. Obtaining a comprehensive view of cen-

sorship requires the use of complementary methods that have been

designed to detect specific forms of censorship. In this study, we

use the following datasets:

• IODA The IODA (Internet Outage Detection and Analysis) sys-

tem monitors the Internet continuously to identify macroscopic

Internet outages affecting the edge of the network, i.e., signifi-

cantly impacting a network operator (AS) or a large fraction of a

country. It uses three orthogonal data sources (Active Probing,

BGP, and Internet pollution traffic reaching a darknet) to detect

outages and enables visualizing Internet connectivity in near-

realtime on a public site since 2016 [10]. Appendix A.1 provides

additional details about these data sources.

• OONITheOpenObservatory of Network Interference (OONI) [61]

project develops free and open source software (called OONI

Probe [57]) designed to ethically measure the blocking of web-

sites, instant messaging apps, and circumvention tools. OONI

Probe is run by volunteers that have provided informed consent

in around 200 countries and territories every month, contributing

millions of network measurements from local vantage points. All

OONI Probe measurements are automatically submitted to OONI

servers, processed, and openly published in near real-time. Since

2012, OONI has openly published more than 420 million measure-

ments from 22 thousand unique AS networks in 239 countries

and territories [56].

• TrafficWe used a proprietary dataset consisting of aggregated

traffic statistics based on NetFlow [41] logs from a large net-

work observability company (Kentik) to analyze user traffic in
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Myanmar. The company has over 300 customers—large telecoms,

CDNs and other Internet-focused enterprises—using its solu-

tions for NetFlow analysis and half agree for their data to be

used in aggregate analysis. NetFlow is a protocol used to record

metadata about IP traffic flows—including per-flow source and

destination IP addresses, packet count, bytes transferred etc.—

traversing a NetFlow-enabled network device (such as a router,

switch, or host). Since Kentik’s customers include major tier-1

ISPs and global content providers, Kentik’s (sampled) NetFlow

dataset includes samples collected from Internet routers, enabling

the analysis of censorship events (among other uses). This data

represents a large cross-section of traffic flowing through the

Internet and is useful for large-scale understanding of Internet

behavior. To protect users in Myanmar, Kentik aggregated Net-

Flow traffic statistics by source and destination ASes (for ASes

in Myanmar) and extracted the overall traffic observed at the

AS-level. We analyzed this aggregated data (collected between

Jan. 30 to May 05 2021) and present normalized results.

• Internet global routing data We analyze BGP data collected

by the RouteViews [72] and RIPE RIS[70] projects to understand

the impact of an accidental announcement of Twitter address

space by a Myanmar ISP on the global Internet routing system.

3 ANALYSIS

In this section, we present our analyses. Section 3.1 offers a timeline

of the events that we detected. In Section 3.2, we use data from IODA

and Kentik to investigate Internet connectivity shutdowns and in

Section 3.3, we use data from OONI to analyze website and social-

media blocks. Section 3.4 investigates a BGP hijack event targeting

Twitter’s address space and the collateral damage to users outside

Myanmar.We published an initial (non-peer-reviewed) report about

these events in Mar. 2021 soon after they had begun [84]; this paper

considerably extends our analysis.

3.1 Overview: a timeline of events

The first week after the coup saw several major censorship events.

The first was an Internet connectivity outage on the day of the

coup itself, on Feb. 1 2021, heralding the tightening of information

controls that would follow. On Feb. 4, Facebook was blocked, and a

day later, so was Twitter. On the same day that Twitter was blocked,

Campana Mythic (AS136168) hijacked address space belonging to

Twitter—likely accidentally—leading to collateral damage for Twit-

ter users beyond Myanmar’s borders. A massive Internet outage

that lasted longer than 24 hours occurred on the first weekend after

the coup, as protests against the coup intensified.

Internet controls tightened in the time since, and have only re-

cently (as of mid-May 2021) begun to show signs of relaxing. Begin-

ning on Feb. 14, country-wide Internet outages affected Myanmar

every night for 72 nights straight, until Apr. 28. Cellular data has

been severely restricted fromMar. 15th [31] and restrictions remain,

as of mid-May 2021. Similarly, social media and website blocks also

continue to remain in place.

3.2 Internet connectivity outages

We analyzed measurements collected by the IODA system and traf-

fic data fromKentik to investigate episodes where users inMyanmar

were completely disconnected from the Internet. The complemen-

tary perspectives offered by IODA and Kentik allow us to detect a

wider range of events. User-driven traffic originating in Myanmar

has diurnal patterns, making it more challenging to observe outages

in the night using Kentik’s traffic. Conversely, IODA has limited

visibility into the connectivity of cellular networks (e.g., because

they often use Carrier Grade NAT) whereas Kentik’s traffic datasets

present visibility into cellular network connectivity as well.

For easy visual comparison of time series values from the four

data sources (3 from IODA and 1 from Kentik), we present normal-

ized values that fall between 0 and 1.

Figure 2: IODA and Kentik data show Internet connectivity

outages on Feb. 1 and Feb. 6., in the first week after the coup.

Coup-day outage. We observed a significant Internet outage af-

fecting Myanmar from 21:00 UTC (03:30 AM on Feb. 1 in local

time) on Jan. 31st—the day the coup began (Figure 2). While the

outage is visible in the BGP and Active Probing data sources—with

the number of /24 address blocks in Myanmar reachable on BGP

dropping from 695 to 376, a decrease of 46%—it is less evident in

the Darknet and Kentik Traffic data sources. However, examining

the Traffic data sources at the AS level shows drops in traffic for

several prominent ASes at the same time as drops in IODA data

sources. Further, media reports indicate that an Internet outage did

indeed occur on this day [19, 38, 53, 78].

Notably, there were several differences in the extent to which

ISPs were affected by this outage and in timing patterns (see Figure 6

in Appendix A.2). Some providers (Ooredoo (AS132167) and Telenor

(AS133385)) experienced outages that began at 21:00 UTC whereas

others (MPT (AS9988) and Mytel (AS136255)) underwent outages

just after midnight UTC. Some ISPs (Frontiir (AS58952) and YTP

(AS18399)) did not face a significant outage whereas others (MPT

(AS9988) and Mytel (AS136255)) experienced near-complete loss of

Internet connectivity.

These differences in timing patterns and extent of the outages

are consistent with weak coordination from the government and/or

ISPs. They also suggest the lack of an Internet kill switch that could

cut connectivity for the entire country with one fell swoop; instead,

each provider appears to have received (or at least acted) upon

orders at different times and with different levels of execution.

Weekend-a!er-coup outage. On Saturday, Feb. 6, a 28-hour long

Internet outage affected most ISPs in Myanmar (Figure 2). This

outage is visible clearly in IODA’s data sources, although the BGP

and active probing data sources appear to suggest that some net-

works remain connected. The outage is also visible in traffic data



FOCI’21, August 27, 2021, Virtual Event, USA Padmanabhan et al.

from Kentik; this data source shows that negligible traffic was sent

during this time. Since IODA’s data indicating (some) connectivity

may be due to responses to active probes from infrastructure (like

routers), the traffic dataset provides us with the additional detail

that most end-users in Myanmar likely had no Internet connectivity

during this outage.

IODA’s measurements show that the start time of these outages

had some differences across ISPs, but the outages’ end-times were

similar across most ISPs. This synchronization is suggestive of

improved planning, coordination, and execution of this shutdown.

Nightly curfews. From the night of Feb. 14, nightly outages af-

fected most ISPs for 72 nights, until Apr. 28th. These outages began

at the same time (18:30 UTC/01:00 local) and lasted 8 hours on

most nights (Figure 7, Appendix A.2). The outages are visible in

all data sources, although the traffic data source again reveals that

whatever connectivity IODA reports during these times is unlikely

to be from end-users, since there is negligible end-user traffic.

In contrast to the coup-day outage, the nightly outages occurred

in a highly synchronized manner, with outages beginning and

ending at identical times for most ISPs. This synchronization is

consistent with enhanced censorship mechanisms and tools that

diverse ISPs likely now possess and also with increased control

over these ISPs by the government.

Figure 3: Traffic data from Kentik show that cellular traffic

has reduced considerably from Mar. 15th.

Cellular outages. From Mar. 15th, cellular connectivity has been

heavily restricted [31]. Although these outages are not visible in

IODA’s datasets, the drop in Kentik traffic is clearly visible in Fig-

ure 7 (Appendix A.2). In Figure 3, we break down the traffic dataset

from Kentik by four large cellular providers (MPT (AS9988), Mytel

(AS136255), Telenor (AS133385), and Ooredoo (AS132167)), and also

include a major non-cellular provider for contrast. We see a sub-

stantial reduction in traffic from the cellular providers even during

the day, whereas the non-cellular provider only observes drops

in traffic during the nightly curfews. The cellular restrictions are

ongoing, as of mid-May 2021.

Observing these cellular outages was only possible due to the

added perspective of the traffic dataset from Kentik, and demon-

strates the value of using multiple measurement techniques. Since

cellular networks have some idiosyncratic differences compared

to fixed-line networks, these outages are often not visible even in

state-of-the-art monitoring systems such as IODA. However, by

examining aggregated traffic statistics from a major company, we

were able to shed light and increase awareness upon these outages

as well.

3.3 Website and social media blocking

We analyzed OONI measurements collected from Myanmar from

Feb. 1, 2021 to Apr. 30, 2021 [58]. Specifically, we analyzed OONI

Web Connectivity [59, 60] measurements, which are designed to

measure the DNS, TCP/IP, and HTTP blocking of websites.

Figure 4 shows results for some of the websites found highly

blocked based on our analysis, aggregating the measurement val-

ues per day across tested ASes in Myanmar. In the ‘TCP/IP’, ‘DNS’

and ‘HTTP’ blocking cases, the local OONI Probe user observed a

different response compared to the response from OONI’s control

vantage point (Section A.3 in the Appendix contains additional

methodology details). We limited the findings in Figure 4 to in-

clude popular social media sites, circumvention tool sites, as well as

wikipedia.org, coronavirus.app, and several websites that presented

anomalies (possibly) due to collateral damage. As shown by the size

of the bubbles in Figure 4, more OONI Probe users ran measure-

ments in Feb. immediately following the coup compared to later

months; the surge in Feb. was partially driven by the "Anonymous"

group encouraging Myanmar users to run OONI Probe tests [26].

DNS blocking. In Figure 4, we have annotated measurements

as ‘Confirmed DNS blocked’ when we observed DNS-based in-

terference returning IP addresses that (previously) hosted block

pages (59.153.90.11, 167.172.4.60) or an address in private IP

space (such as 127.0.0.1 or 172.29.8.1). Many ISPs in Myanmar

showed evidence of confirmed DNS blocking, usually resolving to

an IP address that hosted a blockpage. Some ISPs responded with

NXDOMAIN responses for domains like www.facebook.com. DNS

interference was not consistent inside an ISP; some DNS resolvers

implemented DNS blocking while others in the same ISP did not.

IP address blocking. We primarily observe IP-based blocking

of websites, as most measurements (across ASes) show that TCP

connections to the resolved IP addresses failed (when resolution

succeeded in providing the right IP address for the website). Our

empirical observation of IP-based blocking partially corroborates

anecdotal evidence of purportedly blocked IP addresses that cir-

culated on social media (a VPN block list circulated on Facebook,

listing specific VPN IP addresses that ISPs in Myanmar may have

been required to block access to [27]). This censorship technique

is primarily seen in OONI data after the coup, as OONI’s analy-

sis in Myanmar in 2020 showed that DNS based interference was

previously more prevalent [45].

Collateral damage. IP based blocking can potentially lead to col-

lateral damage, affecting the accessibility of other domains hosted

on a blocked IP address. We found 2 such cases:

(i) Domains hosted on the IP 172.217.194.121. This IP address

belongs to the Google hosting network and includes domains such

as www.snapchat.com, www.getoutline.org, www.paganpride.org,

and www.privaterra.org, all of which presented TCP/IP anomalies

between Feb. 24 - 27, 2021 (as illustrated in Figure 4). The fact that
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Figure 4: Blocking of websites in Myanmar from Feb. to Apr. 2021 based on OONI measurements. The bars (left Y-axis) show

the percentage of measurements with specific results on a particular day; the circles show the total measurements on that day

(Log scale, right Y-axis). The size of the circles shows the number of distinct ASes that produced measurements on that day.

Measurements to social media websites and circumvention tool websites faced high rates of TCP/IP and DNS blocking.

these domains are hosted on the same IP address, and presented the

same TCP/IP anomalies during the same time period, suggests that

some of them may have temporarily been blocked unintentionally

as a result of collateral damage. We observed 4 ASes that blocked

this IP address during the same time period, suggesting that there

was some coordination in blocking among ASes. However, other

ASes did not show this blocking.

(ii) Domains hosted on the IP 151.101.1.195. This address belongs

to the Fastly network and includes the domains coronavirus.app

and getintra.org, both of which started to present TCP/IP anomalies

on Mar. 2, 2021. Reverse IP lookups indicate that the blocking of this

IP may lead to the blocking of more than 10,000 websites, showing

the severity of collateral damage due to IP blocking [75].

Censorship variance across networks. Our findings show that dif-

ferent websites are blocked on different networks. Some of the

blocked websites listed in Figure 4 are accessible on certain net-

works in Myanmar. This suggests that Internet censorship in Myan-

mar is not centralized and that local ISPs may implement blocking

at their own discretion.

We also observe variance in censorship methods across networks

and over time. After the coup on Feb. 1, we primarily observe IP

based blocking of websites across ASes. However, we also continue

to observe DNS based interference, returning IP addresses that

(previously) hosted block pages or an address in private IP space.

In some cases, we observe both censorship techniques being used

on the same ASes.

Non-deterministic censorship. OONI measurements show that

IP blocks are not implemented consistently, offering additional

signs that ISPs operated independently and (sometimes) arbitrarily.

Within the same AS, we do not observe IP blocking for all the

addresses associated with a domain. One cause of this inconsistency

could potentially be the result of ISPs using incomplete address-

lists for blocking. E.g.: OONI measurements collected from the

testing of facebook.com on Frontiir (AS58952) show the blocking of

Facebook’s IP 157.240.15.36, but not of Facebook’s IP 31.13.82.36.

3.4 Twitter hijack and collateral damage

On Feb. 5th—the same day that Twitter was blocked in Myanmar—

Campana Mythic (AS136168) announced the 104.244.42.0/24 prefix,

belonging to Twitter. The proximity of this hijacking event in time

to the blocking of Twitter in other Myanmar ISPs suggests that

the original intent was to blackhole traffic to Twitter for users of

this Myanmar ISP1. However this route accidentally leaked to the

global Internet, appearing as if AS136168 owned/hosted Twitter’s

address space. This accidental event offers additional evidence that

providers used various ways to perform IP-level blocking to censor

domains (Section 3.3).

1Private communication corroborated that the hijack was accidental.
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Figure 5: Collateral damage to Twitter users outside Myan-

mar as a result of the BGP hijack event a#ecting Twitter’s

address space. The figure shows Twitter traffic observed

by Kentik from di#erent source ASes (indicated by di#er-

ent colors) that was being routed towards Campana Mythic

(AS136168).

Our analysis of BGP data collected by the Routeviews and RIPE

RIS projects shows the illegitimate route propagated (at least) to

operators in Singapore (AS4844, AS56300, AS24482, AS132132) and

Vietnam (AS45903) who received, accepted, and further propagated

it. This resulted in collateral damage for Twitter users outsideMyan-

mar. We quantify the extent of this collateral damage in Figure 5,

which shows that a small volume of traffic from Kentik’s customers

outside Myanmar was directed towards the hijacker AS136168 in-

stead of AS13414 (Twitter).

4 DISCUSSION

The censorship events in Myanmar reflect emerging patterns of po-

litically inspired censorship and offer insight into the ways in which

authoritarian regimes combine censorship approaches strategically

to achieve their immediate goals. First, the timing of censorship

during a coup is consistent with many studies that have shown

that Internet censorship is targeted during sensitive political time

periods and periods of potential power transitions, such as elections

and large-scale protests [23, 25, 44, 47, 73]. Among many, recent

examples of outages during political transitions have occurred in

January 2021 in Uganda [82] and in the summer of 2020 during

large-scale protests in Belarus [83].

The fact that the initial outages were implemented by the chal-

lenger rather than the incumbent government lends support to

recent theoretical and empirical work that suggests that Internet

censorship during a coup attempt can increase the probability of

a successful coup [9]. Conspirators in a coup may benefit from

shutting communications quickly, to prevent public or government

coordination against their coup attempt [39]. Yet, as we mentioned

before, the haphazard nature of the outages during the initial coup

in Myanmar may reflect the difficulty of the challenger in imple-

menting this censorship, and could be a reflection of their initial

lack of political control.

After consolidating power, the new junta in Myanmar began

imposing Internet curfews, shutting down the Internet during the

night while keeping it on in the day. While the imposition of nightly

curfews has long been a tactic by authoritarian (and some demo-

cratic) regimes to quell protests, it has recently been adopted in the

virtual world in the midst of large scale unrest. Recent examples of

similar Internet curfews include Libya in 2011 [17] and Gabon in

2016 [13]. Like physical curfews, regimes may implement Internet

curfews to target organization of political dissent while minimizing

the impact on the economy, as many sectors require Internet access

during the day. Indeed, evidence suggests that the junta is aware

of the economic impacts of censorship—Myanmar restored access

to banking apps at the end of April coincident with the lifting of

curfews, perhaps as a way to reinvigorate economic activity [76].

The evolution of censorship throughout this time period under-

scores the importance of being able to track multiple methods of

censorship to gain a holistic understanding of the digital strategy

of autocrats, something that has as of yet been difficult to do at

scale [42]. While nightly outages have now ended, the social media

and website blocking we described that has persisted since February

5 may indicate a move toward more selective methods of censor-

ship [28]. This shift is consistent with a pattern in authoritarian

regimes of engaging in targeted censorship to maximize political

impact while minimizing its cost [5, 71]. We hope this paper can

provide a template of combining Internet measurements to provide

a broader understanding of digital strategy of autocrats, an effort

that could be scaled and replicated cross-nationally in future work.

5 CONCLUSION

In this study, we used multiple complementary datasets to investi-

gate the censorship events that occurred in Myanmar following the

military coup on February 1 2021. These datasets revealed different

facets of censorship: IODA data showed episodes of complete dis-

connection from the Internet with accurate timing, data fromKentik

presented insights into cellular traffic restrictions, and OONI data

demonstrated the blocking of social media and various websites.

These datasets are complementary at various levels. One key

difference is in their goals and design. OONI seeks to measure web-

site/social media blocking, whereas IODA and the use of Kentik’s

data target full connectivity disruption of Internet users. As such,

they operate at different layers of the network stack and with dif-

ferent granularity. Though data from both IODA and Kentik can be

used to measure full connectivity shutdowns, their measurements

are distinct in nature and thus can each reveal unique insight on

how disconnections affect different networks (e.g., IODA’s data can

reveal outage timing patterns with more accuracy than Kentik’s,

but IODA’s data sometimes lacks visibility into disconnections of

cellular operators, whereas in this paper we show that Kentik’s

data can be used to study such events).

We believe that the lenses offered by these diverse datasets will

be highly beneficial to analyses of future censorship events. Similar

to Myanmar, recent Internet censorship efforts in other countries

have also used a variety of censorship methods [62, 82, 83]. As

censors evolve in their use of information controls, our ability to

understand them will also need to develop. Thankfully, an increas-

ing variety of open tools and datasets are being actively developed

and deployed, enabling deeper and more timely visibility into net-

work interference phenomena.

Ethical considerations. We recognize that some of our results

could be used by censors to implement more rigorous measures.

However, since the majority of our analyses were derived from

publicly available datasets, we believe that the benefits yielded by an

empirical understanding of these events outweigh the risks [18, 49].
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A APPENDIX

Appendices are supportingmaterial that has not been peer-reviewed.

A.1 IODA data sources

IODA uses three distinct and complementary sources of Internet

measurement data:

• Darknet/Internet Background Radiation (IBR): Inter-

net Background Radiation (IBR) is one-way unsolicited traffic

generated by millions of Internet hosts worldwide, due to

misconfiguration, malware propagation, scanning, etc. From

IBR, the system filters out spoofed traffic and bursty traffic

components (e.g., due to scanning from large botnets) and

extracts a “liveness signal” based on the number of distinct

source IP addresses observed from a given geographic re-

gion or AS. The IBR traffic is collected through the UCSD

Network Telescope, an almost entirely unutilized /8 IPv4

address block, estimated to observe 1/256th of all the IBR

generated in the Internet.

• BGP: IODA uses the collection infrastructure operated by

the RouteViews and RIPE RIS projects and infers the state

of the routing tables exported by hundreds of operational

routers by processing BGP updates and RIB dumps. It ex-

tracts information about which network blocks (BGP pre-

fixes) appear reachable on the Internet control plane from

most of these vantage points. IODA’s approach counts visible

/24 blocks instead of prefixes, quantifying which fraction of

the address space normally announced by an AS or from a

region is reachable at a certain point in time.
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• Active Probing: The IODA system periodically probes ap-

proximately 3.5 M /24 network blocks worldwide and adap-

tively send more probes upon lack of response using the

Trinocular methodology developed by ISI/USC [68]. It uses

responses to determine when /24 blocks get disconnected

from the Internet.

IODA’s methodology and data sources are under active devel-

opment, drawing upon lessons from a wide body of recent re-

search [6, 15, 16, 32, 43, 63–66, 68, 80].

A.2 Additional analyses of Internet
connectivity outages

Here, we present additional analyses and details about the Inter-

net connectivity shutdowns that occurred in Myanmar following

the military coup. Figure 6 shows how the Internet outage that

occurred on the day of the coup (Feb 1) affected various networks

and highlights differences in the timing and extent of the outage.

We then proceed to show in Figure 7 a time period that includes

the start of cellular restrictions (March 15th) and a sample of the

nightly Internet connectivity shutdowns that affected almost all

Myanmar Internet users between Feb. 14 to Apr. 28th.

A.3 Detailed methodology for observing
censorship using OONI datasets

To investigate the blocking of websites and social media, we ana-

lyzed OONI measurements collected from Myanmar (similarly to

our previous studies in 2020 [45] and 2017 [81]). OONI measure-

ments are regularly collected and contributed by users of the OONI

Probe app [57], which is free and open source, designed to mea-

sure various forms of internet censorship and network interference.

Here, we present additional details about how we used measure-

ments collected by OONI probe to identify potential censorship.

OONI Probe’s web connectivity test [59, 60] examines whether

websites (included in the Citizen Lab test lists [46]) are reachable,

and if they are not, the test attempts to determine whether access to

them is blocked by means of DNS tampering, TCP/IP blocking or by

a transparent HTTP proxy. The web connectivity test performs four

steps: Resolver identi#cation, DNS lookup, TCP connect, and HTTP

GET request. By default, this test performs the above (excluding the

first step, which is performed only over the network of the user)

both over a control server and over the network of the user. If the

results from both networks match, then there is no clear sign of

network interference; but if the results are different, the result is

flagged as “anomalous”. Depending on the type of anomaly detected

(DNS, TCP/IP, HTTP), we can infer the type of blocking.

A.3.1 Web connectivity test details. Below we provide informa-

tion about how each step performed under the Web Connectivity

test works.

(1) Resolver identi#cation Internet Service Providers, amongst

others, run DNS resolvers which map IP addresses to host

names. In some circumstances though, ISPs map the re-

quested host names to the wrong IP addresses, which is

a form of tampering. As a first step, the web connectivity

test attempts to identify which DNS resolver is being used

by the user. It does so by performing a DNS query to special
domains (such as whoami.akamai.com) which will disclose

the IP address of the resolver.

(2) DNS lookup Once the web connectivity test has identified

the DNS resolver of the user, it then attempts to identify

which addresses are mapped to the tested host names by the

resolver. It does so by performing a DNS lookup, which asks

the resolver to disclose which IP addresses are mapped to

the tested host names, as well as which other host names

are linked to the tested host names under DNS queries.

(3) TCP connect The web connectivity test will then try to con-

nect to the tested websites by attempting to establish a TCP

session on port 80 (or port 443 for URLs that begin with

HTTPS) for the list of IP addresses that were identified in

the previous step (DNS lookup).

(4) HTTP GET request As the web connectivity test connects to

tested websites (through the previous step), it sends requests

through the HTTP protocol to the servers which are hosting

those websites. A server normally responds to an HTTP GET

request with the content of the webpage that is requested.

A.3.2 Comparison of results: Identifying censorship. Once the

above steps of the web connectivity test are performed both over

a control server and over the network of the user, the collected

results are then compared with the aim of identifying whether and

how tested websites are tampered with. If the compared results do

not match, then there is a sign of network interference.

Below are the conditions under which the following types of

blocking are identified:

• Con#rmed DNS blocking: If the DNS response observed by

the user contains IP addresses that (previously) hosted block-

pages or an address in private IP address ranges.

• DNS blocking: If the DNS responses (such as the IP addresses

mapped to host names) do not match. Note that DNS block-

ing is not a superset of "Confirmed DNS blocking"; we only

list a test result as "DNS blocking" if it was not categorized

as "Confirmed DNS blocking" per the above specification.

• TCP/IP blocking If a TCP session to connect to websites was

not established over the network of the user.

• HTTP blocking If the HTTP request over the user’s network

failed, or the HTTP status codes don’t match, or all of the

following apply:

(1) The body length of compared websites (over the control

server and the network of the user) differs by some per-

centage

(2) The HTTP headers names do not match

(3) The HTML title tags do not match

Figure 4 shows the aggregated results of the web connectivity

tests run by Myanmar users and presents details about the types of

anomalies observed.
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Figure 6: IODA’s BGP signals show the di#erences in timing and extent of the Internet connectivity outage that occurred on Feb.

1 (the day of the coup). While some ASes observed an initial drop in connectivity at 21:00 UTC on Jan 31, others experienced

an outage just after midnight UTC on Feb 1. These timing di#erences are also visible when examining the outages’ end-times.

Further, a few ASes experienced only minor outages during this period.

Figure 7: Nightly Internet outages and cellular restrictions. From February 14 to April 28, complete Internet connectivity

outages occurred every night in Myanmar. In this figure, we use data from IODA and Kentik to show a two week period where

these nightly outages occurred. In the "Kentik Traffic" curve—which shows the traffic seen by Kentik for all ASes in Myanmar

aggregated together—we observe a significant reduction after March 15; this reduction corresponds with the beginning of

cellular data restrictions that have been in place from March 15 onward. In Figure 3, we break down the traffic by individual

ASes and show that cellular ASes, in particular, observed a massive reduction in traffic from March 15.


