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Reliable and Secure Pre-Coding OFDM-DCSK
Design for Practical Cognitive Radio Systems

With the Carrier Frequency Offset
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Abstract—In this paper, we present a pre-coding (PC) orthog-
onal frequency division multiplexing-aided differential chaos
shift keying (OFDM-DCSK) scheme over non-contiguous (NC)
spectrum bands for cognitive radio (CR) systems. In practical
CR systems, the offset of fundamental clocks of transceivers
or non-ideal components induce the carrier frequency offset
(CFO), which will reduce the spectrum sensing accuracy and
degrade reliability performances. Additionally, CR systems prob-
ably suffer from eavesdropping or malicious attacks due to the
broadcasting property of wireless channels. With the aim to
simultaneously combat the CFO and to enhance the security
performance, in our OFDM-DCSK design, the information bits
are modulated by reference chaotic sequences, then the data-
bearing chaotic symbols and reference symbols are delivered
to the pre-coding module, wherein we interleave chaotic chips,
add the chaotic mask and duplicate chips. After OFDM modu-
lations, the chaotic signals are transmitted over channels. At the
receiver, reverse operations are performed. Moreover, we derive
the theoretical bit error rate (BER) and information leakage
expressions. Simulations are provided to verify the effectiveness
of our derivations, and to demonstrate that more reliable and
secure performances can be achieved by the presented system
compared with counterpart systems.

Index Terms—Bit error rate, carrier frequency offset, chaotic
mask, non-contiguous bands, pre-coding orthogonal frequency
division multiplexing-aided differential chaos shift keying.

I. INTRODUCTION

COGNITIVE radio (CR) technologies can intelligently
and identify unused and underused spectrum bands to
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allow the information transmission over non contiguous (NC)
sub-bands [1], thus the spectrum utilization efficiency can be
greatly improved. The CR technology can be further used in
the fifth generation (5G) communication systems to provide
services with the low latency, high coverage, high efficiency,
etc. [2]–[4] over licensed and unlicensed bands.

In practical CR systems, the carrier frequency offset (CFO),
which is generated by the offset of the fundamental clock of
the transmitter and the receiver or the non-ideal components,
will induce the transmission impairments to the signals. Thus
the spectrum sensing accuracy will be reduced, thereby signif-
icantly degrading the transmission efficiency and bit error rate
(BER) performances. Moreover, due to the broadcasting prop-
erty of wireless channels, the information transmission over
NC wireless bands may be easily eavesdropped and the security
of wireless communication systems cannot be guaranteed.

Chaos is a natural non-periodic phenomenon, which can be
hardly predicted. The chaotic sequences, which have proper-
ties such as non-periodic, noise-like and sensitive to initial
value, can be utilized to combat interferences and to improve
the security of communication systems [5], [6]. There are two
types of chaotic modulation schemes, which are the coherent
chaotic modulation and the non coherent chaotic modulation.
The coherent chaotic modulation schemes like chaos shift key-
ing (CSK) [7] can achieve good BER performances but have
high complexity of chaos synchronization. By contrast, the
non-coherent chaotic communication schemes such as the dif-
ferential chaos shift keying (DCSK) [8] remove the chaos
synchronization module, so that the complexity is acceptable
for usage in practical systems.

Although DCSK can be implemented with the acceptable
complexity [9],it has three main drawbacks. One is that the
transmission efficiency is low because half of the duration of
one DCSK symbol is used to transmit the reference sequences,
which means that the transmission efficiency is 1/2. Another
drawback is that the DCSK needs the delay line circuits, which
can hardly be implemented. The third drawback is that the
directive transmission of reference chaotic sequences degrades
the security of DCSK systems since the transmitted data can
be retrieved by malicious users with the received reference
sequences.

In order to overcome these drawbacks, [10]–[14] propose to
scramble chaotic chips to reduce the information leakage, which
still retain the delay lines in the time domain. Then [15]–[18]
utilize multiple carriers (MCs) to transmit reference sequences
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to remove the delay lines. In orthogonal frequency-division
multiplexing (OFDM) based DCSK systems, reference chaotic
sequences and information-bearing sequences are delivered
with different subcarriers. More explicitly, OFDM based DCSK
system can deliver N − 1 bits using N subcarriers in one OFDM
symbol time slot, thus the transmission efficiency is improved
while removing the delay lines. Notably, in OFDM-DCSK
systems, since different sequences are distributed in different
subcarriers, the receiver requires to know the exact subcarrier
index which bears reference sequences to retrieve them for
further demodulations of user data.

However, in practical MC-based CR systems, the CFO men-
tioned above will induce additional inter-carrier interferences
(ICIs), which may induce the overlapping of signals from the
primary user (PU) and secondary user (SU). Thus the spectrum
sensing module cannot correctly identify the usage of spec-
trum bands, which will prevent the receiver from obtaining the
reference sequence from the specific subcarrier with the cor-
rect subcarrier index. As a result, the reference sequences are
improperly selected from received signals thus the demodula-
tion errors increase, thereby bringing the issue of the reliability
performance degradation. For example, the traditional OFDM-
DCSK system [16] may have unacceptable BER performances
when the CFO happens.

Research works have been done to suppress the CFO.
Reference [18] proposes an OFDM-based code shifted (CS)
DCSK to use the Walsh code to spread the information bits
to suppress the CFO. Moreover, the CFO could be further
suppressed with the combination of the robust optimal power
control schemes [19], [20] to enhance system performances.

With the aid of the multi-carrier transmission and the CFO
suppressing, the OFDM-DCSK scheme has provided the solu-
tion for the two problems of the lower efficiency as well as the
delay lines for DCSK systems, yet the security issue remains
not addressed. To be more explicit, the research progresses
achieved in the improved DCSK schemes such as [16], [18]
etc. have not taken the security performance into account.

In this paper, we propose a pre-coding (PC) chaos mask-
ing OFDM-DCSK scheme to improve the reliability and the
security performances simultaneously for CR systems operat-
ing over NC bands. The novelty of the PC and chaos masking
aided OFDM-DCSK design is that we propose a precoding
module to utilize more subcarriers to transmit the information
bits to combat the CFO and various channel conditions, with
the aid of the chaos mask [21] to encrypt the information to
enhance the security performances.

Different from our previous work [22], which proposes the
frequency hopping aided OFDM-DCSK scheme to combat the
frequency selective fading channel condition, in this paper, we
propose a PC chaos masking OFDM-DCSK scheme, which
can not only combat the channel fading but also suppress
the CFO induced by imperfect operating conditions of the
components in practical systems, to enhance the reliability
performances. Moreover, we also propose to utilize the chaos
mask to enhance the security performance, while [22] did not
consider any security performance enhancement design. More
explicitly, only the frequency selective fading scenario is con-
sidered, while in this paper, both the CFO and various channel

fading conditions are taken into the modulation scheme design.
Additionally, both reliability and security performances are
enhanced with the improved pre-coding and chaos masking
aided OFDM-DCSK design. Naturally, the theoretical and
simulation results are also different.

In our design, at the transmitter, the binary phase shift key-
ing (BPSK) symbols will be coherently modulated with the
reference chaotic sequence. Then the data-bearing sequences
and the reference sequence are precoded and masked by the
chaotic sequence to combat the CFO and to enhance the secu-
rity performances. After the inverse fast Fourier transform
(IFFT) and the insertion of cyclic prefix (CP), the resultant
signal is transmitted over wireless NC channels. At the legit-
imate receiver, reverse operations are carried out to retrieve
the user data. After the CP removal and fast Fourier trans-
form (FFT), the pre-decoding operation is performed, and the
chaos mask is removed. Then correlation operations are per-
formed on the received signals to remove the chaos mask and
to obtain the reference sequence from the maximum likelihood
detection. Subsequently, the correlation demodulation is car-
ried out to recover the user data. Thanks to the chaos mask,
eavesdroppers can hardly retrieve the user data without the
knowledge of the chaos mask, thus the security performance
can be improved.

Briefly, the main contributions include:
1) We present a PC-OFDM-DCSK scheme to defend

against the adverse impact of CFO on BER perfor-
mances, and prevent the malicious attack with the chaos
mask, with the aim to simultaneously enhance reliability
performances and security performances.

2) With the aid the pre-coding, both reference sequences
and the data-bearing symbols are spread in the frequency
domain, thus compared with the counterpart system, bet-
ter BER performances can be achieved when there exist
the CFO, and the robustness will be enhanced.

3) By exploiting the natural high security properties of
chaotic sequences, after the masking, different chaotic
sequences are weakly correlated with each other, thus
the eavesdroppers can hardly recover the information
by performing the correlation demodulation between the
reference sequence and data bearing sequences directly.
Accordingly, the security performance is enhanced.

4) We derive the theoretical BER performances for PC-
OFDM-DCSK systems undergoing the CFO and the
security performance, and provide simulation results for
performance comparisons.

The rest of the paper is organized as follows: the
PC-OFDM-DCSK design is presented in Section II, then
Section III describes the theoretical BER analysis and the
security performance analysis. Simulation results are provided
in Section IV to show the outstanding performances of our
proposed system. Finally, we conclude the paper in Section V.

II. THE PC-OFDM-DCSK DESIGN

The details of the presented PC-OFDM-DCSK scheme are
presented as follows.
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Fig. 1. The PC-OFDM-DCSK transmitter structure.

A. PC-OFDM-DCSK Transmitter Structure

Fig. 1 illustrates the transmitter structure of the presented
PC-OFDM-DCSK scheme. Firstly, the information bits are
modulated as BPSK symbols, then after the serial to paral-
lel (S/P) conversion, multiple parallel BPSK data streams will
be modulated by the reference chaotic sequence generated by
the chaos generator. Then the pre-coding is performed on one
reference sequence and N − 1 data-bearing sequences, and
the N data streams will be transformed to NM data streams,
where M represent the subcarrier number of one chaos chip
occupies. That is to say, the total subcarrier number required
by the PC-OFDM-DCSK system is NM.

After the IFFT and adding the CP, the parallel to serial
(P/S) conversion is performed and the resultant signals are
transmitted over wireless NC channels. More details about the
chaotic modulation and the pre-coding design are provided as
below.

1) Chaotic Modulation: Let sn denote the nth (n =
1, 2, . . . ,N − 1) BPSK data symbol, which will be modu-
lated with the kth chaotic chip xk . Here we use the second
order Chebyshev polynomial function (CPF) to generate xk ,
i.e., xk+1 = 1 − 2x2

k where xk ∈ (−1, 0) ∪ (0, 1), 0 ≤
k ≤ β − 1 and β denotes the length of the chaotic sequence.
After the chaotic modulation, the information-bearing chaotic
modulated symbol dn,k is obtained as

dn,k = snxk . (1)

Notably, for the sake of the brevity, here d0,k = xk rep-
resents the kth chip of the reference chaotic sequences, and
when 1 ≤ n ≤ N − 1, dn,k represents the kth chips in the
nth data-bearing chaotic sequences. Next, all the sequences are
delivered to the pre-coding module.

2) Pre-Coding Processing: In this module, the chaotic
modulated symbols will be pre-coded to combat the CFO and
to enhance the security. Without loss of generality, we assume
β is the integral multiple of the number of chaotic sequences N
or N is the integral multiple of β. That is to say, β mod N = 0
or N mod β = 0 is always satisfied, where mod is the modulo
operator.

Let D = [dT
0 ,dT

1 , . . . ,dT
k , . . . ,dT

β−1] repre-
sent the matrix input to the pre-coding module,
where (·)T denotes the transposition operation, and

dk = [d0,k , d1,k , . . . , dn,k , . . . , dN−1,k ]. Obviously, D
has the dimension of N × β.

Next, we reshape D as

D′ = reshape(D, β,N ). (2)

More explicitly, after the reshaping operation, D′ is obtained
with the dimension of β × N which retains the column-wise
ordering of D.

Then D′ is transformed to R′ by

R′(n, :) =
(
circshift

(
D′(:,n),n

))T (3)

where R′(n, :) denotes the nth row of R′, D′(:,n) denotes
the nth column of D′, and circshift(v,n) generates the n-
chip-shifted version of the column vector v.

Subsequently, we apply the chaos masking on R′. To be
more specific, with the aid of the second order CPF and a
new initial value, we generate a new chaotic sequence c with
the length of Nβ, which then constitutes the chaotic masking
matrix C denoted by

C = exp(reshape(c,N , β)) (4)

where exp(·) denotes the exponential function. Then the
chaotic masking is carried out according to

P′ = R′ ◦ C (5)

where ◦ denotes the element-wise multiplication operator of
two matrices. Notably, during the information transmission,
we can change C dynamically to further enhance the security
performances.

After the chaotic masking, with the aim to combat the CFO,
we propose use M subcarriers to transmit the duplicates of the
matrix P′, which formulates the matrix P as follows[23]

P(nM − M + w , :) = P′(n, :) (6)

where P = [pT
0 ,pT

1 , . . . ,pT
n′ , . . . ,pT

NM−1]
T , 0 ≤ w ≤

M − 1, 0 ≤ n ′ ≤ NM − 1, pT
n′ = [pn ′,0, pn ′,1,

, . . . , pn ′,k , . . . , pn ′,β−1]T . The resultant matrix P is then sent
to the IFFT module to perform the OFDM modulation.

3) OFDM Modulation: In the OFDM modulation process-
ing, the IFFT are performed on pn ′,k as below

si ,k =
1√
N

NM−1∑

n ′=0

pn ′,kej 2πn′i
N (7)

where i is the index of IFFT-modulated chips.
It is worth pointing out that since multiple duplicates have

been transmitted, the receiver can select the one with larger
signal to noise ratio (SNR) for information retrieval, and thus
the reliability performance can be enhanced with the improved
security performances thanks to the chaotic masking.

B. Legitimate PC-OFDM-DCSK Receiver Structure

Fig. 2 illustrates the legitimate receiver structure of PC-
OFDM-DCSK system. After the S/P transform and the
removal of CP, the received data stream will be transformed
to NM parallel streams.
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Fig. 2. The PC-OFDM-DCSK receiver structure.

Then the fast Fourier transform (FFT) is applied to per-
form the OFDM demodulation and the resultant symbols
are sent to the pre-decoding module, wherein the maximum
likehood detection is performed to optimally select N data
stream from the NM data streams. Moreover, the chaos mask
will be removed. Every resultant β pre-decoded symbols are
performed correlation demodulations to recover the BPSK
symbols. Finally, maximum likelihood method is used to
recover transmitted information bits. More details about the
OFDM demodulation, the pre-decoding, the detection and the
estimation are given as below.

1) OFDM Demodulation: After the FFT, we obtain the
symbol over the n ′th subcarrier in the kth chaotic chip time
slot denoted by qn ′,k as [24], [25]

qn ′,k =
1√
NM

NM−1∑

i=0

ri ,ke−j 2πn′i
N

= Hn ′,kpn ′,kS1 +
NM−1∑

u=0,u �=n′
Hu,kpu,kSu−n ′+1 + ξn ′,k

(8)

where ri ,k denotes the ith chip of the OFDM symbol in the
time slot of the ith chaotic chip, ξn ′,k is the complex additive
white Gaussian noise (AWGN) with zero mean and power
spectral density of N0, Hn ′,k is the channel frequency response
(CFR) over the n ′th subcarrier and the kth chaotic chip. Su

represents the inter-carrier interference (ICI) induced by the
CFO over the uth subcarrier as [24], [25]

Su =
sin(π[u − 1 + ε])

NM sin
(

π[u−1+ε]
NM

)ejπ(1− 1
NM )(u−1+ε) (9)

where ε is the normalized CFO, which is defined as ε = fd/fs ,
fd is the Doppler frequency shift, and fs is the bandwidth
occupied by the whole OFDM symbol.

In the special case that the information transmission under-
goes the flat fading, i.e., the CFR remains constant in the time
domain, we have Hn,k = Hn for ∀k .

2) Pre-Decoding for Legitimate Receivers: At the legit-
imate receiver, the reverse pre-decoding operation is per-
formed. Let qT

n′ denote the matrix consists of qn ′,0
given by Eq. (8), namely we have qT

n′ = [qn ′,0, qn ′,1,

, . . . , qn ′,k , . . . , qn ′,β−1]T , which further constitutes the
matrix Q = [qT

0 , qT
1 , . . . , qT

n′ , . . . , qT
NM−1]

T .
Next, we remove the chaos mask from the received signals

with the known chaos masking pattern. It is worth pointing
out that in the proposed PC-OFDM-DCSK system, we use
the uncoordinate direct sequence spread spectrum (UDSSS)
technique [26], [27] to transmit the chaos mask pattern to the
legitimate receiver. With the aid of the chaos masking pat-
tern learned from the specific control channel at receivers, we
remove the chaos mask by

Q′ = Q ◦ conj
(
C′) (10)

where conj(·) performs the conjunction calculation, and sim-
ilar to Eq. (5), C′(nM − M + w , :) = C(n, :) where
0 ≤ w ≤ M − 1.

After removing the chaos mask, we recover the reference
chaotic sequence from the symbols potentially undergoing the
CFO with the aid of Q′. Define Rm = Q′((0 : N − 1)×M +
m, :), then the optimal value of Rm∗ will be determined by

m∗ = arg max
m

tr
(
conj(Rm) · (Rm)T

)
(11)

where tr(·) denotes the trace of a matrix. For a given m∗, the
N × β-dimension matrix Rm∗ can be determined.

Subsequently, similar to Eq. (3), Rm∗ will be firstly
shifted as

Z′(:,n) = circshift
(
(Rm∗(n, :))T ,−n

)
. (12)

Then the reshaping reverse to Eq. (2) is performed on
Z′(:,n), which can be denoted as

Z = reshape
(
Z′,N , β

)
(13)

where Z = [zT0 , zT1 , . . . , zTk , . . . , zTβ−1], and zk =
[z0,k , z1,k , . . . , zn,k , . . . , zN−1,k ].

3) Detection and Estimation: After the pre-decoding, the
buffers will store the resultant chip zn,k . If zn,k is buffered
β times, the stored sequences will be released to perform the
correlation demodulation as

Zn = �
⎧
⎨

⎩

β−1∑

k=0

conj
(
z0,k

) · zn,k

⎫
⎬

⎭
(14)

where �{·} takes the real part, z0,k is the kth element of the
reference chaotic sequence, and Zn is the demodulated nth
BPSK symbol.

At last, the maximum likelihood estimation of transmitted
symbols is carried out on Zn , namely, we have ŝn = sgn(Zn )
where sgn(·) denotes the sign function.

III. PERFORMANCE ANALYSIS

In this section, we will analyze BER and security perfor-
mances for the PC-OFDM-DCSK scheme.
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Fig. 3. The value of |∑kM+M−1
u=kM

Su−Ok+1|2 and kM − Ok + 1.
N = 128, β = 128, M = 16 and ε = 0.1.

A. BER Performance

1) BER for Legitimate Users: Using Gaussian approxima-
tion (GA) [28] method, we can derive the theoretical BER
expressions for the PC-OFDM-DCSK system undergoing the
CFO. Without loss of generalization, we assume that β is large
enough and equal to the number of chaotic data streams N.
In addition, we also assume that the CFO will not change
with time and the symbols will not be shifted by Eq. (3) or
de-shifted by Eq. (12).

Firstly, according to Eq. (2), Eq. (5) and Eq. (8), received
symbols can be re-expressed as

qn ′,k =
NM−1∑

u=0

Hu,kpu,kSu−n ′+1 + ξn ′,k

=
NM−1∑

u=0

Hu,kdk ,ycy,kSu−n ′+1 + ξn ′,k (15)

where y = floor(u/M), floor(u/M ) defines the largest integer
which is not larger than u/M, and cy,k denotes the yth row
and kth column element in the chaos mask matrix C.

After the pre-decoding, we obtain

zn,k = qOk ,n · c∗floor(Ok/M ),n (16)

where Ok is the optimal number provided by Eq. (11) and
ranged from kM to kM + M − 1. When n ′ = Ok , according
to Eq. (15), we have

qOk ,n =
NM−1∑

u=0

Hu,npu,nSu−Ok+1 + ξOk ,n (17)

Notably, in this equation, when kM ≤ u ≤ kM +M −1, pu,n

remains the same. Considering that the channel response Hu,n

and the noises ξOk ,n are weakly correlated with the received
signals, the optimization problem given in Eq. (11) can be
transformed to the problem of selecting the optimal Ok for
pk ,n

∑kM+M−1
u=kM Su−Ok+1 (kM ≤ Ok ≤ kM + M − 1).

Fig. 3 illustrates the value of |∑kM+M−1
u=kM Su−Ok+1|2 ver-

sus kM −Ok + 1. It can be observed that when kM −Ok +

1 = 1, |∑kM+M−1
u=kM Su−Ok+1|2 attains the largest value,

therefore we obtain the optimal value of Ok as Ok = kM .
According to Eq. (15) and Eq. (16), we have

zn,k =

(
NM−1∑

u=0

Hu,ndn,ycy,nSu−kM+1 + ξkM ,n

)

· c∗k ,n

(18)

where z0,k denotes the kth chip of reference chaotic chip when
n = 0, when n ≥ 1, zn,k denotes the kth chip of the nth
information bearing chaotic sequences, the complex CFR Hu,n

with zero mean and power spectral density of 1 and ξkM ,n is
the noise. Since Hu,n and ξkM ,n are random variables and the
chip of chaos mask cy,n has the amplitude of 1 and uniform
distributed phase, it is reasonable to assume that the multipli-
cation of chaos mask chips will not change the distribution of
CFR and noise. Therefore, according to Eq. (1), we obtain

zn,k =
NM−1∑

u=0

Ĥu,nsnxySu−kM+1 + ξ̂kM ,n

= sngk + ξ̂kM ,n (19)

where Ĥu,n = Hu,ncy,nc∗k ,n has the same distribution as

Hu,n , ξ̂kM ,n = ξkM ,nc∗k ,n has the same distribution as ξkM ,n

and gk =
∑NM−1

u=0 Ĥu,nxySu−kM+1.
Then, according to Eq. (14) and Eq. (19), the demodulated

symbol Zn for n ≥ 1 can be derived as

Zn = �
⎧
⎨

⎩

β−1∑

k=0

(
s0gk + ξ̂kM ,0

)∗(
sngk + ξ̂kM ,n

)
⎫
⎬

⎭

= �
⎧
⎨

⎩

β−1∑

k=0

sn |gk |2
⎫
⎬

⎭
︸ ︷︷ ︸

P1

+�
⎧
⎨

⎩

β−1∑

k=0

ξ̂∗kM ,0ξ̂kM ,n

⎫
⎬

⎭
︸ ︷︷ ︸

P2

+�
⎧
⎨

⎩

β−1∑

k=0

(
g∗k ξ̂kM ,n + sngk ξ̂∗kM ,0

)
⎫
⎬

⎭
︸ ︷︷ ︸

P3

(20)

where P1 contains the desired signal, P2 and P3 denote the
disturbance components. Because P1, P2 and P3 are statisti-
cally independent, the expectation and variance of Zn can be
naturally obtained as

E{Zn |(sn = ±1)} =
3∑

w=1

E{Pw |(sn = ±1)}

var{Zn |(sn = ±1)} =
3∑

w=1

var{Pw |(sn = ±1)} (21)

where E{·} takes the expectation and var{·} takes the vari-
ance. Thus the signal-to-noise-plus-interference ratio (SINR)
expression can be represented by

Γ = (E{Zn |(sn = ±1})2/var{Zn |(sn = ±1}

=
∑3

w=1 E{Pw |(sn = ±1)}
∑3

w=1 var{Pw |(sn = ±1)} . (22)
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Furthermore, using the central limit theorem, we can eval-
uate the statistical characteristics of P1, P2 and P3 as

E{P1|sn = +1} = −E{P1|sn = −1} = βE
{
|gk |2

}

E{P2|sn = ±1} = E{P3|sn = ±1} = 0

var{P1|sn = ±1} = βvar
{
|gk |2

}

var{P2|sn = ±1} =
1
2
βN 2

0

var{P3|sn = ±1} = βE
{
|gk |2

}
N0. (23)

Then we could derive the BER expression for the presented
PC-OFDM-DCSK system as

BER = erfc
(√

Γ/2
)
/2

=
1

2
erfc

⎡

⎣

(
2var

{|gk |2
}

βE{|gk |2}2
+

2γNN0

Eb(N − 1)
+

γ2N 2N 2
0 β

E2
b (N − 1)2

)− 1
2
⎤

⎦

(24)

where Eb = NβE{x2
k }/(N − 1) is the average bit energy,

γ = E{x2
k }/E{|gk |2}.

To elaborate a bit further, with the assumption that β is large
enough [28], the term 2var{|gk |2}/(βE{|gk |2}2) in Eq. (24)
is approximately equal to 0. Thus from Eq. (22), Eq. (23) and
Eq. (24), we can see that the BER is determined by E{|gk |2}.
Next, we will evaluate E{|gk |2}.

Firstly, without loss of generality, we assume that the
CFRs of M adjacent subcarriers over frequency selec-
tive fading channels remains constant by selecting the
appropriate M, and that xy over M adjacent subcarriers
are also constant. Define two (NM)-dimension vector
columns as h = [H 0,H 1, . . . ,H u , . . . ,HNM−1]T =
[Ĥ0,n x̂0, Ĥ1,n x̂1, . . . , Ĥu,n x̂u , . . . , ĤNM−1,n x̂NM−1]T and
sk = [S0−kM+1,S1−kM+1, . . . ,Su−kM+1, . . . ,SNM−1−kM+1]T

where x̂u = xfloor(u/M ) = xy , H u = Ĥu,n x̂u , then gk can
be represented by gk = sk

Th = hT sk, and E{|gk |2} is
expressed as

E
{
|gk |2

}
= E{g∗k gk} = E

{
sk

H h∗hT sk

}

= sk
H E
{

h∗hT
}

sk (25)

where (·)H denotes the Hermitian transpose.
Obviously, E{|gk |2} depends on the distribution of CFR and

chaotic chips. For chaotic chips generated by the second CPF,
the distribution of xk is E{x2

y } = 1/2. When the channel
is identically and independently distributed (i.i.d.), the CFR
will be independent with each other and the distribution is
E{|Ĥu,n |2} = 1. Thus E{|H u |2} = E{x2

y }E{|Ĥu,n |2} =
1/2 and we have

E
{
H ∗

u1H u2

}
=
{

1/2, if H u1 = H u2

0, otherwise
. (26)

Considering that we assume that the channel fading and noises
remain constant over M subcarriers, h can be divided into

TABLE I
E{|gk |2} VERSUS M

M-dimension sub-vector, E{h∗hT } can be expressed as

E
{

h∗hT
}

=
1
2

⎡

⎢
⎢
⎢
⎣

1M 0M · · · 0M
0M 1M · · · 0M
...

...
. . .

...
0M 0M · · · 1M

⎤

⎥
⎥
⎥
⎦

(27)

where 1M denotes the M × M-dimension matrix whose all
elements are 1 and 0M denotes the M × M-dimension matrix
whose all elements are 0. Therefore, according to Eq. (25) and
Eq. (27), the E{|gk |2} is derived as

E
{
|gk |2

}
=

1
2
sk

H

⎡

⎢
⎢
⎢
⎣

1M 0M · · · 0M
0M 1M · · · 0M
...

...
. . .

...
0M 0M · · · 1M

⎤

⎥
⎥
⎥
⎦

sk

=
1
2

N−1∑

n=0

M−1∑

u1=0

M−1∑

u2=0

× S∗
u1+nM−kM+1Su2+nM−kM+1 (28)

From Fig. 3, we can learn that Su can have a large value
only when u = 1. Substituting Eq. (9) into Eq. (28), we can
see that the value of E{|gk |2} is dependent on k, M and ε.
For example, when N = 128, β = 128 and ε = 0.1, Table I
shows the value of E{|gk |2} increases with larger M, which
means that lower BER and better reliability performances can
be provided for the presented PC-OFDM-DCSK system.

In the special case when the PC-OFDM-DCSK system oper-
ates over AWGN channel, by setting Su = 1 and Hu,n = 1,
the BER over AWGN channel can be derived based on Eq. (24)
and Eq. (28) as

BERAWGN

=
1
2
erfc

⎡

⎣

(
1
β

+
2NN0

Eb(N − 1)
+

N 2N 2
0 β

E2
b (N − 1)2

)− 1
2

⎤

⎦. (29)

It is worth pointing out that from Eq. (9) and Eq. (28), we
can notice that for the practical CR systems with the CFO,
the CFO will induce the interferences from signals transmitting
over other subcarriers. Moreover, Su will bring the phase offset
of the symbols, thereby degrading the BER performances of
the conventional OFDM-DCSK system [16]. By contrast, with
our pre-coding design, the chaos chips can be transmitted via
all available subcarriers, thus the receiver can select the best
chaos chips which are not affected by the ICI to retrieve the
received data, thus the BER performances can be improved.
Moreover, different chaos chips can be distributed in different
subcarriers, then the channel frequency response information
can be collected and extracted from these chaos chips in
one chaotic sequence. Thus the frequency diversity gain can
be exploited to improve the BER performances. Except for

Authorized licensed use limited to: WRIGHT STATE UNIVERSITY. Downloaded on February 16,2022 at 22:21:48 UTC from IEEE Xplore.  Restrictions apply. 



LIU et al.: RELIABLE AND SECURE PC OFDM-DCSK DESIGN FOR PRACTICAL CR SYSTEMS WITH CFO 195

the analytical analysis, the simulated BER results provided
in Section IV can also validate the better BER performances
achieved by our design.

2) BER for Eavesdroppers: As mentioned above, the eaves-
droppers cannot recover the information without the knowl-
edge of the chaotic masking. In this scenario, similar to
Eq. (24), we derive the BER of the eavesdroppers as

BEReavesdroppers

=
1

2
erfc

⎡

⎣

(
2var

{|g̃k |2
}

βE
{|g̃k |2

}2
+

2γ̃NN0

Eb(N − 1)
+

γ̃2N 2N 2
0 β

E2
b (N − 1)2

)− 1
2
⎤

⎦

(30)

where γ̃ = E{|xk |2}/E{|g̃k |2}, g̃k =
∑NM−1

u=0 H̃u,nxy
Su−kM+1 and H̃u,n = Hu,ncy,n .

It is noticeable that the equivalent CFR of legitimate users
and eavesdroppers are represented by Ĥu,n and H̃u,n respec-
tively, which satisfies Ĥu,n = H̃u,n ·c∗k ,n , c∗k ,n . Different from

the legitimate users, for eavesdroppers, H̃u,n contains the ele-
ment cy,n , which is independent with other chaos mask chips
when n is different, thus different data streams received by
the eavesdroppers will be independent with each other. Using
the similar derivation method to Eq. (28), due to the statis-
tical independent characteristics of received signals, we can
derive that E{|g̃k |2} ≈ 0. Accordingly, BEReavesdroppers is
large and the eavesdroppers can hardly retrieve the transmitted
data.

B. Security Performance

In order to evaluate the theoretical security performances,
we calculate the information leakage as follows [29], [30].

Assuming that the binary bits 0 and 1 for the transmis-
sion are generated with the identical probability, the mutual
information between the transmitted data X and the data YE
retrieved by eavesdroppers can be derived as

In(YE ;X ) = Hn(YE ) − Hn(YE |X )
= 1 + pn log2 pn + (1 − pn) log2(1 − pn) (31)

where Hn(·) calculates the entropy and pn is the BER given
in Eq. (30).

Since at the eavedropping receivers, the N − 1 PC-OFDM-
DCSK information bearing data streams are independent from
each other, the information leakage can be obtained as [30]

L =
1

N − 1

N−1∑

n=1

In(YE ;X ). (32)

For practical CR systems, thanks to the non-periodicity
property of the chaotic sequence, it is too difficult for eaves-
droppers to recover the transmitted data by time-consuming
brute force cracking methods, thus the information leakage
of real time communications for legitimate PC-OFDM-DCSK
receivers is very low and hence the security performance can
be enhanced.

Fig. 4. The theoretical and simulated BER performances of PC-OFDM-
DCSK systems over AWGN channel when N = 128.

IV. SIMULATION RESULTS

In this section, with the motivation to validate the main
contributions of the proposed scheme, including the improved
security and reliability performances in the scenario wherein
the CFO exists as well as the theoretical analysis, the sim-
ulation results are provided. To be more explicit, we first
compare the analytical results with the simulated BER per-
formances to verify the effectiveness of theoretical deriva-
tions. Then we compare the simulated BER performances
of the presented PC-OFDM-DCSK systems with counter-
part schemes including the conventional OFDM-DCSK [16]
system and the OFDM-CS-DCSK system [18] to validate the
enhanced performances achieved by our design.

A. BER Performances of PC-OFDM-DCSK System

Firstly, Fig. 4 demonstrates that for the legitimate PC-
OFDM-DCSK receiver, the theoretical BER performances
match the simulated BER performances over AWGN channel
when β = 32, 64, 128, 256, which verifies the effectiveness of
our derivations. In addition, it can be seen that the BER per-
formances are better for smaller β due to fewer interferences,
which is in accordance with the observations obtained in [16].

Furthermore, Fig. 5 investigates the BER performances of
the proposed system with different β when the Eb/N0 varies
from 10dB to 16dB. It can be observed that when the value
of Eb/N0 becomes larger, there emerges an optimal value
of β with which the proposed system could achieve the best
performance. Moreover, when β becomes larger, the BER
performances degrade faster. The reason is that when β is
relatively small, the BER performances could be improved
since chaotic transmissions could help to combat the channel
fading. However, when β increases, the interferences induced
by chaotic sequences would degrade the BER performances. In
particular, when the signal energy increases, the interferences
also increase accordingly, thereby bringing deeper impact to
the BER performances. Hence we could select an appropriate
β for a specific practical system based on the user demands
and transmission conditions.
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Fig. 5. The BER performances versus β of PC-OFDM-DCSK systems over
AWGN channel when N = 10.

Fig. 6. The theoretical and simulated BER performances of PC-OFDM-
DCSK systems over AWGN channel when β = 1024.

Then, Fig. 6 provides the analytical BER and simulated
BER performances over AWGN channel when β = 1024. It
can be seen that better BER performances can be achieved by
using more subcarriers. Moreover, for larger N, the theoretical
BER performances match the simulated BER performances
better due to the smaller approximation error when using
the Gaussian approximation methods. Notably, since the ana-
lytical result are obtained using the Gaussian approximation
method, the distribution of Zn defined by Eq. (20) may be
slightly different from Gaussian distribution, which induces
the approximation errors and brings the slight deviations of
the simulated results from the analytical results. Moreover,
we can observe that the BER performance gain increases more
slowly when N increases. The reason is that it can be seen from
Eq. (24) that the value of the fraction N/(N − 1) approaches
1 when N becomes larger.

Fig. 7 illustrates the BER performances of the presented
PC-OFDM-DCSK system over the channel with the CFO. We
can conclude from Fig. 7 that thanks to the pre-coding, when

Fig. 7. The BER performances of PC-OFDM-DCSK systems undergoing
the CFO when N = 128, β = 128 and ε = 0.1.

Fig. 8. The simulated BER performance comparison between PC-OFDM-
DCSK and OFDM-DCSK [16] systems undergoing the CFO.

N = 128, β = 128 and the CFO is set as ε = 0.1, the BER per-
formances of PC-OFDM-DCSK system become better when
the subcarrier expansion factor M increases. It can also be
seen that the simulation results match the analytical results
evaluated from Eq. (24) and Eq. (28), which means that our
derivations are effective.

B. BER Performance Comparisons of PC-OFDM-DCSK
Systems and Counterpart Systems

For the fairness of performance comparisons, in the follow-
ing performance comparisons, the same parameter settings are
employed in the presented and the counterpart systems.

1) BER Performance Comparison Between PC-OFDM-
DCSK and OFDM-DCSK: Fig. 8 compares the simulated
BER performances over the channels wherein there exist
CFO environment between the presented PC-OFDM-DCSK
and conventional OFDM-DCSK [16]. It can be observed
that the PC-OFDM-DCSK design can effectively combat the
CFO, and achieves much lower BER than the conventional
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Fig. 9. The BER performance comparison of the PC-OFDM-DCSK system
and the OFDM-CS-DCSK system [18] over flat fading channels with CFO
when the length of CP is 8.

OFDM-DCSK system [16]. The reason is that with the pre-
coding module, the chaos chips could be transmitted via
different subcarriers, thus the channel impulse response nat-
urally embedded into these chaos chips can be collected for
information retrieval. Thus the receiver can select chaos chips
over subcarriers with fewer ICI or collect the chaos chips over
different subcarriers to utilize the frequency diversity gain to
improve the BER performances for the proposed system.

2) BER Performance Comparison Between PC-OFDM-
DCSK and OFDM-CS-DCSK: Subsequently, we compare
the BER performances of PC-OFDM-DCSK and OFDM-CS-
DCSK [18] over flat fading channels and multi-path fading
channels. In the following comparisons, the number of the
chaotic sequence is N = 8, and each chaotic sequence has
the length of β = 8. In addition, for the PC-OFDM-DCSK
system, the parameter M is set as 16.

Fig. 9 illustrates the BER performance comparisons of
the PC-OFDM-DCSK system and the OFDM-CS-DCSK
system [18] over flat fading channels with CFO. We can con-
clude from Fig. 9 that our presented system achieves lower
BER when the Eb/N0 is low. Besides, we can notice that
when Eb/N0 increases, the BER performances of the OFDM-
CS-OFDM system have an error floor although the BER of
OFDM-CS-DCSK is lower than the BER of our system when
20dB ≤ Eb/N0 ≤ 28dB and ε = 0.1. Moreover, with the
absence of the error floor, our system can reach a much lower
BER bound in the scenario where the CFO exists.

Then we compare the BER performances between the PC-
OFDM-DCSK system and the OFDM-CS-DCSK system over
the multi-path fading channel with the CFO. In the simula-
tions, the multi-path fading channel has L paths whose average
power are E{h2

l } where E{h2
l } = E{h2

1} exp [−ν(l−1)] and
l = 1, 2, . . . ,L, and the power of each path will be normalized
to guarantee

∑L
i=1 E{h2

l } = 1. The channel fading parameter
ν is set as 1.

As shown in Fig. 10, it can be observed that in the OFDM-
CS-DCSK system, similar to the case of flat fading channels,

Fig. 10. The BER performance comparison of the PC-OFDM-DCSK system
and the OFDM-CS-DCSK system [18] over multi-path fading channels with
CFO and L = 3 when CP length is 8.

Fig. 11. The BER performance comparison of the PC-OFDM-DCSK system
and the OFDM-CS-DCSK system [18] over multi-path fading channels with
L = 1,3,8, ε = 0.01 and CP length = 0, 8.

the BER error floor appears above 10−4 when ε = 0.01 and
ε = 0.1. By contrast, our presented PC-OFDM-DCSK system
can provide better BER performances over the channels with
the CFO of different ε, and achieve the BER lower than 10−5

when ε = 0.01 and ε = 0.1. Thus the presented design can
effectively combat the CFO and the multi-path fading to pro-
vide reliable transmission for the users over multi-path fading
channels.

Fig. 11 provides the BER performance comparison results
between the presented PC-OFDM-DCSK system and the
OFDM-CS-DCSK system [18] over multi-path fading chan-
nels with different number of paths and CP length when ε is
set as 0.01. Similar to the observations in Fig. 9 and Fig. 10,
the OFDM-CS-DCSK system has the BER error floor.

Furthermore, we can conclude that our PC-OFDM-DCSK
system performs well in the CFO environment no matter
whether the CP is added or not, however, it is noticeable that
the lack of CP will result in the error floor above 10−5. Hence,
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Fig. 12. The CCDF performance comparison between the PC-OFDM-DCSK
system and other counterpart systems when N = 128 and β = 128.

the CP can help the presented PC-OFDM-DCSK system to
defend against the multi-path fading. Moreover, it can be also
be seen that for larger number of path, better BER perfor-
mances can be achieved by our presented system. The reason
is that when L increases, more frequency diversity can be
utilized and thus the BER performances are improved.

C. Security Performance

Here we propose to investigate the correlation degree among
the transmitted symbols, and compare the information leakage
among the presented PC-OFDM-DCSK system and coun-
terpart systems. In the following simulation, the number of
eavesdroppers is set as 1, the number of subcarriers N is set
as 128, the length of chaotic sequences β is set as 128, the
subcarrier expansion factor M is set as 16, and the average
power of each path E{h2

l } over multipath fading channel is
set as E{h2

l } = E{h2
1} exp [−ν(l−1)], where l = 1, 2, . . . ,L,

L is the number of paths, ν = 1 and the power of each path
is normalized to

∑L
i=1 E{h2

l } = 1.
Besides, we assume that the eavesdropper can receive all the

data from the legitimate users due to the broadcasting property
of wireless channels, and that the channel state information of
both the legitimate channel and the eavesdropping channel can
be obtained from the pilot symbols, thus the data of legitimate
users can be fed back, decoded and retrieved [31]. Notably, it
is reasonable to assume that the only thing the eavesdropper
does not know is the chaos mask pattern due to the chaos mask
employed at the proposed PC-OFDM-DCSK transmitter.

1) CCDF Performance Comparison: In Fig. 12, we
firstly investigate the correlations among the OFDM sym-
bols among the presented PC-OFDM-DCSK system, OFDM-
DCSK system [16] and OFDM-CS-DCSK system [18]. The
correlation of OFDM symbols in different time slots indicates
the security performance since the eavesdroppers may retrieve
the information by performing the correlation demodulation
between different OFDM symbols. Therefore, if the correlation
is weak, the eavesdroppers can hardly obtain the information.

Fig. 13. The BER performance comparison of legitimate users and
eavesdroppers when N = 128, β = 128 and M = 16.

Here we evaluate the correlations by Cj ,k =
�{∑NM−1

i=0 conj(si ,j ) · si ,k}/Nf , where si ,j is the i th
chip of the j th OFDM symbol transmitted by the transmitter,
si ,k is the ith chip of the kth OFDM symbol and Nf is the
constant normalization factor. Furthermore, we evaluate the
distribution of Cj ,k using the complementary cumulative
distribution function (CCDF), which is defined as

CCDF (C0) = Pr
(
Cj ,k > C0

)
(33)

where C0 is the threshold of Cj ,k and Pr(Cj ,k > C0) denotes
the probability that Cj ,k is larger than the threshold.

From Fig. 12, we can conclude that the CCDF of the PC-
OFDM-DCSK system is much lower than that of the other
two systems, including the OFDM-DCSK system [16] and
the OFDM-CS-DCSK system [18], which means that thanks
to the chaos mask, the correlation between reference chaotic
sequences and information bearing sequences is weakened and
the eavesdroppers cannot recover the information by simply
performing the correlation demodulations.

Fig. 13 compares the BER performances for legitimate users
and eavesdroppers. Simulation results show that the legiti-
mate users can successfully demodulate the information since
they can recover the symbols from the masked signals with
the knowledge of chaos mask. By contrast, the eavesdroppers
receiver can not recover the transmitted data due to the high
BER since the chaos mask are unknown to them.

Finally, Fig. 14 shows the information leakage performances
for eavesdropping between the PC-OFDM-DCSK system and
the OFDM-DCSK system [16] according to Eq. (31) and
Eq. (32). Here we assume that the eavesdroppers could learn
all the key parameters at the transmitter [29], except the chaos
mask. It can be concluded from Fig. 14 that thanks to the
chaos mask, it is nearly impossible for the eavesdroppers
to recover the transmitted data from the masked symbols in
the PC-OFDM-DCSK system, and the information leakage is
much lower than the corresponding performance of OFDM-
DCSK systems. Moreover, when Eb/N0 is large enough, the
eavesdroppers can easily obtain all information transmitted
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Fig. 14. Information leakage performance comparison between the presented
PC-OFDM-DCSK system and the OFDM-DCSK system [16].

by OFDM-DCSK systems. On the contrary, for PC-OFDM-
DCSK systems, even when the Eb/N0 is large, the number of
leaked bits remains few. We can also conclude from Fig. 14
that for the information leakage will increase with larger N.
The reason is that more information can be extracted from
more received data.

V. CONCLUSION

In this paper, we propose a novel pre-coding OFDM-DCSK
scheme to simultaneously improve both the reliability and
the security performances for practical CR systems undergo-
ing the CFO. In our design, the chaotic chips are interleaved
and spread in the frequency domain, then the chaos mask is
added. Thanks the pre-coding with chaotic masking, the aver-
age energy of the desired signal is increased, and thus the
BER performances can be improved. Moreover, the eaves-
droppers can hardly retrieve the pre-coded symbol without
the knowledge of the trace of the chaos mask, which enhances
the security performances. Furthermore, we derive the theoret-
ical BER and information leakage expressions. Simulations are
performed to verify the effectiveness of our derivations, and
to investigate the reliability and security performances. The
results demonstrate that our presented system achieves better
BER and more secure performances over AWGN channel, the
flat fading channel and the multipath fading channel than the
counterpart state-of-the-art designs. Therefore, the presented
PC-OFDM-DCSK scheme can provide services with high reli-
ability and security over contiguous or NC bands for practical
CR systems potentially operating with the CFO induced by
the clock offset or non-ideal electronic components.
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