
Jump and Wobble: A Defense Against Hidden Terminal Emulation

Attack in Dense IoT Networks

Moinul Hossain* and Jiang Xie**

*Towson University, Towson, MD, USA

**The University of North Carolina at Charlotte, Charlotte, NC, USA

Email: mhossain@towson.edu, Linda.Xie@uncc.edu

Abstract—The unprecedented growth in Internet of Things
(IoT) deployment is making it difficult to safeguard IoT in-
frastructures against novel security threats. Recently, a new
attack, hidden terminal emulation (HTE), has shed light on a
vulnerability in the co-located and dense IoT networks, where
the attacker emulates a hidden node from an external co-located
network. HTE attack exploits the heterogeneity among different
IoT networks, the shared nature of spectrum access, and the
proximity to the victim IoT device in a dense IoT scenario to
interrupt the victim’s communication. Prior work on HTE attack,
however, considers an omniscient attack model, which has strong
assumptions. In contrast, we propose a constrained attack model,
which considers the sensing constraints of an attacker. Afterward,
we propose a novel safeguard approach based on the Markov
decision process to counteract the proposed attack model, namely
Jump and Wobble. This work is among the very few to highlight
the lower-layer vulnerabilities of spectrum coexistence in dense
co-located IoT networks and, to the best of our knowledge, it is
the first to propose a defense mechanism against HTE attacks.

I. INTRODUCTION

In recent years, a significant amount of progress has been

made on computing and communication technologies, which

paved the way for device miniaturization and control of smart

appliances. Internet-of-Things (IoT) consists of these smart

devices that intricately integrate our surrounding physical

systems to deal with complex real-life problems. As a result,

the number of connected IoT devices is growing exponentially.

Such growth brings a unique scenario where there will be

numerous IoT devices in a small physical space, and they

may utilize the same spectrum (e.g., unlicensed band) and

follow different wireless technologies (e.g., Cellular and WiFi);

hence, radio interference issue will aggravate. Though several

options have been proposed [1], [2], mutual spectrum sharing

provides the most promising solution toward interference

aware coexistence among different technologies [3], [4].

Motivations. This new spectrum coexistence scenario cre-

ates novel lower-layer vulnerabilities that existing defensive

approaches are inadequate to address because they do not

consider sharing the spectrum with external wireless networks

that follow different wireless technologies. Previous works on

IoT security mostly addressed upper-layer vulnerabilities [5]–

[7], whereas lower-layer ones remain under-studied. Though

[8]–[20] discussed different variants of denial-of-service (DoS)

attacks in the lower layers of relevant technologies, they do

not consider spectrum coexistence. The physical proximity
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Fig. 1. Illustration of hidden terminal emulation attack.

and shared spectrum operation in dense scenarios significantly

impact the lower layers’ dynamics. Recently, [21]–[23] have

proposed a coordinated multi-layer attack, namely hidden

terminal emulation (HTE), in PHY and MAC layers to execute

DoS attacks. Here, the attacker is a wireless device from a co-

located external network, impersonating a hidden terminal to

a victim IoT device and interferes with the transmission of

that device as a hidden terminal. Unlike traditional jamming

attacks, the emulation of hidden terminals justifies this mali-

cious interference; hence, it is challenging to detect. Thereby,

conventional defensive measures are futile since the source of

interference is a legitimate external device.

Though handshaking mechanisms can help avoid the benign

hidden terminal interference issue within a network, there is

no solution to manage this among heterogeneous technologies,

and HTE-attack takes advantage of this limitation. Fig. 1(a)

illustrates this attack where attackers (i.e., A1 and A2) try to

pose as hidden terminals to D1 and interfere with D1’s packets

to D5 and D6; they broadcast their identity only to nodes D5

and D6 by manipulating antenna radiation characteristics. This

ingenious way of exploiting antenna properties enables attack-

ers to emulate a different physical location than the actual one,

illustrated in Fig. 1(b). As an example, network D and A could

represent WiFi and LTE-U enabled IoT devices—sharing the

5GHz band—that physically reside in two neighboring rooms,

apartments, or houses. The exponential growth of IoT devices

will aggravate this vulnerability, and it can become life-

threatening if an attacker can compromise a critical IoT device

(e.g., oxygen pump or pacemaker). Though [22] proposes a

detection technique, it does not discuss how to evade such

attacks and, to the best of our knowledge, it remains unstudied.

Therefore, given the colossal impact and time criticality of

this vulnerability, we must investigate the attack rigorously

and propose adequate defensive strategies.

Challenges. In [22], it considers an omniscient attack model
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where the attacker can instantly sense all the channels. How-

ever, in reality, an attacker may have constrained sensing

ability. Therefore, we require an attack model that considers

the practical sensing constraints of the attacker.

Finally, a proactive defense approach—regardless of an

attacker’s strategy—must take into account the versatility (e.g.,

channel and route diversity) offered by multi-channel dense

IoT networks and employ these unique attributes to fortify

against (or avoid) unwanted malicious interference, even if it

results from benign interference sources.

Contributions. The unique contributions of this paper are:

(1) we modify the HTE attack model of [21] and propose a

channel hopping-based attack model where the attacker ran-

domly hops through different channels to detect the operating

channel of the victim, and (2) we propose a Markov decision

process (MDP) based novel safeguard strategy to thwart the

HTE attack, where a defender exploits the diversity in a

multi-channel network by randomly hopping through different

channels and exploits the proximity in dense IoT networks by

diverting traffic through intermediate devices.

Related Work. The research community has discovered

numerous security vulnerabilities and proposed their defenses

in IoT [24]–[28]. In [5], a distributed DoS attack is studied

where Mirai botnet was used to compromise 0.6 million IoT

devices. Honeywell home controllers are shown vulnerability

in their authentication system [29]. In a recent work [30], it is

demonstrated that home assistant devices can be compromised

by an attacker using inaudible voice commands. A large-scale

coordinated attack on the power grid is shown in [31] where

attackers can compromise high wattage devices to manipulate

the load demand and create blackouts. Yet, these works only

focus on upper-layer vulnerabilities. In contrast, we focus

on the vulnerabilities caused by the changes in lower-layers

in dense IoT networks under shared spectrum operation. In

addition, unlike [21]–[23], we propose a constrained attack

model and design a safeguard strategy against the HTE

attack. Moreover, though multi-channel defenses against smart

jamming attacks are discussed in [11], [12], [16], [17], [19],

they do not consider the aspect of routing diversity in dense

IoT scenarios. In contrast, in addition to channel diversity, we

propose to utilize packet rerouting to avoid HTE attacks.

II. SYSTEM MODEL

We consider a network that consists of benign IoT devices

(i.e., network D in Fig. 1). These benign IoT devices are

surrounded by other co-located IoT devices (i.e., A1 and

A2) on the same spectrum, who follow different wireless

technologies. We consider these out-of-network devices as

potential attackers. Here, the victim or defender is D1, and

it has channel hopping capability.

Transmission and Channel Models. We consider that time

is slotted and transmissions are packet-based. D1 transmits a

packet at each time-slot (i.e., saturated scenario) with a fixed

power. A1 randomly sends packets to A2 to act as a benign

hidden terminal and reactively creates malicious interference

to reduce the received signal-to-interference-plus-noise ratio

ON OFF
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Fig. 2. Activity of HTE attacker.

(SINR) of D1’s packets at D5 and D6. Attackers have multi-

radio configurations, where transmission (Tx) and reception

(Rx) antennas are used for beamforming and channel sniffing,

respectively. Unlike Tx antenna, Rx employs isotropic radia-

tion to sniff all neighboring devices. The geometric locations

of the surrounding IoT devices are considered a priori.

We consider N non-overlapping channels where each chan-

nel experiences additive white Gaussian noise (AWGN). The

two-state Gilber-Elliot channel model is adopted to charac-

terize the channel fading process [32]. At each time slot, the

channel can be in a fading state with a probability Pfad. In

the absence of channel fading, a transmission failure can only

occur due to interference from the neighbors.

Network Coordination and Channel Access. We consider the

Listen-Before-Talk (LBT) scheme for coordination in network

D and adopt a channel access model where each transmission

attempt is preceded by a sensing interval and a handshake

process. After sensing the channel available, the source and

destination IoT devices handshake to reserve the channel for

future communications. The destination sends back an ACK

or a NACK message to the source at the end of each packet—

along with the perceived SINR and received signal strength

(RSS) of the current packet—to inform the reception status.

III. RANDOM-HTE ATTACK: THE INTERFERENCE PHASE

The proposed HTE attack model consists of two phases:

1) the emulation phase [21], which encompasses the strategy

to manipulate antenna configurations, and 2) the interference

phase, which demonstrates the strategy to create malicious in-

terference. This paper considers that the attacker has achieved

successful emulation and focuses on the interference phase.

An omniscient HTE attacker can instantly find the victim’s

operating channel and degrade the SINR well enough to

make it infeasible for communication. However, in reality, an

attacker has realistic constraints and restricted knowledge of

the victim. This section discusses a random strategy for an

HTE attacker, where the attacker randomly fluctuates between

acting benignly (by communicating among devices in its own

network) and maliciously. The interference phase pans out in

two parts: (1) plausible deniability and (2) detect and interfere.

A. Plausible Deniability

Unlike a traditional DoS attacker, an HTE attacker acts as a

legitimate network device that performs regular communica-

tions with devices in its network (e.g., A2 in Fig. 1); this, along

with the emulation of a hidden terminal, provides the attacker

an alibi to reactively interfere with its hidden counterparts.

This behavior helps the attacker avoid traditional reactive

jamming detection systems; an attacker randomly generates

(i.e., OFF to ON state) and terminates packets (i.e., ON to OFF
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Fig. 3. Randomization after each successful attack.

state) at each time-slot with probabilities β and α, respectively.

These are attack parameters, and their influence on the defense

policy will be discussed in Section V.

B. Detect and Interfere

In its OFF period, the attacker randomly sweeps through

the channels to detect the operating channel of the victim.

Assuming A1 (Fig. 1) has finished its communication with

A2 at ith time-slot (Fig. 2), it will start the channel sweeping

process from (i + 1)th time-slot. As the attacker plans to

execute a DoS attack, it tries to cause successive transmission

failures and forces the victim to drop the current packet by

reaching the maximum transmission failures.

Attacker’s Constraints. We assume that the attacker can

only sense n channels (n < N ) at each slot, and it sniffs

for handshaking messages in its OFF period; it detects the

transmission of a particular device from these messages. After

the detection, the attacker interferes with the reception of the

victim. However, the attacker has limited interference power

to use in each channel. If it fails to corrupt the packet (with

a probability 1 − ν) at the first attempt, it will divert all its

interference power to the target channel at the next time-slot—

the attacker will be successful at the second attempt.

Channel Hopping. Here, the attacker randomly generates a

channel hopping sequence and visits the sequence periodically

until it detects the intended victim’s operating channel. This

strategy fosters the attacker to restrict the victim’s ability to

continuously utilize a channel (i.e., the channel residence time)

when the attacker is in the OFF state. Given N channels, if the

victim resides on the same channel, the attacker will detect it

within ⌈N/n⌉ slots. Therefore, the maximum residence time

(in OFF state) in a channel is K = ⌈N/n⌉ − 1.

Fig. 3(a) provides an example of the attack sequence with

N = 10 and n = 2, where the attacker initiates malicious

actions from slot-3. Here, the victim operates in channel-2; at

slot-6, the attacker detects it and perpetrates the attack. After a

packet drop, the defender hops to channel-9, and, at the same

time, the attacker randomizes its attack sequence discarding

the earlier attack channel (i.e., channel-2). This strategy helps

the attacker detect the victim faster (due to the omission of

earlier attack channels) after every attack. In Fig. 3(b), the

attacker attacks again at the subsequent slot (i.e., slot-7).

If the attacker cannot detect the victim in the subsequent

slot, it will re-randomize its sequence, without altering the

channels it visited in the current slot, to avoid a deterministic

behavior, i.e., omission of earlier attacked channels. Fig. 4(a)

shows a different situation if the victim had chosen channel-8

in Fig. 3(b), and Fig. 4(b) shows the re-randomized sequence.

Summary. The attack model unfolds in four steps: 1) al-

ternate between ON and OFF states, 2) hop through the

attack sequence until the victim is detected, 3) randomize
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Fig. 4. An unsuccessful attack preceded by a successful one.

the sequence after each attack, and 4) re-randomize when a

successful attack attempt is followed by an unsuccessful one.

IV. PROPOSED DEFENSE APPROACH: JUMP AND WOBBLE

This section proposes a safeguard approach to counteract the

random-HTE attack by modeling the defense problem as an

MDP with three available actions: stay, handoff , and route.

Besides stay and handoff strategy, we utilize the routing

diversity in dense IoT networks to increase defense hetero-

geneity. In route, instead of transmitting the packet directly to

the intended device, an IoT device utilizes intermediate devices

to forward the packet to that receiver. The route action is

based on the constraint that it is highly challenging for an

HTE attacker to remain hidden to the victim and impersonate

an exposed terminal to all neighboring nodes of the victim at

the same time [21]. In the following, we model a single agent

MDP-based defense method to evade the random-HTE attack.

A. Formation of the MDP

As discussed, the attacker has a limited sensing capability

and does not know the channel hopping sequence of the

defender. Therefore, the attacker iteratively sweeps through

different channels in search of the victim’s operating channel.

Meanwhile, the defender continues to take actions at the end

of each time-slot depending on the current state. The defender

achieves an immediate reward U(t) in the tth time-slot,

U(t) = R1.1(Direct successful transmission)

+R2.1(Indirect successful transmission)

− F.1(Transmission failure)− C.1(Handoff)

− P.1(Policy violation)−Q.1(Packet drop),

(1)

where 1(·) is an indicator function of the event in brackets.

The expected discounted reward with infinite horizon is,

U =

∞
∑

t=1

δt−1U(t), (2)

where δ represents the discount factor (0 < δ ≤ 1) and

signifies the importance of the future reward values.

B. Markov Model

This subsection enumerates the proposed MDP and defines

state space, action space, state transition probabilities, and re-

wards. As discussed, the attacker randomly jumps between ON

and OFF states and performs sweeping through the channels

only when it is in the OFF state. In addition, the probability

of detecting the operating channel of the victim (in the OFF

period) dictates by the channels that have been visited earlier

in the sequence. Together they conform to Markovian property,

i.e., the future state depends only on the current state.

Markov States. The state represents the status of the defender

at the end of a time-slot, which is deduced from the embedded

SINR and RSS information of ACK and NACK messages. We

define a state based on the following state variables:

ACKt: denotes whether an ACK message (ACKt = S) or a

Authorized licensed use limited to: University of North Carolina at Charlotte. Downloaded on March 15,2022 at 03:20:42 UTC from IEEE Xplore.  Restrictions apply. 
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NACK is received (ACKt = U) in time-slot t.
IFt: denotes whether the transmitted packet experienced in-

terference (IFt = Y) or not (IFt = N) in time-slot t.
CSt: denotes the consecutive successful or failed transmis-

sions, where CSt ∈ {Z > 0}.

The states represent combinations of these state variables.

Here, the proposed MDP (Fig. 5) has four kinds of states:

S, Y, i : i consecutive successful transmissions, despite expe-

riencing co-channel interference at the current slot.

S,N, i : i consecutive successful transmissions without any

interference at the current slot.

U, Y, j : The defender experienced j consecutive transmission

failures, the current one due to co-channel interference.

U,N, j : The defender experienced j consecutive transmission

failures, the current one due to channel fading.

As a design consideration, we assume 1 ≤ i ≤ L < N , where

after L consecutive transmissions, the defender will handoff ,

and 1 ≤ j ≤ M < N , where M denotes the maximum

transmission attempts after which the packet will drop.

Actions. The proposed MDP has three available actions,

stay (s): The defender remains on the current channel at the

next time-slot and initiates a transmission.

handoff (h): The defender randomly hands-off to a new

channel at the next time-slot and initiates a transmission.

route (r): The defender randomly hands-off to a new channel

and forwards the packet to an intermediate node.

Transition Probabilities. As the attacker sweeps through its

attack sequence, at state SNi, only max(N−i×n, 0) channels

are remained to be visited, and another n channels will be

visited at the next slot. Therefore, the probability of detecting

the victim (with stay) without experiencing channel fading is,

Pr
det|s
i,i+1 =

{ n

N − i× n
, if i < K

1, otherwise,
(3)

where we consider that the attacker is in its OFF period

and actively sweeping through the channels. However, the

attacker may also reside in the ON period, and the victim

may not experience malicious interference in the current cycle

(i.e., successful transmissions for L slots). The transition

probabilities from state SNi with action stay is,

Pr(SNi+1|SNi, s) = (1− Pfad)(1− Pr
att|s|SN

i,i+1 ),

Pr(SYi+1|SNi, s) = (1− Pfad)Pr
att|s|SN

i,i+1 (1− ν),

Pr(UN1|SNi, s) = Pfad,

Pr(UY1|SNi, s) = (1− Pfad)Pr
att|s|SN

i,i+1 ν,

(4)

where the probability of experiencing malicious interference

from the attacker in the (i + 1)th slot is represented by

Pr
att|s|SN

i,i+1 , and 1 ≤ i ≤ L − 1. It depends on two factors: 1)

the current traffic state of the attacker (i.e., ρex = β/(α + β):

attacker’s ON state probability), and 2) the number of channels

it has swept through in the OFF state (i.e., Pr
det|s
i,i+1).

If the first attempt of the attacker is not successful and the

defender stays in the current channel, the attacker employs

maximum interference power in the next slot. Therefore,

Pr(UY1|SYi, s) = 1− Pfad and Pr(UN1|SYi, s) = Pfad.

Now, the state transition probabilities from channel fading

states (i.e., UNj) with action stay is,

Pr(SN1|UNj , s) = (1− Pfad)(1− Pr
att|s|UN

UN,1 ),

Pr(SY1|UNj , s) = (1− Pfad)Pr
att|s|SN

UN,1 (1− ν),

Pr(UNj+1|UNj , s) = Pfad,

Pr(UYj+1|UNj , s) = (1− Pfad)Pr
att|s|SN

UN,1 ν,

(5)

where 1 ≤ j ≤ M − 1 and Pr
att|s|UN

UN,1 = (1− ρex)
n

N
.

The probabilities from state UYj with action stay is,

Pr(UYj+1|UYj , s) = 1− Pfad and Pr(UNj+1|UYj , s) = Pfad.

When a defender takes action handoff from states SNi, it

randomly selects a channel from the remaining N−1 channels.

Hence, if the attacker is in the OFF state, the probability of

detection from state SNi with action handoff is,

Pr
det|h|SN

i,1 =
N − i× n− 1

N − 1
Pr

det|s
i,i+1. (6)

Now, after we incorporate the current traffic state of the

attacker, the probability of experiencing malicious interference

from state SNi with action handoff Pr
att|h|SN

i,1 is,























(1− ρex)(1− β)iPr
det|h|SN

i,1 + ρexα(1− α)i−1 n

N
+ρexα

∑i

j=2
(1− β)j−1(1− α)i−jPr

det|h|SN

j−1,1 , if i < K

(1− ρex)(1− β)KPr
det|h|SN

i,1 + ρexα(1− α)K−1 n

N
+ρexα

∑K

j=2
(1− β)j−1(1− α)i−jPr

det|h|SN

j−1,1 , otherwise.
(7)

The transition probabilities from state SNi with handoff is,

Pr(SN1|SNi, h) = (1− Pfad)(1− Pr
att|h|SN

i,1 ),

Pr(SY1|SNi, h) = (1− Pfad)Pr
att|h|SN

i,1 (1− ν),

Pr(UN1|SNi, h) = Pfad,

Pr(UY1|SNi, h) = (1− Pfad)Pr
att|h|SN

i,1 ν,

(8)

The transition probabilities from state SYi with handoff is,

Pr(SN1|SYi, h) = (1− Pfad)(1− Pr
att|h|SY

i,1 ),

Pr(SY1|SYi, h) = (1− Pfad)Pr
att|h|SY

i,1 (1− β1),

Pr(UN1|SYi, h) = Pfad,

Pr(UY1|SYi, h) = (1− Pfad)Pr
att|h|SY

i,1 β1,

(9)

Pr
att|h|SY

i,1 represents the probability of experiencing malicious

interference from state SYi with action hop,






























(1− β)Pr
det|h|SY

i,1 , if i = 1

(1− ρex)(1− β)iPr
det|h|SY

i,1 + ρexα
∑i

j=1
(1− β)j(1− α)i−j−1Pr

det|h|SY

j,1 , 1 < i ≤ K

(1− ρex)(1− β)K+1 n

N
+

ρexα
∑K

j=1
(1− β)j(1− α)K−jPr

det|h|SY

j,1 , otherwise,

(10)
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Fig. 6. Performance of random-HTE attack.

When the defender takes action handoff from state UNj

and selects a random channel, the probability of experiencing

malicious interference can be represented as Pratt|h|UN ≈ n/N

(assuming N >> n). Now, the transition probabilities from

state UNj with action handoff is,

Pr(SN1|UNj , h) = (1− Pfad)(1− Pratt|h|UN ),

Pr(SY1|UNj , h) = (1− Pfad)Pr
att|h|UN (1− ν),

Pr(UNj+1|UNj , h) = Pfad,

Pr(UYj+1|UNj , h) = (1− Pfad)Pr
att|h|UNν.

(11)

While performing handoff in state UYj , the defender

selects a random channel from N − j channels. Since the

attacker also discards these channels from its attack sequence,

the probability of detection increases with j. The transition

probabilities from state UYj with action handoff is,

Pr(SN1|UYj , h) = (1− Pfad)(1− Pr
att|h|UY

j ),

Pr(SY1|UYj , h) = (1− Pfad)Pr
att|h|UY

j (1− ν),

Pr(UNj+1|UYj , h) = Pfad,

Pr(UYj+1|UYj , h) = (1− Pfad)Pr
att|h|UY

j ν,

(12)

where Pr
att|h|UY

j =
n

N − j
.

Similar to action handoff , action route hands-off to

another channel, but routes the packet through a forwarding

node. Therefore, in the case of action route, Pratt|r|X =

Pratt|h|X ·Pdet
route, where Pdet

route depends on the topology of the

network and the attacker’s configuration. Hence, we replace

Pratt|r|X in (8), (9), (11), and (12) to deduce the transition

probabilities from corresponding states with action route.

Now, we model the defense problem as an MDP and find

the optimal policy by solving it. The optimal policy can be

represented by two critical states l∗ ∈ {1, 2, · · · , L} and m∗ ∈
{1, 2, · · · ,M},

π∗(SNi) =

{

s, if i < l∗

h, otherwise,
π∗(SYi) = h, ∀i,

π∗(UYj) =

{

h, if j < m∗

r, otherwise,
π∗(UNj) = s, ∀j.

(13)

Summary. The defender’s behavior to utilize a channel

as long as feasible and the attacker’s random and iterative

strategy facilitate the design of the defense problem as an

MDP. The defender keeps using a channel for l∗ time-slots,

then hands-off to a new channel and after m∗ consecutive

transmission failures, the defender chooses the action route
to exploit the proximity in dense IoT networks.
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(b) Victim’s transmission failure.

Fig. 7. Performance of random-HTE attack with variable ρex.

V. PERFORMANCE EVALUATION

The simulation parameters are: communication gain R1 =
5, cost of transmission failure F = 5, handoff cost C = 1,

penalty for policy violation P = 50, maximum residence time

L = 30, maximum transmission attempts M = 30, cost of

packet drop Q = M ·F , communication gain (routing) R2 = 4,

discount factor δ = 0.95, and channel parameters are α =
0.09, β = 0.01, and N = 60.
A. Random-HTE Attack

Random-HTE Attack. The performance of the random-

HTE strategy in comparison to the naive-random approach is

presented in Fig. 6, where the attacker randomly (memoryless)

selects n channels at each slot (i.e., n/N ). In addition, we

compare it to the random-HTE without the re-randomization

approach, where the attacker does not re-randomize after each

unsuccessful attempt followed by a successful one. In Fig.

6(a), the victim experiences the least throughput in random-

HTE attack due to the iterative process and re-randomization

of random-HTE. Similarly, in Fig. 6(b), the victim of random-

HTE attack endures most transmission failures.

Effect of ρex. The attacker randomly fluctuates between

benign and malicious behaviors to reduce the risk of detection.

Therefore, it loses opportunities to attack when it is behaving

benignly. The benign behavior is represented by ρex, which

denotes the amount of time the attacker acts benignly. From

Fig. 7, we can observe that the attacker’s performance degrades

with the increase in its benign behavior, i.e., ρex.
B. Jump and Wobble

We demonstrate the critical states l∗ and m∗ (Fig. 8) derived

from the value iteration of the MDP, with the change in

the attacker’s sensing capability (n), the cost of transmission

failure (F ), and the communication gain with routing (R2).

Critical States. In Fig. 8(a), l∗ decreases with the increase in

n. As n increases, K starts to decrease, and IoT nodes have

fewer channels to handoff; hence, IoT devices must handoff

more frequently to avoid the attack. Moreover, as the cost of

transmission failure F increases, IoT nodes handoff more to

avoid transmission failures (i.e., l∗ decreases). Likewise, in

Fig. 8(b), m∗ maintains a downward trend with the increase

in n. However, R2 largely dictates the action handoff , and

as the routing reward increases, IoT nodes become more

motivated to route the packets through intermediate nodes.

Routing Gain R2. Fig. 9 compares the performance of this

proposed strategy in three scenarios: no defense, jump and

wobble with R2 = 0 (i.e., [17], [19]), and jump and wobble
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Fig. 9. Performance of Jump and Wobble.

with R2 = 5. It illustrates that both R2 = 0 and R2 = 5
follow the same trend until the attacker’s sensing capability

surpasses n = 9, yet the throughput (R2 = 0 line) stays

above the no defense line. We denote this moment as the

switching point after which the defender prefers to route

data packets (using the action route). As R2 decreases, the

victim becomes less motivated to route data packets, and the

switching point moves further to the left. Likewise, in Fig.

9(b), the transmission failure increases after the switching

point. Therefore, R2 serves as a tuning parameter between

actions handoff and route.
VI. CONCLUSION

First, we proposed random-HTE strategy to perpetrate HTE

attacks without any predetermined knowledge of the victim’s

operating channel. Afterward, we proposed an MDP-based

safeguard approach, jump and wobble, to avoid the proposed

attack. We showed that by randomly changing the operating

channel, a defender can avoid the attack, and when it becomes

necessary, it can route packets through intermediate devices.

Numerical investigations and simulation results showed that

the random-HTE outperforms the naive approach. The jump

and wobble improves the performance compared to state-of-

the-art that only utilizes channel diversity. To the best of our

knowledge, this is the first work that introduced a constrained

attack model of HTE and designed a defensive measure.
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