Adding Common Randomness Can Remove the
Secrecy Penalty in GDoF

Fan Li and Jinyuan Chen

Abstract—In communication networks secrecy constraints usu-
ally incur an extra limit in capacity or generalized degrees-of-
freedom (GDoF), in the sense that a penalty in capacity or GDoF
is incurred due to the secrecy constraints. Over the past decades
a significant amount of effort has been made by the researchers
to understand the limits of secrecy constraints in communication
networks. In this work, we focus on how to remove the secrecy
penalty in communication networks, i.e., how to remove the
GDoF penalty due to secrecy constraints. We begin with three
basic settings: a two-user symmetric Gaussian interference chan-
nel with confidential messages, a symmetric Gaussian wiretap
channel with a helper, and a two-user symmetric Gaussian
multiple access wiretap channel. Interestingly, in this work we
show that adding common randomness at the transmitters can
totally remove the penalty in GDoF or GDoF region of the
three settings considered here. The results reveal that adding
common randomness at the transmitters is a powerful way to
remove the secrecy penalty in communication networks in terms
of GDoF performance. Common randomness can be generated
offline before the real-time message communication. The role
of the common randomness is to jam the information signal at
the eavesdroppers, without causing too much interference at the
legitimate receivers. To accomplish this role, a new method of
Markov chain-based interference neutralization is proposed in
the achievability schemes utilizing common randomness. From
the practical point of view, we need to minimize the amount of
common randomness used for removing the secrecy penalty in
terms of GDoF performance. With this motivation, for most of the
cases we characterize the minimal GDoF of common randomness
to remove secrecy penalty, based on our derived converses and
achievability.

Index Terms—Information-theoretic security, generalized
degrees-of-freedom (GDoF), common randomness, interference
neutralization, interference networks.

I. INTRODUCTION

For the secure communications with secrecy constraints, the
confidential messages need to be transmitted reliably to the
legitimate receiver(s), without leaking the confidential infor-
mation to the eavesdroppers (cf. [1], [2]). In communication
networks secrecy constraints usually impose an extra limit
in capacity or generalized degrees-of-freedom (GDoF), in the
sense that a penalty in capacity or GDoF is incurred due to
secrecy constraints (cf. [2]-[12]). Since Shannon’s work of
[1] in 1949, a significant amount of effort has been made by
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Fig. 1. The optimal secure sum GDoF vs. a, for two-user symmetric Gaussian
interference channels without and with common randomness (CR), where «
is a channel parameter indicating the interference-to-signal ratio.

oo |-
oo -

the researchers to understand the limits of secrecy constraints
in communication networks (cf. [2]-[25] and the references
therein). In this work, we focus on how to remove the secrecy
penalty in communication networks, i.e., how to remove the
GDoF penalty due to secrecy constraints.

In this work we consider three basic settings: a two-
user symmetric Gaussian interference channel with secrecy
constraints, a symmetric Gaussian wiretap channel with a
helper, and a two-user symmetric Gaussian multiple access
wiretap channel. Interestingly, we show that adding common
randomness at the transmitters can remove the secrecy penalty
in these three settings, i.e., it can totally remove the penalty in
GDoF or GDoF region of the three settings. Let us take a two-
user symmetric Gaussian interference channel as an example.
For this interference channel without secrecy constraints, the
GDoF is a “W” curve (see Fig. 1 and [26]). If secrecy
constraints are imposed on this channel, then the secure GDoF
is significantly reduced, compared to the original “W” curve
(see Fig. 1 and [12]). It implies that a GDoF penalty is incurred
due to secrecy constraints. Interestingly we show in this work
that adding common randomness at the transmitters can totally
remove the GDoF penalty due to secrecy constraints (see
Fig. 1). The results reveal that adding common randomness
at the transmitters is a constructive way to remove the secrecy
penalty in terms of GDoF performance in communication
networks.

In our settings the common randomness is available at
the transmitters but not at the receivers. The role of the
common randomness is to jam the information signal at the
eavesdroppers, without causing too much interference at the
legitimate receivers. By jamming the information signal at
the eavesdroppers with common randomness, we seek to
remove the penalty in GDoF. However, the jamming signal



generated from the common randomness needs to be designed
carefully so that it must not create too much interference at the
legitimate receivers. Otherwise, the interference will incur a
new penalty in GDoF. To accomplish the role of the common
randomness, a new method of Markov chain-based interfer-
ence neutralization is proposed in the achievability schemes.
The idea of the Markov chain-based interference neutralization
method is given as follows: the common randomness is used
to generate a certain number of signals with specific directions
and powers; one signal is used to jam the information signal
at an eavesdropper but it will create an interference at a
legitimate receiver; this interference will be neutralized by
another signal generated from the same common randomness;
the added signal also creates another interference but will be
neutralized by the next generated signal; this process repeats
until the residual interference is under the noise level. Since
one signal is used to neutralize the previous signal and will
be neutralized by the next signal, it forms a Markov chain for
this interference neutralization process.

In this work we mainly seek to address the two fundamental
questions given as: 1) Can we remove the secrecy penalty
in GDoF by adding common randomness at the transmitters?
2) What is the minimal amount of common randomness for
removing the secrecy penalty in GDoF? In other words, we
focus on how to optimally utilize the common randomness
that is assumed to be generated already. In one direction of
the previous works (e.g., [27]-[43]), the focus is to generate
the common randomness (the key) that needs to be shared
between the distributed nodes, without leaking information
about this common randomness to an eavesdropper. This can
be considered as a secret sharing problem, or key generation
problem, which is different from the problem studied in this
work. This work considers the problem of efficient utilization
of the common randomness that has been previously gener-
ated.

In the setting considered in this work, common randomness
is shared between the transmitters only. This is different from
the secret key agreement problem (or cryptography problem)
where the common randomness or secret key is normally
shared between the transmitter and the receiver. From the
practical point of view, sharing common randomness between
the transmitters might be more practical than sharing common
randomness between the transmitter and the receiver. For ex-
ample, in the cellular network, if the transmitters are the base
stations, the base stations can share the common randomness
with high-throughput backhaul cable, as shown in Fig. 2. In the
downlink channel, sharing common randomness between base
stations (transmitters) is more practical than sharing common
randomness between base station (transmitter) and mobile user
(receiver). Common randomness can be generated offline when
the system is not busy (e.g., during the night-time) before real-
time communication. For another example of dense networks,
such as microcell network and picocell network, in which the
coverage areas of neighboring cells could be highly overlapped
and two base stations could send two different messages to
one receiver simultaneously. In this scenario, two base stations
can share the common randomness in order to improve the
secure rates. Again, the common randomness can be generated
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Fig. 2. One example of sharing common randomness in cellular networks.

offline, i.e., when the system is not busy, and can be used later
for the real-time communication. Furthermore, in the scenario
that the message is sensitive and confidential, the transmitters
may not like to share any messages with each other due to the
lack of trust between them. In this scenario, the transmitters
could share the common randomness only in order to improve
the secure rates.

The achievability of this work is based on the pulse am-
plitude modulation (PAM), rate splitting, signal alignment,
distance-outage bounding technique, and Markov chain-based
interference neutralization. Note that PAM, rate splitting, sig-
nal alignment, and distance-outage bounding technique have
been used in the previous works (cf. [12] and [19]), while
Markov chain-based interference neutralization is the new
technique proposed in this work. While the works in [12]
and [19] showed that there is a secrecy penalty in GDoF
performance in some settings, this work showed that adding
common randomness at the transmitters can totally remove
this secrecy penalty.

In terms of the organization of this work, section II describes
the system models and section III provides the main results.
The converse is described in Section VIII. The achievability is
provided in Sections V-VI and some of the appendices, while
a scheme example is described in Section IV. The work is con-
cluded in Section IX. Regarding the notations, I(e), H(e) and
h(e) denote the mutual information, entropy, and differential
entropy, respectively. The notations of Z+, R and A denote
the sets of positive integers, real numbers, and nonnegative
integers, respectively. We define that ()t = max{e, 0}.
We consider all the logarithms with base 2. The notation of
f(a) = o(g(a)) implies that lim,_,~ f(a)/g(a) = 0.

II. THE THREE SYSTEM MODELS

For this work we focus on three settings: a two-user in-
terference channel with secrecy constraints, a wiretap channel
with a helper, and a two-user multiple access wiretap channel
(see Fig. 3). These three settings share a common channel
input-output relationship, given as

y1(t) = VP11 hyx(t) + VP*2hioxs(t) + 21(t), (1)
y2(t) = VP21 ho1x1(t) + VP22 hogxs(t) + 22(1),  (2)

for t € {1,2,---,n}, where x,(t) represents the transmitted
signal of transmitter ¢ at time ¢, with a normalized power
constraint E|z,(t)|> < 1; yr(t) is the signal received at
receiver k; and zj (t) ~ N(0,1) is the additive white Gaussian
noise, for k,¢ € {1,2}. The term +/P¢hy, captures the
channel gain between receiver k and transmitter ¢, where
hie € (1,2] denotes the channel coefficient. The exponent cvgy
represents the link strength for the channel between receiver k
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Fig. 3. Three communication settings with common randomness: IC-SC, WTH, and MAC-WT.

and transmitter ¢. The parameter P > 1 reflects the base of
link strength of all the links. Note that v/ P**¢hy, can represent
any real channel gain bigger or equal to 1. Thus, the above
model in (1) and (2) is able to describe the general channels,
in the sense of secure capacity approximation. The channel
parameters {hy¢, age}re are assumed to be available at all the
nodes. In this work we focus on the symmetric case such that

a1 =a =1, ap = =a, a>0.

The three settings considered here are different, mainly on the
number of confidential messages, the intended receivers of the
messages, and the secrecy constraints. In what follows, we will
present the details of three settings.

A. Interference channel with secrecy constraints (IC-SC)

In the setting of interference channel, transmitter ¢ intends to
send the confidential message wy to receiver ¢ using n channel
uses, where the message w, is independently and uniformly
chosen from a set W, ={1,2,---,2"F¢} for ¢ € {1,2}. To
transmit wy, a function

fo:Wex W, - R" 3)

is used to map wy, € W, to the signal x} = fo(we,we) €
R"™, where w. € W, denotes the common randomness that
is available at both transmitters but not at the receivers.
We assume that w, is uniformly and independently chosen
from a set W.2{1,2,---,2"%} 1In our setting, w;,ws
and w, are assumed to be mutually independent. We as-
sume that the transmitters are allowed to share the com-
mon randomness only, but not the messages. The rate tuple
(R1(P,), Ro(P, ), Re.(P,cx)) is said to be achievable if
there exists a sequence of m-length codes such that each
receiver can decode its desired message reliably, that is,

Pr[uy, # wi] <€, Vke {1,2}

for any € > 0, and the transmission of the messages is secure,
that is,

I(wy;y5) <mne and T(wy;y7) < ne

(known as weak secrecy constraints), as n goes large. The
secure capacity region C'(P,a) represents the collection of
all the achievable rate tuples (R;(P, ), Ro(P, ), Ro(P, cv)).
The secure GDoF region D(«) is defined as

D0)2{(dy,ds, d.):3(Ri(Pa), Ra(Poa), Re(Pra) €C(Poo)

Rc(PaO‘),dk: lim Rk(Paa)

st. de= lim — AT e P
2

Vke{1,2} ).
P—oo §]()gP { }}

The secure GDoF region D(d,, «) is defined as
D(dca 04) é{(dla d2) : 3(dh d27 dC) € @(a)}

which is a function of d. and «. The secure sum GDOoF is
then defined as

N
dsum (de, @) = max
dy,d2:(d1,d2)ED(dc,cx)

dy + ds.

In this setting, for a given o we are interested in the maximal
(optimal) secure sum GDoF defined as
d*

sum(a) é dfr}i?}Z(O dsum(d07 Oé).

For a given a, we are also interested in the minimal (optimal)
GDoF of the common randomness to achieve the maximal
secure sum GDOoF, defined as

d* () & min
C( ) de: dsum(dma):d:um(a) ¢
Note that degrees-of-freedom (DoF) can be treated as a
specific case of GDoF by considering ajo = g1 = qog =
Q11 = 1.

B. The wiretap channel with a helper (WTH)

In the setting of wiretap channel with a helper, transmitter 1
wishes to send the confidential message w; to receiver 1.
This setting is slightly different from the previous interference
channel setting, as transmitter 2 will just act as a helper
without sending any message in this setting (wy can be set as
empty). For transmitter 1, the mapping function f; is similar
as that in the interference channel described in Section II-A.
For transmitter 2 (helper), a function fo W, - R"
maps w. € W, to the signal i = fo(w.) € R", where
w. € W, denotes the common randomness that is available
at both transmitters but not at the receivers. As before, we
assume that w,. is uniformly and independently chosen from
aset W, = {1,2,--- ,2"f} and w; and w,. are mutually
independent. We assume that the transmitters are allowed to
share the common randomness only, but not the message. A
rate pair (R (P, o), R.(P, «)) is said to be achievable if there
exists a sequence of n-length codes such that receiver 1 can
reliably decode its desired message w; and the transmission
of the message is secure such that I(wy;y%) < ne (known as
weak secrecy constraints), for any € > 0 as n goes large. The
secure capacity region C(P, ) denotes the collection of all
achievable secure rate pairs (R (P, o), R.(P,a)). A secure
GDoF region is defined as

D(a) é{(d, d.) : I(R1(P,a), Ro(P,a)) € C(P,a),

s.t. d. = lim M,d: lim w}
P—o0 %logP P—o0 %logP



For a given «, we are interested in the maximal (optimal)
secure GDoF defined as

d*(a) = max d.

d,d.:(d,d.)ED ()
For a given o, we are also interested in the minimal (optimal)
GDoF of the common randomness to achieve the maximal
secure GDoF, defined as

dz (a) 2 min _ dc~
de:(d* (a),d.)€D(a)

C. Multiple access wiretap channel (MAC-WT)

Let us now consider the two-user Gaussian multiple ac-
cess wiretap channel. The system model of this channel is
similar as that of the interference channel defined in Sec-
tion II-A. One difference is that both messages wi and wo
are intended to receiver 1 in this setting. Another difference
is that receiver 2 now is the eavesdropper. Both messages
need to be secure from receiver 2 and the secrecy constraint
becomes I(wy,wo;y5) < me. The definitions of the rate
tuple (R (P, ), Ry(P, ), R.(P,«)), secure capacity region
C(P, ), and secure GDOF regions D(«) and D(d,, ) follow
from that in Section II-A. For the multiple access wiretap
channel, the secure GDoF region D(d.,«) might not be
symmetric due to the asymmetric links arriving at receiver 1.
In this setting, we will focus on the maximal (optimal) secure
GDoF region defined as

D*(a) 2{(dy, ds) : 3(dy, d2) € Ug, D(de, a)}.

We are also interested in the minimal (optimal) GDoF of
the common randomness to achieve any given GDoF pair
(d1,ds) € D*(), defined as

di (o, dy,do) 2 min de.

dci(dl,dz)ep(dc,a)
As mentioned, DoF can be treated as a specific case of GDoF
by considering o = 1.

III. THE MAIN RESULTS

We will provide here the main results of the channels
defined in Section II. The detailed proofs are provided in
Sections V-VIII, as well as the appendices.

A. Removing the secrecy penalty

Theorem 1 (IC-SC). For almost all the channel coefficients
{hre} € (1,2)>%2 of the symmetric Gaussian IC-SC channel
with common randomness (see Section II-A), the optimal
characterization of the secure sum GDoF is

2(1 - ) for 0<a<i  (4a)
20 for $<a<Z  (4b)
d.?um(a) = 2(1 - Ol/2) f01" % <a<l (4¢)
o for 1<a<?2 (4d)
2 for a>2. (4e)

This optimal secure sum GDoF is the same as the optimal sum
GDoF of the setting without any secrecy constraint.

Proof. See Section V for the achievability proof. The opti-
mal sum GDoF of the interference channel without common
randomness and without secrecy constraint, which is charac-
terized in [26], is serving as the upper bound of the secure sum
GDOoF of this IC-SC channel with common randomness. Since
secrecy constraints will not increase the sum GDoF of a net-
work, the converse derived for the setting without secrecy con-
straints will server as a converse for the setting with secrecy
constraints. Furthermore, we show in Appendix E that adding
common randomness at the transmitters will not increase the
sum GDoF of a two-user interference channel without secrecy
constraints (see Lemma 13 in Appendix E). O

Remark 1. Note that, without secrecy constraints, the optimal
sum GDoF of the interference channel is a “W” curve (see
[26] and Fig. 1). With secrecy constraints, the secure sum
GDoF of the interference channel is then reduced to a modified
“W” curve (see [12]). It implies that there is a penalty
in GDoF incurred by the secrecy constraints. Interestingly,
Theorem 1 reveals that we can remove this penalty by adding
common randomness, in terms of sum GDoF.

Remark 2. Our result reveals that in this interference channel
adding common randomness at the transmitters can remove
the GDoF penalty incurred by the secrecy constraints. How-
ever, it remains open if adding common randomness at the
transmitters can still remove the capacity penalty incurred by
the secrecy constraints. Note that the capacity is unknown in
most of the communication networks. Thus, it is challenging to
investigate if the capacity penalty can be removed by adding
common randomness. In this work, we only focus on the GDoF
performance but not the capacity.

Remark 3. In this work we just focus on the settings where
the transmitters share the common randomness only, but not
the messages. In the extreme case where the two transmitters
share all of their information including the messages, the
interference channel defined in Section II then becomes a
two-user MISO channel, in which max{l,a} secure GDoF
is achievable for each user. It reveals that, sharing messages
provides a secure GDoF' gain, compared to the case where
only common randomness is shared between the transmitters.
However, sharing common randomness is usually more practi-
cal than sharing the messages. The common randomness can
be generated offline and then used for real-time communi-
cation, while the real-time messages might not be feasible
to be shared in a timely manner when the system is in the
peak time. Furthermore, in the scenario that the message is
sensitive and confidential, the transmitters may not like to
share any messages with each other due to the lack of trust
between them. In this scenario, the transmitters could share
the common randomness only in order to improve the secure
rates.

Theorem 2 (WTH). Given the symmetric Gaussian WTH
channel with common randomness (see Section II-B), the
optimal secure GDoF is expressed by

d*(a) =1, Yae€]0,00),
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Fig. 4. The optimal secure GDoF vs. « for a wiretap channel with a helper,
for the cases with and without common randomness.

which is the same as the maximal GDoF of the setting without
secrecy constraint.

Proof. See Section VI for the achievability proof. Without
secrecy constraint, the WTH channel can be enhanced to a
point-to-point channel with a helper, and the maximal GDoF of
the point-to-point channel with or without a helper is 1. Note
that adding common randomness at the transmitters will not
increase the GDoF of a point-to-point channel with a helper
(see Lemma 14 in Appendix E). O

Remark 4. For the symmetric Gaussian WTH channel without
common randomness, the secure GDoF is another modified
“W” curve (see [19] and Fig. 4). Without secrecy constraint,
the maximal GDoF of the setting is 1. Thus, there is a penalty
in GDoF due to secrecy constraint. Theorem 2 reveals that we
can remove this GDoF penalty by adding common randomness
(see Fig. 4).

Theorem 3 MAC-WT). Given the symmetric Gaussian MAC-
WT channel with common randomness (see Section II-C), the
optimal secure GDoF region D*(«) is the set of all pairs
(d1,ds) satisfying

dy 4+ d2 < max{1, a} 5)
0<d; <1 6)
0<dy <a, @)

which is the same as the optimal GDoF region of the symmet-
ric Gaussian multiple access channel without eavesdropper,
i.e., without secrecy constraint.

Proof. The achievability proof is provided in Section VII.
The optimal GDoF region of the multiple access channel
without secrecy constraint is serving as the outer bound of
the optimal secure GDoF region of the MAC-WT channel
with common randomness. The optimal GDoF region of the
symmetric Gaussian multiple access channel is characterized
as in (5)-(7), which can be easily derived from the capacity
region of the setting (cf. [44]). Note that adding common
randomness at the transmitters will not enlarge the GDoF
region of a two-user Gaussian multiple access channel (see
Lemma 15 in Appendix E). O

Secure sum GDoF of interference channel with CR

The secrecy penalty in sum GDoF

The minimal GDoF of CR for removing the secrecy penalty in sum GDoF
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Fig. 5. The secrecy penalty in sum GDoF and the minimal GDoF of CR for
removing this penalty for IC-SC setting.

Remark 5. For the multiple access channel, there is a penalty
in GDoF region due to secrecy constraint. For example,
considering the case with o = 1, the optimal sum GDoF
of the multiple access channel without secrecy constraint is
1. With secrecy constraint, i.e., with an eavesdropper, the
optimal secure sum GDoF of multiple access wiretap channel
is reduced to 2/3 (cf. [7]). Therefore, secrecy constraint incurs
an extra limit on the GDoF region. Theorem 3 reveals that by
adding common randomness we can achieve a secure GDoF
region that is the same as the one without secrecy constraint.
In other words, with common randomness, secrecy constraint
will not incur any penalty in GDoF region of the symmetric
multiple access wiretap channel.

B. How much common randomness is required?

The results in Theorems 1-3 reveal that we can remove the
secrecy penalty, i.e., remove the penalty in GDoF, by adding
common randomness for each channel considered here. From
the practical point of view, we need to minimize the amount
of common randomness used for removing the secrecy penalty
in terms of GDoF performance. The results on this perspective
are given in the following theorems.

Theorem 4 (IC-SC). For the two-user symmetric Gaussian IC-
SC channel, the minimal GDoF of the common randomness
to achieve the maximal secure sum GDoF d7, («) is

de(a) = djp(a)/2—(1—a)"  a€f0,00). (8)

Proof. See Section V for the achievability proof and Sec-
tion VIII-A for the converse proof. O

Remark 6. For the two-user symmetric Gaussian IC-SC
channel, Fig. 5 depicts the secrecy penalty in sum GDoF
vs. a, where the secrecy penalty is defined as the difference
between the maximal sum GDoF without secrecy constraints
and the maximal secure sum GDoF with secrecy constraints
but without common randomness. Fig. 5 also depicts the
minimal GDoF of common randomness for removing the
secrecy penalty in sum GDoF, for o € [0,00), based on the
result in Theorem 4. As shown in Fig. 5, it is interesting that
at some regime, 1 GDoF of common randomness can remove
2 sum GDoF of secrecy penalty (see the regime when o > 2).
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Fig. 6. Markov chain-based interference neutralization at the receivers, for a
two-user interference channel with a = 4/3.

Theorem 5 (WTH). For the symmetric Gaussian WTH chan-
nel, the minimal GDoF of the common randomness to achieve
the maximal secure GDoF d*(«) is

di(a)=1-(1-a)" a € [0,00).

Proof. See Section VI and Section VIII-B for the achievability
and converse proofs, respectively. O

For the MAC-WT channel, by focusing on the case of
1, we were able to characterize the minimal DoF
of the common randomness to achieve any given DoF pair
(d1,ds) in the maximal secure DoF region D*(1) expressed
in Theorem 3.

o =

Theorem 6 MAC-WT). Given the symmetric Gaussian MAC-
WT channel, and for o = 1, the minimal DoF of the common
randomness to achieve any given DoF pair (dy,ds) in the
maximal secure DoF region D*(1) is

dZ(l,dl,dQ) = HlaX{dl,dg} fOV (dl,dg) € D*(l), a=1.

Proof. The achievability and converse proofs are provided in
Section VII and Section VIII-C, respectively. O

Remark 7. When o = 1, Theorem 6 reveals that the minimal
DoF of the common randomness to achieve the secure DoF
pair (dy = 1/2,ds = 1/2) € D*(1) is 1/2. It implies that
172 DoF of common randomness achieves the maximal secure
sum DoF 1. Without common randomness, the secure sum DoF
cannot be more than 2/3 for the case with o = 1. Note that
it is challenging to characterize d’(«, dy,ds) for the general
case of a. For the general case, the optimal secure GDoF
region is non-symmetric in (di,ds) as shown in Theorem 3.
For a given GDoF pair in the asymmetric secure GDoF region,
it might require several converse bounds on the minimal GDoF
of the common randomness for achieving this GDoF pair,
which will be studied in our future work.

IV. SCHEME EXAMPLE

We will here provide a scheme example, focusing on the
IC-SC channel with o« = 4/3 (see Section II-A). Note that
for the case of & = 4/3, without the consideration of

secrecy constraints the sum GDoF is 4/3 (cf. [26]). With the
consideration of secrecy constraints, the secure sum GDOF is
reduced to 8/9 (cf. [12]). In this example, we will show that
by adding common randomness the secure sum GDOF can be
improved to 4/3, which matches the sum GDOF for the case
without secrecy constraints. In our scheme, Markov chain-
based interference neutralization will be used in the signal
design. In this scheme, the transmitted signals are given as
(without time index):

4
T = Ve + Z 0,0V PPy

(=1

for k € {1,2}, where 3, = £(¢—1), for £ € {1,2,3,4}; and

hii  (hithas)5—1

5o ) e G’ te{z4

it ] ©)
(#hzf) 2 e {1,3}

for i,5 € {1,2},4 # j. u is the common randomness. v . and
vy, carry the messages of transmitters 1 and 2, respectively.
The random variables vy ., v2. and u are independently and
uniformly drawn from a PAM set

Vi, Ug,e, U € Q€ = l, Q= Pz/%)
’ Q
where v € (0,1/64] is a constant, Q(§,Q)={éa : a €
[-Q,Q)N 2}, and € > 0 is a parameter that can be made
arbitrarily small. With this signal design, vy . carries 2/3
GDoF, i.e., H(vg ) = # log P+o(log P), with k € {1, 2}.
One can check that the average power constraints E|xq|? < 1
and E|z3|? < 1 are satisfied. Then, the received signals are

given as (without time index)

Yk :\/}?hkkvk70+ V P4/3hkj1)j,c+ Vv P4/35j11hkju

aligned
3
+ ) (VPO phg+ PED/36; o b )u
{=1

interference neutralization

+ 5k,4hkku + Zk
:\/}T)hkkvk’c =+ V P4/3hkj (Uj,c -+ u)+5k74hkku+zk

for k # j, k,j € {1,2}. The idea of the Markov chain-
based interference neutralization method is given as follows.
As shown in Fig. 6, the common randomness u is used to
generate a certain number of signals with specific directions
and powers, i.e., {010V PP u}jzl at transmitter 1 and
{02,0V P~ Pue u}?:1 at transmitter 2; the signal 5271\/P‘ﬁ“1u
from transmitter 2 is used to jam the information signal v, . at
receiver 1 but it will create an interference at receiver 2; this
interference will be neutralized by the signal 61 2V P Buzy
from transmitter 1; the added signal 61 oV P~ Buzqy also creates
another interference at receiver 1 but will be neutralized by
the next generated signal & 3V P~Pusu; this process repeats
until the residual interference is under the noise level. Since
one signal is used to neutralize the previous signal and will
be neutralized by the next signal, it forms a Markov chain for
this interference neutralization process.



Generate vg,c, Vk,p Generate vy, Generate
from PAM (17)-(18) > from (15) > codebook By
for k=1,2 for k=1,2 with vy, k=1,2

Select Map message with By (wg)
> sub-codebook [ and map channel input >
By (wg), k=1,2 according to (16) by using

u, for k=1,2

Fig. 7. A schematic diagram of the proposed scheme for the interference channel.

From our signal design, it can be proved that the secure rates
Ry = 1(vg e yx) — L(vk.ciy5]vj.c) > 25 log P + o(log P),
k # j, k,j € {1,2}, and the secure sum GDoOF dg, =
4/3, are achievable for almost all the channel coefficients
{hre} € (1,2]?*2, by using d. = 2/3 GDoF of common
randomness. More details on the proposed scheme can be
found in Section V.

V. ACHIEVABILITY FOR INTERFERENCE CHANNEL

The scheme proposed in this section, as well as the schemes
proposed in the next sections, uses PAM modulation, rate split-
ting, signal alignment, distance-outage bounding technique,
and Markov chain-based interference neutralization. In the rate
analysis of the proposed schemes, some lemmas regarding
error probabilities are provided in this section and the next sec-
tions. For each of those lemmas, the proof is based on one of
the two methods: a) successive decoding, and b) noise removal
and signal separation. Specifically, the proof of Lemma 1 is
based on successive decoding, while the proofs of Lemmas 2, 4
and 5 are based on noise removal and signal separation. For
the method of noise removal and signal separation, we will
use the distance-outage bounding technique. In a nutshell, the
distance-outage bounding technique is a tool that can be used
to bound the minimum distance of the constellation points of a
signal by controlling the outage set of the channel coefficients
(cf. [45], [12]). Although the proposed schemes are designed
for the symmetric settings, the key ideas could be generalized
to asymmetric settings (see the discussion in Section IX-A).

In this section we will provide the achievability scheme for
the symmetric Gaussian IC-SC channel defined in Section II-A.
For the case with 0 < o < 1/2, there is no secrecy penalty
in sum GDoF performance (cf. [12], [26]). Thus, here we will
just focus on the case with oz > 1/2. The scheme details are
given in the following subsections.

1) Codebook generation: Transmitter k, kK = 1,2, at first
generates a codebook as

Bké%ﬂﬂum7u%):wk€{l72f-anRk}Juze{l,Zf-yQHR?%
(10)

where v;} denotes the corresponding codewords. The elements
of the codewords are generated independently and identically
based on a particular distribution. wj is an independent
randomness that is used to protect the confidential message,
and is uniformly distributed over {1,2,---,2"%}. R and
R}, are the rates of wy, and wyj,, respectively. To transmit the
confidential message wy, transmitter k& randomly chooses a
codeword v} from a sub-codebook By (wy) defined by

By, (wi) 2{vp (wg, wh) wj, € {1,2, -, 2" Bk ) k= 1,2 (11)

according to a uniform distribution. Then, the selected code-
word vy is mapped to the channel input based on the following
signal design

i (t) = svk(t) + 825]@’@ V P Bup . u(t) (12)
=1

for k = 1,2, where vj(t) denotes the tth element of v};
{6;,¢};,¢ are parameters that will be designed specifically later
on for different cases of «, based on the Markov chain-based
interference neutralization and alignment technique. € is a
parameter designed as

{

which is used to regularize the power of the transmitted signal.
T is a parameter designed as

1
hi1has—hizhoy
8

ifa#1
ifa=1

A
E=

(13)

2] ifa<l
TE[-S] fa>1 (14)
1 if =1,

u is a random variable independently and uniformly drawn
from a PAM constellation set, which will be specified later
on. For the proposed scheme, the common randomness w,. is
mapped into the random variables w/, w} and {u(t)};, where
wh,wh, {u(t)}; are mutually independent'. Based on our
definition, w’, w} and {u(t)}; are available at the transmitters
but not at the receivers.

2) Signal design: For transmitter k, k = 1, 2, each element
of the codeword is designed to have the following form

Vg = Ve +V P_ﬁk’!”l}hp.
With this, the input signal in (12) can be expressed as

T = eV o +eV P Prr vy te Z O,V P Buy, k=12

{=1

5)

(16)

(without time index for simplicity), where random variables
{Vk,c, Uk,p, u} are independently and uniformly drawn from
the following PAM constellation sets

Vk,c, U € Q(€ = %7 Q = PA];,C) (17)
U € QUE = %7 Q=P (18)

where ~ is a parameter satisfying the constraint v €
(0, #] In the proposed scheme, the designed parameters

'Note that w), is not needed to be part of the common randomness,
i.e., it could be the private randomness available at transmitter k& only, for
k = 1, 2. However, as it will be shown later on, the rate of w;Q is relatively
small, compared to the rate of the common randomness {u(t)}+ used in this
proposed scheme.



{Br.ps Bugs Me,es Mkeps Au b are given in Table I for different
regimes”. A schematic diagram of the proposed scheme for
the interference channel is provided in Fig. 7. Based on the
signal design in (17) and (18), we have

1)2 Q 92 2 2
_ Q 2 _ <Y 9_ 27 2 7
- +1Z Cs = Bluf s = Elu "<

&
Il
—

19)

From (13), (16) and (19), we can verify that the signal xy
satisfies the power constraint, that is

i
2
E|ak|*=e’Elvg. o+ P2 Elug p |+ (Y _ox.e P7) "Elul?
=1
<2’}/2€2 7252 2’)/2627'247-

-3 6 3

for k = 1,2, where v € (0, 5=, € < 1 and 8, ¢ is designed
specifically for different cases of «a satisfying the inequality
525,%’4 <47 Vk, ¥, which will be shown later on.

3) Secure rate analysis: We define the rates Ry, and Rj, as

(20)
21

Ry 2 1(vk; y) — L(vg; yelve) — €
Ry, 2 1(vk; yelve) — €

for some € > 0, and ¢,k € {1,2},¢ # k. With our
codebook and signal design, the result of [8, Theorem 2] (or
[3, Theorem 2]) suggests that the rate pair (Ry, Rg) defined
above is achievable and the transmission of the messages is
secure, i.e., [(wr;yy) < ne and I(ws; y7) < ne. Remind that,
based on our codebook design, v; and vy are independent,
since w1, wa, wi, w) are mutually independent (cf. (10)).

In what follows we will show how to remove the secrecy
penalty in terms of GDoF performance by adding common
randomness, focusing on the regime of « > 1/2. Specifically,
we will consider the following five cases: % < a < %,
%§a<1,a:1,1<a§2,and2§a.ln
the achievability scheme, a Markov chain-based interference
neutralization method is proposed to accomplish the role of
common randomness.

A 1/2<a<2/3

In this case with 1/2 < a < 2/3, based on the parameters
designed in Table I, by setting

(22)

Alc,c
2Without loss of generality we will take the assumption that P2 and
Ak',p A2 ¢

P72 are integers, for £ = 1, 2. For example, when P~ 2 isn’t an integer,

2,c
the parameter € in Table I can be slightly modified such that P2 is an
integer, for the regime with large P. Similar assumption will also be used in
the next channel models later.

TABLE I
PARAMETER DESIGN FOR THE IC-SC CHANNEL.

1<a<?|2<a<l|a=1|1<a<2 2<a
Bug L2, 7} (1—a)l | (1—a)e 0 |(a—1)(—1)|(a—1)(¢-1)
B1,p> B2,p fe! e 0o 0o 00
Aer A2,c 20—1—¢| a/2—e |1/2—¢ a/2—¢ 1—e¢
Au 2a—1—¢| a/2—e |1/2—¢ a/2—¢ 1—e
Al,ps A2,p l-a—e | 1-a—e| O 0 0

the transmitted signals take the following forms

h hioh
X :,ULC_F‘/P—Q,,ULP_'_(1/Pa—1,h712_1/P2a—2 . H)U,
11

hithao

h harh
Zo :UQ7C+,/P704,,027P+(wpafl,hiﬂf\/PQOhQ . ﬁ)u
22

ha2hi1
(24)
Note that in this case, 7 = 2 and € = 1. The received signals
then take the following forms

y1 =VPhy1v1 . + VPI=%hy1v1 , + VPhig (va.c + u)
——

aligned

h2,h
+ hlzfvz’p — v/ P3a-2. LQIU +21

25
Pithas (23)

treated as noise
Y2 =V Phaava . + VP1=%haovy , + VPhay (v1 0 + )
——

aligned

h2.h
+ ooy, — /P3a—2 ., 21712, +29.

26
hoohiy (26)

treated as noise
In the above expressions of y; and ys, the interference is
removed by using the Markov chain-based interference neu-
tralization method.

Based on our signal design, we will prove that the secure
rates satisfy Ry = L(vk;yr) — L(vk; ye|ve) > O‘_T%logp +
o(log P), for k,¢ € {1,2}, k # ¢, and the secure sum GDoF
dewm = 2« is achievable. For the secure rates described in
(20), letting € — 0 gives

27
(28)

Ry =(v1;91) — W(v1; y2v2)
Ry = [(va;y2) — I(va; y1[v1).
Due to the symmetry we will focus on bounding the secure rate
R (see (27)). We will use 91 . and 91 ;, to denote the estimates
for v, and vy, respectively from y;, and use Pr[{vi . #

01,0} U{v1p # 01,5 }] to represent the error probability of this
estimation. Then the term I(v1;y;) can be lower bounded by

I(v1;y1) >L(vi; 01,6, 01,p) (29)

=H(v1) — H(v1|01,c, 01,p)

ZH(Ul)_ (1+Pr[{v1’07é @l,c}U{vl,p?ﬁﬁl,p}] 'H(Ul))
(30)

= (1-Pr{{vr.c £01.0} U {vrp £ 01, }]) - Hlv) 1
(3D



where (29) results from the Markov chain v; — y; —
{?1,¢,01,p}; (30) uses Fano’s inequality. The rates of vy ¢, v1 p
and v; = vy, + VP~ - v, are computed as

H(vy,) =log(2- P77 +1) (32)

H(vy,) =log(2- P2 +1) (33)
—9

H(v,) = 2~ log P + o(log P) (34)

where vy, € Q(§ = %, >—) and v, € QE =
Q7 Q = pP*5= ) Based on our signal design, with v, we

can reconstruct {vy ., Uk}, and vice versa, for k = 1,2. To
derive the lower bound of I(vy;y; ), we provide a result below.

Lemma 1. With (16)-(18) and (23)-(24) and for 1/2 < a <
2/3, the error probability of decoding {vy ¢, vy p} from yy is
vanishing when P goes large, that is,

Pri{vi,c # Ok} U{vkp # Ok pt] =0 as P—oo, k=1,2.

(35)
Proof. See Appendix A. The proof is based on successive
decoding method. O

By incorporating the results of (34) and Lemma 1 into (31),
the term I(vy;y;) in (27) can be lower bounded by

—2
T(vy; 1) > “log P + o(log P). (36)

For the term I(v1;y2|ve) in (27), we can treat it as a rate
penalty. This penalty can be bounded by

H(Ul; 92\112)

<I(v1; Y2, v1,c + ulva) (37)

h2. h
=I@1;v1, e+ W+ I1sho1v1 p—V Png'thzU—f'Zﬂvbvl,cﬂ)

haghi1

(38)

P, e
<H(v1,+u)—H(u)+h(heivy p—V P3 -ﬁu—&—zz)—h(zz)

22h11
(39)

—1—c —1— 1 1
<log( 2 +1)—log( 2 —|—1)+§10g(27re-69)—§log(27re)
<1

(40)
<log(2V/69) (41)

where (38) follows from the fact that vy, v9, u are mutually in-
dependent; (39) stems from the fact that {vy ;,, Vi .} can be re-
constructed from vy, for £ = 1, 2, and the identity that adding a
condition will not increase the differential entropy; (40) results
from the derivations that H(vl o) < log(4P* == +1), and

that h(hoyvy , — vV P3272. h21h12u—|—22) 1 log(2me(|has|? -
]E‘ULPP—FPSQ 2 |h21| ‘h12|2 E|U|2+1)) 1 10g(2ﬂ'€ 69)
With (36) and (41), we have

— 2
Ry =1(vi;91) — L(v; y2lv2) = log P + o(log P)
and also Ry > 252¢ log P+o(log P) resulting from symmetry.
It suggests that the proposed scheme achieves dg,, = 2a by
using d. = 2a — 1 GDoF of common randomness. Note that

in our scheme the common randomness is mapped into some
random variables, i.e., w], wh and {u(t)}:. In this case, the
rate of w} is R} = I(v1; y2|ve) —€ < o(log P)—e (see (21) and
(41)); the rate of wh is Ry = I(va;y1|v1) — € < o(log P) —€;
and the rate of u is H(u) = log(2 - PH 4 1) = 2ulog P +
o(log P), which gives d. = A, = 2a:— 1 when € — 0. In this
case, the GDoF of w} and w) are both 0, while the GDoF
of u is d. = 2« — 1. Therefore, the effects of w) and w) in
terms of GDoF counted for the common randomness can be
ignored.

B.2/3<a<1

In this case with 2/3 < a < 1, based on the parameters
designed in Table I, the transmitted signals take the following
forms

-
T1 =V1,c+ \/]En)lm + ZJM\/P—*%.U

(42)
£=1

Ty =Vae+ VP ¥ vg,+ Y o VP P u (43)
(=1

where the parameters {J; ¢}, ¢ are designed by

A
— (fuzhay) Le{2k:2k<T ke Zt}

hi1hao
S0 = .
hjq hish 5 .
M- (buzha) T g {2k-1:2k—1< 7, k€ 2}

(44)

for 4,5 € {1,2},7 # j. Note that the common randomness u
is used to generate a certain number of signals with specific
directions and powers, i.e., {91,V P Pu u}j_, at transmitter 1
and {69,V P Puw}]_, at transmitter 2. Then, the received
signals are expressed as

y1 =VPhyvy e + \/]ﬂhuvl,p + VPhya(va e + 1)

+ VPO, hisu+ hisva, + 21 (45)
Y2 :\/}BhQQUZC + mh22v27p + \/Piahm(vl,c +u)

+ \/lm51,rhzlu + h21v1,p + 22. (46)

As can be seen from (45) and (46), the interference is removed
by using the Markov chain-based interference neutralization
method. We will focus on bounding the secure rate R;. By
following the derivations in (29)-(31), the term I(vi;y1) can
be lower bounded by

I(v1591) > (1 Prl{vic # D1} U{v1p # 01 p}]) H(v1)—1
47)
where the rate of v; in (47) is
1—a/2—2€
H(v1) = H(v1,c)+H(v1,p) = — log P+o(log P)
(43)

and the error probability in (47) is vanishing (see the following
lemma).

Lemma 2. Consider the signal design in (16)-(18) and (42)-
(44) for the case with 2/3 < « < 1. For almost all the channel



realizations, the error probability of decoding {vi,c, vy p} from
Yy, is vanishing when P goes large, that is

Pri{vgc # O U{vgp # O pt— 0 as P—oo, k=1,2.
(49)

Proof. See Appendix B. The proof is based on noise removal
and signal separation. The distance-outage bounding technique
is also used in the proof. O

From (47), (48) and Lemma 2, the term I(vq;y1) can be
lower bounded by
1—a/2-2
% log P + o(log P)
for almost all the channel coefficients {hx,} € (1,2]?*2. From
the derivations in (37)-(41), the term I(vy;yz|ve) in (27) is
bounded by

H(U1; y1) Z (50)

I(v1; y2|v2) < o(log P). (51)
With (50) and (51), we conclude that
1—a/2—2¢
Ry = 1(or; 1) ~T(0n; polen) > 222272 Jog Py o(log P)
(52)

and also Ry > WIOgP + o(log P), for almost all
the channel realizations. It imply that the proposed scheme
achieves dgm = 2(1 — «/2) for almost all the channel real-
izations, by using d. = «/2 GDoF of common randomness.

C.a=1
In this case with o = 1, based on the parameters designed

in Table I, and by setting

o h22h12 - h12h21 o h11h21 - h21h12

=", =, (53)
YU hathgy —hashar” T hashay — hothas
the transmitted signals take the following forms
haghia — hi2hay
Ty =€V te————— u (54)
' BT hithas — hishay
hi1ha1 — hot1h
Ty =V +ET . (55)

gine1 — heiz
haah11 — hat1hyo

Note that in this case, 7 = 1 and ¢ = h“h”;w. Then,
the received signals are simplified as

Y1 = 5\/]3}”171170 + E\/ﬁhlg(vg’c + u) + 21
Yo = E\/ﬁhggb‘zc + 6\/?h21(1}17c + u) + 29.

From the previous steps in (29)-(34) and Lemma 2, one can
prove that I(v1;y1) > 1/2276 log P + o(log P) which holds for
almost all realizations of the channel coefficients. From (37)-
(41), one can also prove that I(vy;ys2|ve) < o(log P). As a

result, the secure rates can be bounded as

(56)
(57)

2—c¢€

1
Ry =I(v1;91) — L(v1; 2|v2) 2 log P + o(log P)

(58)

and Ry > # log P + o(log P) due to the symmetry, for
almost all channel realizations. The proposed scheme then
achieves dgm = 1 for almost all channel realizations by using
d. = 1/2 GDoF of common randomness.

D 1<a<?2

In this case with 1 < a < 2, the transmitted signals take
the following forms

.
Tj =Vjc+ Z (Sj/ V PPy
=1

for j = 1,2, where in this case the parameters {d;}; ¢ are
designed by

£ _
hu . (huhe)EN g fo ok < rk € 2+)

-1

le{2k-1:2k—1<1,keZT}
(59

for ¢,5 € {1,2},4 # j. Then, the received signals become

y1=V'Phy1v1 AV PRy (vg o +u)+V P08, hyjutz

(60)
yzi\/ﬁhzzvz,ﬁrv Pohoy (v c+u)+V P0G, hosu+ 2.
(61)

By following the proof steps in (29)-(34) and Lemma 2, in this
case one can prove that I(vy;y1) > # log P + o(log P)
for almost all the realizations of the channel coefficients. Also,
it is easy to prove that I(v1; y2|v2) < o(log P). Therefore, the
proposed scheme achieves dy,;, = « for almost all channel

realizations by using d. = «/2 GDoF of common randomness.

E oa>2

When a > 2, the transmitted signals take the following
forms

h h
$1=U1’C+(1—~/P1—a-£)u, 332:@2)04_(1_./131—01.&”
hay h12(62)

and the received signals can be simplified as

hooh
ylzﬁhnm,ﬁ-\/Pah12(1)2,c+u) — vV P? ’%U"‘Zl

21

(63)
hi1h

Y2 = \/ﬁhmvz,ﬁ- V P%ho (v1,c+u) — VP? '1}11722U+Z2~
12

(64)

For this case, by following the proof steps in (29)-(34) and
Lemma 1, we have I(vy; 1) > 15 log P+ o(log P). One can
also prove that I(v1; y2|vs) < o(log P) for this case. It implies
that the proposed scheme achieves dg, = 2 by using d. = 1

GDoF of common randomness.

VI. ACHIEVABILITY FOR WIRETAP CHANNEL WITH A
HELPER

In this section, we will provide the achievability scheme
for the WTH setting defined in Section II-B. Similarly to the
scheme for the previous IC-SC setting, the proposed scheme
for this WTH setting also uses PAM modulation, rate splitting,
signal alignment, distance-outage bounding technique, and
Markov chain-based interference neutralization. For the case



with 0 < o < 1/2, there is no secrecy penalty in GDoF
performance (cf. [19]). Therefore, here we will just focus on
the case with o > 1/2 and prove that d(«) = 1 is achievable.
The scheme details are given as follows.

1) Codebook generation: The codebook generation is sim-
ilar to the previous case for the interference channel with
confidential messages, with one difference being that only
transmitter 1 is required to generate the codebook in this
channel. Note that in this channel transmitter 2 will act as a
helper without sending message. For transmitter 1, it generates
a codebook as in (10). To transmit the confidential message
wy, transmitter 1 chooses a codeword v™ randomly from a sub-
codebook as in (11). Then the selected codeword is mapped
to the channel input under the following signal design

t)‘f’Ei&l,g\/Piﬁ“’« U(t)

£=0

where {0y ¢}r.¢ are the parameters, which will be specified
later by using the Markov chain-based interference neutraliza-
tion and alignment technique. ¢ is a parameter designed as

s 17 @
7 is another parameter designed as
1 ifa=1
— [ﬁ} ifa<l (67)
lsaey]  ifa>L

u is a random variable independently and uniformly drawn
from a PAM constellation set which will be specified later
on. In this channel, the common randomness w, is mapped
into two random variables, i.e., w] and w, and w{ and u are
mutually independent. Based on our definition, w} and u are
available at the transmitters but not at the receivers.

2) Signal design: In the scheme, each element of the
codeword v™ is designed as

v(t) = ve(t) + v P=Fs . vp(t). (68)
With this, the channel input in (65) is expressed as
r1 =eve+eVP P, +€Z(5175V P~ Puu (69)

£=0
(removing the time index). In this setting, the helper (trans-
mitter 2) sends a jamming signal designed as

r
i) 262521\/]3_6"/“ U

(=1

(70)

where the random variables u, v. and v, are independently and
uniformly drawn from the corresponding PAM constellation
sets

vc,uEQ@:%, Q:P%) (71)

and v is a parameter satisfying the constraint v €
(0, m] Table II provides the designed parameters

TABLE II
PARAMETER DESIGN FOR THE WTH CHANNEL.
1/2<a<l |a=1 a>1
Bug [ee] [e¢) 0
Bup, L€{1,2,---,7— 1} 20(1- @) 0 20(a— 1)
Bur o0 0 27(a — 1)
e LE{L2, o |- -a)| 0 [(20-1)(a—1)
Bp a oo )
Ae o —€ 1—c¢ 1—c¢
Ap l1-a—e 0 0
Au o —€ 1—c¢ 1—c¢

{Bps Bugs Buys Aes Aps A} under different regimes. In this set-
ting by following the step in (19) one can check that the power
constraints E|z1]? < 1 and E|z2|? < 1 are satisfied.

3) Secure rate analysis: We define the rates R and R) as

Ry £1(v; 1) — I(v592) — € (73)
R} £1(v;y2) — €. (74)

With our codebook and signal design, the result of [8, Theo-
rem 2] (or [3, Theorem 2]) suggests that the rate R; defined
in (73) is achievable and the transmission of the message
wy 1s secure. For this WTH channel, it can be treated as a
particular case of the IC-SC channel if we remove the second
transmitter’s message (or set it empty). Thus, the result of [8,
Theorem 2] (or [3, Theorem 2]) derived for the IC-SC channel
reveals that the secure rate R; defined in (73) is achievable in
this WTH channel.

In what follows we will provide the rate analysis, focusing
on the regime of o > 1/2. Specifically, we will consider
the following three cases: % <a<l,a=1and a > 1.
The achievability scheme also uses the Markov chain-based
interference neutralization.

A 12<ax<l

When 1/2 < « < 1, the parameters {dy ¢} ¢ are designed
by

hish
b1 = — (22 Cef{1,2,--,r—1}
hi1hao
hor  highoy\e—1
do g = —= - Le{1,2,---,7}.
2t hao (h11h22 ) { I

In this case, the transmitted signals take the following forms
r1=v.+V P vp—i-z 01,0 ﬁw ‘U, l’Q—Z 52 Y B .

Then, the received 51gnals are expressed as
y1 = VPhy1ve + VPI=hy v, + VP2rat1-276, _hisu+ 2
=V P“hgl(vc + ’LL) + hgl’Up + 29.

For this case, by following the proof steps in (29)-(34) and
Lemma 1, one can prove that I(v; y;) > 152¢ log P+o(log P).



From (37)-(41), one can prove that I(v; y2) < o(log P) for this
case. By inserting the above results into (73), the achievable
rate can be bounded by Ry > 1’T26 log P + o(log P), which
reveals that the proposed scheme achieves d(«) = 1 by using
d. = a GDoF of common randomness (note that d. = A, =
a—€).

B. a=1
In this case by setting d; 1 =

hi1hay
hi1haa—hizha1

___highyy _
hi1hae—hi2ha1 and 52’1

, the transmitted signals take the following forms

hiaho1 hi1hoy
e—
hi1hoo — hi2ha

Note that in this case, 7 = 1 and ¢ = h“'”"‘g%. Then,
the received signals are expressed as

Yo = 5\/]3}7/21(’[}0 + u) + 29.

Tr1 = EVe —

y1 = eV Phive + 21,

From the previous steps in (29)-(34) and Lemma 1, one can
prove that I(v; y1) > 15 log P + o(log P) for this case. One
can also prove that I(v; y2) < o(log P). As aresult, the achiev-
able secure rate can be bounded as Ry > 15 log P+o(log P).
This bound suggests that, when o = 1, the proposed scheme

achieves d(o) = 1 by using d. = 1 GDoF of common

randomness.
C a>1
In this case the parameters {0y ¢} ¢ are designed by
hi1haa e
= e{0,1,-,
e (h12h21 { ™
hit  hithoaye—1
Ogp=—— - (—= £e{1,2,--- 7}
2 hio (h12h21) { )

The transmitted signals in this case have the following expres-
sions

T ZUC—‘rZ(SLg\/P_BW U,

£=0

r
ro = Z(Sg,g \% P_ﬂ“/tl - U.
/=1

Then, the received signals are expressed as

Y1 = VPhyv, + v P-27a427+15, _hijju+ 2

Y2 =V Pah21('l}c + u) —+ Z2.
By following the proof steps in (29)-(34), (37)-(41), and
Lemma 1, one can bound the rate R; expressed in (73) as

2

This suggests that in this case the proposed scheme achieves
d(a) =1 by using d. = 1 GDoF of common randomness.

Ry =I(viy1) — I(v;y2) > — log P + o(log P).

VII. ACHIEVABILITY FOR MULTIPLE ACCESS WIRETAP
CHANNEL

In this section, we will provide the achievability proof of
Theorem 3 for MAC-WT channel defined in Section II-C. The
following lemma will be used in the proof.

T9g=f——" .
hi1hoo — hi2hay

Lemma 3. Given the symmetric Gaussian MAC-WT channel

defined in Section II-C, for any tuple (dy,dy,d.) such that
(dy,ds,d,.) € D(a), then
1,1, 1, _ 1
—dy, =dy, —d,) € D(—). 75
(OZ 25 1 a c) (O[) ( )
Proof. See Appendix C. O

In what follows, we will first focus on the case of 0 < o <
1 and prove that the optimal secure GDoF region D*(«) =
{(dl,d2)|d1 + dg S max{l,a},O S d1 S 1,0 S d2 S a} is
achievable for the 0 < o < 1 case?. In Section VII-C, we will
prove that D*(«) is achievable for o > 1 by using the result
of Lemma 3. The proposed scheme for this MAC-WT setting
also uses PAM modulation, rate splitting, signal alignment,
distance-outage bounding technique, and Markov chain-based
interference neutralization. The details of the proposed scheme
are given as follows.

1) Codebook: The codebook generation is the same as that
of the interference channel in Section V (see (10) and (11)).
In this setting, the channel input takes the following form

/2
wi(t) =cv(t) + € Y 6oV P Prme g (t)
(=1
/2

te Z S0V PPzt .y (t)

{=1

(76)

for k = 1,2, where v (t) denotes the tth element of code-
word; {0k ¢}re and 7 are parameters that will be designed
specifically later on for different cases of «; € is a parameter

designed as
A1
6 p—
{ hi1hao—hiahay
8

2) PAM constellation and signal alignment: In this setting,
all the elements of the codewords are designed to take the
following forms (without time index) for transmitter 1 and
transmitter 2, respectively,

v1=v1, AVPPrrvy , v9=VPP2e

ifa#1

77
if a=1. 7

U27C+VP_BZ”"

hay hay v
h22 h22 2,m-
Then, we can rewrite the channel input in (76) as

/2
w1 =ev1c+ VP Povy, +e Y 81 VPP

{=1
T/2
4+ Z 5175\/]3—[32,1./3 - Ug
=1

h h
xo =gV P~ P2e h21 Vg, + eV P P2m vaz,m
22

22

(78)

T/2 T/2
+e Z 5275\/]3—[31,2./3 suy +¢€ Z 527£\/P—B2,2,z - Ug

=1 =1
(79)

3When o = 0, D(0) = {(d1,d2)|0 < d1 < 1,d2 = 0} is achievable by
using a single-user transmission scheme. Therefore, without loss of generality,
we will focus on the case with o > 0.



TABLE III
DESIGNED PARAMETERS FOR MAC-WT CHANNEL WHEN o < 1. THE LAST TWO ROWS CORRESPOND TO THE DESIGN OF THE PARAMETERS (31 ¢ AND

B2,k,e, FORk € {1,2} AND £ € {1,2,--- 5 )
0<a<?2 2<a<1 a=
0< B<(2a-1)T (2a-1)T < B<a 0<B<2a-1 2a-1<B<«a (d;,d;)E'D*(l)

B2,c 11—« 11—« 11—« 11—« 0
B2,m 00 a— B o) a—B o)
B1,p a o o 00 00
A2,c B—e¢ (20— 1)t —¢ B—e¢ 2aa—1—¢ défe
A2,m 0 B—(2a—1)T —¢ 0 B—2a+1—¢ 0
Al,p l—-a—B—e¢ (max{B,1—a}-B—¢€)t | min{l—a,2a—1-B}—¢ 0 0
Me a—e (1—B—=A1p)T —2¢ (1—B—=2X1p)"t —2¢ 1-B—¢ dy —e
B2, ke oo B1,ke—(1+ B —2a) 00 B1,k,e—(1+B—2a) 00
B1,k,e 20—EkE+1)(1—0) 0

where the random variables {vj c,v1,p,V2,m, Uk th=1,2 are
independent and uniformly drawn from the PAM constellation
sets

nee =" Q=P¥) (80)
vy €QE= 55, Q= P 81
Vg, € QUE = 172577 Q=P%) (82)
meQ@:%’Q=Pmm?ﬂ£) (83)
wmﬂ@eQ@:§%7Q:P%m) (84)

respectively, where 7 €  (0,—57]. The parameters
{>\k,c7 A1,p7 >\2,ma ﬁ?,cv Bl,pa /82,'"“ ﬁl,k,é) BQ,k,f}k,Z are
designed as in Table III. Note that B is a parameter
within a specific range, which will be specified later on for
different cases of «.. The parameters 7, . and 73 . are designed
to ensure that vq . and vy . have a certain integer relationship
on the minimum distances of their PAM constellation sets®*.
Specifically, 11 . and 73 . are designed as

e =1y e = [V P

(85)

where i, = argmax \; ., in #im, im,in €{1,2}.
1€{1,2}

(86)

With this design, the ratio of the minimum distance of the
constellation for v;, . and the minimum distance of the con-

stellation for v;,, ., i.e., ==L /MmeT g an integer, where

im

P
1<, <2 By followﬁlg the step in (19), it is easy to check

in,C

“For a PAM constellation set defined as Q(¢,Q)2{¢a: a € [-Q,Q] N
Z}, the minimum distance of the constellation is &.

that the average power constraints E|z1|* < 1 and E|z»|? < 1
are satisfied. In our scheme, the parameter 7 is designed as

a —a+B .
Lo fe[max{[pg] e 2] et
2 if o« =1.
The parameters {Jx ¢}x ¢ are designed as
hioh 4 .
IV _(hﬁhié) if a#1 (88)
" _ hishai fa=1
hi1hazs—hizha
and
hay | (hlzhzl)é_l if o 7& 1
52 ’ 2 ) ha hi11hos (89)
’ 11721 if 0 =1

hi1haz—hizha1

for £ € {1,2,---7/2}.

3) Secure rate analysis: Given the codebook design and
signal mapping, the result of [46, Theorem 1] implies that we
can achieve the following secure rate region

2
+
{(R1, Ry) > Ri < (I(vy,v2; 1) — I(v1,v2;9))
k=1
Ry <I(vi;y1]va), Ro <I(va;yafv1)}.  (90)
In the following subsections we will provide the analysis of
the rate region under three different cases, i.e., 0 < a < 2
% < a < 1 and a = 1. In the proposed scheme, a Markov
chain-based interference neutralization method is used.

A0<a<?

For this case of 0 < o < %, we will divide the analysis
into two cases and show that the secure GDoF region D*(«)
is achievable.



1) 0< B < (2a—1)": In the case with 0 < o < 2 and
0 < B < (2a—1)*, based on the parameter design in (78)-
(89) and Table III, the transmitted signals take the following
forms

T/2
T1 =v1 ¢+ VP—“Ul,p-FZ(SLzV P=Buie.uy  (91)
=1
h T/2
xp =VPo- 1h—”vgc+252e¢m w.(92)
22

Then the received signals take the forms as

hiah

Y1 =\/13huv1,c+v PQ““%”&&-V Pl=hyjvy p+21,
22

93)

Y2 :\/ﬁhal(vl}c + V2.¢ + ul) + \/m§1’7/2h211“
+ hi2vi p + 22. &Y

In the above expressions of y; and ¥y, the interference is
removed by using the Markov chain-based interference neu-
tralization method. For the secure rate region in (90), we will
prove that I(vy, ve; y1) —I(v1, v2; y2) > 152 log P+o(log P),
L(vi;y1|ve) > E=E=2¢log P + o(log P) and I(ve;y1]v1) >
Bz_ < log P+ o(log P) which will imply that the GDoF region
{(dl,d2)|d1+d2 <1,0<d; <1-B,0<dy < B} is achiev-
able, for almost all the channel coefficients {h,} € (1,2]?*2.

First we focus on the lower bound of I(vy,va;y1) —
I(v1,v2;y2). Let ©1¢,02. and 01, be the estimates of
U1,c, V2, and vy p, from yq, respectively. Let Pr[{vy . # 01,0 }U
{v1,p # 01,p} U {va, # Ua2}] denote the corresponding error
probability of this estimation. Then the term I(v1,v2;y1) can
be lower bounded by

I(v1,va5 1)

>1(v1, v2;01,¢, 01,ps D2,¢) 95)

=H(v1, v2) — H(v1, v2|01,c, 01,p, D2.c)

> (l—PI‘[{ULC#’lA}LC}U{Ul’p#@l’p}U{’UQ’C#’[A)Q’C}])'H(Ul, 1}2)—1.
(96)

For the term H(vy, v2) appeared in (96) we have

H(v1, v2)=H(v; o) +H(1,p) —&—]I-]I(vg,c):_ig6 log P+o(log P).
o7

Below we provide a result on the error probability appeared
in (96).

Lemma 4. When 0 < o < 2 and 0 < B < (2a — 1)T,
given the signal design in Table 111, (80)-(84) and (91)-(92),
for almost all the channel realizations the error probability of
decoding {v1 ¢, v1 p,Va,c} from yi is vanishing when P goes
large, i.e.,

Pri{vi c# 01,0 }U{v1,p # 01 pU{v2,c # D20} =0 as P—oo.
(93)

Proof. This proof follows from the key steps of the proofs
of Lemma 1 and Lemma 2. Specifically, in this setting one
can first estimate v . from y; expressed in (93) based on
successive decoding method (see Lemma 1), and then estimate

V2, and vy, simultaneously based on noise removal and signal
separation methods (see Lemma 2). One can follow the proof
steps of Lemma 1 and Lemma 2 to show that this error
probability is vanishing as P goes large. In order to avoid
the repetition we skip the details in this proof. O

With the results of (96), (97) and Lemma 4, we can bound
the term I(vq,va;y1) as

-3
I(vy,v2;y1) > ¢ log P + o(log P) (99)

for almost all the channel coefficients {hxe} € (1,2]?*2. For
the term I(vy,va;y2), we can bound it as

[(v1,v2; y2)
<I(v1,v2; Y2, V1,c + V2,c + U1) (100)
=(v1,v2;v1,c + V2,c +ur) + 1(v1, v2; Yo|vie + V2,c + u1)
<H(v1,e 4 v2,c +u1) — H(u1)

+h( \/Pa7ﬁ1,1ﬂ'/26177_/2h21’u,1+h121}1,p+2’2) *h(ZQ
<log(6Q" + 1) —log(2Q + 1)

1 8 2
B

<l 1
°g<\/372 372 4T+>

where (102) stems from the derivation that H(vy . + va, +
u) < log(6Q" + 1) and H(u;) = log(2Q" + 1), where
Q' £ PM Due to our design in (85)-(86), the ratio
between the minimum distance of the constellation for v .
and the minimum distance of the constellation for v; . is an
integer. This integer relationship allows us to minimize the
value of H(vq . + va,c + u1), which can be treated as a GDoF
penalty.
Given the results of (99) and (103), it reveals that

) (101)

+1)) - %log(%re) (102)

(103)

-3
‘ log P+o(log P)

I(vy1, v2;91) —1(v1, v2;y2) > (104)

for almost all the channel realizations. Now we consider the
bound of I(vy;y;|va). Let

y{ = \/Tjhnvl,c +V Pl_o‘hll’ULp + z1

and let {@;yc,@;,p} be the estimates of {vy,.,v1,} from yj.
Then we have

(105)

[(v1; y1|v2)
=I(v1,y1)
>(1=Prl{vrc # 010} U{orp # 01,})
where (106) follows from the independence between vy and

v1; (107) follows from the steps in (95) and (96). For the term
H(v) appeared in (107), we have

1—DB—2¢

(106)
H(v,) — 1 (107)

H(vy) = log P + o(log P). (108)

By following the proof steps of Lemma 1, one can easily prove
that error probability of estimating v; . and vy , based on ¥}
is vanishing when P goes large, that is,

Pr{{v,c # 0y U{vip # 9,1 =0 as P — oco. (109)



With (107), (108) and (109), it suggests that

1-B-2
I(v1;y1|v2) > #ﬁlogP—i—O(logP). (110)
Similarly, I(vs;y1|v1) can be bounded by
B—e¢
I(v2; 91 ]v1) = —5— log P+ o(log P). (111)

By combining the results of (90), (104), (110) and (111), it
implies that the GDOF region {(d1,ds)|d1 +ds < 1,0 < dy <
1 — B,0 < ds < B} is achievable for almost all the channel
coefficients, for this case with 0 < a < % and 0 < B <
(20— 1)7.

2) (2a —1)" < B < a: In the case with 0 < a < 2 and
(2a — 1)t < B < a, by following the steps in the previous
case one can prove that the GDoF region {(d;,ds2)|d; + da <
1,0<d; <1- B,0<dy; < B} is achievable.

Finally, by combining the results of the above two cases
and by moving B from 0 to «, it reveals that for almost all
the channel realizations the proposed scheme achieves D*(«)
in this case of 0 < a < %

B. <a<l

Wl

When % < a < 1, we will also divide the analysis into two
cases.

1) 0 < B < 2o — 1: In the case with 2 < o < 1 and
B < 2a — 1, the signals of the transmitters have the same
forms as in (91) and (92), and the signals of the receivers take
the same forms as in (93) and (94). In this case, we have

I(v1,v2;91)
Z (lfpl'[{’l}lﬁ#f)l’c}u{ULP#’LA}LP}U{Ugm#ﬁg,c}])'H(’Ul, 1}2)71
(112)
1— 3¢
= log P + o(log P) (113)

for almost all the channel coefficients, where (112) follows
from the steps in (95)-(96); the last step stems from Lemma 5
(see below) and the derivation that H(vy,ve) = H(v1,c) +
H(v1,p) 4+ H(va,c) = 152 log P + o(log P).

Lemma 5. When 2 < a < 1and 0 < B < 2o — 1, given
the signal design in Table III, (80)-(84) and (91)-(92), for
almost all the channel coefficients {hye} € (1,2]>*2, the error
probability of decoding {v1,c, V1 p,V2.c} from yy is vanishing
when P is large, i.e.,

Pri{v1,c # 01, }U{v1,p #01,p}U{v2,c#02c}] =0 as P—oo.
(114)

Proof. See Appendix D. [

From the steps in (100)-(103), one can easily show that
I(v1,v2;y2) < o(log P), which, together with (113), implies
that

—3e

1
I(v1, vo; 1) —1(v1, vo; 92) > log P+o(log P) (115)

for almost all the channel coefficients. From the steps in (105)-
(111), the following two inequalities can be easily derived

1—B—2¢
2

I(v1;91|ve) > log P + o(log P), (116)

B—c¢
2
From (90) and (115)—(117) we can conclude that the secure
GDoF region {(d1,d2)|d1 +dy < 1,0 < d; <1-B,0 <
dy < B} is achievable for almost all the channel coefficients,

f0rthiscasewith0§a§§andO§B§2a—1.

2) 2aa — 1 < B < «: In the case with % < «a < 1 and
2a — 1 < B < a, by following the steps in the previous case
one can prove that the GDoF region {(dy, ds)|d; +ds < 1,0 <
dy <1— B,0<dy < B} is achievable.

Finally, by combining the results of the above two cases
and by moving B from 0 to «, it reveals that for almost all
the channel realizations the proposed scheme achieves D*(«)
in this case of 0 < o < 2.

I(va; y1|v1) > log P + o(log P). (117)

C. a=1

In the case with o = 1, for any GDoF pair (d},ds)
such that (d;,d,) € D*(1), we will provide the following
scheme and show that the GDoF pair (d;,d,) is achievable
with d,, = max{d},d,} GDoF common randomness. Based
on the parameter design in (78)-(89) and Table III, then the
transmitted signals are designed as

hi2ho1
1 L | S (118)
! b hithas — highar
hi1ha1

uy. (119)

To =€ e Vo.+ €
9 =€— Ug .+
ha2 hithas — hi2hay

In terms of the signals at the receivers, we have

hish
Y1 = E\/ﬁhu’l}l’c + E\/ﬁ% *V2,c + 21 (120)

22
Yo :E\/ﬁhgl(vl,c—‘rvg,c—i-ul)—l—Zg. (121)
From the derivations in (95)-(97), (100)-(103), and

Lemma 2, the term I(vy,v2;y1) — I(vy, v2;y2) in (90) can
be bounded by

dy +dy — 2
Gtdy 2 log P + o(log P)

(122)

for almost all the channel coefficients. By following the steps
in (105)-(111), we have

I(v1,v2591) — L(v1,v2;5y2) >

’

d; — €

I(v1;y1]v2) > log P + o(log P). (123)

/

dy — €

I(v2;y1]v1) > log P + o(log P). (124)

Finally, by incorporating the results of (122)-(124) into (90),
it suggests that the secure GDoF pair (d;,d;) is achievable
by using d, = max{d},d,} GDoF of common randomness
(mainly due to wu), for almost all the channel coefficients
{hre} € (1,2)2%2. By moving d; from 0 to 1—dy and moving
cl/2 from O to 1, then we can conclude that any GDoF pair
(d),dy) € D*(1) is achievable by using d, = max{d,,d,}
GDoF of common randomness for almost all the channel
coefficients, in this case with o = 1.



D. a>1

We have proved in Sections VII-A-VII-C that the optimal
secure GDOF region D*(«) is achievable by the proposed
scheme when a < 1, where D*(a) = {(d1,d2)|d1 + da <
max{1l,a},0<d; <1,0<dy <a}.

Let us consider a secure GDoF pair (dl,dg) such that
(dy,dy) € D*(a), with conditions 0 < d; < 1 — dy and
0 < d; < a, for « < 1. From Sections VII-A-VII-C,
it reveals that the proposed scheme is able to achieve this
secure GDOF pair (d;,d,) with a certain amount of GDoF
common randomness. For notationally convenience let us use
d; to denote that amount of GDoF common randomness
for achieving the corresponding GDoF pair (d;,d;) in the
proposed scheme. For this secure GDoF tuple (dll, d/2, d;), it
holds true that

(), dy, d,) € D() (125)

since it is achievable by the proposed scheme, for a < 1.
From the result of Lemma 3, it also holds true that

(dy/a, dy/a, d,/a) € D(1/a). (126)

In other words, the secure GDoF tuple (dy/c, dy/a, d./a)
is included in the region D(1/a) and the secure GDoF pair
(dy/er, dy/e) is included in the region D*(1), for aw < 1.
Then by moving d2 from 0 to o and movmg cl1 from 0 to

d2, it implies that any point in D* (%) = {(d,d2)|dy +
d2<f 0<di <1,0<dy < 1}1sach1evablefora<1
Let o = 1 /o, we finally conclude that the optlmal secure
GDOoF region D*( l) {(dl,dg)\dl +dy < a,0<d; <
1,0 < dy < '} is achievable for o > 1.

VIII. CONVERSE

In this section we will provide the converse proofs for
Theorems 4-6, regarding the minimal GDoF of the common
randomness to achieve the maximal secure sum GDoF, secure
GDoF, and the maximal secure GDoF region for interference
channel, wiretap channel with a helper, and multiple access
wiretap channel, respectively. Let us define that

Skg(t) £ V P"‘thgxg(t) + Zk(t)
for k, 0 € {1,2},k # £. Let s¥, {spe(t)}1;.

A. Converse for two-user interference channel

We begin with the converse proof of Theorem 4, for the
two-user interference channel defined in Section II-A. The
following lemma reveals a bound on the minimal GDoF of
common randomness d¥ (), for achieving the maximal secure
sum GDoF d},. ().

Lemma 6. Given the two-user symmetric Gaussian IC-SC
channel (see Section II-A), the minimal GDoF of the common
randomness d’(«) for achieving the maximal secure sum
GDoF d:,,(«) satisfies the following inequality

sum

dg(a) = dg(@)/2 = (1 —a)"

In what follows, we will prove Lemma 6. This proof will
use the secrecy constraints and Fano’s inequality. Starting with

a €[0,00).  (127)

the secrecy constraint I(wq;y%) < ne, and with the identity
of I(wy;y3) = W(w1; we, w,y5) — L(wi; we, walyy), we have
H(wﬁwcaw%yg) < H(wl;wwa'yg) + ne. (128)
The first term in the right-hand side of (128) is bounded as
- H(wcu w2‘y;l7 wl)
(129)
(130)

= H(we, wa|yy)
< Hi(we) + H(wo|yz)
< H(we) + ney,

I(w1; we, walys)

where (129) uses the fact that conditioning reduces entropy;
and (130) follows from Fano’s inequality. On the other hand,
the term in the left-hand side of (128) can be rewritten as

I(w1; we, wa, y3 ) = L(wi; yg |we, wa)

= H(w:) —H(w: |we, w2, y5 ) (131)

using the independence between w1, w,. and ws. By incorpo-
rating (130) and (131) into (128), it gives

H(w1) < H(we) + H(wi |we, w2, y3) + nen +ne. (132)
For the second term in the right-hand side of (132), we have

H(wl |wca w2, yg)

=H(w1|we, w2, Y5, 557) (133)
<H(wq |we, wa, ¥y, s51) — H(wq [yT) + ney, (134)
<H (w1 |we, wa, 55y ) — H(wy |y}, we, wa, $57) + ney
=I(wy; Y7 |we, wa, $51) + ney,
=i {n(6) — VP - 1 (1)
21
— VPhypao(t )}? 1|We, wa, 851) + ney, (135)

(wlv{ vV pl-a. 722( )+Zl(t)}?:1|wcvw2ﬂSgl)+n6n
(Ve

(t) 421 (£) }" [we, wa, s3)
—h({-VPi-e. —zz( )+21(8)} " [wi, we, wa, 851) +nen

=h({-vPi-e. *Zz( )+21()} " [we, wa, s3,) —h(z]') +nen
(136)
|7 |?
|ho1 |2
where (133) follows from the fact that s3; can be reconstructed
by {we., ws,y%}; (134) is from Fano’s inequality; (135) uses
the fact that 27 is a function of (w., w2); (136) results from the
fact that 25 can be reconstructed from {wy, w., wa, $5; }; (137)
follows from the identity that conditioning reduces differential
entropy and the identity that h(z}) = % log(2me). Finally,
given that H(w;) = nR; and H(w.) = nR,., combining the
results of (132) and (137) gives the following inequality
|7 [?
|haa [?
for €/, = 2¢, + €. Due to the symmetry, by exchanging the
roles of user 1 and user 2, we also have

|hoal?
|hi2|?

Pl—a .

) + nen (137)

Sg log(1 +

) —nel, <nR.

nRy — glog(l 4 ploe. (138)

nRy — glog(l +ple. ) —ne, <nR.. (139)



Based on the definitions of d(«) and df,, («) in Section II-A,
combining the results of (138) and (139) produces the follow-

ing bound

d:um(a)/Q - (1 - O[)+ § d:(a)7 Va € [07 OO) (140)

which completes the proof of Lemma 6.

B. Converse for the wiretap channel with a helper

Let us now focus on the converse proof of Theorem 5 for the
wiretap channel with a helper. The following lemma reveals a
bound on the minimal GDoF of common randomness d(«),
for achieving the maximal secure GDOF, i.e., d*(a) = 1 for
any « € [0,00) (see Theorem 2).

Lemma 7. Given the symmetric Gaussian WTH channel
(see Section II-B), the minimal GDoF of the common random-
ness d(«) for achieving the maximal secure GDoF satisfies
the following inequality

di(@)>1-(1—a)* a € [0,00). (141)

The proof of Lemma 7 follows closely from that of
Lemma 6. One difference is that in this setting ws is kept
as an empty term. By following the steps in (128)-(132) we

have the following bound for this setting
H(w:) < H(we) +H(ws|we, y5) +ne. (142)

By following the steps in (133)-(137) we have the following
bound for this setting

h 2
H(wy |we, y5) SE log(1 + P« | 11‘2) +ne,.  (143)
2 |t |
The results of (142) and (143) imply that
h 2
nRky — n log(1 + pl—o. | 11|2) —ne, <nR. (144)
2 |ha1]

for €/, = €, +e. Based on the definitions of d}(«) and d*(«) in
Section II-B, and given the result of Theorem 2, i.e., d*(a) =
1,Va € [0, 00), the result of (144) gives the following bound

1-(1-a)t <di(a), Va € [0, 00) (145)

which completes the proof of Lemma 7.

C. Converse for two-user multiple access wiretap channel

Let us consider the converse proof of Theorem 6 for the two-
user multiple access wiretap channel. The following lemma
gives a bound on the minimal GDoF of common randomness
d*(«,dy,ds), for achieving any given GDoF pair (dy,ds) in
the maximal secure GDoF region D*(«).

Lemma 8. For the symmetric Gaussian MAC-WT channel
with common randomness (see Section II-C), the minimal
GDoF of the common randomness d(«, dy, d2), for achieving

any given GDoF pair (dy,ds) in the maximal secure GDoF
region D*(«), satisfies the following inequality

di(a,dy,dy) > max{d; — (1 —a)",dy — (o —1)*}
for (dy,d3) € D*(av).

The following corollary is directly from Lemma 8 by
considering the specific case with o = 1.

Corollary 1. For the symmetric Gaussian MAC-WT channel
with common randomness defined in Section II-C, and for o =
1, the minimal GDoF of the common randomness d;;(1, dy, ds),
for achieving any given GDoF pair (d1,ds) in the maximal
secure GDoF region D*(1), satisfies the following inequality

d:(l,dl,dg) 2 max{dl,dg} for (dl,dQ) € D*(l), a=1.

Let us now prove Lemma 8. This proof will also use the
secrecy constraints and Fano’s inequality. However, in this
setting some steps in the proof are slightly different from that
in the previous proofs. Note that in this setting, the confidential
messages are intended to receiver 1.

Starting with the secrecy constraint I(wy,ws;y%) < ne,
and with the identity of I(wy,ws;y%) = I(wy, we; we, y5) —
I(wy, wa; we|yy ), we have

H(w1,w2;wmyg) < H(wl,wz;wc|y§)+ne. (146)

The first term in the right-hand side of (146) is bounded as

[(wy, wo; welyy) = H(we|yy ) — H(welyy , w1, wa)

< H(we). (147)

On the other hand, the term in the left-hand side of (146) can
be rewritten as

I(wr, wo; we, y3 ) = L(w1, w2; Y3 [we)
= H(wy, wa) —H(wy, walwe, y3)
H

(w1) + H(wz) —H(wy, w2 |we, y3)
(148)

using the independence between w;, w, and wy. By incorpo-
rating (147) and (148) into (146), it gives
H(wz) <H(we) — H(w:) + H(w, walwe, y5) + ne
<H(we) — H(w1) + H(ws, wa|we, y3)
— H(wy, wa|yt) + ne, + ne (149)
=H(we) —H(w:) + H(w: |we, y3) +H(ws|wy, we, y3)

<0
—H(w: |y7) —H(we|w1,y7') + ne,
—_———
<0
SH(U)C) + H(’UJ2|’LU1, We, y;) - H(’LU2|’LU17 y?) + nc;l

(150)

for €/, = ¢, + ¢, where (149) stems from Fano’s equality. For
the second and third terms in the right-hand side of (150), we
have

H(w2|w1, We, yg) - H(w2|w17 y?)
<H(wz|{VPhagws(t) + z2(t) } oy, wi, we, y3)

— H(w2 |{VPhasas(t) + 22(t) }_y, w1, we, y7) (151)
<H(wa|{VPhaoa(t) + 22(t) iy, wi, we)
— H(w2 | {VPhasaa(t) + 22(t) }_y, w1, we, y7) (152)

=T(wa; Y7 [{V Phaawa(t) + z2(t) Yoy, w1, we)



Iz (1) = VPR - 22V Phaaaa(t) + 22(0)

- \/ﬁhllxl(t)}?:ﬂwcvwla {\/ﬁh22$2(t) + 2z2(t) }eq)
(153)

h
=T(ws; {—V P TZZQ(t) 21 ()Y [we, wr, {VPhasaa(t)

+22(t) 1)
|h1a?
|haa|?

where (151) follows from the fact that {v/Phaoxo(t) +
zo(t)}7-, can be reconstructed by {wq,w.,y%} and the fact
that conditioning reduces entropy; (152) results from the fact
that conditioning reduces entropy; (153) uses the fact that
xt is a function of (w.,w;); (154) follows from the identity
that conditioning reduces differential entropy. Combining the
results of (150) and (154), it gives the following inequality

12|
|h22]?
Finally, given that H(w3) = nR2 and H(w.) = nR., (155)
implies the following inequality

|12 |?
|h22]?

On the other hand, by interchanging the roles of transmitter 1
and transmitter 2, we also have

gg log(1 + P! . ) (154)

) —ne, < H(w,). (155)

H(ws) — glog(l + pel.

nRy — glog(l + Pt ) —ne, <nRe.  (156)

|haa[?
| ha |2

Based on the definition of d(«,dy,d2) in Section II-C, the
results of (156) and (157) give the following bound

max{dl—(l—a)+, dg—(a—1)+}§d2(o¢, dl, dz),

nRy — glog(l + Pl ) —ne, <nR..  (157)

(158)

for (dy,ds) € D*(«), which completes the proof of Lemma 8.

IX. DISCUSSION AND CONCLUSION

In this work we showed that adding common randomness at
the transmitters fotally removes the penalty in sum GDoF or
GDoF region of three basic channels. The results reveal that
adding common randomness at the transmitters is a construc-
tive way to remove the secrecy constraints in communication
networks in terms of GDoF performance. Another contribution
of this work is the characterization on the minimal amount of
common randomness for removing the secrecy penalty.

For our settings, a common randomness is considered to
be available at the transmitters. In the proposed schemes
the signals are designed with common randomness, which
achieve the maximal secure GDoF performance as if without
secrecy constraints. To get the results for the settings without
common randomness, one might need to modify the schemes
accordingly, e.g., remove the common randomness and add
the private randomness. Similarly, for the converse, one might
need to modify the proofs in order to derive the results for the
setting without common randomness. In one direction of the
future work, we will focus on the setting with limited common
randomness, which covers the extreme case without common

randomness and the other extreme case with unlimited com-
mon randomness.

As mentioned, one of the contributions of our work is the
characterization on the minimal amount of common random-
ness for achieving the maximal secure GDoF as if without
secrecy constraints. In general there is a tradeoff between the
secure GDoF and the amount of the common randomness.
For example, considering the two-user symmetric interference
channel with o« = 1, for the extreme case without common
randomness the maximal secure sum GDoF is 2/3, while
for the case with 1/2 GDoF of common randomness the
maximal secure sum GDoF is 1. It implies that there is a
tradeoff between the secure GDoF and the amount of the
common randomness for this example. In one direction of the
future work, we will investigate the tradeoff between secure
GDoF and the amount of common randomness in secure
communication networks.

This work specifically considers the weak secrecy con-
straints (see the statements in Section II), like many other
works in the references, e.g., [7]-[16]. Our converse results
hold for the settings with strong secrecy constraints, just
with a minor modification in the proofs, i.e., by replacing
ne with e in the secrecy constraint terms accordingly. Based
on the result in [25] by Wang et al., our achievability results
on the interference channel and the wiretap channel with a
helper could be extended to the settings with strong secrecy
constraints as well.

Although we focus on the symmetric settings in this work,
our results could be extended to the asymmetric setting.
A discussion on the extension to the asymmetric setting is
provided in the following subsection.

A. The extension to the asymmetric setting

Let us first consider an example of asymmetric setting
by focusing on the wiretap channel with helper, given the
parameters of (a3 = ags = l,a12 = 1/2,a91 = 2/3).
For this example, the scheme originally proposed for the
symmetric setting, described in Section VI, can be generalized
to achieve the secure GDoF d = 1 by using d. = 2/3
GDoF of common randomness, which will be shown to be
optimal. Specifically, by following the scheme described in
Section VI-A, we set (,, = oo, By, = 5/6, 3,, = 1/3,
Bp =001 =2/3, \e =X, =2/3—¢ and \, =1/3 —¢, and
design the signals at the transmitters as

/——= hish /S~ h
T :UC+\/P—021 Up— P—Bul 4h12 21 u, To= P_Bul Tmu
22

117622

Then, the received signals take the following forms
y1 = VPhi1v. + V P%hllvp + 21
ey /1 hi2h3
Yo = P%hm(vc +u) + hatvp — Pi%%u + z2.

11h22
At this point, by following the rate analysis in Section VI-A
one can show that the secure GDoF value d = 1 is achievable
by using d. = 2/3 GDoF of common randomness. Note that
d = 1 is the maximal GDoF value for this setting, even without
secrecy constraint.



By following the converse proof in Section VIII-B, we
will show that d. = 2/3 is the minimal GDoF of common
randomness for achieving the maximal secure GDoF for this
asymmetric setting. Specifically, the step in (142) still holds
for this asymmetric setting, that is,

H(w;) < H(we) + H(wy |we, y5) + ne.
From the steps in (133)-(137), in this setting we have
|haa |

|ho1 |?

Then, the result of (145) in Section VIII-B will be generalized
as

H(w1 |we, y3) S% log(1 4 Pett—a2. ) + neg.

d* — (a1 —ag)T < d*

where d* is the maximal secure GDoF and d is the minimal
GDoF of common randomness for achieving the maximal
secure GDoF d*. For this example with a;; = 1 and
ag = 2/3, and given d* = 1, the above result implies that
d: >1—(1-2/3)" = 2/3. Thus, the proposed scheme is
optimal, i.e., it achieves the minimal secure GDoF d* = 1
by using a minimal amount of common randomness, that is,
dr =2/3.

APPENDIX A
PROOF OF LEMMA 1

We here prove Lemma 1. Let us first provide [12, Lemma 1]
that will be used in the proof.

Lemma9. [12, Lemma 1] Consider a specific channel model
y = VPUNT 4+ Po2g + 2, where ¥’ € Q(,Q), and
2~ N(0,02). ¢ €Sy is a discrete random variable with a
condition

‘gll < Gmax; Vg’ € Sg’

for S C R. K, gmax 0, az and ay are finite and positive
constants that are independent of P. Also consider the condi-
tion oy — ag > 0. Let 7' > 0 be a finite parameter. If we set

Q and £ by
Py
29max Q’

then the probability of error for decoding ' from iy’ satisfies

Q= Vo' € (0,a1 — as) (159)

Pr(e) -0 as P — oc.

Due to the symmetry, we only focus on the case of kK = 1. In
this setting with 1/2 < o < 2/3, successive decoding method
will be used. For the observation g; described in (25), it can
be expressed in the following form

y1 = VPhiyv1e + VPO + 2 (160)
where
g éhlz(vz,c +u) + VPI22h vy, + VP~ hiova
_ P2a_2 . h%2h21
hi1hao

One can check that |g| < —1- holds true for any realization

of g. Then, Lemma 9 reveals that the error probability of the
estimation of vy . is

Prlvyc # 01, = 0, as P — oco. (161)

After that, vo . + u can be estimated from the observation
below

y1 = VPhiivre = VPhia(vae +u) + VP10 + 2
(162)

2
where g/ £ h1101,p+ V Po‘_lhlgvgp—\/ Ppia=3. %U Note
that vy . +u € 20(¢ = 3,Q = p*s—
that [¢'| < —10-. Let 5,,, be an estimate of s, £ v2 c+u. Then,

Lemma 9 suggests

). One can also check

Pr(syy # 8pu] = 0, as P — 0. (163)

Similarly, after decoding v, .+u we can decode vq , € Q(§ =
2, Q=P5") with

Prlvy p # 01 =0 as P — oo. (164)
With results (161) and (164), then we have
Pr[{UL(; # ’LA}LC} U {vl,p # 1717;0}] —0 as P — .

The case with k = 2 is also proved using the same way due
the symmetry.

APPENDIX B
PROOF OF LEMMA 2

We now prove Lemma 2. In the proof we will use the tech-
nique of noise removal and signal separation. The distance-
outage bounding technique proposed in [45] is used in the
proof. In the proof we will also use [12, Lemma 1] (see
Lemma 9 in the previous section).

In this proof we will first estimate vy . and vy . + u from
the observation y; expressed in (45) with noise removal and
signal separation methods, and then estimate v ,. Note that

v €QE=F, Q=P F ) motue2=3, Q=
11—«

PQ/EJ ), and V1,p,V2,p € Q¢ = %’ Q="r o ). where
2-Q(6,Q)2{¢-a: ac€ ZN[-2Q,2Q]}. For the observation

y1 in (45), it can be expressed as

Y1 = \/ﬁhllvl,c + VPehia(ve,c +u) + 21
a/2+e -
- (VP %gogqo + g1q1) + %1

= P 2
where 21 £ V Pliahll’l}Lp*F Vv P(TJFI)O‘*T(SQ,Thlgu+h12’U27p+
z1 and

(165)

Q
go =h11, g1 = hia, qo = :ax SV
X a/2—€
q1 éQma ° (UQ,C + U), Qmax é P 2

for v € (0, #] It is true that go,q1 € Z, |q1| < 2Qmax and
|QO| S Qmax-
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Let us consider ¢; and gy as the corresponding estimates
of ¢ and qo9 from y; (see (165)). For this estimation we
specifically consider an estimator that seeks to minimize

a/24e

lyr1 — P~ 2 -y-(VP=%goqo + 91G1)|-

The minimum distance defined below will be used in the error
probability analysis for this estimation

A .
= min

40,96 EZN[—Qmax,Qmax]

q1,91 GZQ[*QQm/ax 1/2Q[nax]
(g0,91)#(90,41)

: (166)

dmin (90, 91) ‘VP“ﬂ%MO—%)

+g1((11 - 91)

Lemma 11 (see below) will reveal that, for almost all channel
realizations, this minimum distance is sufficiently large when
P is large. In the proof of Lemma 11, we will use a result of
[47, Lemma 1] or [48, Lemma 8], which is a generalization
of [45, Lemma 14].

Lemma 10. [48, Lemma 8] or [47, Lemma 1] Let us consider
a parameter n such that 1 > 1 and n € Z7, and consider
B € (0,1] and Qq, Ao, Q1, A1 € ZT. Also define two events
as

B(go, ¢1) 2{(g90.91) € (1,m)? : [A191¢1 + Aogoqo| < B}

(167)
and
B% | Blaw ) (168)
q0,q1E€Z:
(90,91)#0,
|ax|<Qu VK

For L(B) denoting the Lebesgue measure of B, then this
measure is bounded as

~ . [ QoQ1 Q1Qo Qon Qin
L(B) <8 -1 .
(B) < 88(n — ) min{ =7 =0 o, 2l |
Lemma 11. For ¢ > 0 and « € (0,1] and consider the
design in (16)-(18) and (42)-(43) when o € [2/3,1). Then
the following inequality holds true for the minimum distance
dmin defined in (166)

_3a/2-1
2

dmin > kP (169)

for all channel realizations {hy} € (1,2]**2\ Hou, where
the Lebesgue measure of Ho C (1,2]2%2 satisfies

‘C(Hout) < 64k - P, (170)

Proof. For this case we set 7= 2 and define

3a/2—1

BERP™ 2, AgEVPlme, A £1,
QO é2Qmaxa Qlé4Qmax7 Qmaxépn/g_‘

From the previous definitions, go = h11 and g; = hio. Without
loss of generality (WLOG) we will consider the case that’
Ao, Qo, A1,Q1 € ZT. Let us define

B(go, 1) ={(g0,91) € (1,m)? : [A191q1 + Aogoqo| < B}

(171)
and
B% () Bla,a) (172)
qo0,q1E€E2:
(90,91)#0,
lar|<Qr Yk

From Lemma 10, the Lebesgue measure of B can be bounded
by

Q2max 8Q2max 2Qmax77 4QIII€LX77}
1 Typi=a’ 1 7/pl-a

(173)
=85(01-1)" Qo min {8 Qe 2 2, )
<88(1— 1) Quax - P°7 - min{8Quax, 4}
<8B(1 1) Quax - P77 -4
—328n(n—1)- P
=32n(n — 1)kP~2

=64kP 3.

£(B)<88(7—1) min{>

2

(174)

Based on the definition in (172), B is a set of (90, g1), where
(g0, 91) € (1,n]%. For any (go,g1) € B, there exists at least
one pair (qo, q1) such that |A;191¢1 + Aogoqo| < P
Thus, B can be treated as the outage set and we have the

following conclusion:

3a/2—1 ~

dwin(90,91) > kP~ 2, for (go,91) ¢ B.

Let us now define Hoy as a set of (hoo, ho1, b2, h11) €
(1,2]2*2 such that the corresponding pairs (go, g1) appear in

B (outage set), that is,

Hou 2{(h2g, hot, iz, ha11) € (1,2]*%: (g0, 91) € B}. (175)

3Qur result also holds true for the scenario when any of the four pa-
rameters {Ao, Qo, A1,Q1} isn’t an integer. It just requires some minor
modifications in the proof. Let us consider one example when Ag isn’t an
integer. For this example, the parameters Ao and go can be replaced with
Aj 2 woAg and 96 S i go, respectively, where wo 2 [Ag]/Ag. From the
definition, wo is bounded, i.e., 1/2 < 1/wo < 1, and A, = woAop is an
integer. Let us consider another example when Qo = 2V P®/2—¢ isn’t an
integer. For this example, the parameter € can be slightly modified such that
Qo = 2V P/2=¢ is an integer and € can still be very small when P is large.
Therefore, throughout this work, WLOG we will consider those parameters
to be integers, i.e., Ag, Qo, A1,Q1 € Z7T.



From the relationship between B and Hoy, the Lebesgue
measure of Hy, can be bounded by

out
/ / / / ]]-Hou[ h227h217h127h11)dh11
ha2=1Jha1=1Jh12=1Jhy1=1

- dh1aodha1dhos (176)

/ / / / 7 (h11,h12)dhy1dhiadha dhas
h22 1 h21 1 ]7.12 1 h11 1

/ / / / 907 g1 d90d91dh21dh22
hao=1Jha1=1Jg1=1Jgo=1

/hzz 1/h21 1

dhglthQ

< / / 64% - P~ 3dho1dhos 177)
h22=1Jh21=1

=64k - P~ % (178)

where

1 if (hog, hot, hio, h11) €EHou
oul(h227h21)h127h11) { 1 ( 22,1t21, 1412 11) out
0 if (haz, hor, haz, hir) & How

and

1 if (90791) €
14(g0, 1) =
5(90,91) { 0 i (go.01) ¢

and (177) is from (174). O

oo O

Lemma 11 suggests that, the minimum distance d;, de-
fined in (166) is sufficiently large for almost all the channel
coefficients when P is large. Let us focus on the channel coef-
ficients not in the outage set Hoy and rewrite the observation
y1 in (165) as

a/24e

ylzp 2 "Y'xs+‘/P1_a§+Zl

where 2,2V Pl"%goqo + ¢1qn and §=hivi, +
V P(T+2)“—T—152,7h12u + V Po‘_lhlgvg,p. It is true that
1 2

T

For the observation in (181), we will decode z4 by considering
other signals as noise (called as noise removal) and then
recover qo and ¢; from x4 by using the rational independence
between gy and g; (called as signal separation, see [49]).
Given the channel coefficients outside the outage set Hoy,
Lemma 11 suggests that, the minimum distance for = satisfies
doin > kP~ """ With this result, the probability of error
for the estimation of x, from y; is bounded by

(181)

9] < Gmax =

Pr[ms 7& j;s} SPr[‘Zl + PkTagl > Pa/§+€ - dx;in:|
"‘/2+5 dmin 1—a _
<2-Q(P 7y 5E = P2 Gmax) (182)
1o ykP?2 1 2
<2-Q(P — - — 183
<2:Q(PF (- = — 0)) U83)
where Q(c) F f exp ——)du and (182) use the fact

that [§] < Gmax = - QT T 2 2 Vg; and the last step uses the

21

result of dpin > &
that

Priz, # 3] -0 as P — oo. (184)

Note that go and ¢; (and consequently vy . and vy . 4 u) can
be recovered from x4 due to rational independence.

After decoding x, we can estimate vy, from the following
observation

a/2+4¢€

yl_P 2 "7'1)8

=VPThivry + VP8 hagu o+ hagva + 21

l—a—e¢

Given that vy ,,v2, € Q¢ = %, Q = Pz ) and

V P(T+1)O‘_T(527Th1gu + h121}27p < % + 2.,. , from Lemma 9
we can conclude that the probability of error for the estimation
of vy, satisfies

Pr[tq p, #vip] =0 as P — oo. (185)
With (184) and (185) we can conclude that
PI'[{’ULC 7£ ’LA}LC} U {Ul,p 7& 17171,}} —0 as P — (186)

for almost all the channel realizations. For the case with k = 2,
it is proved with the same way using the symmetry property.

APPENDIX C
PROOF OF LEMMA 3

Lemma 3 is proved here. For a MAC-WT channel, the
channel input-output relationship can be described as (see (1)
and (2))

y1(t) = VPhyyai(t) + VPhisas(t) + 21 (t)
yg(f) =V Po‘hgll‘l(t) + \/13h22$2(t) + Zg(t).
By interchanging the role of transmitter 1 and transmitter 2 in

the MAC-WT channel, the channel input-output relationship
can be alternately represented as

(187)

pi(0) = VP gun(t) + VP 0+ 210
ya(t) = VP hipy (t) + P by () + za(2)
where
hyy = hia, Ry =hi1, hyy =hao, hyy = hy
Ty (t) = mo(t), wo(t) =mi(t), P =P* o = é
(189)

Note that the secure capacity region and the secure GDoF
region of the MAC-WT channel expressed in (188) are
C(P',a') and D(a'), respectively. Assume a scheme I
achieves a rate tuple (R;,RIQ, R,c) in the channel expressed
in (187), i.e., transmitter 1 achieves a rate R, = R/1 and
transmitter 2 achieves a rate Ry = R'2 by using common
randomness rate R, = R/C. Then the same scheme I' achieves
rates Ry = R;,Rg = Rll, by using common randomness
rate R, = R'c in the channel expressed in (188), because the
channel expressed in (188) can be reverted back to the channel
expressed in (187) by interchanging the role of transmitters.
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For any tuple (dy, dy,d,) such that (dy,dy,d.) € D(e) in
the channel expressed in (187), there exists a scheme I' that
achieves a rate tuple in the form of

d; d.
(R, = ?1 log P+ o(log P), Rs = ?2 log P + o(log P),

d
R, = EC log P + o(log P)) (190)

Based on the above argument, by interchanging the role of
transmitter 1 and transmitter 2 in the channel expressed in
(187), the same scheme I' achieves a rate tuple in the form of

d. d;
(R, = 22 log P + o(log P), Ry = ?1 log P + o(log P),

R, = %logP+0(logP)) (191)

in the channel expressed in (188). Then the following GDoF
tuple

’
d72 log P+o(log P)

d1 plinoo % log P’
’
4
d — . — log P+o(log P)
2 e
’
d
. Zelog P4o(log P
d lim 2———7—— Ogl 0 +O(/0g )
P’ o0 g log P
i é( 2 log P +o¢o(1°gP ))
P’gnoo 1 logP
_ i é( L log P +ao(1°gp ))
P’inoo i logP
’
lim é(%logpl%*ao(iloip ))
P oo % log P’
1 /!
ad
N
= L4
1 !
Edc
is achievable in the channel expressed in (188), which implies
’ / / = ’ . ’
(3d;,Ldy, Ld,) € D(a). Since o = 1, then we get
1.1, 1, _ 1
(7d27 *dla *dc) € ’D(i)
a a o o]

which completes the proof.

APPENDIX D
PROOF OF LEMMA 5

We provide the proof of Lemma 5 in this section for the case
of 2 <a<1land0< B < 2a— 1. The proof is divided into
two sub-cases, i.e., 0 < B <3a—2and 3a—2 < B <2a-—1.

A 0<B<3a—-2

Forthecaseof% <a<land 0 < B < 3a — 2,
the observation y; expressed in (93) can be rewritten in the
following form

hi2h
Y1 = VPl*O‘hnUl,p-i-VPh11U1,c+VP2O‘71%U2,c+21
22

= 29V P(gogo+V P+ Bg1q1 +V P2~ 1-Bgogy) 4 2,
(192)

where
A @ énl,chll A 772,ch12h21
g0 4’ g1 9 ) 2h22 )
PpPlo—e N Poz—B—e N 1/PB—€
qo = Vip, Q1 =————Vie, Q2= *V2.c
M, N2,c7Y
f0r’y€(0,741%7, <Ne<2,1< M. <2, leGQ( =
Ca—c —B—
5. Q = PEES) 0y, € 0 = st @ = pUE)
and v, € Q¢ = %, Q = P77°). Based on our
definition, it implies that qo,q1,¢2 € Z, |qo| < VPl—2,

lg1| < VPa=B=¢, and |g| < V/PB=¢. Let us define the
following minimum distance
dinin (90,91, 92) & min 90(90—45)

qo,q(),EZﬂ[—* /Pl—a—s’, /Pl—a—e]
Q1,q/1,ezm[*‘/PaiBfe,‘/PafBis]
q2,95€ZN[—V PB—< v/ PB—]

(90,91,92)# (40,91 ,95)

+ VP=tBg (1 —q1) + VPQO‘_I_B%(C]Q—Q/Q)‘
(193)

which will be used for the analysis of the estimation of qg, ¢1
and ¢, from the observation in (192). The lemma below states
a result on bounding this minimum distance.

Lemma 12. Consider the parameters x € (0,1] and € > 0,
and consider the signal design in Table III, (80)-(84) and (91)-
(92) for the case 0f§ <a<land0< B <3a—2. Then the
minimum distance dp;, defined in (193) satisfies the following
inequality

dmin > KP? (194)

for all the channel coefficients {hxe} € (1,2]2*?\ Hou, where
the Lebesgue measure of the outage set H,, C (1,2]2*2
satisfies the following inequality

L(How) < 1935365P~ 2 (195)
Proof. In this case we let
BEKPE, A, &V/Pl—a+B A, 2 \/p2a-1-B

QO L 2\/P170&76’ Ql é2\/Pafoe’ Q2 L 2\/PBfe7

for some € > 0, k € (0,1, 1 <m.<2and 1 <y, < 2.
Recall that gy = M1, g = Machis nz2.chizhar ywo

,and go = o
also define the following two sets

B'(q0, 41, 92)2{ (90, 91, 92)€(1, 4]*: |gogo+A1 g1 q1+A29292|<B}

and
U

q0,91,92€Z:
(90,91,92)#0,
lax|SQk Yk

With the result of [45, Lemma 14] we can bound the Lebesgue
measure of B’ as

B2 B'(q0, q1,92)- (196)

Qu@>

2Qo 2Q0 | Qo
< —
) 5045( Taota T4 ) o
where Q1 = min Ql,g.%’lf‘ﬂ@z} 16/ P3a—2-B—¢
and Q2 = min{Qy,8 - %;Al@?l}} — 2V/PB<. By



plugging the values of the parameters into (197), we can easily
bound L(B’) as

L(B') < 24192xP~ %, (198)

With our definition, B’ is a collection of (go,91,92)
and can be treated as an outage set. Let us define
How ={(hoz2, h21, h12, h11) € (1,2]**% : (g0, 91,92) € B'}
as a set of (haa, ha1, hia, h11) € (1,2])?*2 such that the cor-
responding pairs (go, g1) are in the outage set B’. Let us also
define the indicator function 1y, (hoo, ho1, h12,h11) = 1 if
(ho2, ho1, hi2, hi1) € Hou, else Ly, (ha2, ho1, hiz, h11) = 0;
and define another indicator function 1p/(g1,92) = 1 if
(90 = 27?11,5791’92) € B, else 1p/(g1,92) = 0. Then by
following the steps in (176)-(178), the Lebesgue measure of
Houe can be bounded as

L(How) < 193536xP 2.

(199)
O

Lemma 12 suggests that, the minimum distance d;, de-
fined in (193) is sufficiently large, i.e., dyin > kP35, for
almost all the channel coefficients when P is large. Let us
focus on the channel coefficients not in the outage set Hoy.
Let 25 = gogo + VP1=otBg gy + vV P22~ 1-Bgyq,. Then it is
easy to show that the error probability for the estimation of
s from the observation in (192) is

Przs # 35 -0 as P — . (200)

Note that gg,q1,q2 can be recovered due to the fact that
Jdo, 91,92 are rationally independent. At this point we can
conclude that

PI‘[{’ULC#’LA)LC}U{ULP751717;,,}U{’02,C7é’02,c}] —0as P—oo
(201)

for almost all the channel coefficients.

B. 3a—2<B<2a-1

For this case with % <a<land3a—2< B <2a-—1, the
proof is similar to that of Lemma 4. We will just provide the
outline of the proof in order to avoid the repetition. In this case,
we will first estimate v; . from 7, expressed in (93) based on
successive decoding method, and then we will estimate vg .
and vy, simultaneously based on noise removal and signal
separation methods.

In the first step, we rewrite y; from (93) to the following
form

y1 = VPhyvy . + VP2 15 4 2. (202)

_A - . _ .
where g = hlh'{ijzmvgﬁ + vV P273%Rh vy p. Since § is bounded,
ie., |g| < %, from Lemma 9 we can conclude that v; . can

be estimated from y; with vanishing error probability:

Prlvyc # 01, =0, as P — oco. (203)

In the second step vy . and vy, will be estimated simultane-
ously from the following observation

)
y1 — VPhiyvy, = W%%ﬁmhlmﬁzl

22

=7v(Aogoqo + A191q1) + 21 (204)

23

hizh
where go & Mshizhe g A1y, g 8 /PraT B
A _ A PB—e¢
Ay S vprmet e, 90 = Ty V2 )
méLm,p By following the steps in (165)-

(184), one can show that the v and v, can be estimated
simultaneously from the observation in (204) with vanishing
error probability for almost all the channel coefficients. At
this point, we can conclude that

PI‘[{’ULC#’{)LC}U{ULP75@14,}U{’U2’C75’f)2’c}]—>0 as P— o0
(205)

for almost all the channel coefficients.

APPENDIX E
ADDING COMMON RANDOMNESS WILL NOT INCREASE THE
GDOF IN THE CONSIDERED SETTINGS

In this section we will prove that adding common random-
ness at the transmitters will not increase the sum GDoF, GDoF,
and GDoF region, of a two-user interference channel, a point-
to-point channel with a helper, and a two-user multiple access
channel, respectively, as described in the following lemmas.
The three settings are simply the enhanced settings of that
defined in Section II by removing the secrecy constraints.
Since secrecy constraints will not enlarge the GDoF or GDoF
region of the networks, the converse derived for the setting
without secrecy constraints will server as a converse for the
setting with secrecy constraints.

Lemma 13 (IC-SC). For a two-user symmetric Gaussian
interference channel with common randomness at the trans-
mitters (the enhanced setting of that defined in Section II
by removing secrecy constraints), the sum GDoF is upper
bounded by

di + dz < dg (@)

where d7,, (o) is characterized in Theorem 1.

sum

Lemma 14 (WTH). For a point-to-point Gaussian channel
with a helper and with common randomness at the transmitters
(the enhanced setting of that defined in Section II-B by
removing secrecy constraint), the GDoF is upper bounded by

dla) <1, Va€][0,00).

Lemma 15 (MAC-WT). For a two-user symmetric Gaussian
multiple access channel with common randomness at the trans-
mitters (the enhanced setting of that defined in Section II-C
by removing secrecy constraint), the optimal GDoF region is
outer bounded by

di +do < max{l,a}, di <1, dy<a.

The proofs of the above three lemmas are proved in the
following sections.

A. Proof of Lemma 13

Let us now prove Lemma 13, focusing on the two-user
symmetric Gaussian interference channel with common ran-
domness at the transmitters. At first we will follow the
footsteps of the converse proof in [26], by taking the additional
consideration of the common randomness at the transmitters.
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We will consider the genie-aided channel where a genie
provides s3; and w. to receiver 1, and provides s7, and
w, to receiver 2, where sy (t) = v/ P21 hy 11 (1) + 22(t) and
512(t) & v/ P12 hyoxy(t)+ 2, (t). For this genie-aided channel,
the sum rate is upper bounded by

nRy +nRs — ne,,
Sﬂ(wﬁ y?u Sgla wc) + ]I(w2; yg7 5?27 wc)
:H(wl; y?v Sgl |wc) + H(w% ygv S?2|’LUC)
=I(wy; sy [we) 4+ 1wy y'[s5y, we)

+ I(wa; sta|we) + L(wa; y3|sts, we)

:h(sgl |w6)_h(s;ll |w17 ’LUC) +h(y? |S§17 wc)—h(yms%» wi, wC)

(206)

+h(sTywe)—h(sys|wa,we ) +h(ys |sTa,we)—h(yz |sTs, w2,we)
=h(s3[we) —h(z3) +h(y7[s51, we) —h(sta|we) +h(sTy|we)
— h(z7) + h(yz[s15, we) — h(sy [we) (207)

(1 () ]s21 (£),we Hh(y2(£)[s12(t) we) ) —h(2] )~h(z5)

<
t
(208)
where (206) uses the fact that wy,wy and w, are mutually
independent; (207) follows from the fact that, (s5;,w;) and
(sty,ws) are conditionally independent given w,; note that
a2 is a deterministic function of (w, w;) for ¢ = 1, 2. For the
term h(y; (¢t)|s21(t), w.) in (208), we have

h(y1(t)[s21(t), we)
=Ey, [h(y1(t)]s21 (1), we = we)]

< 5 log(2me) + By, [ og(Elvarlys (1) 521 (1), we = wel])]

(209)
1 1 2
<3 log(2me) + By, b log (E[|y: (t)*|we = we]
_|E[ya(#)s21(t) [we = WCHQ):| (210)
Ells21(t)[*lwe = w]
1 1
gilog(Qwe)+§ 10g(1+Pa12|h12\2E[|=’C2(t)|2|]
L Prhul® - Efle P ) @11)
1+ Pe2i|hgy |2 - Ef21(2)]2]]
1 1 Pall h 2
<glostare) + glog(14 P bl + g )
212)

where (209) follows from the fact that Gaussian input maxi-
mizes the conditional differential entropy for a given variance
constraint E[var[y; (¢)|s21(t), w. = w¢]]; (210) uses the result
that E[var[y|z]] < Ely[* — ‘Eﬁ’lyf (cf. [50, Lemma 1]); (211)
applies Jensen’s inequality to the concave functions of f(z) =
log(1+z) and fa(z) = 47 fora > 0,b > 0and z > 0; (212)
uses the identity that the function f3(z,y) = log(1+ca+174;)
is increasing with x and y for @ > 0,b > 0, ¢ > 0. Similarly,

we have

h(y2(t)]s12(t), we)

1 1
§§ log(2me) + 3 log(1 4 P2 |hgy|* +

P&e2 |h22|2

1+ Pa12|h12‘2 '
(213)

By inserting (212) and (213) into (208), and dividing each
side of (208) with 7 log P and letting P,n — oo, it gives
the sum GDoF bound d; + d2 < max{aiz,a11 — a1} +
max{ao1, ags — a12}. By focusing on the symmetric case
with (@11 = @2 = 1,12 = @91 = «), we have

dy + de < 2max{a,1 — a}. (214)

The above bound is derived by following the footsteps of
the converse proof in [26], and by adapting the common
randomness w,. term into the derivations.

We can also derive a bound on the sum GDoF by consider-
ing the one-sided interference channel where a genie provides
wy and w, to receiver 1 and provides w, to receiver 2. In this
one-sided interference channel, by following the footsteps of
the converse proof in [51] (or [26]), one can prove that

di+dy <2(1—0af2) for a<l. 215)

For the one-sided interference channel, by following the foot-
steps of the converse proof in [52], one can also prove that

di+dy<a for a>1. (216)

Finally, the bounds d; < a7 and da < agy can be easily
proved (see next subsection for the similar proof). These two
bounds give the sum GDoF bound for the symmetric case:
d; + do < 2, which, together with (214), (215) and (216),
complete the proof of Lemma 13.

B. Proof of Lemma 14

The proof of Lemma 14 is straightforward. For a point-
to-point Gaussian channel with a helper and with common
randomness at the transmitters, we enhance the setting by
providing an information w,. to the receiver. Then, the rate
is bounded as

nRy —neyy

Sﬂ(wl; y?a wc)

=I(w1; y7'Jwe) 17
< Xt: h(y1 (t)|we) — h(yy'[we, wi)

=Y h(VPouhpa(t) + z1(D)we) —h(zf)  (218)
< Xt: h(VPeithyya (t) + 21 (t) — h(z])

Sgtlog(l + POt |y, [?) (219)

where (217) uses the independence between w; and w.; (218)
uses the definition that 25() is a deterministic function of w,;
(219) follows from the fact that Gaussian input maximizes the
differential entropy. From (219) it implies that d < a1, which
completes the proof of Lemma 14 by focusing on the case with
11 = 1 and Q12 = (.

C. Proof of Lemma 15

Let us now consider the two-user symmetric Gaussian
multiple access channel with common randomness at the
transmitters. From the proof in the previous subsection, one



can easily prove the d; < ;1 and dy < aq2. In this setting,
the sum rate can be bounded as

nR1 + nRs — ne,
<I(wy,wa;yT)

< Z h(yl(t)) - h(y?lwla w2, l’?, l’g)
=3 hn (1) — b

gg log(1 + P |hyy |2 + P2 |hyo|?) (220)

where (220) follows from the fact that Gaussian input max-
imizes the differential entropy. The result in (220) gives the
sum GDoF bound as d; +dy < max{ai1,a12}. At this point,
we complete the proof of Lemma 15 by focusing on the case
with (a11 = 1,12 = «).
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