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Abstract—In a network of mining pools that secure Bitcoin-
like blockchains, it is known that a self-interested mining pool
can dishonestly siphon off another pool’s mining rewards by
executing a block withholding (BWH) attack. In this paper, we
show that a BWH attack is always unprofitable for an initial
startup period which is at least one difficulty retarget interval
(approximately 14 days for Bitcoin). Furthermore, we prove that
the payback period to recoup this initial startup cost is always
at least as long as the initial unprofitable startup interval, and
we show numerically that it can be substantially longer. Thus,
the decision of whether or not to execute a BWH attack is not
a dominant strategy, and the so called Miner’s Dilemma is not
in fact a dilemma.

I. INTRODUCTION

Open blockchain systems such as the Bitcoin network

are extremely competitive with rewards for each participant

(miner) that are directly related to their computational power.

Here, the reward for miners is calculated based on a proof-

of-work (PoW) mechanism [1] in which the computational

resource expended by a miner is used to solve a computa-

tionally difficult problem. When a miner submits a solution

to this problem (called a full PoW), the Bitcoin protocol

rewards the miner with a block reward. The Bitcoin protocol

adjusts the difficulty of the problem in proportion to the total

computational power of miners, making it challenging for

individual miners to earn profits. To increase the chance of

earning a reward, it is common for individuals to join their

computational hashing power in a group known as a mining

pool. The pool allows each miner to receive rewards more

regularly than the sporadic rewards they would earn mining

on their own. With several mining pools competing for the

reward, the pool managers prefer to stay open to any interested

miner to increase the total hashing power of the pool.

Since generating a complete (full) PoW is difficult for

individual miners, the mining pools use partial PoW to assess

the hashing power of an individual miner. A partial PoW is

identical to a full PoW except that it has an easier difficulty

value than the network’s requirements. By counting and verify-

ing the partial PoW a miner submits, the pool can estimate how

much mining power (hashrate) the miner is contributing to the

pool and pay them accordingly. However, open mining pools

are exposed to malicious miners who might join the pool and,

while appearing to contribute to its total hashrate, withhold

any valid full PoW they find. Such block withholding (BWH)
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attacks have been well-studied [2], [3]. In a BWH attack, a

miner generates valid partial PoW but withholds any full PoW

it might create [4]. This attack allows malicious miners to steal

from a pool’s legitimate miners, lowering the profitability of a

pool. The malicious miners appear to be legitimate members

of the pool and therefore get a share of the total rewards

generated by the pool.

The BWH vulnerability poses an interesting question to

managers of mining pools: should they conduct an attack

on other pools to increase their revenue, or should they

stay honest and keep earning from their own computational

resources? This question has been framed as the Miner’s

Dilemma, and it has been suggested that a dominant-strategy

equilibrium exists in which all pools attack each other, despite

all being better-off under no attacks [5].

However, the dominant-strategy equilibrium claim of [5]

holds only when each pool manager can dynamically choose

whether to comply and stay honest, or to defect by attacking

another pool. Also, their rewards must immediately increase

with the choice they make. However, in the case of the Bitcoin

network, a pool’s revenue does not immediately increase when

the pool initiates an attack. Since the attacking miners do

not submit full PoW, the Bitcoin protocol is unaware of

their existence and eventually reduces the difficulty target in

response to the apparent decrease in total network hashrate.

The attack is only potentially profitable after this difficulty

adjustment takes place.

In Bitcoin’s distributed network, the difficulty-target value

is adjusted every 2016 blocks (or published full proofs of

work) in such a way that it takes approximately 10 minutes

for the network to find a new full PoW [6]. Accordingly, it

takes approximately two weeks after a BWH attack is initiated

before the difficulty is adjusted to account for the reduction

in effective hashing power.

In this paper, we show that the attacker suffers a loss relative

to honest mining during at least the initial two weeks of

an attack within the Bitcoin network, and that this loss is

recouped slowly. Due to the high variance in total network

hashrate and block discovery, this high initial cost and slow

climb to profitability acts as a natural deterrent to mining pools

launching a BWH attack. In summary, our contributions are:

1) It is costly to launch a BWH attack. Proposition 1 proves

that for at least the first 14 days of an attack, an attacker

suffers a revenue loss relative to honest mining.
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2) These initial costs are recouped more slowly than they

are accrued. When the attack becomes profitable after

a difficulty adjustment, Proposition 2 proves that the

attacker’s paypack period is at least as long as (and often

several times longer than) the initial costly interval. That

is, the daily losses prior to the adjustment are always

greater than the daily profits after the adjustment.

3) We derive the revenue generated by each pool when an

arbitrary number of pools are executing a BWH attack,

both before and after a difficulty adjustment.

II. RELATED WORK

Rosenfeld [4] analyzes different reward systems mining

pools can use and introduces the concept of BWH to dis-

rupt mining pool reward systems. Courtois and Bahack [7]

formalize attacker strategies where the attacker would gain

revenue at the expense of other miners, which includes BWH

attacks. The authors discuss how such attackers can optimize

their profits, but do not indicate that honest mining is a more

profitable solution than withholding. Eyal [5] formulates BWH

as a game and shows that (i) a simplified version of the two-

pool game is an instance of the iterated prisoner’s dilemma,

(ii) any number of identical pools mutually attacking each

other is a tragedy of the commons equilibrium, and (iii) not

attacking is not a Nash equilibrium for the general case with

any number of pools. Subsequent work further examines the

game-theoretic formulation of BWH [8]–[15] and proposes

variations of BWH strategies and countermeasures [2], [16]–

[18]. The key difference between our work and the prior

work is that we consider the delay between commencing an

attack and when the difficulty adjustment occurs; indeed, prior

formulations explicitly assume the network difficulty is fixed

and stable, despite demonstration by Eyal [5] that the attacker’s

reward is not improved until after the difficulty is adjusted.

III. ANALYZING BWH ATTACK PROFITABILITY

In this section we analyze attack revenues in different cases

and compare these to honest mining revenues. We first show

the potential revenue from honest mining and then how the

revenue changes when one pool attacks a victim pool both

before and after a difficulty adjustment. We further analyze the

situation of mining pools attacking each other and generalize

it into N mining pools.

The notation used in the following sections is summarized

in Table I. We suppose that mining pool i has hashing power

hi, the fraction of its hashing power that pool i sends to pool

j for a BWH attack is xi,j , and the total hashing power of

the whole Bitcoin network is H :=
∑N

i=1
hi. Furthermore, we

assume that attacking pools initiate attacks at the start of a

difficulty adjustment interval so as to maximize the attack’s

effect on the adjustment algorithm.

A. Honest mining

In the case of honest mining (i.e., xi,j = 0 for all i, j),

mining pools generate revenue based on the blocks that they

find. We denote a block reward by B, and—at the time of

TABLE I: Table of notation

Variable Definition

i Pool ID
xi,j Fraction of hashing power used by pool i to attack pool j
H Total hashrate of the whole network
H′ Total hashrate of the whole network after BWH attack
hi Hashing power of pool i
R Average daily revenue of the whole network

Rh
i Average daily revenue of pool i if pool i is honest

Ri Average daily revenue of attacking pool i before difficulty
adjustment

R′

i Average daily revenue of attacking pool i after difficulty
adjustment

A Adjustment factor for average daily revenue before difficulty
adjustment

B Block reward
T Number of days to find 2016 blocks
Pi Payback period of attacking pool i

writing—each block yields a reward of B = 6.25 Bitcoins

(BTC). When the difficulty target is exactly proportionate

to the network hash rate, it takes 10 minutes on average

for a single block to be found on the network. Thus, the

fractional rate at which rewards are found on the network is

0.1B/minute. Taking B as 6.25, the total expected revenue R
for 24 hours is

R = 0.1×B × 60× 24

= 144×B (1)

= 900 BTC. (2)

Using Eq. (2), pool i’s average daily revenue from honest

mining, denoted Rh
i , can be derived as:

Rh

i =
hi

H
×R. (3)

B. When one mining pool is attacking another mining pool

In this case, we have to consider the fact that the difficulty

of the blockchain is updated every 2016 blocks. With each

block being found at an average target rate of 1 block per

10 minutes, 2016 blocks will be found after approximately 2

weeks. However, in a BWH attack scenario, the time to find

2016 blocks will be longer due to the reduced total effective

hashrate, as the attacking miners will be withholding full PoW.

Hence, the daily average reward will be earned at a lesser rate.

To account for the reduced reward, we will multiply R with

an adjustment factor A, to reach the effective rate of reward

before difficulty adjustment.

In a set up of two mining pools, with pool 1 attacking pool

2, adjustment factor A is calculated as follows:

A := 1−
x1,2h1

H
. (4)

The average revenues generated per day prior to a difficulty

adjustment are thus:

R1 = R×A×

{

h1(1− x1,2)

H
+

(

x1,2h1

x1,2h1 + h2

)(

h2

H

)}

(5)
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R2 = R×A×

{

h2

H
−

(

x1,2h1

x1,2h1 + h2

)(

h2

H

)}

. (6)

Since x1,2 × h1 miners are not actively contributing to the

Blockchain network, the expected time in days to find 2016

blocks will be:

T :=
2016× 10

60× 24
×

1

A
=

14

A
. (7)

After the difficulty adjustment the total hashing power of

the Bitcoin network will be:

H ′ = HA. (8)

Using (8) we then calculate the generated revenues of each

of the pools after the difficulty adjustment.

R′
1 = R

{

h1(1− x1,2)

H ′
+

(

x1,2h1

x1,2h1 + h2

)(

h2

H ′

)}

(9)

R′
2 = R

{

h2

H ′
−

(

x1,2h1

x1,2h1 + h2

)(

h2

H ′

)}

. (10)

We note that (9) and (10) are reported in [5], where it is

demonstrated numerically that by carefully selecting attack

rate x1,2 > 0, after a difficulty adjustment an attacker can

profit relative to honest mining; i.e., can ensure that R′
1 > Rh

1 .

However, in this paper we explicitly consider the cost an

attacker incurs by launching such an attack. First, we show

that prior to the difficulty adjustment, the attacker’s average

daily revenue is lower than that of honest mining, and fully

characterize the set of profitable attack rates following the

difficulty adjustment:

Proposition 1. If a pool with hashrate h1 initiates a BWH

attack against a pool with hashrate h2 with attack rate x1,2 >
0, then prior to the next blockchain difficulty adjustment, the

attacker’s daily revenue is strictly decreased relative to honest

mining:

R1 < Rh

1 . (11)

After the difficulty adjustment, an attacking pool is profitable

if and only if:

x1,2 <
h2

H − h1

. (12)

Proof. First we show (11). From (3) and (5) we obtain

Rh

1 −R1 =
R

H

(

h1 −A

(

h1 +
x1,2h1h2

x1,2h1 + h2

− x1,2h1

))

=
Rh1

H

(

1−A

(

1− x1,2

(

1−
h2

x1,2h1 + h2

)))

≥ 0, (13)

where the inequality holds because A ≤ 1, x1,2 ≤ 1, and

h2 ≥ 0.

Now we show that an attack is profitable after the difficulty

adjustment if and only if (12) holds by manipulating the

desired inequality on (9) and (3):

R′
1 > Rh

1

⇐⇒ R

{

h1(1− x1,2)

H ′
+

x1,2h1

x1,2h1 + h2

(

h2

H ′

)}

>
h1

H
×R

⇐⇒
1− x1,2

AH
+

x1,2h2

(AH)(x1,2h1 + h2)
>

1

H

⇐⇒
h2

H − h1

> x1,2, (14)

where the last step is obtained by substituting (4) for A.

Thus, an attacker must sustain an average daily loss of

Rh
1 − R1 > 0 for T days before realizing an average daily

profit of R′
1 − Rh

1 . Hence, if the condition in (12) is not

satisfied, the attacking pool will never be able to break even.

If condition (12) is satisfied, then how long after the difficulty

adjustment must the attacker continue the attack to cover this

initial cost? Pool 1’s payback period, defined as the number of

profitable days required to recoup the attacker’s initial losses,

is given by

P1 :=
Rh

1 −R1

R′
1
−Rh

1

× T. (15)

We are now ready to present our main result reporting and

lower-bounding the payback period for a lone BWH attacker.

Proposition 2. If a pool with hashrate1 h1 ≤ H/2 initiates

a BWH attack against a pool with hashrate h2 and the initial

difficulty adjustment interval is T , then the attacker’s payback

period is

P1 =
(h2 + x1,2(H + h1)− x2

1,2h1)(H − x1,2h1)

(x1,2(h1 −H) + h2)H
T (16)

≥ T. (17)

Before we present the proof, we note that while the payback

period is always at least T (that is, an attacking pool’s costs

accumulate at least as fast as their profits), the payback period

can be considerably longer. For instance, if H = 1, h1 =
h2 = 0.4, the attack fraction to yield an optimal revenue is

x1,2 ≈ 1/3 and the payback period is approximately 3.56T ,

or 57.5 days as T = 16.1538 (from Eq. 7). This example

indicates that for substantial attacks, the attacker may need

to sustain the attack for multiple months before any profit is

realized. Figure 1 depicts the payback period from a profitable

attack by pool 1. Substituting values in (12), we get that the

attack will be profitable if x < 0.667. Note that the payback

period goes over 4000 days when the attacking fraction is

0.66. Moreover, the total attack period is P1 + T as shown in

Figure 2, meaning the total attack period is at least 2T .

Proof. Expression (16) can be derived by substitut-

ing (3), (4), (5), (8), and (9) into (15). The derivation

1Note that h1 ≤ H/2 is a standard security assumption in Bitcoin; this
means that pool 1 is not powerful enough to launch a 51% attack on the
Bitcoin network.
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Fig. 1: Payback period (in days) as a function of the attacking

fraction x1,2, illustrating the results of Proposition 2, with

h1 = h2 = 0.4 and x1,2 < h2

H−h1

= 0.667.

is straightforward and tedious, so we omit it here. Henceforth

in the proof, we write x = x1,2 to simplify the notation. To

show the lower bound (17), we first expand and simplify (16)

to obtain

P1/T =

H(h2 + xh1) +H2x− 2Hx2h1 − xh1h2 − (xh1)
2(1− x)

H(h2 + xh1)− xH2
.

(18)

Where we denote the numerator and denominator of (18) as

N and D respectively. It can be shown that in a profitable

attack, D ≥ 0; thus, to show the desired bound, it suffices to

show that N ≥ D:

N −D = x
(

2H(H − xh1)− xh1h2 − (xh1)
2(1− x)

)

≥ x
(

2H(H − xh1)− xh1h2 − (xh1)
2
)

(19)

≥ x(Hh2 +Hh1 − h1h2 − xh2

1) (20)

= x(h2(H − h1) + h1(H − xh1) ≥ 0. (21)

Inequality (19) holds since x ≥ 0 and (20) holds since H −

xh1 ≥ H −h1 ≥ h2 and h1 ≤ H/2 (implying H −h1 ≥ h1).

Having shown N ≥ D, this concludes the proof.

C. A network of N mining pools

In this section we generalize the equations for N pools

where all pools can be attacking and victim pools. The average

daily revenue generated before difficulty adjustment is:

Ri = R×A×

{

hi(1−
∑

j 6=i xi,j)

H

+
∑

j 6=i

[(

xi,jhi

xi,jhi + hj

)(

hj

H

)]

−
∑

j 6=i

[(

xj,ihj

xj,ihj + hi

)(

hi

H

)]

}

, (22)

� �� �� �� �� �� �� �� 	� 
�
�
��

�����

����

�

���

��
��
��

Fig. 2: Break-even point for an attack scenario where H = 1,

h1 = h2 = 0.4, and x1,2 = 1/3. Note, the total time an attack

must execute is T+P , as the attack is not yet profitable during

initial period of T days

where

A := 1−

∑

j 6=i xi,j

H
. (23)

Similarly, the revenue after difficulty adjustment will be:

R′
i = R

{

hi(1−
∑

j 6=i xi,j)

H ′

+
∑

j 6=i

[(

xi,jhi

xi,jhi + hj

)(

hj

H ′

)]

−
∑

j 6=i

[(

xj,ihj

xj,ihj + hi

)(

hi

H ′

)]

}

, (24)

where H ′ is:

H ′ := H −

N
∑

i=0

N
∑

j=0

xi,j . (25)

D. A network of N mining pools with fees

Here, we extend (22) and (24) to account for pool fees.

Some notable pools such as BTC.com [19] and Slush [20]

charge a percentage-based fee on the profits of their miners.

Accordingly, the infiltration revenue of a BWH attack is

subject to this fee. Let fi be the fractional fee of pool i where

fi ∈ [0, 1], (22) becomes:

Ri = R×A×

{

hi(1−
∑

j 6=i xi,j)

H

+
∑

j 6=i

[(

xi,jhi

xi,jhi + hj

)(

hj

H

)

(1− fj)

]

−
∑

j 6=i

[(

xj,ihj

xj,ihj + hi

)(

hi

H

)

(1− fi)

]

}

.

(26)
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Similarly, the revenue after difficulty adjustment (24) be-

comes:

R′
i = R

{

hi(1−
∑

j 6=i xi,j)

H ′

+
∑

j 6=i

[(

xi,jhi

xi,jhi + hj

)(

hj

H ′

)

(1− fj)

]

−
∑

j 6=i

[(

xj,ihj

xj,ihj + hi

)(

hi

H ′

)

(1− fi)

]

}

. (27)

IV. DISCUSSION

In this section we analyze the revenue outcome and

the break-even points for arbitrary values of attacking pool

hashrate, and attacking fractions. Figure 3a shows the effect of

varying the attacker’s share of the network hashrate h1 while

keeping h2 and x1,2 constant. As h1 varies from 0.1 − 0.4,

the total number of days to reach difficulty adjustment T
shifts from 14.48 days to 16.15 days. Interestingly, when h1

increases past the value of h2, the break-even point reduces

from past 100 days to 73.71 days. These trends indicate that

although the cost of the attack is proportional to the ratio

h1/h2, the attacker can recoup their losses quicker.

Figure 3b shows the consequences of an attacker devoting

various portions of its hashing power to an attack. As x1,2

increases from 1/6−2/3, the initial cost of the attack increases

as the slope of the attacker’s profitability decreases after T
days. An important exception to this trend is when x1,2 = 1/6,

as opposed to x1,2 = 1/5, the slope of the profitability line

after T days for x1,2 = 1/5 is greater than when x1,2 = 1/6.

This implies there is a maximum optimal value of x1,2 for this

attack. From the plot it is clear the optimal value for x1,2 is

above 1/6, but the only visually discernible maximum limit

for an optimal x1,2 value is below 1/2 as its slope after T is

less than the slope of x1,2 = 1/3. Additionally, the slope for

x1,2 = 2/3 demonstrates the right hand bound of the attacking

fraction as presented in Proposition 2. We observe that when

x1,2 = 2/3, the slope of the line is 0 meaning an attacker will

never recover the initial cost of an attack.

Figure 3c demonstrates a situation where the hashrate of the

victim pool decreases by 50% of its hashing power at T days

into being attacked. Such a reduction in victim hashrate could

be caused by factors which are not in the hands of the attacking

pool, such as miners in the victim’s pool realizing they are not

being paid accordingly to their hashrate, as the victim pool is

less profitable when attacked. If the victim pool continues to

operate with 50% of its original hashing power, the attacker

will never turn a profit as the slope of the profitability line is

≤ 0. Accordingly, if the attacker terminates the attack after

T days, they will never recoup their loss by mining honestly.

This is an example of the uncertainty that can make a BWH

attack unprofitable, even if the attacking pool had an initially

promising attack scenario.

The observations from the plots show that an attack is not

always profitable, and the break-even point can greatly vary

depending on factors such as the size of the attacking pool and
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−1500
−1000
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(a) The profitability varies based on the size of the attacking pool. Here,
h1 = {0.1, 0.2, 0.3, 0.4}, h2 = 0.4, and x1,2 = 1/3. The attack is
not profitable until T + P days.
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0
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(b) The attack profitability depends on the attack fraction. In this plot,
h1 = h2 = 0.4, and x1,2 = {2/3, 1/3, 1/4, 1/5, 1/6}. The attack
becomes unprofitable when x1,2 > 1/3.
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(c) With h1 = {0.1, 0.2, 0.3, 0.4}, h2 = 0.4, and x1,2 = 1/3, h2
loses 50% of its hashing rate T days after the attack begins, and
attacking is not profitable.

Fig. 3: Break-even points for attack scenarios with H = 1 and

varying h, x.
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the attacking fraction. When the profitability of the attack is

taken into consideration, an attack is a non-dominant strategy,

because the total attack period to break even, i.e., P + T , is

at least four weeks—as proved in Proposition 2. Hence, the

decision to attack another pool is not a dilemma, rather it is

always in the favor of the mining pools to avoid attacking

another pool with a BWH attack due to the uncertainties

involved with the high recovery period for the attack.

V. CONCLUSION

We have analyzed the transient effects of a BWH attack

taking into account the difficulty adjustment, which makes a

profitable attack a gradual long-term process. We showed that

the time to recover from the cost incurred in two weeks is

always at least two additional weeks of constant attacking,

and is often considerably more. We further show that the

initial time to difficulty adjustment from the start of the attack

is affected by increasing h1 as well as increasing x1,2. Our

analysis shows that the two-player equilibrium of the Miner’s

Dilemma does not hold when revenue density of a pool does

not immediately increase with an attack. Future work could

extend our analyses to incorporate more dynamic and transient

effects among pools, such as miner migrations, transitive and

reflexive attack relationships (mutually assured destruction),

and global network losses.
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