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1 INTRODUCTION

Memory safety bugs are the single largest source of critical vulnerabilities in modern software.
Recent studies found that roughly 70% of all critical vulnerabilities were caused by memory safety
bugs [Chromium Team 20ZMiller 2019 and that malicious attackers are exploiting these bugs
before they can be patchedpogle Project Zero 202Metrick et al 202(. Software sandboxing
or software-based fault isolation (SFI) promises to reduce the impact of such memory safety
bugs [Tan et al 2017 Wahbe et al1993. SFI toolkits like Native Client (NaCl)Yee et al2009 and
WebAssembly (Wasm) allow developers to restrict untrusted components to their savmlboxed
regions of memory thereby isolating the damage that can be caused by bugs in these components.
Mozilla, for example, uses Wasm to sandbox third-party C libraries in Firefaxd 202DNarayan
et al 202(; SFI allows the browser to use libraries likibgraphite (font rendering),libexpat
(XML parsing)libsoundtouch (audio processing), anldunspell (spell checking) without risking
whole-browser compromise due to library vulnerabilities. Others have used SFI to isolate code
in OS kernels Castro et al 2009 Erlingsson et al2006 Herder et al 2009 Seltzer et al199§,
databasesHord 2005Ford and Cox 20G&Vahbe et al1993, browsers Haas et al2017 Lucco
et al. 1995 Yee et al2009, language runtimesifliu and Tan 2014Siefers et al201(), and serverless
clouds [Gadepalli et al. 20201cMullen 2020Varda 201B

SFI toolkits enforce memory isolation by placing untrusted code into a sandboxed environment
within which every memory access is dynamically checked to be safe. For example, NaCl and Wasm
toolkits (e.g., LucetBytecode Alliance 202)and WAMR [Bytecode Alliance 202{(pinstrument
memory accesses to ensure they are within the sandbox region and add runtime checks to ensure
that all control ow is con ned to the sandboxed paths with instrumented memory accesses. There
is a large body of work that ensures the runtime checks &st on di erent architectures, e.g.,
x86 [Ford and Cox 20Q81cCamant and Morrisett 20Q®ayer and Gross 201 Yee et al2009,
x86-64 Behr et al201(], SPARE [Adl-Tabatabai et al1994, and ARM [Sehr et al201¢ Zhao
etal 2013 Zhou et al 2014, as otherwise they incur unacceptable overheads on the code executing
in the sandbox. Similarly, there is a considerable literature that establishes that the checks are
correcBesson et a20192018 Johnson et al2021 Kroll et al. 2014 Morrisett et al 2012, as even
a single missing check can let the attacker escape the sandbox.

However, the security and overhead of software sandboxing also crucially depends on the correct-
ness and cost of context switching theérampolinesand springboardsised to transition into and
out of sandboxes. Almost all SFI systems, frofvighbe et al1993's original SFI implementation
to recent Wasm SFI toolkits]ytecode Alliance 20203, useheavyweight transitionfor context
switching.' These transitions (1) switch protection domains by tying into the underlying mem-
ory isolation mechanism (e.qg., by setting segment registets] et al2009, memory protection
keys [Hedayati et al2019 Vahldiek-Oberwagner et a2019, or sandbox context registersfytecode
Alliance 202040]), and (2) save, scrub, and restore machine state (e.g. the stack pointer, program
counter, and callee-save registers) across the boundary. This code is complicated and hard to get
right, as it has to account for the particular quirks of di erent architectures and operating system
platforms [Alder et al 202(. Consequently, bugs in transition code have led to vulnerabilities
in both NaCl and Wasm from sandbox breakouts\[acl Issue 1607 201dac! Issue 1633 20]1.1
to information leaks [Nacl Issue 2919 201Racl Issue 775 20],(and application state corrup-
tion [Rydogard 2020 Furthermore, in applications with high application-sandbox context switching
rates, the cost of transitions dominates the overall sandboxing overhead. For example, heavyweight
transitions prohibitively slowed down font rendering in Firefox, preventing Mozilla from shipping
a sandboxedibgraphite [Narayan et al. 2030

1The one exception is WasmBoxC{kai 202]} discussed in Sectiof
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In this paper, we develop the principles and pragmatics needed to implement SFI systems with
near-zero-cost transitions, thereby realizing the three-decade-old vision of reducing the cost of SFI
context switches to (almost) that of a function call. We do this via ve contributions:

1. Formal model of secure transitions ( Y3. Simply eliminating heavyweight transitions is
unsafe, potentially allowing an attacker to escape the SFI sandbox. To understand this threat,
our rst contribution is the rst formal, declarative, and high-level model that elucidates the
role of transitions in making SFI secure. Intuitively, our model shows how secure transitions
protect the integrity and con dentiality of machine state across the domain transition by providing
well-bracketedontrol ow, i.e., ensuring that returns actually return to their call sites.

2. Zero-cost conditions for isolation ( Y4). Heavyweight transitions provide security by wrapping
cross-domain calls and returns to ensure that sandboxed code cannot, for example, read secret
registers or tamper with the stack pointer. While this wrapping is necessary when sandboxing
arbitrary code, our insight is these wrappers can be made redundant when the code enjoys additional
structure, not dissimilar to the additional structure typically imposed by most SFI systems to ensure
memory isolation. For example, NaCl usasarse- grarnedontrol ow integrity (CFI) to restrict the
sandbox's control ow to its own code regionH )¢

We concretize this insight via our second contribution, a precrse de mtlonzefo cost conditions
that guarantee that sandboxed code can safely use zero-cost transitions. In particular, we show
that transitions can be eliminated when sandboxed code follovgee-directedCFI discipline, has
well-bracketed control ow, enforces local state (stack and register) encapsulation, and ensures
registers and stack slots are initialized before use. Our notion of zero-cost conditions is inspired, in
part, by techniques that use type- and memory-safe languages to isolate code via Ianguage level
enforcement of well- bracketed control ow and local state encapsulatiornif t ;

}. However, instead of requiring developers to rewrite millions of lines of code in high-level

languages| ], our zero-cost conditions distill the semantic guarantees provided by
high-level languages to allow retro tting zero-cost transitions in the SFI setting. In other part, our
work is inspired by [ ]}, who de ne a defensive semantics for SFI that captures a

notion of sandboxing via simple function calls with a stack shared between the sandbox and host
application. Our work builds on this work by addressing two shortcomings: First, their de nition
does not account for con dentiality of application data, and implementations based on their system
would thus need heavyweight transitions to prevent such attacks. Second, their defensive semantics
makes fundamental use of guard zones, which limits the exibility of the framework. Our de nitions

of zero-cost transitions have no such limitations and fully realize their goal of de ning exible,
secure SFI with zero-cost transitions between application and sandbox.

3. Instantiating the zero-cost model ( Y5.We demonstrate the retro tting of zero-cost transitions
via our third contribution, an instantiation of our zero-cost model to two SFI systems: Wasm and
SegmentZero32Previous work has shown how Wasm can prowde SFI by compiling untrusted
C/C++ libraries to native code using Wasm as an IR§

) We show that Wasm satis es our zero-cost conditions, and replace the heavywerght
transitions used by the industrial Lucet Wasm SFI toolkit with zero-cost transitions. Wasm imposes
more structure than required by our zero-cost conditions (and Wasm compilers are still relatively
new and slow [ ]), so, in order to compare the overhead of our zero-cost model to
the still fastest SFI implementation NaClY{ J we design a new prototype SFI system
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(SegmentZero3pthat: (1) enforces our zero-cost conditions through LLVM-level transformations,
and (2) enforces memory isolation in hardware, using 32-bit x86 segmentation.

4. Verifying security at the binary level ( ). Our fourth contribution is astatic veri er, VeriZero,

that checks whether a potentially malicious binary produced by the Lucet toolkit satis es our zero-
cost conditions. This removes the need to trust the Lucet compiler when, for example, compiling
third-party Firefox libraries [ ] or untrusted tenant code running on Fastly's
serverless cloud [ To prove the soundness of VeriZero, we develop a logical relation
that captures when a compiled Wasm function is well-behaved with respect to our zero-cost
conditions and use it to prove that the checks of VeriZero guarantee that the zero-cost conditions
are met. We implement VeriZero by extending VeriWastim| ] and show that in just

a few seconds, it can (1) verify sandboxed libraries that ship (or are in the process of being shipped)
with Firefox, Wasm-compiled SPEC CPQ006 benchmarks, and 100,000 programs randomly
generated by CsmithY ], and (2) catch previous NaCl and Wasm vulnerabilities ().
VeriZero is being integrated into the Lucet industrial Wasm compiléo| ]

5. Implementation and evaluation ( Y7). Our last contribution is an implementation of our zero-
cost sandboxing toolkits, and an evaluation of how they improve the performance of a transition
micro-benchmark and two macro-benchmarks image decodiripjpeg ) and font rendering
(libgraphite ) in Firefox. First, we demonstrate the potential performance of a purpose-built zero-
cost SFI system, by evaluati@gmentZero3an SPEC CP®2006 and our macro-benchmarks.

We nd that SegmentZero32mposes at most 25% overhead on SPEC €206 (nc), and at most
24% on image decoding and 22.5% on font rendering. These overheads are lower than the state-of-art
NaCl SFI system. On the macro-benchmai&egmentZero32ven outperforms an idealized SFI
system that enforces memory isolation for free but requires heavyweight transitions. Second, we
nd that zero-cost transitions speed up Wasm-sandboxed image decoding by (up to) 29.7% and font
rendering by 10%. The speedup resulting from our zero-cost transitions allowed Mozilla to ship the
Wasm-sandboxetibgraphite library in production.

Open source and data. Our code and data will be made available under an open source license.

2 OVERVIEW

In this section we describe the role of transitions in making SFI secure, give an overview of existing
heavyweight transitions, and introduce our zero-cost model, which makes it possible for SFI systems
to replace heavyweight transitions with simple function calls.

2.1 The Need for Secure Transitions

As an example, consider sandboxing an untrusted font rendering library (Ebgraphite ) as
used in a browser like Firefox:

void onPagelLoadfit = text) {

1
2
3 int © screen

4 int © temp_buf

5 gr_get_pixel_buffer(text, temp_buf);
6 memcpy(screen, temp_buf, 100);
7

8

}

2While the prevalence of 32-bit x86 systems is declining, it nevertheless still constitutes over 20% of the Firefox web
browser's user base (over forty million users)If ); SegmentZero3&vould allow for high performance library
sandboxing on these machines.
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This code calls thdibgraphite gr_get_pixel_buffer function to render text into a temporary
bu er and then copies the temporary bu er to the variablscreen to be rendered.

Using SFI to sandbox this library ensures that the browser's memory is isolated from
libgraphite  memory isolation ensures thatgr_get_pixel_buffer cannot access the memory of
onPageLoadr any other parts of the browser stack and heap. Unfortunately, memory isolation alone
is not enough: if transitions are simply function calls, attackers can violate the calling convention
at the application-library boundary (e.g., the_get_pixel_buffer call and its return) to break
isolation. Below, we describe the di erent ways a compromidéayraphite  can do this.

Clobbering Callee-Save Registers. Suppose thacreen variable in the abovenPagelLoadnippet
is compiled down to the registerl2. In the System V calling conventiori2 is a callee-saved
register | ], so if gr_get_pixel_buffer clobbersr12, then it is also supposed to restore
it to its original value before returning tamnPagelLoadA compromisedibgraphite doesn't have
to do this; instead, the attacker can poison the register:

1 movrl2, h
2 ret

Sincer12 (screen) in our hypothetical example is then used danne 6to memcpthe temp_buffrom

the sandbox memory, this gives the attacker a write gadget that they can use to hijack Firefox's
control ow. To prevent such attacks, we neeghllee-save register integritye., we must ensure
that sandboxed code restores callee-save registers upon returning to the application.

Leaking Scratch Registers. Dually, scratch registersan potentially leak sensitive information

into the sandbox. Suppose that Firefox keeps a secret (e.g., an encryption key) in a scratch regis-
ter. Memory isolation alone would not prevent an attacker-controllidahraphite  from using
uninitialized registers, thereby reading this secret. To prevent such leaks, we serdch register

con dentiality.

Reading and corrupting stack frames. Finally, if the application and sandboxed library share a
stack, the attacker could potentially read and corrupt data (and pointers) stored on the stack. To
prevent such attacks, we needack frame encapsulatiare., we need to ensure that sandboxed
code cannot access application stack frames.

2.2 Heavyweight Transitions

SFltoolchains from NaCl [ Jto Wasm native compilers like Lucet]

jand WAMR | Jhuse heavyweight transition® wrap calls and returns
and address the aforementioned attacks. These heavyweight transitions are secure transitions.
They provide:

1. Callee-save register integrity. Thespringboardthe transition code which wraps calls saves
callee-save registers to a separate stack stored in protected application memory. When returning
from the library to the application, theérampoline the code which wraps returns restores the
registers.

2. Scratch register con dentiality.  Since any scratch register may contain secrets, the springboard
clearsall scratch registers before transitioning into the sandbox.

3. Stack frame encapsulation. Most (but not all) SFI systems provision separate stacks for trusted

and sandboxed code and ensure that the trusted stack is not accessible from the sandbox. The
springboard and trampoline account for this in three ways. First, they track the separate stack
pointers at each transition in order to switch stacks. Second, the springboard copies arguments
passed on the stack to the sandbox stack, since sandboxed code cannot access arguments stored
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on the application stack. Finally, the trampoline tracks the actual return address on transition by
keeping it in the protected memory, so that the sandboxed library cannot tamper with it.

The Cost of Wrappers. Heavyweight springboards and trampolines guarantee secure transi-
tions but have two signi cant drawbacks. First, they impose an overhead on SFI calls into the
sandboxed library become signi cantly more expensive than simple application function cal)s (
Heavyweight transitions conservatively save and clear more state than might be necessary, essen-
tially reimplementing aspects of an OS process switch and duplicating work done by well-behaved
libraries. Second, springboards and trampolines must be customized to di erent platforms, i.e.,
di erent processors and calling conventions, and, in extreme cases such‘astif

[2019, even di erent applications. Implementation mistakes can and haved

P resulted in sandbox escape attacks.

2.3 Zero-Cost Transitions

Heavyweight transitions are conservative because they make few assumptions about the structure
(or possible behavior) of the code running in the sandbox. SFI systems like NaCl and dsm
however, impose structure on sandboxed code to enforce memory isolation. In this section we
show that by imposing structure on sandboxed code we can make transitions less conservative.
Speci cally, we describe a set @kro-cost conditiorteat imposejust enoughnternal structure

on sandboxed code to ensure that it will behave like a high-level, compositional language while
maintaining SFI's high performance. SFI systems that meet these conditions can safely elide almost
all the extra work done by heavyweight springboards and trampolines, thus moving toward the
ideal of SFI transitions as simple, fast, and portable function calls.

Zero-Cost Conditions. We assume that the sandboxed library code is split into functions and
that each function has an expected number of arguments.f@fenalizethe internal structure
required of library code via a&afety monitotthat checks the zero-cost conditions, i.e., the local
requirements necessary to ensure that calls-into and returns-from the untrusted library functions
are well-behaved and, hence, that they satisfy the secure transition requirements.

1. Callee-save register restoration. First, our monitor enforces function-call level adherence to
callee-save register conventions: our monitor tracks callee-save state and checks that it has been
correctly restored upon returning. Importantly, satisfying the monitor means that application calls

to a well-behaved library function do not require a transition which separately saves and restores
callee-save registers, since the function is known to obey the standard calling convention.

2. Well-bracketed control- ow.  Second, our monitor requires that the library code adheres to
well-bracketed return edges. Abstractly, calls and returns should be well-bracketed: Wials

g and theng callsh, h ought to return tog and theng ought to return tof . However, untrusted
functions may subvert the control stack to implement arbitrary control ow between functions.
This unrestricted control ow is at odds with compositional reasoning, preventiogalveri cation

of functions. Further, subverting well-bracketing could enable an attacker to cdwsereturn
directly to f. Then, even ih andf both restore their callee-save registers, thosegafould be left
unrestored. Accordingly, we require two properties of the library to ensure that calls and returns
are well-bracketed. First, each jump must stay within the same function. This limits inter-function
control ow to function calls and returns. Second, the (speci cation) monitor maintains a logical
call stack, which is used to ensure that returns go only to the preceding caller.

3. Type-directed forward-edge CFIl. Our monitor also requires that library code obeys type-
directed forward-edge CFI. That is, for every call instruction encountered during execution, the
jump target address is the start of a library function and the arguments passed match those expected
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by the called function. This ensures that each function starts from a (statically) known stack shape,
preventing a class of attacks where a benign function can be tricked into overwriting other stack
frames or hijacking control ow because it is passed too few (or too many) arguments. If this
were not the case, a locally well-behaved function that was passed too few arguments could write
to a saved register or the saved return address, expecting that stack slot to be the location of an
argument.

4. Local state encapsulation. Our monitor establishetocal state encapsulatitwy checking that

all stack reads and writes are within the current stack frame. This check allows ugdally, i.e.,

by checking each function in isolation, ensure that a library function correctly saves and restores
callee-save registers upon entry and exit. To see why local state encapsulation is needed, consider
the following idealized assembly functidibrary _func

1
2 push r12 store sp 1 h
3 movrl2 1 ret

4 load r1 sp 1

5 add r1 ri2

6 call library_helper

7 pop r12

8 ret

If library_helper is called it will overwrite the stack slot wherdibrary_func savedr12, and
library_func will then restore r12 to the attacker's desired value. Our monitor prohibits such
cross-function tampering, thus ensuring that all subsequent reasoning about callee-save integrity
can be carried out locally in each function.

5. Con dentiality.  Finally, our monitor uses dynamic information ow control (IFC) tracking to
de ne the con dentiality of scratch registers. The monitor tracks how (secret application) values
stored in scratch registers ow through the sandboxed code, and checks that the library code does
not leak this information. Concretely, our implementations enforce this by ensuring that, within
each function's localized control ow, all register and local stack variables are initialized before use.
The individual properties making up our zero-cost conditions are well-known to be bene cial to
software security, and their enforcement in low-level code has been extensively studigdour
insight made manifest in the monitor soundness proofs 6&f is that in conjunction
these conditions aresu cient to eliminate heavyweight transitions in SFI systems, which can
currently be a source of signi cant overhead when sandboxing arbitrary code. Indeedeir
we show that the Wasm type system is strict enough to ensure that a Wasm compiler generates
native code that already meets these conditions. To increase the trustworthiness of this zero-cost
compatible Wasm, iri we describe a veri er that statically checks that compiled Wasm
code meets the zero-cost conditions. $r Wwe describe our proof of soundness for the
veri er, proving that the veri er's checks ensure monitor safety and therefore zero-cost security.
Further, in we demonstrate how the zero-cost conditions can be used to design a new
SFI scheme by combining hardware-backed memory isolation with existing LLVM compiler passes.

3 A GATED ASSEMBLY LANGUAGE

We formalize zero-cost transitions via an assembly language, SFlasm, that captures key notions
of an application interacting with a sandboxed library, focusing on capturing properties of the
transitions between the application and sandboxed library.

Code. summarizes the syntax of SFlasmR&sc-style language with natural numbers\(

as the sole data type. Code)(and data'{ ) memory are separated, and, to capture the separation
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= 2 N
Priv. 3 ? = appjlib
Val 3 E = =
Reg 3 A = r=jB?j?2
Region 3 : 2 N™N
Expr 3 4 = AjEj4 4
Command 3 2 = A popjpush,4jjmp 4jA load. 4jstore. 4:=4]j
gatecall - 4jgateret jA mowjcall . 4jret.
Code 3 = N™Priv. Command
RegVvals 3 = Reg Val
Memory 3 = N! Vval
State 3 = error jf?2:NeB? Ne' : RegVals' : Memory :Codg

Fig. 1. Syntax

of application code from sandboxed library codeis an (immutable) partial map froml to pairs
of a privilege @) (appor lib ) and a command?j, whereappandlib are oursecurity domains

States.Memory is a (total) map fronN to values B. We assume that the memory is subdivided
into disjoint regions { ») so that the application and library have separate memory. Each of these
regions is further divided into a disjoint heap, and stack(,. We write to denote the states or
machine con gurations, which comprise code, memory, and a xed, nite set of registers mapping
register namesA:° to values, with a distinguished stack pointeB9 and program counter?i2)
register. We write 12M for " 1 "?2 = 1?22 thatis that the current instruction i® in security
domain?. We write o 2 Progranto mean that g is a valid initial program state. The de nition of
validity varies between di erent SFI techniques (e.g., heavyweight transitions make assumptions
about the initial state of the separate stack).

Gated Calls and Returns. We capture the transitions between the application and the library
by de ning a pair of instructionsgatecall - 4 andgateret , that serve as thenly way to switch
between the two security domains (that isall andret check that the target is in the same
security domain). The rstgatecall - 4, represents a call from the application into the sandbox or
a callback from the sandbox to the application with tkeannotation representing the number of
arguments to be passed. The secogateret , represents the corresponding return from sandbox
to application or vice-versa. We leave the reduction rule for batiplementation speci i order

to capture the details of a given SFI system's trampolines and springboards.

Memory Isolation. SFlasm provides abstract mechanisms for enforcing SFI memory isolation by
equipping the standardbad, store , push andpopwith (optional) statically annotated checks. To
capture di erent styles of enforcement we model these checks as partial functions that map a pointer
to its new value or are unde ned when a particular address is invalid. This lets us, for instance,
capture NaCl's coarse grained, dynamically enforced isolation (sandboxed code may read and write
anywhere in the sandbox memory) by requiring that all loads and stores are annotated with the
check: *=°j-»+ ., = =. This captures that NaCl's memory isolation does not remap addresses but
traps when an address is outside the sandbox memory regliop ().° The rule forload below
demonstrates the use of these region annotations in the semantics.

Control-Flow Integrity. SFlasm also provides abstract control- ow integrity enforcement via
annotations onmp, call , andret . These are also enforced dynamically. However, we require that

3NaCl implements memory protection di erently on di erent platforms. The 32-bit implementation traps whereas the
64-bit implementation masks addresses. We focus on the former.
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1! 2 1121M, _ [ 1 0
2l2oM, ?71=7="? ! Lgatecall - &V olgateret M

5
! 0 0 wb
1! 2 ! ! 1 0

Fig. 2. Well-Bracketed Transitions

the standard control ow operations remain within their own security domain so thgatecall
andgateret remain the only way to switch security domains.
Operational Semantics. We capture the dynamic behavior via a deterministic small-step opera-
tional semantics (! 9. The rules are standard; we show the rule foad here:
033A=V 4 033A=:1033A
E= ™10338 0= "ATi B4

LA load. 4M - » =" %,

V 14° evaluates the expression based on the register le and increments?2, checking that it
remains within the same security domain and returning an error otherwise. If the functié@33A&

is unde ned P33Ais not within bounds), the program will step to a distinguished, terminal state
error . 12Ms simply shorthand for [2M when we do not care about the security domain. Lastly,
we do not include a speci ¢ halt command, instead halting wh®&ais not in the domain of .

3.1 Secure transitions

Next, we use SFlasm tteclarativelyspecify high-level properties that capture the intended security
goals of transition systems. This lets us use SFlasm both as a setting to study zero-cost transitions and
to explore the correctness of implementations of springboards and trampolines. As a demonstrative
example we prove that NaCl-style heavyweight transitions satisfy the high-level properties (see
the technical appendixi 1.

Well-Bracketed Gated Calls. SFI systems may allow arbitranyestingof calls into and callbacks
out of the sandbox. Thus, it is insu cient to de ne that callee-save registers have been properly
restored by simply equating register state upon entry to the sandbox and the following exit. Instead
we make the notion of an entry and itsorrespondingxit precise, by using SFlasngatecall and
gateret to de ne a notion ofwell-bracketed gated catlsat serve as the backbone of transition

integrity properties. A well-bracketed gated call, which we writé e O( ), captures the
ideathat is a gated call from one security domain to another, followed by running in the new
security domain, and then %is the result of a gated return that balances the gated call from
This can include potentially recursive but properly bracketed gated calls. Well-bracketed gated
calls let us relate the state before a gated call with the state aftercitreespondingated return,
capturing when the library has fully returned to the application.

Integrity. Relations between the states before calling into the sandbox and then after the corre-
sponding return capture SFI transition systantegrity properties. We identify two key integrity
properties that SFI transitions must maintain:

1. Callee-save register integnigquires that callee-save registers are restored after returning
from a gated call into the library. This ensures that an attacker cannot unexpectedly modify the
private state of an application function.

2. Return address integritgquires that the sandbox (1) returns to the instruction after the
gatecall , (2) does not tamper with the stack pointer, and (3) does not modify the call stack itself.
Together these ensure that an attacker cannot tamper with the application control ow.
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These integrity properties are crucial to ensure that the sandboxed library cannot break applica-
tion invariants. To capture them formally, we rst de ne an abstract notion of integrity across a
well-bracketed gated call. This not only allows us to cleanly de ne the above properties, but also
provides a general framework that can capture integrity properties for di erent architectures.

Speci cally, we de ne an integrity property by a predicate : Trace State State! P that
captures when integrity is preserved across a cBlig the type of propositions). The rst argument
is a trace, a sequence of steps that our program has taken before making the gated call. The next
two arguments are the states before and after the well-bracketed gated cdik nes when these
two states are properly related. This leads to the following de nition lofintegrity:

Definition 1 ( | -Integrity). Letl :Trace State State! P.We say that an SFI transition

system has -integrity if ¢ 2 Programc = ¢! 1, 1L Mpp, and 1! Wb 2 imply that
11 Cce 1° 20.

We instantiate this to de ne our two integrity properties:

Callee-Save Register Integrity. We de ne callee-save register integrity as anintegrity property
that requires the callee-save registers' values to be equal in both states:

Definition 2 (Callee-Save Register Integrity). LetCSRbe the callee-save registers and de ne
CSRLe 1o 0, L,"ICSR = 1™ ICSR. If an SFI transition system h@S$ R-integrity then we
say it has callee-save register integrity.

Return Address Integrity. We specify that the library returns to the expected instruction as a
relation between ; and », namely that ,"?2= 1"?2, 1. Restoration of the stack pointer is
similarly speci ed as ,"B?= 1"B? Specifying call stack integrity is more involved ag lacks
information on where return addresses are saved: they look like any other stack data. Instead, return
addresses are de ned by the history of calls and returns leading upsowhich we capture with the
trace argument . We thus de ne a functiorreturn-addiessc® (see the technical appendik|

]) that computes the locations of return addresses from a trace. The third clause of return
address integrity is then that these locations' values are preserved frarto », yielding:

Definition 3 (Return Address Integrity).
RAlce 1o 0, "?2= ,"?2, 1~ ,"B?= 1'B?
N "™ 1return-addressc©® = ™ lreturn-addressc

If an SFI transition system hBA -integrity then we say the system has return address integrity.

Con dentiality. SFI systems must ensure that secrets cannot be leaked to the untrusted library, i.e.,
they must providecon dentiality. We specify con dentiality as noninterference, which informally
states that changing secret inputs should not a ect public outputs. In the context of library
sandboxing, application data is secret whereas library data is non-secret (ptfdlctapture this
formally, we pair programs with a con dentiality policyC 2 State™ N | Reg! Pri, thatlabels
all memory and registers aappor lib at each gated call into the library. These labels form a lattice:
lib v app(non-secretan owto secret) and app @lib (secretcannot ow to non-secret).

To prove noninterference, that changing secret data does not a ect public (or non-secret) outputs,
we need to de ne public outputs. We over-approximate public outputs as the set of vadupssed
to the application. This includes all arguments togatecall callback, the return value when

4This could also be extended to a setting with mutually distrusting components.
5Details can be found in the technical appendixq 11
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Val 3 E = h=e1
Frame 3 SF := fbase N;ret-addrloc: N;csrvals: " tReg N°g
Function 3 = finstrs: N ™ Commanglentry : N;type: Ng
oState 3 = oerror jf :Statefuncs: N ™ Functionstack: »Framéag

Fig. 3. oSFlasm Extended Syntax

returning to the application viggateret , and all values stored in the sandboxed library's heap
( 1ib ) (which may be referenced by other returned values).

Alas, this is not enough: in a callback, the application may choose to declassify secret data. For
instance, a sandboxed image decoding library might, after parsing the le header, make a callback
requesting the data to decode the rest of the image. This application callback will then transfer that
data (which was previously con dential) to the sandbox, declassifying it in the transfer.

To account for such intentional declassi cations, we follav [2005 and de ne
con dentiality as disjoint noninterferenc&Ve use =c °to meanthat and ©agree on all
values labeledib by the con dentiality policy, capturing varying secret inputs. We further write

=cal < °when and Cagree on all sandboxed heap values, the program counter, and the
arguments passed to a callback andsrer  when and Cagree on all sandboxed heap values,
the program counter, and the value in the return register (writtdgug.° This lets us formally de ne
noninterference as follows:

Definition 4 (Disjoint Noninterference).
We say that an SFI transition system has the disjoint noninterference property if, for all initial
. . o . lib
con gurations and their con dentiality propertiésgeC° 2 Programtraces g ! Y '
3! 4, where 1 is a gated call into the library glgatecall - 4M;,p), and 3 ! 4 leaves

the library and reenters the applicationsl( Mpp), and, for all fsuch that 1 =¢ f, we have

that 2! g!"b I 9 % My 4?2= 272 and either (1) 3 is a gated call to the
application ( sLgatecall . 4Mand 3?Lgatecall < ANJand 4 =¢q < j’or (2) sisagatedreturn
to the application (sLgateret Mand Jgateret Mand 4=t 2.

This de nition captures that, for any sequence of executing within the library then returning
control to the application, varying con dential inputs does not in uence the public outputs and
the library returns control to the application in the same number of steps. Thus, an SFI system that
satis es Disjoint Noninterference is guaranteed to not leak data while running within the sandbox.

We formalize NaCl style heavyweight transitions in the technical appendix|f ]
and prove that they meet the above secure transition properties. We discuss our proof that zero-cost
Wasm meets the above secure transition propertieS i

4 ZERO-COST TRANSITION CONDITIONS

Having laid out the security properties required of an SFI transition system, we turn to formally

de ning the set of zero-cost conditions on sandboxed code such that they su ciently capture when

we may securely elide springboards or trampolines. To this end we de ne our zero-cost conditions

as a safety monitor via the language oSFlasm overlaid on top of SFlasm. oSFlasm extends SFlasm
with additional structure and dynamic type checks that ensure the invariants needed for zero-cost
transitions are maintained upon returning from library functions, providing both an inductive
structure for proofs of security for zero-cost implementations and providing a top-level guarantee

6Full de nitions are in the technical appendixq 1
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teelib i =v 140 =0=:10  BP= "By 1
mO= g P71 92 1Y, stack= >S4, “stack  SF= new-framet «=%B%®
typecheckg «=%B% 0= sstack=stack 22==0B2=B%" =" O,

Lcall . 4Ny { °©

is-ret-adde « "B?  hei= ™1 B =0=:10 heelib i =V 140 =0=:1=0
csr-restored © 0= pop-frame °© in-same-funé « "?2+%
ret. M, { %22:==%B2= "B? 1 Ump 4Mp { w2:==%
heelb i =V 24°  E=he2oi=V 4% " 0= = 071 g,
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Lstore. 4:=4Np { = » =" Y

Fig. 4. oSFlasm Operational Semantics Excerpt

that our integrity andcon dentiality properties are maintained. I3 we outline the proofs
of overlay soundness, showing that oSFlasm captures when a system is zero-cost secure.

Syntax of oSFlasm. shows the extended syntax of oSFlasm. Valligsi(e extended with
a security labeP. Overlay state, written , wraps the state of SFlasm, extending it with two extra
pieces of data. First, o0SFlasm requires the sandboxed code be organized into functionsg.
"funcsmaps each command in the sandboxed library to its parent function. Functiohal§o
store the code indices of their commands as the eldnstrs store the entry point (“entry), and
track the number of arguments the function expectstype). This partitioning of sandboxed code
into functions is static. Second, the overlay state dynamically tracks a list of overlay stack frames
( "stacR. These stack frame$§E are solely logical and inaccessible to instructions. They instead
serve as bookkeeping to implement the dynamic type checks of oSFlasm by tracking the base
address of each stack fram8Rbasg, the stack location of the return addresSHret-addr), and
the values of the callee save registers upon entry to the functi8Rdsrvals). We are concerned
with the behavior of the untrusted library, so the logical stack does not nely track application
stack frames, but keeps a single large stack frame for all nested application stack frames.
When code fails the overlay's dynamic checks it will result in the staisror . Our de nition
of monitor safety, which will ensure that zero-cost transitions are secure, is then simply that a
program does not step to aoerror .

4.1 Overlay Monitor

oSFlasm enforces our zero-cost conditions by extending the operational semantics of SFlasm with
additional checks in the overlay's small step operational semantics, writtegh  © Each of these
steps is a re nement of the underlying SFlasm step, thatfs |~ © whenever °is notoerror .

(with auxiliary de nitions shown in ) shows an excerpt of the checks, which we
describe below. Full de nitions can be found in the technical appendix|f ]. The
checks are similar in nature to the defensive semantic&et [ ] though they account
for con dentiality and de ne a more exible notion of protecting stack frames.

Call. In the overlay, the reduction rule for librarycall instructions ( ) checks type-safe
execution withtypechecksa predicate over the state |, call target farge?), and stack pointerg?)
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= ’funcstargef "entry = target  B?2 (» »SFa, = "stack
»SF4, = "stack B? SFPret-addr, ‘'type ret-addr = SFret-addr
typecheckd etarge*B? is-ret-addf eret-addr
2 cod func® »SPA4, = "stack »SPA4, = "stack
=2 “instrs 81A+2 2 SFcsrvals’ ™ 1 == =2(»39 = SPbase* =< SFret-addr
in-same-funé s=+<® csr-restored ° writeablet «=°

Fig. 5. oSFlasm Semantics Auxiliary Predicates

that checksthat (1)the address we are jumping to is the entry instruction of one of the functions,
(2) the stack pointer remains within the stacB®?2 (), and (3) the number of arguments expected

by the callee have been pushed to the stack. On top of itadl, also creates a new logical stack
frame recording the base of the new frame, location of the return address, and the current callee-save
register values, pushing the new frame onto the overlay stack. To ensure IFC, we requir8haat

the labellib to ensure that control ow is not in uenced by con dential values; a similar check is
done when jumping within library code, obviating the need for a program counter label. Further,
because the overlay captures zero-cost transitiagetecall behaves in the exact same way except

for an additional IFC check that the arguments are not in uenced by con dential values.

Jmp. Our zero-cost conditions rely on preventing invariants internal to a function from being
interfered with by other functions. A key protection enabling this is illustrated by the reduction
for jmp (0Jmjp, which enforces that the only inter-function control ow is vizall andret : the
in-same-funcpredicate checks that the current) and target £9) instructions are within the same
overlay function. The same check is added to the program counter increment operation,These
checks ensure that the logical call stack corresponds to the actual control ow of the program,
enabling the overlay stack's use in maintaining invariants at the level of function calls.

Store. The reduction rule forstore ( ) demonstrates the other key protection enabling
function local reasoning, with the check that the addres$ is writeablegiven the current state of

the overlay stack. The predicateriteableguarantees that, if the operation is writing to the stack,
then that write must be within the current frame and cannot be the location of the stored return
address. This allows reasoning to be localized to each function: they do not need to worry about
their callees tampering with their local variables. Protecting the stored return address is crucial for
ensuring well-bracketing, which guarantees that each function returns to its caller.

To guarantee IFG; rst requires that the pointer have the labdlb , ensuring that the
location we write to is not based on con dential data. Second, the chiggk app=) =28 p
enforces that con dential values cannot be written to the library heap. Similar checks, based on
standard IFC techniques, are implemented for all other instructions.

Ret. With control ow checks and memory write checks in place, we guarantee that, when we
reach aret instruction, the logical call frame will correspond to the actual call frantet is then
responsible for guaranteeing well-bracketing and ensuring callee-save registers are restored. This
is handled by two extra conditions oret instructions:is-ret-addrandcsr-restoredcsr-restored
checks that callee-save registers have been properly restored by comparing against the values that
were saved in the logical stack frame logll . is-ret-addrchecks that the value pointed to by the
stack pointer (et-addr) corresponds to the location of the return address saved in the logical stack
frame. Memory writes were checked to enforce that the return address cannot be overwritten, so
this guarantees the function will return to the expected program location.

Proc. ACM Program. Lang., Vol. 6, No. POPL, Article 27. Publication date: January 2022.



27:14 M. Kolosick, S. Narayan, E. Johnson, C. Wa , M. LeMay, D. Garg, R. Jhala, D. Stefan

4.2 Overlay Semantics Enforce Security

Thegoal of the overlay semantics and our zero-cost conditions is to capture the essential behavior
necessary to ensure that individual, well-behaved library functions can be composed together into
a sandboxed library call that enforces SFI integrity and con dentiality properties. Thus, library
code that is well-behaved under the dynamic overlay type system will behave equivalently to
library code with springboard and trampoline wrappers, and therefore well-behaved library code
can safely elide those wrappers and their overhead. We prove that the overlay semantics is sound
with respect to each of our security properties:

Theorem 1 (Overlay Integrity Soundness). If o 2 Program o { = 1, 1L Mpp and

1{ suchthat "1™ " withc = ¢ ! = 1", then ()CSR%ce 1" + 5" °and
(RALCs 1+ 5" °

Theorem 2 (Overlay Confidentiality Soundness). If o2 Program 1L My, 3L Mpp

lib _ b
0" ! U g g, {2 gand p=p Qthen 91 g
9=t Y My 2= 0”’?2 and (1) ,lgatecall —o4M 0Lgatecall —04M and
3=cal =0 J0r(2) olgateret M ngateret Mand 3=ret

5 INSTANTIATING ZERO-COST

We describe two isolation systems that securely support zero-cost transitions: they meet the
overlay monitor zero-cost conditions. The rst/(5.) is an SFI system using WebAssembly as an
IR before compiling to native code using the Lucet toolchaity{ JieHere we

rely on the language-level invariants of Wasm to satisfy our zero-cost requirements. To ensure
that these invariants are maintained, it we describe a veri er, VeriZero, that checks that
compiled binaries meet the zero-cost conditionsSa Wwe outline our proof that the veri er
guarantees that compiled Wasm can safely elide springboards and trampolines.

The second systengegmentZero32is our novel SFI system combining the x86 segmented
memory model for memory isolation with several security-hardening LLVM compiler passes to
enforce our zero-cost conditions. While WebAssembly meets the zero-cost conditions, it imposes
additional restrictions that lead to unrelated slowdowrSegmentZero32hus serves as a platform
for evaluating the potential cost of enforcing the zero-cost conditions directly as well as a proof-of-
concept SFI implementation designed using the zero-cost framework.

5.1 WebAssembly

WebAssembly (Wasm) is a low-level bytecode with a sound, static type system. Wasm's abstract state
includes global variables and heap memory, which are zero-initialized at start-up. All heap accesses
are explicitly bounds checked, meaning that compiled Wasm programs inherently implement heap
isolation. Beyond this, Wasm programs enjoy several language-level properties, which ensure
compiled binaries satisfying the zero-cost conditions. We describe these below.

Control Flow. There are no arbitrary jump instructions in Wasm, only structured intra-function
control ow. Functions may only be entered through a call instruction, and may only be exited by
executing a return instruction. Functions also have an associated type; direct calls are type-checked
at compile time while indirect calls are subject to a runtime type check. This ensures that compiled
Wasm meets our type-directed forward-edge CFI condition.

Protecting the Stack. A Wasm function's type precisely describes the space required to allocate the
function's stack frame (including spilled registers). All accesses to local variables and arguments are
performed through statically known o sets from the current stack base. It is therefore impossible
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for a Wasm operation to access other stack frames or alter the saved return address. This ensures
that compiled Wasm meets our local state encapsulation condition, and, in combination with
type-checking function calls, guarantees that Wasm's control- ow is well-bracketed. We therefore
know that compiled Wasm functions will always execute the register-saving preamble and, upon
termination, will execute the register-restoring epilogue. Further, the function body will not alter
the values of any registers saved to the stack, thereby ensuring restoration of callee-save registers.

Con dentiality. Wasm code may store values into function-local variables or a function-local
value stack similar to that of the Java Virtual Maching/f ]. The Wasm spec requires that
compilers initialize function-local variables either with a function argument or with a default value.
Further, accesses to the Wasm value stack are governed by a coarse-grained data- ow type system,
with explicit annotations at control ow joins. These are used to check at compile-time that an
instruction cannot pop a value from the stack unless a corresponding value was pushed earlier in
the same function. This guarantees that local variable and value stack accesses can be compiled to
register accesses or accesses to a statically-known o set in the stack frame.

When executing a compiled Wasm function without heavyweight transitions, con dential values
from prior computations may linger in these spilled registers or parts of the stack. However, the
above checks ensure that these locations will only be read if they have been previously overwritten
during execution of the same function by a low-con dentiality Wasm library value.

5.2 SegmentZero32

To demonstrate that zero-cost conditions can be applied outside of highly structured languages
such as Wasm, we demonstrate their enforcement in our novel SFI system for C code called
SegmentZero32As we mention inY2.3our zero-cost conditions amalgamate a number of individual
conditions which separately have well-studied enforcement mechanisms, and so we are able to
compose a series of o -the-shelf Clang/LLVM security-hardening passes to form the core of
SegmentZero32The memory bounds checks are performed using the x86 segmented memory
model | ) (Similar to NaCl [ ], however we use an additional segment to
separate the sandboxed heap and stack).

SinceSegmentZero3airectly enforces the structure required for zero-cost transitions on C code
(rather than relying on Wasm as an IR), it allows us to investigate the intrinsic cost of enforcing
zero-cost (See Section3, without su ering from irrelevant Wasm overheads. We additionally
compareSegmentZero3against NaCl's 32-bit SFI scheme for the x86 architecture, which we
believe is the fastest production-quality SFI toolchain currently available. Below we discuss speci ¢
detailsSegmentZero32ero-cost condition enforcement.

Protecting the Stack. We apply the SafeStack{|
[h compiler pass to further split the sandboxed stack into a safe and unsafe stack. The safe

stack contains only data that the compiler can statically verify is always accessed safely, e.g., return
addresses, spilled registers, and allocations that are only accessed locally using veri ably safe o sets
within the function that allocates them.All other stack values are moved to the heap segment. This
ensures that pointer manipulation of unsafe stack references cannot be used to corrupt the return
address and saved context of the current call. We write a small LLVM pass to add additional support
for tracking whether an access must be made through the heap segment or the stack segment,
ensuring correct code generation.

These transformations ensure that malicious code cannot programmatically access anything
stored in the stack segment, except through o sets statically determined to be safe by the SafeStack

"We also use LLVM's stack-heap clash detectiditack-clash-protectiopto prevent the stack growing into the heap.
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Fig. 6. Disassembled and li ed WebAssembly functions

pass. Thigrotects the stored callee-save registers and return address, guaranteeing the restoration
of callee-save registers and well-bracketingorward control ow is enforced

Control Flow. Fortunately, enforcing forward-edge CFI has been widely studied| 1.
We use a CFl pass as implemented in Clang/LLVIM¢ i ]
including ags to dynamically protect indirect function calls, ensuring forward control ow integrity.
Further,SegmentZero32onservatively bans non-local control ow (e.getjmp/longjmp ) in the
C source code. A more permissive approach is possible, but we leave this for future work.

Con dentiality. To guarantee con dentiality we implement a small change in Clang to zero
initialize all stack variables.This ensures that scratch registers cannot leak secrets as all sandbox
values are semantically written before use. In practice, many of these writes are statically known
to be dead and therefore optimised away.

6 VERIFYING COMPILED WEBASSEMBLY

Instead of trusting the Wasm compiler, we buildz&ro-cost veri erVeriZero, to check that the
native, compiled output meets the zero-cost conditions and is thus safe to run without springboards
and trampolines. VeriZero is a static x86 assembly analyzer that takes as input potentially untrusted
native programs and veri es a series of local properties via abstract interpretation. Together these
local properties guarantee that the monitor checks de ned in oSFlasm are met; we discuss the
proof of soundness ir

VeriZero extends the VenWasm SFlveri ef ]. Both operate over WebAssembly
modules compiled by the Lucet Wasm compilényi Jlarst disassembling the
native x86 code before computing a control- ow graph (CFG) for each function in the binary. The
disassembled code is then lifted to a subset of SFlasm, which serves as the rst abstract domain in
our analysis. Unfortunately, the properties checked by Veriwasm, while su cient to guarantee
SFI security, are insu cient to guarantee zero-cost security. Below we will describe how VeriZero
extends VeriWasm to guarantee the stronger zero-cost conditions are met.

8\We can't use Clang's existing pass for variable initializatiorf l@s it zero initializes data on the
unsafe stack leading to poor performance
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6.1 The VeriZero Analyzers

VeriZero adds two new analyses to VeriwWasm. The rst extends Veriwasm's CFI analysis, which
only captures coarse grained control- ow (i.e., that all calls target valid sandboxed functions), to
also extract type information. Extracting type information from the binary code is possible without
any complex type inference because Lucet leaves the type signatures in the compiled output (though
we do not need to trust Lucet to get these type signatures correct since VeriZero would catch any
deviations at the binary level). For direct calls, VeriZero simply extracts the WebAssembly type
stored in the binary. For indirect calls we extend the Veriwasm indirect call analysis to track the
type of each indirect call table entry, enabling us to resolve each indirect call to a statically known
type. These types correspond to the input registers and stack slots, and the output registers (if
any) used by a function. For example, f bad_functakes no input and outputs teax and
good_functakesrdi as input and outputs tgax.

The second analysis tracks data ow in local variables, i.e., in registers and stack slots. Continuing
with bad_funcas our example this analysis captures thatlime 2stack slot 0 now holds the initial
value ofr12,in r12 holds an initialized (and therefore public) value,lime 6r13 has not been
initialized and therefore potentially contains con dential data $61 may also contain con dential
data, etc. This analysis is used to check con dentiality, callee-save register restoration, local state
encapsulation, and is combined with the previous analysis to check type-directed CFI.

6.2 The Dataflow Abstract Domain

To track local variable data ow, VeriZero uses an abstract domain with three elements:
Uninitialized  which represents an uninitialized, potentially con dential valutitialized

which represents an initialized, public value; atthinitializedCallee 1A which represents a
potentially con dential value which corresponds to the original value of the callee-save register
The domain forms a meet-semilattice withninitialized  the least element and all other elements
incomparable.

From here, analysis is straightforward, with a function's argument registers and stack slots
initialized to Initialized , each callee-save regist@mitialized to UninitializedCallee 12, and
everything elséJninitialized . Instructions are interpreted as expected, engovsimply copies
the abstract value of its source into the target, operations return the meet of their operands, and all
constants and reads from the heap are treated as initialized. Across calls we assume that callee-save
register conventions are followed (as we will be checking this), preserving the value of all callee-save
registers and clearing all other registers' values. We extract the type information from the extended
CFI analysis to determine the return register that is initialized after a function call.

6.3 Checking the Zero-Cost Conditions

The above two analyses, along with additional information from VeriwWasm's existing analyses
enable us to check the zero-cost conditions.

(1) Callee-save register restoratibhe UninitializedCallee 12 value enables straightforward
checking that callee-save registers have been restored by checking that, atetadéhstruction,
each callee-save regist@has the abstract valu&ninitializedCallee 1.

(2) Well-bracketed control- ovieriwasm already implements a stack checker that guarantees that
all writes to the stack are to local variables, ensuring that the saved return address on the stack
cannot be tampered with. Further, it checks that the stack pointer is restored to its original
location at the end of every function, ensuring the saved return address is used.

(3) Type-directed forward-edge CHie data ow analysis gives us the registers that are initialized
when we reach a&all instruction, enabling us to check that the input arguments of the target
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hawe beeninitialized. For example, when we reach we know thatrdi has the value
Initialized . The type-based CFIl analysis tells us tlgabd_funcexpectsdi as an input, so
this call is marked as safe.
(4) Local state encapsulatioro ensure SFI security, Veriwasm checks that no writes are below the
current stack frame, ensuring that veri ed Wasm functions cannot tamper with other frames.
(5) Con dentiality: We check con dentiality using the information obtained in our data ow analysis,
where the valudnitialized  ensures that a value is initialized with a public, non-con dential
value. This enables us to check each of the con dentiality checks encoded in oSFlasm are
met: for instance the type-safe forward-edge CFI check described above already ensures each
argument is initialized. In ; the con dentiality checker will ag as unsafe because
r13 still has the valueUninitializedCallee  1r13°, which potentially contains con dential
information leaked from the application.

6.4 Proving Wasm Secure

We prove that compiled and veri ed Wasm libraries can safely elide springboards and trampolines
while maintaining integrity and con dentiality, by showing that the veri ed code would not violate

the safety monitor. Formally, this amounts to showing that Wasm code veri ed by VeriZero never
reaches amerror state. This allows us to apply and 2Itis relatively straight-
forward (with one exception) to prove that the abstract interpretation as described guarantees the
necessary safety conditions.

The crucial exception in the soundness proof is when a function calls to other Wasm functions.
We must inductively assume that the called function is safe, i.e., doesn't change any variables in our
stack frame, restores callee-save registers, etc. Unfortunately, a naive attempt does not lead to an
inductively well-founded argument. Instead, we use the overlay monitor's notion of a well-behaved
function to de ne a step-indexed logical relation (detailed in the technical appendix!{

]) that captures a semantic notion of well-behaved functions (as a relaignand then lift
this to a relation over an entire Wasm library (as a relatiar). This gives a basis for an inductively
well-founded argument where we can prove that, locally, the abstract interpretation gives that
each Wasm function is semantically well-behaved (iHn and then use this to prove the standard
fundamental theorem of a logical relation for a whole Wasm library:

Theorem 3 (Fundamental Theorem for Wasm Libraries). For any number of steps2 N and
compiled Wasm library, 1=1°0 2 |,

This theorem states that every function in a compiled Wasm library, when making calls to other

Wasm functions or application callbacks, is well-behaved with respect to the zero-cost conditions.
The number of steps is a technical detail related to step- mdexmg Zero-cost security then follows
by adequacy of the logical relatior, | and

Theorem 4 (Ade acy of Wasm Logical Relation).  For any number of step2 N, library !
such thatl=+1° 2 L, program ¢ 2 Program usingj, and=" =,if ¢ { =" Othen < oerror .

Details of the logical relation and proofs are in the technical appendix|f 1
7 EVALUATION

We evaluate our zero-cost model by asking four questions:

I QL What is the cost of a context switch?'{.)

I Q2 What is end-to-end performance gain of Wasm-based SFI due to zero-cost transitiong? (
I Q3: What is the performance overhead of purpose-built zero-cost SFI enforcemérit3} (
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| Q4: Isthe VeriZelo veri er e ective? (Y7.)

Since our zero-cost condition enforcement does incur some runtime overf@adndQ3 are
heavily workload-dependent. The bene t a workload receives from the zero-cost approach will be
in direct proportion to the frequency with which it performs domain transitions.

Systems.To investigate the rst three questions, we consider two groups of SFI systems. The rst
group compares a number of di erent transition models for Wasm-based SFI for 64-bit binaries,
built on top of the Lucet compiler [} J.2All of these will have identical
runtime overhead, meaning that the only variance between them will be due to transition overhead.
TheWasmLucdiuild uses the original heavyweight springboards and trampolines shipped with
the Lucet runtime written in RustWasmHeawagopts techniques from NaCl and uses optimized
assembly to save and restore application context during transitidMlasmZerimmplements our
zero-cost transition system, meaning transitions are simple function calls. To understand the
overhead of register saving/restoring and stack switching, we also evaludtaamRédmild which
saves/restores registers liklasmHeauyut shares the library and application stack likdasmZero

The second group compares optimized SFI techniques for 32-bit binaries. Wasm-based SFI
imposes overheads far beyond what is strictly necessary to enforce our zero-cost conditions, both
because of the immaturity of the Lucet compiler in comparison to more established compilers
such as Clang, and because Wasm inherently enforces additional restrictions on compiled code
(e.qg., structured intra-function control ow). We desigBegmentZero32Y5.) to enforce only our
zero-cost-conditions and nothing more, aiming to benchmark it against the Native Client 32-bit
isolation schemeNaCl33 [ ], arguably the fastest production SFI system available,
which requires heavyweight transitions. Both systems make use of memory segmentation, a 32-bit
x86-only feature for fast memory isolation. Unfortunately, we cannot make a uniform comparison
betweenNaCl32 SegmentZero32andWasmZersince Lucet only supports a 64-bit target.

Each group additionally uses unsandboxed, insecure native execudanifa ) as a baseline.
To represent the best possible performance of schemes relying on heavyweight transitions, we also
benchmarkidealHeavy32 andldealHeavy64, ideal hardware isolation schemes, which incur no
runtime overhead but require heavyweight transitions. To simulate the performance of these ideal
schemes, we simply measure the performance of native code with heavyweight trampolines.

We integrate all of the above SFI schemes into Firefox using the RLBox framewria]

). Since RLBox already provides plugins for tiéasmLuceind NaCl32builds, we only

implement the plugins for the remaining system builds.

Benchmarks. We use a micro-benchmark to evaluate the cost of a single transition for our di erent
transition models, using unsandboxed native calls as a base(ig. (

We answer question®2 Q3 by measuring the end-to-end performance of font and image
rendering in Firefox, using a sandboxdiigraphite andlibjpeg , respectively. We use these
libraries because they have many cross-sandbox transitions, wiietz [ ] previously
observed to a ect the overall browser performance. To evaluate the performandibgfaphite ,
we use Kew's benchmarkwhich re ows the text on a page ten times, adjusting the size of the
fonts each time to negate the e ects of font caches. When callibgraphite , Firefox makes a
number of calls into the sandbox roughly proportional to the number of glyphs on the page. We run
this benchmark 100 times and report the median execution time below (all values have standard
deviations within 1%).

To evaluate the performance ¢ibjpeg , we measure the overhead of rendering images of varying
complexity and size. Since the work done by the sandboligideg , per call, is proportional to
the width of the image Firefox executes the library istreaming modene row at a time we

9Available at
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Table 1. Costs of transitions in di erent isolation models. Zero-cost transitions are showmhafdface.
Vanilla is the performance of an unsandboxed C function call, to serve as a baseline.

Build \ Directcall Indirectcall Callback Syscall
Vanilla (in C) 1ns 56ns 56ns 24ns
WasmLucet 1137ns

WasmHeavy 120ns 209ns 172ns 192ns
WasmReg 120ns 210ns 172ns 192ns
WasmZero ns 66ns 67ns 60ns
Vanilla (in C, 32-bit) 1ns 74ns 74ns 37ns
NacCl32 714ns 373ns 356ns
SegmentZero32 24ns 108ns 80ns 88ns

consider images of di erent widths, keeping the image height xed. This allows us to understand
the bene ts and limitations of zero-cost transitions, since the proportion of execution time spent
context-switching decreases as the image width increases. We do this for three images, of varying
complexity: a simple image consisting of a single colBiriplelmagé, a stock image from the Image
Compression benchmark suite(Stockimagg, and an image of random pixelRandomimagene
render each image 500 times and report the median time (standard deviations are all under 1%).
Finally, we use SPEC CP2006 to partly evaluate the sandboxing overhead of our purpose-built
SegmentZero3&F| system@3), and to measure VeriZero's veri cation spee@4).

Machine and Software Setup. We run all but the veri cation benchmarks on an Int&8Core™
i7-6700K machine with four 4GHz cores, 64GB RAM, running Ubuntu 20.04.1 LTS (kernel version
5.4.0-58). We run benchmarks with a shielded isolated cpuseif JL.consisting of

one core with hyperthreading disabled and the clock frequency pinned to 2.2GHz. We generate
Wasm sandboxed code in two steps: First, we compile+€&CWasm using Clang-11, and then
compile Wasm to native code using the fork of the Lucet used by RLBox (snapshot from Dec 9,
2020). We generate NaCl sandboxed code using a modi ed version of Clang-4. We compile all other
C/C+ source code, includingegmentZero38andboxed code and benchmarks using Clang-11. We
implement our Firefox benchmarks on top of Firefox Nightly (from August 22, 2020).

Summary of Results. We nd that the performance of Wasm-based isolation can be signi cantly
improved by adopting zero-cost transitions, but that Lucet-compiled WebAssembly's runtime
overhead means that it does not outperform more optimised isolation schemes in end-to-end tests.
The low performance overhead @egmentZero32lemonstrates that these runtime overheads are
not inherent to the zero-cost approach, and that an optimised zero-cost SFI system can signi cantly
outperform more traditional schemes, especially for workloads with a large number of transitions.
Finally, we nd that we can e ciently check zero-cost conditions at the binary level, for Lucet
compiled code, with no false positives.

7.1 The Cost of Transitions

We measure the cost of di erent cross-domain transitions direct and indirect calls into the sandbox,
callbacks from the sandbox, and syscall invocations from the sandbox for the di erent system
builds described above. To expose overheads fully, we choose extremely fast payloads either a
function that just adds two numbers or thgettimeofday syscall, which relies on Linux's vDSO

to avoid CPU ring changes. The results are showri-in L All numbers are averages of one
million repetitions, and repeated runs have negligible standard deviation.

1%nline: . Visited Dec 9, 2020.
11 ycet and NaCl don't support direct sandbox calls; Lucet further does not support custom callbacks or syscall invocations.
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]. We measure VeriZero's performance verifying the aforementioned 13 binaries. Finally, we
stress test VeriZero by running it on random binaries generated by Csmithr] Ik

Experimental Setup. We run all VeriZero experiments on a 2.1GHz Iritekeor® Platinum 8160
machine with 96 cores and 1 TB of RAM running Arch Linux 5.11.12. All experiments run on a
single core and use no more than 2GB of RAM. We compile the SPEC binaries used using the Lucet
toolkit used in 2We verify three of the Firefox libraries from Firefox Nightly; we compile

the other two from the patches that are in the process of being integrated into Firefox.

E ectiveness and Performance Results. VeriZero successfully veri es the 13 Firefox and SPEC
CPLP 2006 binaries. These binaries vary in size from 150 functions lghebenchmark from
SPEC CP®2006) to 4094 functions (the binary consisting of the Firefox Nightly librafiesgg ,
libgraphite , andhunspell ). It took VeriZero between 1.77 seconds and 19.28 seconds to verify
these binaries, with an average of 9.2 seconds and median of 5.93 seconds. VeriZero's performance
is on par with the original Veriwasm's performance: on the 10 SPEC €R006 benchmarks
evaluated in the VeriWasm paped | ] VeriZero is slightly (15%) faster, despite
checking zero-cost conditions in addition to all of VeriwWasm's original checks. This is due to various
engineering improvements that were made to Veriwasm in the course of developing VeriZero.
VeriZero also successfully found bugs injected into nine binaries. These bugs tested all the
zero-cost properties that VeriZero was designed to check, and when possible they were based on
real bugs (like those in Cranelift{ M. VeriZero successfully detected all nine of these
bugs, giving us con dence that VeriZero is capable of nding violations of the zero-cost conditions.

Fuzzing Results. We fuzzed VeriZero to both search for potential bugs in Lucet, as well as to
ensure VeriZero does not incorrectly declare safe programs unsafe. The fuzzing pipeline works in
four stages: rst, we use Csmith'| ] to generate random C and+€programs, next
we use Clang to compile the generated E/@rogram to WebAssembly, followed by compiling the
Wasm le to native code using Lucet, and nally we verify the generated binary with VeriZero. As
these programs were compiled by Lucet, we expect them to adhere to the zero-cost conditions, and
any binaries agged by VeriZero are either bugs in Lucet or are spurious errors in VeriZero.

While we did not nd bugs in Lucet, fuzzing did nd cases where VeriZero triggered spurious
errors. After xing these errors, we veri ed 100,000 randomly generated programs with no false
positives.

8 LIMITATIONS

Our Wasm SFI scheme is capable of sandboxing any-&dike language (with arbitrary intra-
function control ow, arbitrary type casting, arbitrary pointer aliasing, arithmetic etc.) that can com-
pile to Wasm, so long as it does not use features which Wasm must emulate through JavaScript
most prominently G+style exceptionssetjmp/longjmp , and multithreading. These limitations
are not inherent to our zero-cost conditions, and Wasm is in the process of being extended with
support for all of the above feature$/[ %

Our SegmentZero32cheme is bunt as a proof- of concept, using mostly existing LLVM passes
to sandbox C programs compiled to 32-bit x86, as an approach to understanding the overhead of
zero-cost conditions on native code. As such, @egmentZero3&nplementation does not support,
for instance setjmp/longjmp or multithreading (similar to Wasm). It also does not support user-
de ned variadic function arguments or position independent code. However, these limitations are
not fundamental. For example, variadic function arguments could be supported by extending the
SafeStack pass to move the variadic argument bu er into the unsafe stack, and position independent
code could be supported through minor generalisations of existing compiler primitives.

135ee
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Both Wasm andsegmentZero32ely on a type-directed forward-edge CFI which requires us
to statically infer a limited amount of information about arguments to functioSThis informa-
tion includes the number of arguments, their width, and the calling convention. In practice, this
information is readily available as part of compilation and does not require any complex control
ow inference (unlike more precise ne grain CFl schemes), so this is only a limitation when
analyzing certain binary programs. Like most SFI schemes, both Wasm an8egmentZero32
do not currently support JIT code compilation within the isolated component; adding this would
require engineering work, but can be done following the approachestofdel et al 20173 Vahldiek-
Oberwagner et al. 20]%Finally, side channels are out of scope for this paper.

9 RELATED WORK

A considerable amount of research has gone into e cient implementations of memory isolation and
CFI techniques to provide SFI across many platforms|fTabatabal et al1996¢ Bittau et al 200§
Bytecode Alliance 2020&astro et al2009 Chen et al 2016 Ford and Cox 20Q&oonasekera et al
2015 Herder et al 2009 Litton et al. 2016 Lucco et al1995 McCamant and Morrisett 2008liu

and Tan 2014Payer and Gross 201%ehr et al201Q Seltzer et al1996 Siefers et al201Q Tan et al
2017. However, these systems either implement or require the user to implement heavyweight
springboards and trampolines to guarantee security.

SFI Systems.\Wahbe et al[1993 suggest two ways to optimize transitions: (1) partitioning the
registers used by the application and the sandboxed component and (2) performing link time
optimizations (LTO) that conservatively eliminates register saves that are never used in the entire
sandboxed component (not just the callee). Register partitioning would cause slowdowns due to
increased spilling. Native Clientyee et al2009 optimized transitions by clearing and saving
contexts using machine speci ¢ mechanisms to, e.g., clear oating point state and SIMD registers
in bulk. However, we show'(?) that, even with those optimizations, the software model imposes
signi cant transition overheads. While CPU makers continue to add optimized context switching
instructions, such instructions do not yet eliminate all overhead.

Zeng et al[201] combine an SFI scheme with a rich CFl scheme enforcing structure on executing
code. While a similar approach, their goal is to safely perform optimizations to elide SFl and CFlI
bounds checks, and they do not impose su cient structure to enforce well-bracketing, a necessary
property for zero-cost transitions. XFHrlingsson et al200§ also combines an SFI scheme with a
rich CFl scheme and adopts a safe stack model. While meeting many of the zero-cost conditions, it
does not prevent reading uninitialized scratch registers and therefore cannot ensure con dentiality
without heavyweight springboards that clear scratch registers. They also do not specify the CFG
granularity, so it is not clear if is strong enough to satisfy the zero-cost type-safe CFI requirement.

WebAssembly Based Isolation. WasmBoxC Fakai 202)sandboxes C code by compiling to
Wasm followed by (de)compiling back to C, ensuring that the sandboxed code will inherit isolation
properties from Wasm. The sandboxed library code can be safely linked with C applications,
enabling a form of zero-cost transition. The zero-cost Wasm SFI system described by this paper
was designed and released prior to and independently of WasmBoxC, as the creators of WasmBoxC
acknowledge (citation elided for DBR). Moreover, we believe that the theory developed in this
paper provides a foundation for analyzing and proving the security of WasmBoxC though such
analysis would need to account for possible unde ned behavior introduced in compiling to C.
Sledge {zadepalli et al202( describes a Wasm runtime for edge computing, that relies on
Wasm properties to enable e cient isolation of serverless components. However, Sledge focuses on

1%we do not need to infer any information about the heap or unsafe stack. Variadic functions, for example, can pass a
dynamic number of arguments on the unsafe stack.
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function scheduling including preempting running Wasm programs, so its heeds for context saving
di er from library sandboxing as contexts must be saved even in the middle of function calls.

SFI Veri cation. Previous work on SFI (e.g§ 3 i
]) uses averi er or a theorem prover k !
] to validate the relevant SFI properties of compiled sandbox code. However, unlike VeriZero,
none of these veri ers establish su cient properties for zero-cost transitions.

Hardware Based Isolation. Hardware features such as memory protection keys[

3 ], extended page tables)] ], virtualization
instructions | 2 ], or even dedicated hardware desigris(|

Jcan be usedto speed up memory isolation. These works focus on the e ciency of memory

isolation as well as switching between protected memory domains; however these approaches also
use a single memory region that contain both the stack and heap making them incompatible with
zero-cost conditions, i.e. they require heavyweight transitiolttealHeavy32 andldealHeavy64
in studies an idealized version of such a scheme.

Capabilities. [ ]} and [ ] look at protecting interacting compo-
nents on systems that provide hardware-enforced capabilitiesger| ] speci cally looks at

how register saving and restoration can be optimized based on di erent levels of trust between
components, however their analysis does not o er formal security guarant&ss.

[ ] investigate a calling-convention based on capabilities (a la CHERI 1) that
allow safe sharing of a stack between distrusting components. Their de nition of well-bracketed
control ow and local state encapsulation via an overlay inspired our work, and our logical relation
is also based on their work. However, their technique does not yet ensure an equivalent notion to
our con dentiality property, and further is tied to machine support for hardware capabilities.

Type Safety for Isolation. There has also been work on usmg strongly-typed Ianguages to
provide similar security bene ts. SingularityOSA|

]7 explored using Sing# to build an OS with cheap transitions between mutually
untrusting processes. Unlike the work on SFI techniques that zero-cost transitions extend, tools
like SingularityOS require engineering e ort to rewrite unsafe components in new safe languages.

At a lower level, Typed Assembly Language (TAL){ z ; his a

type-safe compilation target for high-level type-safe languages. Its type system enables proofs
that assembly programs follow calling conventions, and enables an elegant de nition of stack
safety through polymorphism. Unfortunately, SFl is designed with unsafe code in mind, so cannot
generally be compiled to meet TAL's static checks. To handle this our zero-cost and security
conditions instead capture thiehaviorthat TAL's type system is designed to ensure.
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