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A B S T R A C T

Due to the rapid densification of small cells in 5G and beyond cellular networks, deploying wired high-
bandwidth connections to every small cell base station (BS) is difficult, particularly in older metropolitan
areas where infrastructure for fiber deployment is lacking. For this reason, mmWave wireless backhaul has
been proposed as a cost-effective and flexible alternative that has the potential to support the high data
rates needed to accommodate backhaul traffic demands. To address the robustness of such networks, we
investigate a novel relay-assisted backhaul architecture, where a number of small-cell BSs and relays are
deployed, e.g. on the lampposts of urban streets. In this scenario, the interconnected logical links constitute
a mesh network, which offers opportunities for both link-level and network-level reconfiguration to overcome
blockages and/or node failures. We present two joint link-network level reconfiguration schemes for recovery
after exceptional events. One prioritizes relay path (link-level) reconfiguration and uses alternate network-level
paths only if necessary. The other splits traffic on both reconfigured logical links and backup network paths
to improve throughput. Through simulation, the reconfiguration schemes are shown to not only provide near-
optimal backhaul survivability but to also maintain high network throughput across a range of scenarios for
urban mmWave backhaul networks. The schemes are also validated to significantly outperform existing purely
link-level and purely network-level reconfiguration schemes.
1. Introduction

5G and beyond cellular networks are rapidly being deployed to meet
ver-increasing mobile traffic demands. Dense deployment of small-
ell base stations (SBSs) in these networks is a key feature that will
ncrease network capacity and maintain coverage [1]. In dense small-
ell networks, it is widely recognized that deploying fiber connections
o every SBS for backhaul is cost-prohibitive and, in many locations,
nfeasible [2,3]. Due to the very high achievable data rates of mil-
imeter wave (mmWave) communication, mmWave backhaul networks
re a promising and cost-effective alternative to meet the tremendous
ackhaul traffic demand [3–9]. However, in order to realize mmWave
ireless backhaul in urban environments, the poor propagation and
eak penetration characteristics of mmWave communications must be
vercome.
Severe penetration loss makes blockage effects a serious problem in
mWave networks [10–13]. Studies have shown that signal strength
s degraded by about 20–30 dB when mmWave links are blocked by
uman beings [14] and obstacles such as buildings and vehicles will
ffectively completely block mmWave signals. Therefore, line-of-sight
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(LoS) conditions are highly desirable to achieve the very high data rates
necessary for backhaul traffic. To maintain LoS paths when blockages
occur, two approaches are: (1) adopting a network topology with
redundant communication paths that offer opportunities for network-
level reconfiguration, and (2) developing effective path reconfiguration
mechanisms, which can be applied to quickly recover from exceptional
events such as blockages and failures.

With respect to network topologies for mmWave wireless backhaul,
there are primarily two architectures: centralized and distributed [6].
In a centralized architecture, a macrocell BS (M-BS) is situated in the
center with a number of SBSs connected to it via direct links, which
form a star topology. With a star topology, it is not possible to recover
from link failures since there is only one route from each SBS to the
M-BS. However, in a distributed architecture, SBSs form a mesh-like
backhaul network, where traffic is relayed on SBS to SBS links to/from
an anchor base station (A-BS), which has a fiber connection to the
core network. The distributed architecture is more reliable than the
centralized solution, because multiple paths between any SBS and its
associated A-BS typically exist. In this architecture, when the commu-
nication of a path is blocked, the data can be transmitted to other
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Fig. 1. Relay-assisted mmWave backhaul network in a section of Manhattan.

adjacent SBSs and routed on an alternate path to maintain network
connectivity.

To achieve a robust mmWave wireless backhaul with high network
survivability, our work herein considers a distributed mmWave back-
haul network architecture with relay nodes in urban environments.
Fig. 1 shows an example of this architecture, deployed in a section of
New York City. In this architecture, a number of SBSs and mmWave
dedicated relays (shown with green triangles) are deployed along ur-
ban streets, which naturally produces a mesh network structure. The
deployment of relays between each SBS pair provides multi-hop LoS
relay paths between SBSs, which we refer to as logical links in the
mesh network. Note that such street-level deployment making use of
lampposts has been suggested as a good choice in the 5G era [15–18],
because it provides easy access to power, good access tier coverage
for users and facilities, and ease of deployment in urban environments.
One large project referred to as Terragraph [18] has implemented this
network deployment in several cities, such as in Alameda, California
and Mikebuda, Hungary. However, these network deployments are sus-
ceptible to node failures1 and/or obstacles in the form of large trucks or
other objects that could block some of the primary LoS paths in the net-
work (as shown in Fig. 2). An advantage of our relay-assisted backhaul
architecture is that the use of multi-hop logical links allows for link-
level reconfiguration when an obstacle blocks an individual physical
link. Additionally, the mesh-like network topology makes it possible
to use alternate routes for blockage avoidance through network-level
reconfiguration. Thus, our network architecture provides opportunities
for both link-level and network-level reconfiguration, which can be
combined to produce a network with very high survivability in the
presence of obstacles and/or node failures.

Based on this backhaul network architecture, we present two joint
link-network level reconfiguration schemes to tolerate blockages
and/or node failures. The main contributions of this work are as
follows:

(1) We introduce a novel relay-assisted mmWave backhaul net-
work architecture for 5G and beyond cellular networks in ur-
ban environments, which offers opportunities for both link-
level and network-level reconfiguration to overcome potential
blockages/failures.

(2) We specify the first joint link-network level reconfiguration ap-
proach to address the backhaul survivability problem, where
relay path (link-level) reconfiguration is prioritized and alternate
network-level paths are used only if necessary.

1 The node-failure case is equivalent to a blockage case where an obstacle
otally blocks the node. Thus, in the remainder of the paper, we mainly focus
n blockage effects.
216
Fig. 2. A parked truck next to a lamppost in an urban environment.

(3) To minimize the overhead when network-level reconfiguration is
necessary, we formulate and efficiently solve two knapsack-like
problems to decide which SBSs will be moved to alternate paths.
Our first method yields a solution that minimizes the number
of SBSs that have to be reconfigured, while our second method
minimizes the number of paths that need to be reconfigured.

(4) To further improve throughput performance with blockages in
the network that support multi-path routing, we present another
novel reconfiguration approach to use primary and backup paths
in combination, and we derive the optimal split of data traffic
over the multiple selected paths.

(5) Through extensive simulations, we evaluate network perfor-
mance of our proposed schemes and show that they significantly
outperform existing reconfiguration approaches in multiple di-
mensions such as network survivability, throughput, and latency
performance. In particular, the network robustness provided by
the proposed schemes is shown to be near-optimal, i.e. it is very
close to an upper bound that we derive on network survivability.

The remainder of the paper is organized as follows. Section 2
discusses related work. In Section 3, we introduce our relay-assisted
mmWave backhaul network architecture. Section 4 analyzes secondary
nterference and NLoS paths in the considered network architecture.
n Section 5, we present our joint link-level and network-level recon-
iguration schemes to overcome blockage effects. Network performance
nder different conditions is quantified through simulation in Section 6,
nd Section 7 concludes.

. Related work

In this section, we review the prior works on mmWave wireless
ackhaul and reconfiguration approaches to overcome blockages.

.1. Design of mmWave backhaul networks

Among related works on mmWave wireless backhaul networks,
ome advocate an in-band solution [19–23] where access and backhaul
iers occupy the same frequency band, while others consider an out-
f-band approach, such as in [5,15,24,25], where the two tiers each
ave their own distinct (non-overlapping) frequency band. The latter
pproach can utilize extra frequency bands for backhaul, and the
ecoupling of the two tiers simplifies the system design, as there is no
ross-tier interference.
Most wireless backhaul architectures that have been proposed are

f the self-backhaul type [19,26–29], where SBSs directly connect
o each other, and SBSs themselves serve as relay nodes to form
ulti-hop routes in the backhaul network. However, a self-backhaul
rchitecture can be difficult to achieve in urban environments due to
he abundant obstacles that occur there, which can block LoS paths
etween neighboring SBSs. To address this issue, some works have
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proposed dedicated mmWave relay devices deployed in the backhaul
network in between SBSs so that all physical links operate on LoS
paths [5,15,17,30]. In [15], the authors proposed a multi-hop mmWave
backhaul in the street canyon scenario, but the orthogonal frequency
based schedule limits the scale of the linear backhaul network, which
results in a lower throughput. To tackle this problem, the authors
of [5,17,30] studied the optimal scheduling and topology construction
in relay-assisted mmWave backhaul networks, where the throughput
of a single logical backhaul link can achieve over 10 Gbps under LoS
conditions [17].

In addition, recent advances in improving throughput of LoS
mmWave links can be used in conjunction with relays to improve
backhaul network performance. Techniques such as mmWave LoS
MIMO [31,32] and mmWave orbital angular momentum [33] fall into
this category. These approaches would be particularly beneficial for
the links near the A-BS (see Fig. 1) since they have the highest traffic
demands in the entire backhaul network.

2.2. Survivability of wireless multihop networks

Prior work on survivability of multihop wireless networks can be
broadly categorized into two main approaches: network-level reconfig-
uration (NLR) and link-level reconfiguration (LLR).

2.2.1. Network-level reconfiguration
Network-level reconfiguration schemes mainly use the protection

method or the restoration method. The protection method reserves
backup resources before link failure occurs, whereas the restoration
method finds a new path for the affected traffic after a failure. Specifi-
cally, [34,35] proposed analytical methods and path restoration
schemes to prevent single-link failures in wavelength-division-
multiplexing optical networks. While in wireless multi-hop networks,
most related works focus on the protection method, because it can
achieve fast recovery [36–39]. In [36], the author developed an ef-
fective heuristic algorithm to find disjoint backup paths in survivable
networks, which shows the good performance on both optimality and
running time. In [37], a dynamic routing algorithm to select the
minimum-cost backup path was proposed, which improves utilization
and reduces blocking in mesh networks. In [38], another method was
introduced that pre-computes a set of backup paths for each active
path, and uses the multiple survivable paths between each pair of
nodes to survive any single risk. In [39], the author proposed a lossy
probabilistic network model with obstacle shadow awareness ability,
which is used to find multiple lossy paths for path recovery.

In between the protection method and restoration method, there
also exist several works that adopt a predictive method for network
reconfiguration [40–42]. The main idea in these approaches is to find
and reconfigure the backup path in advance if the link failure is
predicted to occur. For example, [40] proposed a multi-hop heuristic
path-reconfiguration algorithm to prevent the early death of sensor
nodes based on the prediction of energy consumption, which improves
the overall network life time in wireless sensor networks. In the context
of mmWave networks, [41] analyzed the impact of weather on link
reliability, and presented a predictive weather-assisted routing protocol
that routes data around potential link failures. In [42], a learning-
based approach was proposed to predict if a primary mmWave link
would experience blockage, and the serving BS uses this information
to proactively hand over the user to a backup BS with a LoS link.

One issue with network-level reconfiguration for mmWave backhaul
is that backup paths might not always exist, because sometimes it is
hard to find a candidate path that satisfies both rate and path length

requirements.
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2.2.2. Link-level reconfiguration schemes
Another approach to blockage handling is based on link-level recon-

figuration (LLR), which aims to reconfigure a new relay path within
a single logical link between two wireless nodes when a physical
link failure occurs. To our knowledge, only a few works have consid-
ered multi-hop relay paths for blockage avoidance in outdoor environ-
ments [43,44], and they are primarily concerned with finding a relay
path with the highest probability of reaching the BS. In contrast, our
work considers the maintenance of backhaul paths with very high rates
in the presence of temporary blockages. In our previous work [45],
the high-throughput path-level reconfiguration algorithm was proposed
to reconfigure around temporary blockages in a roadside relay-assisted
network topology. In most situations, this scheme maintains high-rate
connectivity for logical links between each SBS pair and, in this work,
we use it as our comparison point for pure link-level reconfiguration
schemes.

Here we note that LLR can be applied in all types of network
topologies with relay assistance, and it can be conducted at the SBS
level without the participation of the A-BS. However, the link quality
will be degraded after reconfiguration since alternative physical links
are always longer than the original link and, in general, the link
transmission schedule on a reconfigured path is less efficient than the
original schedule. In addition, while LLR simplifies network control, it
cannot handle some blockage cases, e.g. when the logical link (relay
path) is totally blocked.

With our novel relay-assisted mmWave backhaul architecture, this
work studies network survivability and presents two joint link-level
and network-level reconfiguration schemes. Our preliminary work on
this problem demonstrated the basic feasibility of a joint link-level
and network-level reconfiguration approach [46]. In this paper, we
flesh out this preliminary work by analyzing the interference caused
by secondary effects and showing that it is negligible, analyzing the
potential use of NLoS paths when blockages occur and demonstrating
that they are unlikely to be helpful, providing more detailed recon-
figuration algorithms, solving a feasible flow problem that provides a
provable upper bound on network survivability, and augmenting the
performance evaluation to provide a more complete picture of network
performance.

3. Network model

In this section, we introduce the network topology, and channel and
antenna models used in the remainder of the paper.

3.1. Network topology in an urban area

For 5G and beyond cellular networks, a large number of small-cell
base stations will be deployed in urban areas to cooperatively provide a
more reliable access experience for users. A number of works have pro-
posed the use of mmWave wireless backhaul for 5G networks [47–49].
Here we consider a relay-assisted mmWave mesh network architecture
for backhaul in urban areas [15,50], where mmWave relay nodes are
used to assist in connecting BSs of the wireless mesh network.

Fig. 1 shows an example of our relay-assisted mesh backhaul net-
ork architecture. In this architecture, there are: a single A-BS con-
ected with fiber to the core network, a number of SBSs deployed at
treet corners, and several mmWave relays along the roadside (shown
ith the green triangles). It is assumed that all three of these entities
an communicate in the mmWave band using directional antennas
ith steerable beams, and they produce a number of interconnected
mWave links to form a wireless mesh network. There are three im-
ortant communication components in our mmWave backhaul network
rchitecture:

• Physical link: An actual link between relay pairs or between a relay
and its adjacent BS — the capacity of physical links is determined

by Shannon’s Theorem.
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Fig. 3. Original and alternative links in the triangular-wave topology. (For interpreta-
tion of the references to color in this figure legend, the reader is referred to the web
version of this article.)

• Logical link (relay path): A path between BS pairs including SBS-
to-SBS and A-BS-to-SBS, which consists of multiple physical links.
The achievable capacity of each logical link is determined by the
capacity of its bottleneck physical link pair [5].

• Backhaul path: A path between the A-BS and a SBS, which can
consist of several logical links. For simplicity, we use 𝑃0,𝑖 to
denote the backhaul path from the A-BS to SBS𝑖.

In this architecture, each logical link between BSs runs along a
street and consists of a sequence of mmWave relays. As in [45], we
assume that relays are deployed in a regular fashion on both sides
of the road, e.g. by deploying them on equally-spaced lampposts. As
shown in Fig. 3, these physical links within a given logical link form
a triangular-wave topology, where the topology angle 𝜃 and horizontal
distance between adjacent nodes 𝑑0 are the same everywhere along the
topology (as depicted by the blue links of Fig. 3). One advantage of this
topology is that the mutual interference along the logical link can be
eliminated if 𝜃 is made large enough relative to the beamwidth 𝜙 of the
directional antennas.2 In this way, the logical link can support the 10+
Gbps throughput necessary to meet the requirement for backhaul. On
the other hand, this kind of topology is also capable of reconfiguring
mmWave links to avoid obstacles (e.g. parked large vehicles) that occur
along the roadway. Through adaptive beam steering and dilation when
one or more original links are blocked, alternative links can be used to
restore the LoS connectivity of a logical link [51]. As an example shown
in Fig. 3, when the original link between 𝑅1 and 𝑅2 is blocked, 𝑅1 and
𝑅3 can re-align their directional antennas to create an alternative link
for a link-level reconfiguration.

Note that the mmWave relay devices used in the network model are
dedicated to a single logical link between a pair of BSs, because we as-
sume relays are simple devices that cannot support the sharing between
different logical links. In addition, we assume this kind of simple relay
is subject to the primary interference constraint, which means a single
relay cannot transmit and receive simultaneously. However, we assume
that BSs (A-BS or SBSs) are not affected by these constraints since
they are more complex devices with capability to use better antenna
isolation and interference cancellation technologies.

3.2. Channel and antenna model

Here we make the standard assumption of additive white Gaussian
noise channels. The rate of the directional unblocked physical link 𝑝
follows Shannon’s Theorem with an upper limit, i.e.,

𝑅𝑝 ≤ 𝛽 ⋅ 𝐵 ⋅ log2(1 + min{
𝑃𝑟(𝑑)
𝑁𝑇

, 𝑇max}) (1)

where B is channel bandwidth, 𝑁𝑇 is the power of thermal noise, 𝑇𝑚𝑎𝑥
is the upper bound of operating signal-noise ratio due to the limiting
factors like linearity in the radio frequency front-end, and the link
utility ratio 𝛽 ∈ (0, 1). Considering the primary interference of our

2 According to Theorem 1 in [17], if 𝜃 − arctan( tan 𝜃
3

) > 𝜙
2
, mutual

interference is eliminated.
 s
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simplified relays, 𝛽 ≤ 0.5, and a maximum end-to-end throughput of
nearly 16 Gbps can theoretically be achieved in mmWave communica-
tions [5]. Here 𝑃𝑟(𝑑) is the received power of the intended transmitter’s
signal, and equals 𝑘0𝑃𝑡𝐺𝑡𝐺𝑟𝑑−𝛼 , where 𝑘0 ∝ (𝜆𝑤∕4𝜋)2, 𝜆𝑤 is the signal’s
wavelength, d is the propagation distance, 𝛼 is the path-loss exponent,
and 𝐺𝑡 and 𝐺𝑟 are antenna gains at the transmitter and receiver,
respectively.

In this work, a narrow-beam directional antenna model is adopted
for each wireless node, which means that transceiver antennas have
a high constant gain 𝐺ℎ within the beam, and a much lower gain
𝐺𝑙 outside the narrow beamwidth 𝜙. For example, with a 61 element
uniform hexagonal array antenna simulated in MATLAB, the antenna
gains 𝐺ℎ and 𝐺𝑙 are 23.18 dBi and at most 2 dBi, respectively, when
the antenna beamwidth is 15◦. In Section 4, we do an evaluation of side-
lobe effects in our architecture that justifies the statement that mutual
interference is eliminated in a properly-constructed triangular-wave
topology.

4. Analysis of secondary effects and NLoS paths

To achieve high survivability of mmWave wireless backhaul net-
works, this work focuses on network reconfiguration with alternative
LoS paths in our considered network architecture, and this section
provides detailed analyses to justify our adopted approach and as-
sumptions. We first show that the interference caused by secondary
effects has only a very small impact on the network performance with
our network architecture, and then we demonstrate that it is unlikely
that NLoS paths can be used for recovery when a primary LoS path is
blocked. Therefore, in subsequent sections, we ignore secondary inter-
ference and we focus on reconfiguring logical links using alternative
LoS paths or on using alternative paths at the network level.

4.1. Analysis of secondary effects

In this part, we analyze the secondary effects in our considered
roadside network scenario, which includes potential interference due
to side-lobe effects and ground, vehicle, or building reflections.

4.1.1. Side lobes and ground/vehicle reflections
Side-lobe effects are the interference caused by the antenna’s side-

lobe emanations. According to the properties of our network topology
with appropriate choice of 𝜃 (see Section 3.1), it is easy to prove that
all of the normal interference cases fall into the side lobe to side lobe
category [17], i.e., the interference signal can only be transmitted and
received by the antennas’ side lobes of nodes, and thus the amount of
interference is quite small. For example, choosing some typical param-
eter values, i.e. narrow-beam directional antennas with a beamwidth
𝜙 of 15◦, 𝐺ℎ of 23.18 dBi, and 𝐺𝑙 of 2 dBi, 𝑑0 = 75 m, and 𝜃 =
11.7◦, the interference-free condition is satisfied according to Theorem
1 in [17]. With these parameters, the signal-to-interference-plus-noise
ratio (SINR) on receiver sides drops from 41.18 dB without side lobe ef-
fects to 40.58 dB with side lobe effects, which is a negligible difference.
While this analysis applies to the topology prior to reconfiguration,
any side-lobe effects that occur after reconfiguration will also have
a small impact. For example, considering the worst case where the
longer alternative link is reconfigured and side-lobe effects occur at the
receiver side, the impact on SINR is only around 0.5 dB with respect to
the SINR of 25 dB under the normal situation.

Now, considering the reflection effects caused by the ground or
vehicles, the interference cases also fall into the side lobe to side
lobe category based on the assumption that the ground or the tops of
vehicles are flat,3 therefore, the impact would be less than the side-
lobe effects due to the additional reflection loss, i.e. it is still negligible.

3 Under the situation that the ground or the tops of vehicles are not flat, it
s possible that the interference signal would be emanated and/or received by
he antenna’s main lobes, but such situation is fairly rare especially in urban
treets we are considering.



Y. Liu, Q. Hu and D.M. Blough Computer Communications 164 (2020) 215–228

T
b
i
w

4

t
o
p
b
w
p
s

i
r
t
𝑁
B
e
3
a
t
n
b
h
(
e
a

4

t
w
s
b
a
f
n

t
a

r

Taking the ground reflection as an example, since the measured ground
reflection loss ranges from 4.68 dB to 16.98 dB based on [52,53], the
reduction of SINR from ground-reflected interference is evaluated as
less than 0.3 dB in our network topology, which is negligible with
respect to the SINR of over 40 dB on a typical link. In addition, based
on a geometric analysis, ground-reflected interference can occur only if
𝜙 ≥ 2⋅arctan( 2ℎ𝑛𝑑𝑙

), where 𝜙 is the beamwidth of antenna, ℎ𝑛 is the height
of deployed node, and 𝑑𝑙 is the separation distance between two nodes.
hus, this effect can be entirely eliminated with a small enough antenna
eamwidth, which is dependent on the specific topology deployed. For
nstance, if ℎ𝑛 = 3.5 m and 𝑑𝑙 = 76.6 m, ground-reflected interference
ill not occur if the antenna beamwidth is narrower than 10.4◦.

.1.2. Building reflection interference effects
Different from the vehicle and ground reflection effects, intuitively,

he building reflection effects could be an issue in our network topol-
gy, since some buildings along the street can reflect a signal and
roduce secondary interference that might be emanated and received
y antenna’s main lobes. However, according to the following analysis,
e will validate that this effect also has very small impact on network
erformance, which can even be eliminated with a simple deployment
trategy.
As shown in Fig. 4, considering the scheduling in a relay path,

nterference from building reflections can only occur with a double
eflection with two buildings located at exactly the right spots. Note
hat we ignore the building-reflection effects on further nodes (e.g.
𝑘+4) due to the longer transmission distances and multiple reflections.
ased on common building materials, the evaluation result4 shows that,
ven with buildings in the right spots, there is typically only around
dB reduction of SINR. In the worst case, with two metal buildings
t exactly the right locations, the reflection loss would be smaller and
he performance loss caused by the building-reflection effects could be
oticeable. Even this worst-case scenario can be eliminated, however,
y placing antennas on the two sides of the street at slightly different
eights causing building reflections to go to the sky or to the ground
as illustrated in Fig. 5). This deployment approach can completely
liminate building reflection effects and is recommended for areas with
high density of metal buildings.

.2. Potential use of non-LoS paths

In our approach, we have a strong preference for LoS paths due
o the need for very high data rates and the high loss that occurs
hen mmWave signals reflect off most surfaces. Thus, if a physical link
tops working due to failure of one of the nodes making up the link or
ecause of an obstacle blocking the LoS path, our link reconfiguration
pproach uses adaptive beam steering and dilation to bypass the non-
unctional link (as illustrated in Fig. 3). Here, we discuss whether
on-LoS paths could be useful in link reconfiguration.
Consider the scenario shown in Fig. 6, where a large truck blocks

he original LoS link between 𝑁𝑘−1 and 𝑁𝑘. Our link reconfiguration
pproach may use the link (𝑁𝑘−2, 𝑁𝑘+1) or the link (𝑁𝑘−2, 𝑁𝑘) to
bypass the affected link in this situation. The green dashed lines in the
figure show two building-reflected non-LoS paths that might be able to
maintain the link (𝑁𝑘−1, 𝑁𝑘) without reconfiguring the topology.

First, we note that in the case of node failure (of either 𝑁𝑘−1
or 𝑁𝑘), the non-LoS paths will not work, while our alternative link
reconfiguration approach is still possible. Thus, the non-LoS paths are
only a possibility in the case of link blockage but not for node failure.
Next, we discuss potential non-LoS path usage for the blockage scenario
(as shown in the figure).

When considering the building reflections, we note that these are
only available in certain situations. For example, if the truck is large

4 The detailed evaluation results can be found in our companion technical
eport [54].
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enough and positioned as shown in the figure, it could block the
reflected signal paths also. Even if those paths are not also blocked
by the obstacle, certain geometric conditions (based on factors such as
how far the building is from the two nodes, the spacing of relays in the
topology, the beamwidth of nodes’ antennas, etc.) have to be met for
the paths to exist. Additionally, to maintain the high data rates needed
for backhaul traffic, the building surface should have a low reflection
loss. In practice, only metal buildings are likely to satisfy this condition.
Finally, as mentioned in Section 4.1.2, in order to mitigate interference
from building reflections, the heights of antennas on the two sides of
the street might be different, which would cause the reflected signals to
go to the sky or the ground. With this deployment option, signals along
NLoS paths from building reflections will definitely not be received by
the intended node.

The above discussion indicates that useful non-LoS paths will not
often be available to replace a blocked LoS path. Since there is no
guarantee of such availability, and also to handle the node failure case,
we focus in the remainder of the paper on our alternative link reconfig-
uration scheme, which reconfigures the topology while maintaining LoS
paths between each pair of consecutive nodes. However, this approach
could easily be augmented to include opportunistic use of suitable non-
LoS paths should the conditions be right for them to function at a high
rate. However, in our simulations, we make the assumption that such
conditions are fairly rare and so we do not simulate this augmented
approach.

5. Joint link-level and network-level reconfiguration scheme

The ability to reconfigure logical links (relay paths) in the presence
of obstacles provides multiple possible approaches to blockage toler-
ance for the mmWave backhaul network. Link-level blockage tolerance
mainly adopts relay path reconfiguration schemes, i.e., finding an
alternative LoS physical link to substitute the original blocked link.
As for network-level reconfiguration, it usually uses a new high-rate
path between the source and destination nodes for blockage avoidance.
In this section, we present joint link-network level reconfiguration
schemes for fast recovery, which utilize relay path reconfiguration and
alternate network-level paths in combination.

5.1. Prioritized link-level reconfiguration

In our considered relay-assisted network scenario, we first propose
a prioritized link-level reconfiguration scheme (PLLR), which takes
advantage of both link-level and network-level tolerance ability. The
main idea is to prioritize relay path reconfiguration to avoid the use
of alternate network-level paths whenever possible, so that the A-BS
does not need to modify the routing table and inform the SBSs, which
might complicate the network control. However, alternative network-
level paths can be used if the performance of a reconfigured relay path
drops so much that the throughput of that logical link is lower than
a threshold value, which means that the original backhaul path 𝑃0,𝑖
cannot satisfy the data demand at SBS𝑖. In what follows, we introduce
this novel approach in detail.

(1) Backup path selection
To achieve fast recovery, we pre-calculate a set of backup paths

for each primary backhaul path and store them in the survivable-path
set (SS). Different from other related works that just find one totally
disjoint backup path to recover from a single link failure, the SS is used
to overcome multiple blockages since obstacles could block a primary
path and some of its backup paths simultaneously in our considered sce-
nario. On the other hand, there may not always exist a totally disjoint
backup path which also satisfies the high-rate and few-hop constraints,
but some partially disjoint paths that meet the requirements can avoid
the blockage and could even have better performance than a totally
disjoint backup path.
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Fig. 4. Building-reflection effects in the network topology.
Fig. 5. The deployment approach to eliminate building-reflection effects.
Fig. 6. Possible NLoS paths when blockage occurs.
Fig. 7 shows an example, in which each logical link is charac-
terized by the tuple (hop number, link rate). The original backhaul
path 𝑃0,8 is A-BS→SBS4 →SBS5 →SBS8, and when the logical link
between SBS4 and SBS5 is blocked, the partially disjoint backup path A-
BS→SBS4 →SBS7 →SBS8 has better performance (i.e., with higher rate
and fewer hops) than the totally disjoint backup paths (shown with blue
lines).

Therefore, our approach finds a SS that consists of a set of backup
paths that may not be totally disjoint but can survive blockages, and
this enables us to provide protection for a broader range of scenarios
and increase the network survivability. Here the backup path selected
into SS for potential path recovery should satisfy two requirements:
(1) supporting high throughput for mmWave backhaul; (2) with fewer
hops than a specified threshold, because too many hops may lead to
an unacceptably high end-to-end latency between the A-BS and the

associated SBS.
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The approach of finding backup paths with higher rates and hop-
count constraint is shown in Algorithm 1. Considering the hop counts
of different logical links in the topology, we first find the minimum hop
count 𝑚 among these logical links. Then, given a hop-count constraint
𝐻 (including intermediate relays and relayed-SBSs), we compute a
coarse allowable logical-level hops (𝑚𝑎𝑥𝐻𝑜𝑝) as ⌈𝐻∕𝑚⌉ (Line 1). After
conducting the depth-first search (DFS), we find all backup paths which
have their logical-level hop counts 𝑖ℎ𝑜𝑝 no more than 𝑚𝑎𝑥𝐻𝑜𝑝 (Line 13–
23), and we put each of these paths into the survivable path set 𝑆𝑆[𝑖]
only if it satisfies the following two conditions: (1) the total hop count
of the path is not larger than 𝐻 (because 𝑚𝑎𝑥𝐻𝑜𝑝 used in DFS steps
relaxes the real hop-count constraint and some discovered backup paths
with more than 𝐻 hops need to be dropped); and (2) the throughput
of the bottleneck logical link pair within the path meets the backhaul
rate requirement 𝑇 (Lines 7–8).

Note that with an appropriate 𝐻 in most network topologies, there

are only a small number of backup paths in each SS. However, we
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Fig. 7. An example of different backup paths. (For interpretation of the references to
color in this figure legend, the reader is referred to the web version of this article.)

Algorithm 1 Finding top-k widest backup paths with
hop-count constraint
Input: 𝑉 , 𝐸, 𝐻 , 𝑚, 𝐻𝑜𝑝, 𝑡ℎ𝑟𝑝, 𝑇
utput: 𝑆𝑆
1: maxHop← ⌈𝐻∕𝑚⌉;
2: for each backhaul path 𝑃𝑠,𝑖 btw A-BS and SBS𝑖 do
3: ihop← 0;
4: 𝑆𝑆[𝑖] = searchBackupPath(𝑠, 𝑖, V, E, maxHop, ihop);

5: 𝑆𝑆[𝑖].rmv(𝑃𝑟𝑖𝑚𝑃𝑎𝑡ℎ);
6: for each backup path 𝐵𝑃𝑗 in 𝑆𝑆 do
7: if ( ∑

𝑙∈𝐵𝑃𝑗
𝐻𝑜𝑝[𝑙] > 𝐻 || min

𝑙∈𝐵𝑃𝑗
{𝑡ℎ𝑟𝑝𝑙} < 𝑇 ) then

8: 𝑆𝑆[𝑖].rmv(𝐵𝑃𝑗);
9: sort(𝐵𝑃𝑗 , min

𝑙∈𝐵𝑃𝑗
{𝑡ℎ𝑟𝑝𝑙});

10: if (𝑆𝑆[𝑖].𝑠𝑖𝑧𝑒 > 𝑘) then
11: 𝑆𝑆[𝑖].rmv(𝑙𝑎𝑠𝑡 (𝑆𝑆[𝑖].𝑠𝑖𝑧𝑒 − 𝑘) 𝑝𝑎𝑡ℎ𝑠);
12: return 𝑆𝑆; // get survivable-path sets

𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛: searchBackupPath(𝑠, 𝑖, V, E, maxHop, ihop)
13: 𝑝𝑎𝑡ℎ.add(𝑠𝑟𝑐);
14: if (𝑖 = 𝑠𝑟𝑐) then
15: SS[𝑖].add(𝑝𝑎𝑡ℎ);
16: 𝑝𝑎𝑡ℎ.rmv(end node);
17: return
18: 𝑖𝑑 ← find(𝑉 .𝑏𝑒𝑔𝑖𝑛, 𝑉 .𝑒𝑛𝑑, 𝑠𝑟𝑐) - 𝑉 .𝑏𝑒𝑔𝑖𝑛;
19: for each node j in V do
20: if (𝑗 has been visited) continue;
21: if (𝐸[𝑖𝑑][𝑗]! = Inf & 𝑖ℎ𝑜𝑝 + 1 <= 𝑚𝑎𝑥𝐻𝑜𝑝) then
22: searchBackupPath(𝑗, 𝑖, V, E, maxHop, 𝑖ℎ𝑜𝑝 + 1);
23: 𝑝𝑎𝑡ℎ.rmv(end node);

also set an upper bound 𝑘 on the number of backup paths in case
he path length constraint is so weak that a large number of possible
ackup paths exist. In this scenario, we only put the 𝑘 backup paths
ith highest rates into SS (Lines 10–12).
The time complexity of Algorithm 1 is 𝑂(𝑁2

𝑠 |𝐸|), where 𝑁𝑠 is the
number of SBSs and 𝐸 is the number of logical links in the net-
work topology. Note that the algorithm is run at network deployment
time, not during network operation, which makes its running time less
critical.

(2) Combined link-level and network-level reconfiguration
Algorithm 2 shows the pseudocode for the proposed PLLR scheme,

which jointly considers link-level and network-level reconfigurations.
In the ‘‘Input’’ arguments, 𝐶 is a vector that includes the achievable
capacity of each logical link between BSs, and 𝑁𝑃 is a path set that con-
tains each backhaul path 𝑃 between A-BS and SBS in the network.
0,𝑘 𝑘
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𝐷 and 𝐴𝐷 are the sets that include data-rate demand of each SBSs and
the aggregated data-rate demand of each logical link, respectively, and
the link much closer to the A-BS will have higher aggregated data-rate
demand since it is required to carry more traffic to further SBSs. 𝑆𝑆
contains the survivable-path set 𝑆𝑆𝑘 of each 𝑃0,𝑘, which is obtained
by running Algorithm 1. When the logical link  between BS𝑖 and BS𝑗
is blocked, the high throughput link-level reconfiguration algorithm
(HTPR) is first executed for logical link recovery.

Algorithm 3 explains the HTPR algorithm in detail, and as an
example shown in Fig. 3, HTPR executes on node 𝑅1 when the original
link between 𝑅1 and 𝑅2 is blocked. After performing the blockage
detection process [51] in the topology, different alternative link sets
altPath are searched based on the four-type blockage model in [45]
(Lines 1–2). To achieve higher throughput, shorter alternative physical
links, such as the link between SBS and 𝑅2, are given priority in
altPath (Lines 5–6), but if none of them are available, other longer
alternative links can be chosen, such as the link between SBS and
𝑅3. Besides, the larger-index link is preferred, e.g. the link between
𝑅1 and 𝑅3 has priority over the link between SBS and 𝑅2, because it
may circumvent other obstacles that take effect on higher-numbered
links (e.g. avoiding the possible blockage of the link between 𝑅2 and
𝑅3 as well). When consecutive alternative links need to be selected
(e.g. if all original links are blocked), shorter and longer links will be
assigned alternated priorities to prevent the topology degenerating to
a straight line, which is subject to severe self interference (Lines 7–8).
Note that an alternative link can be selected (viewed as goodPath) only
if its start and end node exist in Path, and the end node is not failed
(Line 4). After selecting the alternative link newLink, the reconfigured
logical link 𝑛𝑒𝑤𝐿𝑜𝑔𝐿𝑖𝑛𝑘 is produced (lines 9–11), otherwise (i.e., no
alternative relay paths can avoid this blockage), this logical link is
viewed as a failed link with very low rate due to blockages (Lines
12–14).

Now we move back to Algorithm 2, after running this link-level
reconfiguration algorithm, the achievable capacity of this logical link
 will be degraded since one or more longer physical links would be
selected for blockage avoidance, and then 𝐶 is updated with the new
capacity of  (Lines 2–3).

If the current throughput of the degraded link  drops lower than its
aggregated data-rate demand (AD) (Line 3), all SBSs backhauled by the
link  are found and put into 𝐵 (Lines 4–5). Then the network-level
reconfiguration will be activated to select alternate backup paths for
some of the affected SBSs.

For example, Fig. 8 shows several primary backhaul paths, and
every logical link has the achievable capacity of 12 Gbps and data-
rate demand at each SBS𝑖 is 𝐷𝑖. From further SBSs to A-BS, we can
compute the AD of each logical link in turn (shown in Fig. 8). Now
assuming the current capacity of link 0 (between ABS and SBS1) drops
to 𝐶0

(𝐶0
< 𝐴𝐷0), all backhauled SBSs (SBS1 ∼ SBS8) are obtained.

In order to avoid the use of more alternate network-level paths which
might complicate the network control, we set an objective to minimize
the number of SBSs that need to be reconfigured to use backup paths
(referred to as rSBSs).

One direct method of minimizing rSBSs (MRS) is to formulate the
following optimization problem:

max
𝑆

∑

𝑖∈𝐵𝑙

𝑠𝑖 (2)

𝑠.𝑡.
∑

𝑖∈𝐵𝑙

𝐷𝑖 ⋅ 𝑠𝑖 ≤ 𝐶, 𝑠𝑖 ∈ {0, 1} (3)

where 𝑠𝑖 is the SBS backhauled by the logical link . The objective func-
tion in Eq. (2) aims to satisfy the greatest number of SBSs affected by
this link. Eq. (3) indicates the capacity constraint, where the aggregated
data-rate demand on the link  cannot exceed its current capacity,
and 𝑠𝑖 will be set as 1 if SBS𝑖 is chosen, otherwise it equals to 0. This
optimization problem is similar to the 0/1 knapsack problem, and in this
case the optimal solution is to sort the SBSs in order of increasing data-

rate demand and satisfy them in turn until there is not enough capacity
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Fig. 8. An example for minimizing rSBSs. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)
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Algorithm 2 Prioritized Link-Level Reconfiguration
Input: 𝐶, 𝑁𝑃 , 𝐴𝐷, 𝑆𝑆, 𝐷
Output: updated 𝑁𝑃
1: HTPR(, Relay[𝑖][𝑗]); // link-level reconfiguration
2: 𝐶.update(𝐶);
3: if (𝐶 < 𝐴𝐷) then
4: for each 𝑃0,𝑘 in 𝑁𝑃 contains  do
5: 𝐵.add(𝑠𝑘);
6: 𝐺 ← Group(𝑠𝑘, 𝑃0,𝑘);
7: sort(𝑔𝑘 ∈ 𝐺, 𝐴𝐷𝑘 ↑);
8: for 𝑘 ← 0 to size(𝐺) do
9: if (𝐴𝐷𝑘 ≤ 𝐶 ) then
10: 𝐺𝑠.add(𝑠𝑘); // satisfied groups
11: 𝐶 ← 𝐶 − 𝐴𝐷𝑘;
12: else break; // not enough capacity
13: 𝐺𝑟 ← 𝐺∖𝐺𝑠; // get remaining groups from 𝐺
14: solve(Eq.(2), from 𝑔𝑟 with max SBSs);
15: for each 𝑔𝑟 in 𝐺𝑟 do
16: AltPath(L-SBS𝑚, when max(𝑇ℎ𝑖) ≥ 𝐷(𝑚));
17: max(𝑇ℎ𝑖)← max(𝑇ℎ𝑖) - 𝐷(𝑚);
18: for each NL-SBS𝑘 with fewer backup path first do
19: if (𝐻𝐶 & 𝐷𝐶) = false then
20: AltPath(NL-SBS𝑘, when max(𝑇ℎ𝑗) ≥ 𝐷(𝑘));
21: else
22: max(𝑇ℎ𝑖)← max(𝑇ℎ𝑖) - 𝐷(𝑘);
23: 𝐴𝐷.update; 𝑁𝑃 .update;
24: return 𝑁𝑃 ; // get updated network-level paths

of link  to backhaul any SBSs. As an example, in Fig. 8, when the
capacity of the logical link between A-BS and SBS1 (shown with green
line) drops to 7 Gbps, we need to reconfigure new backhaul paths for
SBS3 and SBS7.

However, this MRS method does not take into account the primary
working paths, so we introduce another method to minimize rSBSs with
groups (MRG).

In the MRG method, if the current capacity of link  drops below
𝐴𝐷, we first group all SBSs backhauled by link  according to their
primary paths in set 𝐺. As an example, in Fig. 9, when 𝐶0

< 𝐴𝐷0,
all backhauled SBSs can be divided into three groups based on their
primary paths. After that, we start to minimize the number of groups
that cannot be fully satisfied, i.e., maximize the number of satisfiable
 E
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groups by solving a similar knapsack-like problem:

max
𝐺

∑

𝑔∈𝐺𝑙

𝑔𝑖 (4)

𝑠.𝑡.
∑

𝑖∈𝐺𝑙

𝐴𝐷𝑔𝑖 ⋅ 𝑔𝑖 ≤ 𝐶, 𝑔𝑖 ∈ {0, 1} (5)

where each 𝑔𝑖 includes the grouped SBSs backhauled by the logical link
, and 𝐴𝐷𝑔𝑖 is the aggregated data-rate demand of each group. After
btaining the groups that can be fully satisfied, the remaining items in
are the groups 𝑔𝑟 that need to be reconfigured. Starting from the 𝑔𝑟

hat comprises the maximum number of SBSs, we break 𝑔𝑟 and repeat
solving the knapsack-like problem in Eq. (2) with the remaining 𝐶, so
the minimum number of rSBSs in each group can be obtained.

In this way, for each group 𝑔𝑟 that is not fully satisfied, we only
eed to reconfigure the new backhaul path for the rSBS closest to the
egraded link , i.e., the leader rSBS (L-SBS), because the paths from
he L-SBS to other non-leader rSBSs (NL-SBS) can still be maintained
ithin the group. Different from the MRS method that will alternate
ew backhaul paths for all rSBSs, here we try to force rSBSs in one
roup and then only take care of the leader rSBS, which can reduce the
econfiguration overhead.
Note that for those NL-SBSs in each group 𝑔𝑟, we also need to check

hether or not each of them violates the following two constraints:

• Hop-count constraint (HC): The total hop counts of the new recon-
figured path and the maintained path for the NL-SBS should be
less than the hop-count threshold 𝐻 .

• Data-demand constraint (DC): The available capacity of that new
reconfigured path should be able to satisfy the data demand of
the non-leader SBS.

If either 𝐻𝐶 or 𝐷𝐶 is violated, we need to select a backup path for
hat NL-SBS from its own SS. Note that we check the NL-SBS that has
he fewest backup paths first.
The pseudocode shown in Algorithm 2 uses the MRG method for

electing the base stations to be reconfigured.5 As described above,
he reconfigured groups 𝑔𝑟 and corresponding rSBSs can be obtained
y solving a knapsack-like problem (Lines 6–14). Then, the network-
evel reconfiguration is activated to select a new network path for
he leader SBS in 𝑔𝑟, and we always select the backup path that has
he maximum achievable throughput from its SS (Line 16). Here the
chievable throughput performance (𝑇ℎ) of each backup path 𝐵𝑃𝑖 can
e evaluated as follows:

ℎ𝑖 = min
𝑗∈𝐵𝑃𝑖

{𝐶𝑗
−𝐴𝐷𝑗

} (6)

5 To implement the MRS method, the solution to the knapsack problem of
qs (2) and (3) can be substituted for Lines 6–14 in the pseudocode.
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Fig. 9. An example for minimizing rSBSs with groups.
𝑅

t
t
r

𝑇

which is determined by the extra available capacity of the bottleneck
logical link 𝑗 within this path. Note that if no backup paths can meet
the data-rate demand for this SBS, we have to give up selecting new
paths for it. For those NL-SBSs, if either 𝐻𝐶 or 𝐷𝐶 is violated, a new
path will be selected in the same way (Lines 18–22). In the end, the
aggregated data-rate demand set 𝐴𝐷 and the backhaul path set 𝑁𝑃
need to be updated (Line 23).

The time complexity of Algorithm 2 can be analyzed as follows. In
the worst case, i.e. assuming the degraded  affects all current backhaul
paths such that each of them needs to be reconfigured, Algorithm 2
performs the reconfiguration in time 𝑂(𝑁2

𝑠 ), where 𝑁𝑠 is the number
of SBSs. However, the time complexity typically will be much less than
𝑂(𝑁2

𝑠 ) since we adopt a mesh-like network topology and each degraded
logical link will therefore typically only affect a few SBSs. In the best
case, if the purely link-level reconfiguration (i.e., Algorithm 3) can
save the blocked logical link  without activating the network-level
reconfiguration procedure, the time complexity is reduced to 𝑂(|𝐸|),
where 𝐸 is the number of physical links within .

Algorithm 3 High-throughput link-level reconfiguration
Input: Path (includes active nodes), E (includes each

physical link 𝑒𝑖,𝑗)
Output: 𝑛𝑒𝑤𝐿𝑜𝑔𝐿𝑖𝑛𝑘
1: (𝐵𝑙𝑖𝑛𝑘, 𝐵𝑇 𝑦𝑝𝑒) = BTDProcessFunction(Path, E);
2: 𝑎𝑙𝑡𝑃 𝑎𝑡ℎ = FourTypeModel(BType);
3: for 𝑙𝑖𝑛𝑘 in 𝑎𝑙𝑡𝑃 𝑎𝑡ℎ do
4: 𝑔𝑜𝑜𝑑𝑃𝑎𝑡ℎ = testIf(𝑙𝑖𝑛𝑘.𝑠𝑟𝑐, 𝑙𝑖𝑛𝑘.𝑑𝑠𝑡 ∈ 𝑃𝑎𝑡ℎ & 𝑙𝑖𝑛𝑘.𝑑𝑠𝑡

not failed);
5: if (𝑁𝑘.𝑝𝑟𝑒𝑁𝑜𝑑𝑒 in 𝑃𝑎𝑡ℎ ! = 𝑁𝑘−2) then
6: 𝑔𝑜𝑜𝑑𝑃𝑎𝑡ℎ=sortSL(𝑔𝑜𝑜𝑑𝑃𝑎𝑡ℎ); // shorter path first,

then larger index first
7: else
8: 𝑔𝑜𝑜𝑑𝑃𝑎𝑡ℎ=sortLS(𝑔𝑜𝑜𝑑𝑃𝑎𝑡ℎ); // longer path first,

then larger index first
𝑛𝑒𝑤𝐿𝑖𝑛𝑘 = 𝑔𝑜𝑜𝑑𝑃𝑎𝑡ℎ(1); // get the first element

9: if (𝑛𝑒𝑤𝐿𝑖𝑛𝑘 ! = ∅) then
10: Rmv(nodes btw newLink.src and newLink.dst in

Path);
11: return 𝑛𝑒𝑤𝐿𝑜𝑔𝐿𝑖𝑛𝑘 = 𝑃𝑎𝑡ℎ;
12: else
13: Rmv(all nodes in Path); // remove all nodes
14: return 𝑛𝑒𝑤𝐿𝑜𝑔𝐿𝑖𝑛𝑘 = ∅; // no substituted relay

paths, this logical link is failed
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5.2. High-throughput multi-path reconfiguration

To further improve throughput performance with blockages and
better leverage the cooperation between the A-BS and SBSs, we in-
troduce another reconfiguration approach based on the previous PLLR
algorithm, which is referred to as high-throughput multi-path recon-
figuration (HTMR) scheme. This approach uses the primary path and
backup paths in combination for data transmission when the blockage
occurs, which will work well in networks that support multi-path
routing. As a primary relay path’s performance is degraded due to
link-level reconfiguration around obstacles, some of its traffic can be
off-loaded to backup paths so that the reconfigured relay path and
several alternative routes are used at the same time. Before adopting
this algorithm instead of PLLR, we should pre-evaluate how much
performance increase can be achieved compared to the PLLR scheme,
since the benefit will depend on the overall network topology and the
traffic flows, and HTMR scheme should be used for path recovery in the
scenario where it can provide substantial benefits on throughput and is
therefore worth the added network control complexity for multi-path
transmissions.

First, we need to solve a network flow problem in order to determine
how to split traffic among the degraded primary path and backup paths
which are totally disjoint. To split the traffic among multiple available
paths, assuming there are n possible network paths between A-BS and
SBS𝑖 with the data demand D, their respective achievable data rates
𝑖 can be obtained according to Eq. (6). In this way, the required

transmission time over each path is 𝑡𝑖 = 𝑑𝑖∕𝑅𝑖 (𝑖 ∈ 𝑃𝑠), where 𝑑𝑖 is
he traffic assigned on path 𝑖. Assuming the data 𝑑𝑖 over each path is
ransmitted from A-BS to SBS𝑖 at the same time, we can get the total
equired time 𝑇𝑟 until all data 𝐷 has been received as follow:

𝑟 = max{
𝑑1
𝑅1

,
𝑑2
𝑅2

,… ,
𝑑𝑛
𝑅𝑛

} (7)

Thus the end-to-end throughput can be obtained as 𝐷∕𝑇𝑟. To maximize
the throughput performance by splitting traffic over multiple paths, we
formulate the optimization problem as follows:

max
{𝑑𝑖}𝑖∈𝑃𝑠

𝐷 ⋅min{
𝑅1
𝑑1

,
𝑅2
𝑑2

,… ,
𝑅𝑛
𝑑𝑛

}

𝑠.𝑡.
∑

𝑖∈𝑃𝑠

𝑑𝑖 = 𝐷,𝑅𝑖 ≥ 0, 𝑑𝑖 ≥ 0.
(8)

Theorem 1. To maximize the end-to-end throughput with given data
demand 𝐷 between A-BS and SBSs along n possible routes, the assigned
traffic for each route should be proportional to its achievable rate, i.e.,

𝑑𝑖 =
𝐷 ⋅ 𝑅𝑖

∑

𝑖∈𝑃𝑠 𝑅𝑖
(1 ≤ 𝑖 ≤ 𝑛). (9)

Proof. The objective function in Eq. (8) can be rewritten as max 𝐷𝜏,
𝑅𝑖∕𝑑𝑖 ≤ 𝜏 ∀𝑖. By making each 𝑅𝑖∕𝑑𝑖 be equal, the Karush-Kuhn–
Tucker condition will be satisfied and we can get the optimal so-
lution as ∑

𝑅 . Therefore, the optimal value 𝑑 is obtained as
𝑖∈𝑃𝑠 𝑖 𝑖
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∑

𝑖∈𝑃𝑠 𝑅𝑖, which is proportional to 𝑅𝑖. If each 𝑅𝑖∕𝑑𝑖 is not split
equally, e.g., 𝑅𝑗∕𝑑𝑗 >

∑

𝑖∈𝑃𝑠 𝑅𝑖∕𝐷, which means that 𝑑𝑗 = (𝐷 ⋅
𝑅𝑗∕

∑

𝑖∈𝑃𝑠 𝑅𝑖) − 𝜖, and this would result in another split data 𝑑𝑘 =
(𝐷 ⋅ 𝑅𝑖∕

∑

𝑖∈𝑃𝑠 𝑅𝑖) + 𝜖 since the total demand should be unchanged.
Therefore, 𝑅𝑘∕𝑑𝑘 becomes the bottleneck value and will reduce the
riginal optimal solution. □

As an extension of the PLLR scheme, the basic logic of HTMR
lgorithm is similar to Algorithm 2, but the main difference is the
ethod to select network-level paths for each rSBS (L-SBS or NL-SBS),
hich is shown in Algorithm 4. First, if the degraded logical link ’s
apacity is not used up (Line 2), both the primary path 𝑃0,𝑘 and backup
aths can be possibly used for rSBS, otherwise only backup paths will
e used for reconfiguration. In both of these cases, we first need to find
he disjoint backup paths in SS (Line 4). Here, an approach referred to
s joint-weight selection is designed to obtain the maximum number of
isjoint backup paths in SS (shown in Eq. (10)), where each selected
ath 𝑝𝑖 does not have any overlapping logical links  with other
aths.

max
𝑃

∑

𝑖∈𝑆𝑆
𝑝𝑖

.𝑡.𝑝𝑖 ∩ 𝑝𝑗 = ∅, 𝑖 ≠ 𝑗, 𝑝𝑖,𝑗 = {0, 1}
(10)

In the case where the primary path 𝑃0,𝑘 can still be used, we need
to put 𝑃0,𝑘 in SS since it can also be viewed as one of backup paths
(Line 3). Then, we start to find disjoint paths in 𝑆𝑆𝑘 (Lines 14–22).
First, the joint weight 𝑊 for each backup path 𝐵𝑃𝑖 is calculated, which
represents the number of paths overlapping with 𝐵𝑃𝑖 in 𝑆𝑆𝑘, and these
joint paths are recorded in 𝑃 (Lines 17–19). After that, we select the
backup path 𝐵𝑃𝑚 with minimum weight 𝑊 and put it into 𝑀𝑃 (Lines
20–21). Note that if there exist multiple paths with the same minimum
𝑊 , the one which has higher throughput will be selected. Finally, we
can obtain the maximum number of disjoint backup paths of 𝑃0,𝑘 until
𝑆𝑆𝑘 is empty (Line 15). In the situation where the primary path cannot
be used (i.e., 𝐶 = 0), we can find maximum number of disjoint backup
paths in 𝑆𝑆𝑘 without 𝑃0,𝑘 in the same way.

After obtaining the multi-path set 𝑀𝑃 , the available backup paths
are sorted in order of decreasing rate (Line 5), and the paths with
highest rates will be iteratively selected until the data demand 𝐷𝑘 at
rSBS𝑘 is satisfied (Lines 7–10). In the end, we split the data demand 𝐷𝑘
according to Theorem 1, and assign the traffic to each selected path in
𝑀𝑃 ′ (Line 12).

The time complexity of Algorithm 4 is 𝑂(𝑘2𝑁𝑠), where 𝑘 is the
maximum number of backup paths for each SBS, and 𝑁𝑠 is the number
of SBSs. Since 𝑘 is always set as a small value in Algorithm 1, and 𝑁𝑠
is usually around 20 or less in an urban area of 1.2 km2, the algorithm
runs extremely fast in areas of that size, which is a typical scenario.

5.3. Upper bound of network survivability

Here, we introduce an approach to evaluate the upper bound of net-
work survivability in the considered network model, which represents
the best performance that could be provided by any reconfiguration
algorithm. Given a backhaul network 𝑁 , a reconfiguration algorithm
𝐴, and some changes in the condition of the network, we say that the
backhaul network 𝑁 survives if Algorithm A makes all backhaul paths
remain connected and they satisfy the data demand of each node with
the given network conditions.

Our reconfiguration algorithms described in this section try to keep
certain parts of the network unchanged and reconfigure only a sub-
set of the network, which is consistent with practical constraints.
However, an algorithm to produce the best possible survivability of
a network would consider all possible new network configurations
without constraining how much reconfiguration they require. Although
this approach is not practical, evaluating such an algorithm can give us
an upper bound on network survivability that we can use to see how

our algorithms compare to the best possible result. p
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Algorithm 4 AlternatingMultiple Paths for Reconfiguration
Input: 𝐶, 𝑁𝑃 , 𝐴𝐷, 𝑆𝑆, 𝐷
utput: 𝑀𝑃 ′

1: for each rSBS𝑘 do
2: if (𝐶 ≠ 0) then
3: 𝑆𝑆𝑘.add(𝑃0,𝑘);
4: 𝑀𝑃 = FindDjPath(𝑆𝑆𝑘);
5: MP.sort(𝐵𝑃𝑖, 𝑅𝑖 ↓);
6: 𝑅𝑡 ← 0; // init 𝑅𝑡
7: for 𝑖 ← 1 to size(𝑀𝑃 ) do
8: 𝑀𝑃 ′.add(𝑀𝑃 [𝑖]); // add the higher-rate path
9: 𝑅𝑡 ← 𝑅𝑡 + 𝑅𝑖;
10: if (𝑅𝑡 ≥ 𝐷𝑘) then break;
11: if (𝑅𝑡 < 𝐷𝑘) then return ∅; // do not alternate

paths
12: OptimalTS(𝑝𝑎𝑡ℎ ∈ 𝑀𝑃 ′); // follow Theorem 1
13: return 𝑀𝑃 ′;
14: Function: FindDjPath(𝑆𝑆𝑘)
15: while (𝑆𝑆𝑘 ≠ ∅) do
16: for each backup paths 𝐵𝑃𝑖 ∈ 𝑆𝑆𝑘 do
17: if (𝐵𝑃𝑖 ∩ 𝐵𝑃𝑗 ≠ ∅, 𝑗 ≠ 𝑖) then
18: 𝑊𝑖 ← 𝑊𝑖 + 1;
19: 𝑃 [𝑖].add(𝐵𝑃𝑗); // add 𝐵𝑃𝑗 in joint-path set
20: FindPath(𝐵𝑃𝑚 with min𝑊 );
21: 𝑀𝑃 .add(𝐵𝑃𝑚);
22: 𝑆𝑆𝑘.rmv(𝐵𝑃𝑚 & 𝑝𝑎𝑡ℎ ∈ 𝑃 [𝑚]);
23: return 𝑀𝑃 ;

To derive the algorithm that achieves the highest possible surviv-
ability, we first define 𝑥𝑖,𝑗 to be the flow rate between BS𝑖 and BS𝑗 , 𝐶𝑖,𝑗
to be the current capacity of logical link 𝐿𝑖,𝑗 , 𝐷𝑖 to be the data-rate
demand at SBS𝑖, and 𝑠𝑖,𝑗 to be the link status of 𝐿𝑖,𝑗 , where 𝑠𝑖,𝑗 is 1 if
𝐿𝑖,𝑗 is connected, otherwise it is 0. Then, the reconfiguration algorithm
with maximum survivability can be obtained by solving a feasible-flow
problem (FFP) with the following conditions:

0 ≤ 𝑥0,𝑗 ≤ 𝐶0,𝑗 , 𝑗 > 0 (11)

− 𝐶𝑖,𝑗 ≤ 𝑥𝑖,𝑗 ≤ 𝐶𝑖,𝑗 , 0 < 𝑖 < 𝑗 ≤ 𝑁 − 1 (12)
𝑖−1
∑

𝑘=0
𝑥𝑘,𝑖 ⋅ 𝑠𝑘,𝑖 −

𝑁−1
∑

𝑗=𝑖+1
𝑥𝑖,𝑗 ⋅ 𝑠𝑖,𝑗 = 𝐷𝑖, 0 < 𝑖 ≤ 𝑁 − 1 (13)

where Eq. (11) is the source-node constraint since all data flows are
enerated from A-SBS, Eq. (12) shows the capacity constraints for non-
ource nodes, and 𝑥𝑖,𝑗 is positive if the traffic direction is from SBS𝑖
o SBS𝑗 , otherwise it is set as the negative value. Eq. (13) is the data
emand constraint for every non-source node, which means that the
um of all incoming flows minus the sum of all outgoing flows should
e the data demand consumed at this node. Now assuming that the
etwork supports multi-path routing schemes, when the capacities of
everal logical links drop a lot due to blockage effects, the network
an be reconfigured with the new network conditions if there exists
feasible solution of all defined flow rates in the FFP; otherwise,
e cannot make the network survive no matter what reconfiguration
lgorithm is adopted. The FFP solution will be used in the next section
o provide an upper bound on survivability, against which our more
ractical algorithms can be compared.
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Fig. 10. Primary backhaul paths in the mmWave backhaul network model.

. Numerical simulations and results

In the face of obstacles that necessitate path recovery in mmWave
ackhaul networks, we evaluate the network performance including
he throughput and blockage tolerance with different reconfiguration
chemes. Here we conduct simulations where the mmWave backhaul
etwork is deployed based on the Manhattan urban deployment shown
n Fig. 1. With a single centralized A-BS, 19 SBSs at street corners and
number of relays along the roadside are selected. In this scenario, the
stablished logical links between each pair of BSs, which consists of
everal physical links in a triangular-wave topology, form a mesh-like
etwork that covers the area of over 1.2 km2.
In Fig. 10, without any link failures, we can compute that the net-

ork can support around 3 Gbps data demand for every SBS since each
ogical link (relay path) can achieve a throughput of around 13 Gbps.
onsidering potential blockages, we investigate the backhaul network
urvivability (BNS) and satisfiable data demand for each SBS with
ur proposed reconfiguration schemes, where BNS is the percentage
f cases in which the backhaul network survives out of all simulated
ases.6
All evaluations are done at the mmWave frequency of 60 GHz

ith a 2.16 GHz bandwidth. The directional antenna gains 𝐺𝑡, 𝐺𝑟
of each wireless node are 23.18 dBi and the transmit power is 1
watt. The attenuation from oxygen absorption is 17 dB/km, and a
15 dB link margin that covers rain attenuation and noise margin is
included. Obstacles are generated randomly in the streets and modeled
as rectangular vehicles, where their centers fall within the road and
form a homogeneous Poisson point process (PPP) of density 𝜆, the
widths and lengths are assumed to be i.i.d. distributed and follow the
normal distribution  (𝜇𝑤 = 2.3 m, 𝜎𝑤 = 0.8) and  (𝜇𝑙 = 8.0 m, 𝜎𝑙 =
2.5), respectively, the orientations are the same as the road’s direction,
and the heights are assumed to be higher than heights of deployed
nodes.

6.1. Network and path survivability

First, we evaluate the performance of the proposed PLLR scheme
based on minimize rSBS method (MRS) and minimize rSBS with groups
method (MRG), respectively. The aggregated user demand of each SBS
is assumed to be around 1 Gbps, which follows the normal distribution
 (𝐷𝜇 = 1, 𝐷𝜎 = 0.3). On hundreds of simulation runs with random-
obstacle scenarios, Fig. 11 shows that MRS and MRG provide very
similar BNS across a range of obstacle densities and the achieved BNS
is relatively high (above 85% for all but the highest density). However,
by adopting MRG method in reconfiguration schemes, the same high
BNS can be achieved with fewer reconfigured network-level paths (see

6 Recall that we say the network survives if all backhaul paths remain
onnected and they satisfy the data demand of each node.
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Fig. 11. Survivability comparison between MRS and MRG.

Fig. 12. Number of reconfigured paths comparisons between MRS and MRG.

Fig. 12), especially when the obstacle density is not very high. This is
because most of time we only reconfigure a new path for the leader
rSBS instead of all rSBSs in the group, which substantially reduces the
reconfiguration overhead. Based on this comparison, we adopt the MRG
method in both PLLR and HTMR schemes in the remainder of the results
of this section.

Second, we show the survivability performance with different re-
configuration schemes. As a comparison, an upper bound of BNS is
also reported by solving the feasible-flow problem introduced in Sec-
tion 5.3. By simulating a large number of random-obstacle cases,
Fig. 13(a) shows the survivability performance of different reconfigura-
tion schemes and the upper bound (labeled UB). It is observed that the
proposed PLLR and HTMR schemes provide significantly better robust-
ness than purely link-level and purely network-level reconfiguration
approaches, where BNS is obviously improved and still over 80% even
with a high density of obstacles. Of particular note, the NLR scheme
that is adopted by most previous work has worse performance than
LLR, and has poor survivability with multiple blockages. On the other
hand, we can see that the BNS of our proposed schemes is very close
to the upper bound on BNS, and as the obstacle density increases, the
performance gaps between the two proposed schemes and the upper
bound BNS are 1.2–4.8% and 3.5–8.4%, respectively. Since the PLLR
scheme only supports single-path routing and always reconfigures one
path for each source–destination pair, the performance gap of PLLR
scheme is a little larger than that of HTMR scheme, but it is still around
5% with a not very high obstacle density.

Fig. 14 shows how the BNS of the proposed schemes and the upper
bound vary with increasing data demand, for an obstacle density of
𝜆 = 2 ⋅10−4. As the demand increases, pure network level and pure link
level reconfiguration fail to provide survivability in almost all cases.
However, our two proposed schemes maintain fairly high BNS and
remain close to the upper bound over all simulated demands, which
validates that our proposed schemes can provide near-optimal network
survivability performance.

To get more fine-grained results, we also evaluate the path sur-
vivable rate (PSR), which is defined as the fraction of total backhaul
paths that remain connected and satisfy their SBS demand with re-
configuration after blockages occur. Fig. 13(b) shows that PLLR and
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Fig. 13. Network and path survivability comparisons among different schemes.
Fig. 14. Network survivability comparisons with different expected data-rate demands.

HTMR can provide over 97% PSR as the number of obstacles increases,
which means that the communication from the A-BS to each SBS
would be largely unaffected, even with multiple obstacles. Thus, with
the proposed schemes, the blockage tolerance of the entire backhaul
network is highly enhanced.

6.2. Throughput performance

In this part, we evaluate whether or not the proposed reconfigura-
tion algorithms can maintain high throughput with blockages, and the
satisfied-BS percentage (SBP) is evaluated. SBP indicates the fraction
of SBSs that have their respective data demands satisfied. Here, the
aggregated user demand of each SBS is assumed to follow the normal
distribution  (𝐷𝜇 = 2, 𝐷𝜎 = 0.3). From Fig. 15, we can see that
TMR scheme has the best SBP compared with other schemes, since
t splits traffic for transmission on both the primary working path and
ackup paths, which compensates for degraded throughputs on the
econfigured relay paths.
In addition, we vary the data demand 𝐷𝜇 of each SBS and, as

xpected, the SBP decreases as 𝐷𝜇 increases for both PLLR and HTMR
chemes (shown in Fig. 16(a) and (b), respectively). By comparing
he SBP based on the same 𝐷𝜇 between these two schemes, we find
hat the HTMR scheme can satisfy more SBSs than the PLLR scheme
ith the same obstacle density, and the SBP is improved by more
han 20% when 𝐷𝜇 = 3 and the obstacle density is high. Because of
uch substantial benefits on throughput performance, it might be worth
dopting HTMR despite its added complexity.

.3. Hop-constraint effects

Our problem formulation assumes that each eligible backup path
elected for a specific backhaul path should satisfy a hop-number
onstraint, i.e., the total hops (including dedicated relays and relayed-
BSs) along this path must be fewer than a hop-number threshold 𝐻 .
226
Fig. 15. Satisfied-BS percentage comparisons among different schemes.

Here we investigate how this 𝐻 affects network survivability. With the
obstacle density 𝜆 = 1.2 ⋅ 10−4 and data demand at each SBS of around
1 Gbps, Fig. 17 shows that the BNS will increase as 𝐻 increases for
all reconfiguration approaches except the LLR scheme. This is because
with larger 𝐻 , more backup paths for each backhaul path are put in
the SS, which improves the network-level reconfiguration, but this has
no effect on a purely link-level reconfiguration approach. In addition,
by increasing 𝐻 , both PLLR and HTMR can even provide nearly 100%
BNS, and NLR can also possibly provide better blockage tolerance than
LLR. However, as we show in the next subsection, a larger 𝐻 can result
in higher end-to-end latency and, therefore, this trade-off between
latency and robustness in the network would need to be carefully
considered with respect to application latency requirements.

6.4. Latency performance

Lastly, we investigate the latency performance of different reconfig-
uration schemes in our considered scenario. Since the rates of logical
links are always high enough to accommodate the data demand of each
SBS in our relay-assisted backhaul scenario, and even for reconfigured
relay paths with the help of HTPR scheme, the link capacity can still
be maintained at over 10 Gbps [45], we ignore queuing delay in
this analysis. We, therefore, focus on the end-to-end communication
latency, which is equal to the sum of required time slots’ durations
along the backhaul path of each SBS.

Here we set the packet length to be 5 KB and time slot durations on
links at the edge of the topology are then set to be long enough for one
packet transmission (e.g., the link between SBS17 and SBS2 in Fig. 10).
For links closer to the A-BS, we set longer time slot durations, which
are long enough to transmit one packet for each SBS whose traffic flows
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Fig. 17. BNS comparisons with different schemes vs. hop count constraint 𝐻 .

Fig. 18. Average latency for different schemes vs. hop count constraint 𝐻 .

across the link. This accounts for the aggregate traffic demand that
increases for links closer to the A-BS. With obstacle density 𝜆 = 1.2⋅10−4,
we evaluated the average end-to-end latency for SBSs vs. the hop-count
constraint in the network, and the results with different reconfiguration
schemes are reported in Fig. 18.

Fig. 18 shows that, as 𝐻 increases (meaning more backup paths
will be allowed and network survivability will increase), the end-to-end
latency increases with most reconfiguration schemes, as is expected.
The only exception is the LLR scheme, which is not affected by the
hop count constraint since that is only used during network-level
reconfiguration. Of particular note, our two joint link-network level
reconfiguration schemes show an obvious advantage in latency perfor-
mance, as compared to the NLR (pure network-level reconfiguration)
scheme. In fact, our reconfiguration schemes are not very sensitive to
the hop count constraint, especially when 𝐻 is quite large. This means
that, if network robustness is a primary concern, it is advisable to
227
increase 𝐻 for better network survivability (as shown in Fig. 17) since
it has a relatively small impact on the end-to-end latency.

7. Conclusion

In this paper, we studied the survivability of mmWave backhaul
networks in urban environments. With a novel relay-assisted backhaul
network architecture, where a single A-BS serves as a gateway for
a number of SBSs and relays are deployed along urban streets, two
joint link-level and network-level reconfiguration schemes to overcome
blockage and failure effects were presented. These network reconfigu-
ration approaches combine relay path reconfiguration with alternate
backup paths for fast path recovery while minimizing reconfiguration
overhead. Through simulation results, the performance of our proposed
schemes is shown to be always superior to existing purely link-level
and purely network-level reconfiguration schemes. The approaches can
provide a substantial improvement in backhaul network survivability,
and can also maintain backhaul throughputs, achieving the gigabit-per-
second data demand for each SBS even in the presence of multiple
blockages/failures.
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