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Wireless connectivity is becoming common in increasingly diverse personal devices, enabling various interoperation- and
Internet-based applications and services. More and more interconnected devices are simultaneously operated by a single
user with short-lived connections, making usable device authentication methods imperative to ensure both high security and
seamless user experience. Unfortunately, current authentication methods that heavily require human involvement, in addition
to form factor and mobility constraints, make this balance hard to achieve, often forcing users to choose between security
and convenience. In this work, we present a novel over-the-air device authentication scheme named AErROKEY that achieves
both high security and high usability. With virtually no hardware overhead, AEROKEY leverages ubiquitously observable
ambient electromagnetic radiation to autonomously generate spatiotemporally unique secret that can be derived only by
devices that are closely located to each other. Devices can make use of this unique secret to form the basis of a symmetric
key, making the authentication procedure more practical, secure and usable with no active human involvement. We propose
and implement essential techniques to overcome challenges in realizing AEROKEY on low-cost microcontroller units, such as
poor time synchronization, lack of precision analog front-end, and inconsistent sampling rates. Our real-world experiments
demonstrate reliable authentication as well as its robustness against various realistic adversaries with low equal-error rates of
3.4% or less and usable authentication time of as low as 24 s.
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1 INTRODUCTION

The trend of miniaturization of personal devices is more prevalent than ever. Enabled by rapid advances in
low-power electronics technology and driven by emerging applications, small personal devices have become
ubiquitous in the forms of various hand-held and wearable devices, such as smartwatches, wireless earbuds,
and tablet stylus pens. Such devices seldom function alone but interoperate with others through wireless
connection and have facilitated various applications that have not been possible as a single device. The expanding
interoperability, as well as miniaturization of the devices, on the other hand, have rendered the security and
usability of wireless connectivity more challenging. For instance, traditional device authentication methods that
profoundly rely on manual human involvement (e.g., typing in a pin or password) to establish the authenticity of
the connecting device can be considerably labor-intensive as the number of associating devices increases. Also,
stringent constraints in the cost and the form factor have forced the devices to come with no usable interface,
which makes password- or pin-based authentication more time-consuming and cumbersome through the usage
of a secondary device, such as the user’s smartphone.

The lack of usable authentication scheme has forced many personal devices to choose usability over security
and resulted in failures in properly securing critical data. For instance, without a user interface to enter a password,
Bluetooth 5 devices use a common default password to encrypt the communication messages used to establish an
authentication token [10, 24]. If a malicious adversary manages to gain physical access to a Bluetooth 5 headset
and unpair it, they can intercept the pairing messages and extract the authentication token, ultimately gaining
perpetual access to the plaintext of all subsequent communications at a distance [35].

Recently, context-based zero-involvement authentication has emerged as a promising solution to the usability
challenges of the authentication process. It enables secure key establishment between devices that wish to
authenticate with one another, using correlated random noise from the environment to generate identical
authentication or encryption keys [8, 27]. Environmental noises, such as ambient audio, light, or radio waves,
are excellent source of randomness for key generation because they can be easily and inexpensively measured
with sensors that are readily available on many Internet-of-Things (IoT) and mobile devices. If a secret key,
independently generated by two devices from spatiotemporally unique environmental noise, closely matches, it
is the evidence that they are located in the same place at the same time, implicitly implying that they are owned
by the same user and thus trustworthy to each other. Its principal advantage is that, unlike password-based
authentication where the entropy is derived from a user-provided text string, it leverages the randomness that
exists in the environment and requires no input from the user. This property is particularly advantageous for
enhanced security as every authentication session can be based on a new key, instead of repeatedly reusing the
same password, or even periodically re-authenticating during a single session.

The benefits of the context-based authentication on personal wireless devices come with a set of practical
challenges. First, it should be able to generate high-quality keys even from low-entropy environmental noise
in the presence of substantial spatial variation that may cause discrepancies in independently generated keys.
Furthermore, low-cost devices do not have the luxury of highly consistent device properties such as identical
sensor modalities and precise time synchronization. For instance, previous solutions rely on common sensing
capabilities such as microphones [34], luminosity sensors [26], and accelerometers [11, 19] to extract randomness,
which may not be ubiquitously available across heterogeneous mobile devices [12]. Other solutions require the
users to touch, wear, or interact with the devices to establish a common key based on the body potential [14, 47]

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 6, No. 1, Article 20. Publication date: March 2022.


https://doi.org/10.1145/3517254

AEerOKEY: Using Ambient Electromagnetic Radiation for Secure and Usable Wireless Device Authentication + 20:3

Adversary Personal authenticated region (PAR)

Fig. 1. Devices within the personal authenticated region (PAR) are autonomously authenticated based on ambient EMR that
can only be observed within the region.

or other modalities [1, 22, 23, 46, 49]. Similarly, these protocols require some explicit or implicit user action
and do not generalize to non-wearable devices. Therefore, the question of how to provide a context-based and
zero-involvement authentication protocol that is practical to deploy and use is still an open one.

In this work, we present AEROKEY as an affirmative answer to the above question. It represents a novel
context-based authentication scheme for establishing secure wireless networks of personal devices using ambient
electromagnetic radiation (EMR)' as a source of randomness. AEROKEY extracts entropy from low-frequency
ambient EMR generated by surrounding electrical appliances and powerlines that are ubiquitous indoors. We
observe that the EMR noise tends to be spatially correlated only inside a small area of a few meters in radius yet
temporally uncorrelated, making it ideal for authenticating spatiotemporally co-located devices in a personal area
network. Fig. 1 is a conceptual illustration of the AEROKEY’s operation. A pair of AEROKEY-enabled devices first
independently measure the ambient EMR using readily available analog-to-digital converters (ADCs) without
costly hardware-assisted signal conditioning. Then, from digitized sequences of the EMR measurements, two
devices generate bit sequences which will be identical only within a small area called personal authenticated
region (PAR), around the user. The two devices can make use of this identical bit sequences to form a basis of a
symmetric key to authenticate each other.

AEROKEY can potentially be used to enhance the usability in almost all inter-device authentication scenarios.
An example use case would be during the authentication process between the two headless devices (with no
graphical user interface or other peripherals). For instance, two AEROKEY-enabled Raspberry Pis can authenticate
each other by simply placing them in a close distance without the use of external monitor and keyboard. Also,
relatively minimal hardware requirements of AEROKEY allows it to be implemented in many small mobile or
personal devices with MCU to facilitate seamless authentication between devices (i.e., associating wireless earbuds
or smart pens with smartphones).

The main contributions of this paper are summarized as follows:

e We present a secure and usable device authentication scheme named AErROKEY, leveraging spatially
correlated and temporally uncorrelated randomness in simultaneously measured ambient EMR using
low-cost hardware.

e We propose and implement essential techniques (i.e., signal processing and noise extraction) to derive
symmetric keys from EMR noise and to overcome the challenges in instrumenting AEROKEY on low-cost

The radiation in this context refers to non-ionizing radiation at frequencies below visible light (e.g., super and ultra low frequency ranges),
contrary to the high-energy ionizing radiation (e.g., X-rays, Gamma rays).
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microcontroller units (MCUs), such as lack of time synchronization, low-precision ADC measurement, and
inconsistent sampling rates (Section 4).

o Our real-world experiments using commercial off-the-shelf MCUs in various environments demonstrate re-
liable authentication rate between co-located devices and its robustness against various realistic adversaries
with low EER of 3.4% or less and authentication time of under 24 s (Section 5).

2 RELATED WORK

Context-based authentication has been actively investigated as it provides enhanced usability and security over
traditional authentication mechanisms. Mathur et al. [25] utilizes received signal strength indicator of wireless
signal (FM and TV) to generate symmetric keys for co-located devices. However, the need for a dedicated antenna
limits its practical deployment in small-form-factor devices. Other ambient contexts such as audio, luminosity, and
visual channel have been utilized to harvest random bits to pair proximate devices as well [17, 26-28, 33, 34, 42].
These methods usually rely on homogeneous sensor pairs (i.e., light sensor, camera, microphone) to capture
matching contexts across authenticating devices. Similar works utilize more ubiquitously available context [18, 48];
they leverage the plugin power supply of devices to extract powerline noise to pair co-located devices within the
same circuit breaker (thus only applicable to stationary devices). Additionally, Han et al. [12] pairs heterogeneous
devices located in secure boundary (indoor) by leveraging inter-event timing contexts from different sensors
types. While this method effectively addresses the limitations of requiring identical sensing modalities, its source
of entropy still needs to be derived from human activities within the authenticating environment, which may not
be observable at all times.

The schemes within the wearable device domain typically work under the assumption that the authenticating
devices are being worn by the same user. Existing works leverage human body sensing capacity to derive identical
secret keys from ambient RF signal [14, 47] or utilize human body as transmission medium to communicate secret
key [30]. Other human-generated contexts, such as electrocardiography (ECG), electromyography (EMG), gait
signatures, and body gestures can also be used to autonomously pair body-worn devices [1, 20, 22, 23, 44-46, 49].
For instance, the authentication schemes leverage inter-pulse intervals of ECG signals to facilitate body area
network communications [23, 31]. Another line of work presents universal operation sensing [20], allowing IoT
and wearable devices to pair through user’s physical operations such as pressing a button or rotating a knob.
While these works successfully explore secure and usable methods to autonomously pair devices, they require
identical or at least one sensing capability that is not applicable to many miniature devices due to cost or form
factor constraints. More importantly, the majority of the work in the wearable domain does not generalize to
non-wearable devices.

EMR has been actively studied for detection and classification of the electrical appliances in the environments.
These approaches rely on a unique transient and continuous noise that propagates back into the powerline during
their powered operations [4, 6, 29]. Unlike AEROKEY, these works utilize precise hardware (i.e., oscilloscope and
spectrum analyzer) to physically measure the powerline signal to extract noise components that propagates
through the line. Similar line of works have utilized EMR to identify or fingerprint different devices based on the
device’s unique EMR signatures [5, 37]. Contrary to our work, they leverage additional hardware components
(i.e., software-defined radio or magnetic sensor) to capture the signal and further process them into a signal
form that is temporally and spatially consistent. The drawbacks of these approaches are the requirement of
the pre-training process and the extra hardware burden that may not be suitable for today’s mobile devices.
Overall, AEROKEY efficiently addresses above mentioned limitations with a ubiquitously available measurement
method (i.e., embedded ADC with a wire) enabled by efficient signal processing techniques. This can be strongly
advantageous when implemented in low-cost, small form factor devices without the need of identical and specific
sensing hardware such as microphone, luminosity sensors and etc. Furthermore, unlike the works within the
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Fig. 2. (a) Raw ADC readings from two different locations (5 m apart) as a hair dryer (1875 W) switches on at 80 ms. (b)
Spectrograms of the raw readings from two different locations.

wearable device domain [14, 20, 30, 47], AEROKEY does not leverage external human body as an antenna (which
requires direct contact) or other human activities to generate keys or extract entropy.

3 BACKGROUND AND SYSTEM OVERVIEW

In this section, we first discuss the underlying physical basis of AEROKEY and further define the system as well as
its threat models.

3.1 Ambient Electromagnetic Radiation

A powerline that delivers power to appliances, lighting, and other electrical loads is essentially a charged wire
carrying an alternating current (AC) and radiates electromagnetic waves, which is called ambient EMR. The
combined effect of the time-varying electromagnetic waves manifests in EMR, which oscillates at the same rate as
the nominal AC frequency (50 or 60 Hz in most countries). As modern structures are built with complex networks
of powerlines and wirings, the ambient EMR can be ubiquitously observed within the buildings. In fact, the effect
is so pronounced that it is often easily detectable as an unwanted “60-Hz tone” on microphones, amplifiers, and
other radio-related instruments [7].

At a specific location, the observed ambient EMR is a superposition of EMRs emitted by surrounding sources,
including the powerlines and electric loads. While the AC powerlines are the main source of ambient EMR, various
appliances produce random and transient electromagnetic waves on top of the powerline EMR based on their
operating states and conditions (e.g., plugged or unplugged) [9, 21, 32, 47]. Therefore, EMR measurements from
two locations (in the same structure) may vary significantly even when they are measured at the same time due
to the different distance to the powerlines, different spatial geometry of the lines [9, 36], and transient operation
of the appliances. Furthermore, even at a specific location, the ambient EMR may constantly vary depending on
various electrical and human activities at or near the location. In summary, an ambient EMR signal at a certain
location includes two major components: i) a periodic signal, typically a sinusoid, at the nominal powerline
frequency, and ii) superimposed noises, which are higher frequency components that represent temporal and
spatial variations in an environment.

AEROKEY leverages the spatial and temporal uniqueness of the superimposed noises to allow a group of
co-located devices that observe similar EMR patterns to autonomously generate near-identical bit sequences
from the patterns. To provide an intuition of these properties, we conduct a controlled experiment in a typical
home environment. First, we directly connect a short conductor wire to an ADC pin of the two off-the-shelf
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Fig. 3. (a) Measurement hardware with a conducting wire as an antenna. (b) Correlation heatmap of superimposed noise
components between host and client devices within typical living room environment. (c) Correlation between devices located
in the next room. (d) Correlation between devices located along the identical powerline.

MCUs (Arduino Due). Then, we read the ADC at two different locations that are 5 m apart, while power-cycling a
1875 W hair dryer in the middle between the two measuring points. As Fig. 2(a) shows, the ADC readings at both
locations exhibit a synchronous 60 Hz sinusoidal structure due to the powerline EMR. However, a closer look at
the pairs of periods captured from both signals reveals clear discrepancies in the shape and amplitude before
and after turning on the hair dryer, indicating the spatial variability of EMR from two different locations at the
distance of 5 m. If we compare the signals captured at the same location before and after turning on the hair
dryer, the difference is even more dramatic, indicating the temporal variability of EMR caused by the state of the
surrounding appliances. Fig. 2(b) presents the spectrograms of the signals that show the random and dynamic
variabilities over time, location, and frequency. AEROKEY leverages these spatiotemporal variations (on top of the
60 Hz signal) caused by various surrounding electromagnetic noises to harvest unique secret bits only between
co-located devices.

To further explore the spatiality of the EMR signal, we extract the superimposed noise components and compare
them between various locations within the home and lab environments. The details of the noise extraction method
are presented in Section 4. Fig. 3(a) illustrates the measurement hardware (Arduino Due with a conducting wire
connected to an input pin of the ADC) as well as the images of the experiment environments. In Figs. 3(b), (c),
and (d), we show the correlation heatmap of the extracted noise components between the two devices (Host and
Client) at varying locations. In typical living room environment (Fig. 3(b)), as the distance between the devices
increases, the correlation gradually decreases from 0.7 at 50 cm down to 0.5 at 150 cm apart. The decrease in the
correlation is observable in all directions with increase in the distance, which leads to demonstrate the spatial
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difference of the EMR noise between the two distinct locations. If the devices are separated by the wall (Fig. 3(c)),
the correlation experiences slight decrease compared to an open environment, exhibiting correlation of 0.5 at
50 cm. This is because the observed signal between two devices is slightly different due to the distance variation
from the surrounding appliances and the noise signal that gets attenuated by the wall. In Fig. 3(d), we illustrate
the effect of the powerline to the observed signal by conducting an experiment in the lab, where we can visually
identify the exposed powerline. Although all the devices are located close (within 20 cm) to the same powerline,
the correlation decreases between devices due to the surrounding electrical loads producing varying noise signal
at different locations. This leads to demonstrate that the EMR at a specific location is spatially unique, which
allows AEROKEY to only authenticate closely located devices.

3.2 System and Threat Models

In the following, we define the system and threat models of AEROKEY.

3.2.1 System Model. The main objective of AEROKEY is to provide a mechanism for secure initial authentication
between two headless commodity devices. As such, one of the use cases of AEROKEY is to provide an alternative
to the pairing in Bluetooth. The security level of pairing Bluetooth devices hinges on securely exchanging a
six-digit code (32 bits of entropy) through a user utilizing the I/O interfaces. These pairing mechanisms, however,
remain as pain points for users to suffer in the initial pairing stage. AEROKEY brings at least this level of security
to headless commodity devices without adding additional capabilities and user interaction.

For the design of AEROKEY, we consider typical indoor environments where pairs of headless devices located
within a short distance of each other attempt to establish a secure wireless connection (authentication). The user
is able to keep legitimate devices within a close range and remove any suspicious devices away immediately. If a
pair of devices are within close proximity, defined as the personal authenticated region (PAR), they are considered
trustworthy and safe to be connected. These assumptions are in line with previous literature in the context-based
authentication domain [12, 18, 27, 28, 34]. The maximum radius of the PAR is limited to one meter, which is a
typical range that the user can keep the devices under control (e.g., personal desk).

We assume a generic device model that is reasonable for most low-cost personal devices. In our model, headless
devices are operated by a low-cost MCU with an integrated, typically low-precision, ADC. They can exchange
messages over the established wireless channel (e.g., Bluetooth, Wi-Fi, or Zigbee) to process authentication
requests.The authentication process is considered successful only when the pair of devices agree on a symmetric
secret key. We assume no pre-established time synchronization between the devices; their system clock is not
synchronized, and the ADC sampling frequency may be slightly offset. The powerline we assume throughout this
paper is of 120 V at 60 Hz; the application of AEROKEY, however, is not limited to a specific powerline voltage or
frequency.

3.2.2  Threat Model. We consider an adversary aiming to illegitimately authenticate its device to the victim’s
device as a steppingstone for additional threats. We assume that the adversary’s device is not located within
the victim’s PAR at the same time during the authentication process. While it is possible for the adversary to
perform an attack by placing or hiding an adversarial device within the PAR (e.g., underneath desk or chair), it
would significantly raise the bar for the attack. Furthermore, such attack scenario can be thwarted by adopting a
simple confirmation or selection interface (e.g., asking the user to confirm or select the associating device) with
minimal user involvement.

The adversary, however, does have access to the victim’s future expected PAR when legitimate devices are not
within the vicinity. Furthermore, the adversary has full knowledge of the legitimate device’s location as well as
their authentication timestamps (i.e., protocol initiation time with fine granularity). We assume the adversary
to be fully aware of AEROKEY’s underlying protocol; it is capable of eavesdropping on any plaintext wireless
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Fig. 4. Five-stage pipeline of the AEROKEY protocol. All the symbol definitions are listed in the Appendix.

messages that are used in the legitimate authentication process and transmitting arbitrary packets to the devices.
We consider denial of service attacks, such as jamming, to be outside the scope of AEROKEY as such attacks are
applicable to any wireless communication mechanisms and are not special to AEROKEY. The following lists four
types of attack scenarios which we evaluate later in Section 5.7.

e Passive attack: A nearby device that resides just outside of the victim’s PAR tries to authenticate itself to the
victim’s device by generating bit sequences from its own EMR measurement. This scenario can be common
where devices belonging to different users within the same house or space can accidentally authenticate
with each other.

® Replay attack: An adversary with the knowledge of future PAR and their authentication timestamp gains
partial access to the location and performs measurements from that specific location. For example, the
adversary has access to a desk at which the victim will sit tomorrow. Afterwards, when legitimate au-
thentication takes place at the similar time and location, the adversary uses previously measured EMR to
generate bits to authenticate to the victim’s device.

o Injection attack: An adversary is capable of inducing strong EMR to the environment to force a common bit
sequence as the victim’s device, for example, using a high-wattage signal generator and a load. This can
also accidentally happen when such high-wattage load is active, and an inadvertent device is nearby:.

o Machine learning (ML) attack: An adversary with the knowledge and access to the future PAR leverages
previously measured EMR as well as any eavesdropped plaintext messages exchanged between legitimate
devices to train an ML model and uses it to authenticate itself or directly predict unique bit sequences
derived from legitimate authentication process.
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4 AEROKEY PROTOCOL

This section details AEROKEY’s protocol between Device A as the host and Device B as the client. The underlying
authentication mechanism of AEROKEY requires two co-located devices to generate similar evidence bit sequences,
B (d denotes device name, A or B) to be authenticated. Fig. 4 illustrates various notations used within the pipeline
of our protocol consisting of five stages: i) Measurement (MEAS), ii) Synchronization (SYNC), iii) Pre-processing
and feature extraction (PPFE), iv) Bit quantization (QUANT), and v) Key reconciliation (RECON). Each pass of
the first four stages is denoted as a cycle and generates a partial evidence bit sequence (not necessarily by an
equal amount). The cycle repeats until the number of evidence bits reaches the desired length, m. Afterwards, the
RECON stage allows Devices A and B to establish an encrypted wireless channel using a symmetric key, K, of
length k. The details of each stage are explained in the rest of this section.

4.1 Measurement (MEAS)

A primary design goal of AEROKEY is to minimize hardware overheads. This goal is especially crucial for devices
with stringent form factor constraints (e.g., wireless earbuds). In the MEAS stage, it achieves this goal by measuring
ambient EMR using the ADC embedded in MCUs without any analog front-end circuitry for amplification or
filtration. In particular, we consider a simple way to measure the ambient EMR: a short conductive wire (or a
PCB trace) connected to a floating single-ended ADC pin in lieu of a frequency-matched antenna.

The client (Device B) commences the AEROKEY protocol by sending an initiation message to the host (Device
A). Both devices independently read their ADC for a pre-defined duration to capture the electric potential on
the wire excited by the ambient EMR. The raw time-series measurement signals are denoted by R4 . and Rp .,
respectively, where c is the cycle count (¢ = 1,2, ..., n.), and n, is the total number of cycles. Because the input
impedance of a floating ADC pin is very high, the measured signal is weak and susceptible to various sources of
electrical noises. Therefore, subsequent stages of the AEROKEY protocol carefully synchronize and pre-process
the obtained raw signals before extracting evidence bits, as described in the following subsections.

4.2 Synchronization (SYNC)

AEROKEY avoids the need for tight clock synchronization that is costly and unavailable for low-cost wireless
devices [39], and as a result, the two obtained raw signals, R4 . and Rp_, are not temporally aligned. The timing
mismatch is mainly attributed to the transmission delay of the initiation message, which almost always leads the
raw signal of Device A to lag behind the signal of Device B. If we compare the worst-case Wi-Fi transmission
time (up to 250 ms [38]) to the length of a single period in 60 Hz ambient EMR (16.7 ms), the starting point of the
measured signal between each device can be off by several periods.

To achieve a common notion of time, the SYNC stage leverages the measured signals’ sinusoidal property
and the structural similarity of the signals measured at the same time. We first leverage the 60 Hz sinusoidal
property of the ambient EMR to segment the raw signals into individual periods using zero-crossing detection.
Although the raw signals exhibit a strong 60 Hz component, they are considerably noisy with occasional high
amplitude peaks, which may result in multiple zero-crossing points within a single period and, in turn, lead
to inaccurate detection of period boundaries. To deal with this, we condition the normalized raw signal with a
software-based low-pass filter (cut-off at 60 Hz) and apply a Gaussian filter to further smooth the signal. Fig. 5
illustrates an example of raw and conditioned signals, as well as detected positive-going zero-crossings of two
devices. From the zero-crossing indices, each device segments R4 . and Rp ¢ into Ra ¢ , and Rp . ,, respectively,
where p denotes the period count (p = 1,2,...,n,) within cycle ¢, and n,, is the number of periods per cycle.
Note that the filtered and smoothed signal is only used to extract the zero-crossing indices used to mark the raw
signal into individual periods.
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Fig. 5. Synchronization of raw signals between Device A and B. Among three periods of Device B, the second period, Rp, ¢ 2,
shows the minimum DTW distance against Device A’s R4 ¢ 1.

Next, Device A sends the first period of the measured raw signal, R4 .1, to Device B. Upon receiving R . 1,
Device B finds the closest matching period among Rp ., by sequentially comparing measurements from each
period against R4 . ;. However, the number of samples in each period is not uniform even when both devices use
the same hardware and measurement settings because: i) surrounding appliances inject transient and continuous
noises that cause shifting of zero-crossing points, resulting in fluctuations in the frequency measurement, and ii)
oscillators of low-cost MCUs suffer from large frequency variability ranging from —17% to +15% [13, 21]. As such,
common signal similarity metrics such as root mean squared error (RMSE) or Pearson correlation coefficient
are not applicable. To address this problem, we utilize the dynamic time warping (DTW) distance method, an
algorithm for measuring the similarity between two time sequences that may vary in their speed or sampling
rates [3]. It calculates the optimal time-warping path between two signals and outputs the closest Euclidean
distance between them.

In the example shown in Fig. 5, the closest period in Device B is the second one, Rp . 2, which exhibits the
minimum DTW distance of 11.1 against R4 ;. Upon finding the closest period p (in this example, p = 2), both
devices discard all measured samples up to end of R4 . ; and Rp ¢, and re-segment the subsequent periods as
p=12,,...,n, as the publicly exchanged R4 1 can be eavesdropped by the adversary and should not be used
to generate evidence bits.

4.3 Pre-processing and Feature Extraction (PPFE)

The main goal of the following PPFE stage is to extract a portion of raw signals that is rich in randomness to
be converted into evidence bits. Even between two closely located devices, the raw signals often exhibit low
correlation due to slight location differences, environmental noise, and hardware variations. For a pair of signals
to be used as a source for evidence bit generation, they should exhibit some correlation across co-located devices
so that near-identical bit sequences can be extracted. To increase the correlation, we take the sample-wise mean
of n, raw period signals measured by device d in cycle ¢ into a mean signal Mg :

n
Zpil Rd,c,p

Md,c = n
P

(1)
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Fig. 6. Two noise signals, Ny ., and their cross-correlations calculated from mean signals with (a) n, = 1 and (b) n, = 50 on
two co-located devices.

During this process, because each period contains a different number of samples, each device linearly re-samples
all of its marked periods down to the minimum period length to make the sample number of each period equal.
The signal My, . is taken as the average of the signals Ry ., over n, periods of cycle c. It represents the general
shape of the EMR waveform for the duration of the MEAS stage as observed by each device. For instance, when
the MEAS stage in each cycle runs for 1 s, we can roughly expect the mean signal to capture the general shape of
around 60 periods (n, = 60), which will be more similar across co-located devices than a direct comparison of
raw signals. The main reason that the mean signal mainly leverages 60 Hz over the higher frequency component
(over 1 kHz range) is because: 1) typical low-cost [oT devices with on-chip ADC does not support high frequency
sampling which only allows us to accurately measure signal bandwidth of below few KHz and 2) higher frequency
component is difficult to correctly segment and measure due to lack of amplifier and precision analog front-end
circuitry.

From the obtained mean signals, each device extracts the cycle-to-cycle temporal amplitude variation referred
to as noise signal, Ny .. This noise signal, mainly used to extract spatiotemporally unique evidence bit sequences,
represents the index-wise subtraction of mean signals from two consecutive cycles:

Nd,c = Md,c+1 - Md,c' (2)

Because multiple mean periods, My ., share a similar 60 Hz dominant structure, subtracting two subsequent
mean signals essentially removes this dominance, and only captures the transient EMR variations between two
subsequent cycles resulting from various electrical activities. Therefore, even if the adversary has access to
the dominant structure of the raw signal (i.e., from publicly exchanged R4 .1 in the previous stage), it is not
correlated to the resulting noise signal used for key generation. Finally, the two devices agree on the length of
their noise signals by re-sampling them to match the length of the shorter one, denoted by [, called the agreed
noise sample length.

To demonstrate the effectiveness of our signal processing technique in this stage, we show in Fig. 6 two pairs
of noise signals obtained from two co-located devices. Fig. 6(a) represents the noise signal pair with the mean
signals calculated with n;, = 1 (equivalent to no pre-processing), and Fig. 6(b) with n, = 50. When n, = 1, the
two noise signals have a low max correlation of 0.22. On the other hand, when calculated from the mean of 50
periods (1, = 50), they show a significantly higher max correlation of 0.61. In Fig. 7(a), we further investigate
the relationship between n, and correlation between noise signals on two devices. We can observe a significant
increase in correlation from 0.20 to 0.74 as the n, increases from 1 to 100. This suggests that the longer MEAS
stage runs to measure a greater number of 60 Hz periods, the two noise signals independently extracted from
two devices exhibit higher similarity, which can ultimately result in a higher probability of extracting identical
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Fig. 7. (a) Relationship between n, and correlation coefficient between two noise signals. (b) Periodogram of noise signal,
N4, and raw signal, R4. 60 Hz component is removed in the noise. (c) Spectral entropy of the noise signal, N4, and the raw
signal, R4.(d) Correlation achieved between Rp ¢ 1 and My ¢, as well as Ny .

bits on a pair of authenticating devices. In Fig. 7(b), we show a periodogram (estimate of the spectral density) of
the extracted noise signal, N4, and raw signal, R4. Because Ny retains relatively similar power between range
of 0 kHz to 12 kHz, it successfully demonstrates that the PPFE stage effectively removes the 60 Hz sinusoidal
property of the raw signal. In Fig. 7(c), we compare the spectral entropy of raw signal R4 against the noise signal
N4. The pre-processed noise signal exhibits more randomness and irregularities (mean of 0.85) compared to
the raw signal that mainly fluctuates in sinusoidal behavior (mean of 0.36). This indicates that the extracted
noise signal is more suitable for random bit generation purposes. It is important that the extracted noise signal
is not similar to the raw signal since the first period of the raw signal, R4 . 1, is exchanged over the public
channel (during SYNC stage) and is assumed to be eavesdropped on by the adversary. In Fig. 7(d), we illustrate the
correlation achieved between R4 . ; and the following mean signal, M4 ., as well as the noise signal, N4 ., with
respect to subsequent cycle number. While the attacker can generally infer the shape of the mean signal with a
high correlation of 0.98, there is relatively low correlation between R4 .1 and Ny . due to subtraction operation
that removes the dominant shape. Because Ny . is the main source of entropy in generating bit sequences, this
suggests that the attacker cannot leverage R4 .1 to infer N4 . used to extract the evidence bit sequences.

4.4 Bit Quantization (QUANT)

In the QUANT stage, both devices translate the time-aligned noise signals (Ny_.) into a sequence of evidence
bits, By, used to derive a symmetric key in the following RECON stage. AEROKEY leverages the gradient of the
amplitudes of noise signals to extract bit sequences. Each noise signal is segmented into n;, bins of the same length,
with b representing the bin count (b = 1,2, 3, ..., np). Since the length of the noise signal is [, the length of each
bin is I_nij. Next, we determine the slope of each bin, denoted by Sy . 5, by curve-fitting its noise signal as a linear
function, which is subsequently converted into a bit By . »: a bit 1 for a positive slope or a bit 0 for a negative
slope. To minimize bit discrepancies due to small differences in the noise around zero, we only use the bins with
the absolute value of the slope higher than a quantization threshold, th; otherwise, the bins are discarded:

1 ifSgcp>th
Ba.cb =40 ide,c,b < —th 3)

X discarded otherwise.

Since this bit extraction is independently performed by two devices on their own noise signals, one device might
discard bins (and corresponding bits) that are kept by the other. To use bits extracted from common bins, the
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two devices exchange the extracted bin numbers and agree to generate bits only from the bins that are kept by
both devices. Note that exchanging the bin numbers is assumed to be eavesdropped by the adversary over the
unencrypted channel, but it neither reveals information about the extracted bits nor makes it easier to guess
them.

Fig. 8 illustrates an example of the bit quantization process with n, = 8 and th = 0.01. In this example, Device
A extracts six bits from bins 1, 2, 3, 4, 6, and 8, and Device B extracts four bits from bins 1, 3, 6, and 8, where the
absolute value of the slope is greater or less than positive and negative th, respectively. Device A may generate
a bit 1 from bin 2 (S4 c2 > th), but since Device B discards it (—th < Sp_¢,2 < th), bin 2 is discarded by both of
them. A similar observation occurs for bin 4 as well. As a result, a bit sequence “0001” is extracted from bins
1, 3, 6, and 8 that both devices agree to use. In this process, both th and n; impact the bit agreement rate and
the number of extracted bits. Intuitively, increasing th increases the bit agreement rate at the cost of a reduced
number of extracted bits per cycle, hence a longer authentication time. In the case of ny, it should be chosen to
estimate the gradient with fine granularity. We empirically choose the values of nj, and th in Section 5. Note that
the number of extracted bits varies each cycle due to the random nature of the noise. Therefore, the cycle from
the MEAS stage through the QUANT stage is repeated until the total amount of extracted bit length m is reached
by the generated evidence bit sequences B4 and Bg.

4.5 Key Reconciliation (RECON)

In the RECON stage, the two devices agree on an identical secret key, K, using the two evidence bit sequences,
B4 and Bg. An underlying assumption in this stage is that two devices should authenticate if and only if their
extracted evidence bit sequences have a small number of bit errors. AEROKEY employs the fuzzy commitment
scheme [16], where a key is turned into a commit/open pair using evidence bits, in such a way that only similar
evidence bits can correctly open a key. This allows devices to transfer the secret data on the public channel as
long as the adversary does not have similar evidence bits. The overview of the RECON stage between Device A
and B is shown in Table 1. First, Device A generates a key K4 of length k, where k < m, using a pseudo-random
number generator to be used as the symmetric key and calculates its hashed (e.g., SHA-256) value, H(K4). Then
K4 is encoded into A, using error correction code (e.g., Reed-Solomon coding), e.g., A = ENCODE(K,). The
commitment o is then calculated, which is a finite field subtraction between the generated evidence bits and
encoded codeword A, i.e., 0 = B4 © A. Then, ¢ and H(K,4), which do not divulge any information about B4 or
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Table 1. Overview of RECON stage between Devices A and B (Fuzzy commitment).

Device A Device B

K4 = PRNG(K)
H(K4) = HASH(K4)
Aa = ENCODE(K 5)
o,H(K,
c=Bs6 4 —(>A) Ap=Bg S0
Kz = DECODE(1p)
H(K ) = HASH(Kp)

®© e OO

K4, are sent to Device B. Upon receiving o, Device B, derives Kp by decoding the subtraction result of ¢ and Bp,
i.e., Kg = DECODE(Ap) where A = Bg © 0. To verify the equality of the derived key, Device B compares the

hashed values of K4 and Kp, i.e., H(K4) lH (Kp); if identical, two devices are successfully authenticated and can
establish a secure channel with the derived key.

The fuzzy commitment scheme ensures identical derivation of the key as long as the error (Hamming distance)
between the two evidence bit sequences does not exceed ’"T_k bits. The latter condition ensures that the difference
operation (Bp © o) when performed at Device B results in Ap that is close to A at A. The subsequent decoding of
Bgp © o reveals Kp that should be the same as K4. We evaluate the relationship between the error tolerance rate

of the RECON stage and the length of evidence bit sequence, m, in Section 5.3.

5 EVALUATION

In this section, we evaluate the performance of AEROKEY with varying parameter settings, deployed in various
real-world environments. We also show the robustness of AEROKEY against various strong adversaries as defined
in Section 3.2.2.

5.1 Experimental Setup

We use the on-chip ADC of commercial off-the-shelf MCU on the Arduino Due with a conductive wire to measure
the ambient EMR. The Arduino Due is equipped with Atmel’s 32-bit SAM3X8E ARM Cortex-M3 processor that
can operate at 84 MHz. The ADC is set at a sampling rate of 24 kSPS (samples per second) with a 10-bit resolution.
The conductive wire has a length of 6 cm unless stated otherwise and wires are oriented parallel to one another
to ensure that they both experience the same oscillations in the EMR. The number of periods measured in each
cycle (n,) is fixed at 30 period/cycle (2 cycle/second), which requires only about 30 kB of storage space that can
easily be supported even by typical low-cost MCUs without external memory. Finally, the final symmetric key
length, k, is set to 128 bits, and we evaluate different error tolerance rates ranging from 5% up to 45% by varying
the length of evidence bit sequences, m.

We consider two common use environments: a home and a lab. The home represents an uncontrolled use
environment with high-wattage uncontrolled loads, such as ceiling lights, televisions, computers and a fridge,
which are switched on or off anytime. On the other hand, the lab represents a controlled use environment. It
has several low-amp uncontrolled loads, including lighting, computers, and monitors; and three high-wattage
controlled loads, including a fan (50 W), a temperature chamber (240 W), and a smoke absorber (110 W). The
controlled loads are not power cycled when the protocol is in progress. The total amount of measurement time is
1093 hours in the home and 1045 hours in the lab.
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Fig. 9. (a) BAR and (b) bit extraction rate between co-located devices for varying nj, and th. (c) Evidence bit length (m) and
(d) measurement time required for varying error tolerance rate.

5.2 Evaluation Metrics

To demonstrate generating common evidence bit sequences using the proposed bit quantization, we use the
following metric:

o Bit agreement rate (BAR): Rate of matching bits between two evidence bit sequences when compared
bit-by-bit.
To evaluate the security of the authentication process, we use the following metrics:

o True acceptance rate (TAR): Rate of successful authentication between the legitimate devices within PAR.
The false rejection rate (FRR) equals to 100 - TAR.

o False acceptance rate (FAR): Rate of successful authentication from the passive, replay, injection and ML
attacks.

o Equal error rate (EER): Intersection point where FAR is equivalent to FRR. Low EER represents higher
accuracy of distinguishing legitimate over adversarial devices.

All acronyms are listed in the appendix section of the paper.

5.3 Protocol Parameters

We first investigate the effects of the main protocol parameters to determine the values that dictate the performance
of bit quantization. As discussed in Section 4.4, th and nj should be carefully chosen in the QUANT stage in
order to achieve a high BAR and bit extraction rate. Fig. 9(a) shows BAR for varying n; and th between devices
that are located 20 cm apart. Overall, the BAR consistently decreases as the n; increases from 4 bins to 20 bins.
This is because the gradient of the noise signals becomes less distinctive as the bin width decreases, leading to
slight signal differences to extract erroneous bit pairs. When the quantization threshold is not applied (th = 0),
BAR can be as low as 72.1%-77.4%. On the other hand, using a quantization threshold significantly increases
the overall BAR because the bins with less distinctive slopes are more likely to be discarded. Specifically, when
th = 0.015, high BAR reaches above 90% for n; up to 9.

High BAR alone, however, is not enough for robust and usable (fast) authentication. Increased BAR at low
np and high th comes at the cost of reduced bit extraction rate, as shown in Fig. 9(b). Specifically, when n; = 4,
the extraction rate ranges from 1.3 bps to 8 bps, while n, = 20 exhibits 29.3-40.0 bps. As th increases, the bit
extraction rate decreases due to greater number of discarded bins. To achieve the balance between the BAR and
bit extraction rate, we set n; = 8 for the rest of the evaluation; this value exhibits a relatively high BAR while
maintaining a reasonable bit extraction rate ranging from 8.1-16 bps.
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Fig. 10. (a) 10-by-10 confusion matrix of average BAR between evidence bits generated at different cycles. (b) Distribution of
BAR between diagonal and non-diagonal element pairs.

As mentioned in Section 4.5, the fuzzy commitment scheme guarantees identical key (k = 128 bits) reconciliation
and successful authentication as long as the number of bit errors between two evidence bit sequences does not
exceed mT_k bits. Fig. 9(c) shows the relationship between the error tolerance rate and the length of required
evidence bit sequences, m. To tolerate up to 5% error between two evidence bit sequences, m needs to be at least
143 bits. To allow up to 30% error, at least 320 bits need to be extracted. While a higher tolerance rate increases
the TAR between authenticating devices, it also allows adversaries to successfully authenticate to legitimate ones
with fewer number of correct evidence bits. Furthermore, higher tolerance directly leads to longer measurement
time due to higher number of required evidence bits. For instance, as shown in Fig. 9(d), tolerating 30% of error
requires devices to execute MEAS stage for at least 39.4 s (with th = 0.015 and n; = 8) while 5% tolerance requires
only around 17.4 s. Therefore, the error tolerance rate should be kept minimal to guarantee low authentication
time for a seamless user experience. In the subsequent evaluations, we vary the error tolerance rate to find the
optimal balance between authentication reliability and security.

5.4 Temporal Uniqueness of Evidence Bit Sequences

While it is important for two very closely located AEROKEY devices to exhibit high BAR for reliable authentication,
it is also imperative that the extracted evidence bit sequences are temporally unique for secure authentication. In
other words, the evidence bits obtained at different times (cycle) within the same location should be different
enough to prevent adversaries from reusing the previously extracted bits. To investigate this temporal uniqueness,
we deploy two devices (A and B located 20 cm apart) to periodically obtain 10 consecutive noise signals (from 10
cycles) under a daily home environment with typical usage of various surrounding electronic loads for three days.
Then, all the pairs of the noise signals on the two devices are used to extract the evidence bits using previously
obtained parameters of th = 0.015 and n, = 8. In Fig. 10(a), we present a confusion matrix of average BAR
achieved between evidence bits generated at varying cycles between devices, A and B. The diagonal elements,
representing BAR between bits generated at the same cycles, consistently exhibit over 90% while the non-diagonal
elements, representing BAR from bits generated at different cycles, show close to 50%. Note that the elements
neighboring the diagonal ones exhibit mean BAR of 33.1%. While this can imply that the adversary with the
noise signal from one cycle can reuse it to derive 66.9% (100%-33.1%) of the bits derived in the next single cycle
by flipping the bits, only about 4 bits are extracted per cycle which is negligible considering the total length
of the evidence bit sequence (m > 128). Furthermore, the BAR exhibits close to a random guess beyond one
subsequent cycle, with mean of 49.4%, which significantly makes it difficult for the adversary to reuse the noise
signal. The distribution of the rates shown in Fig. 10(b) illustrates the clear distinctions between diagonal against
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Fig. 11. BAR, TAR, and bit extraction rate with respect to varying distance between authenticating devices within (a) home
and (b) lab environment.

non-diagonal elements by at least 36.1%. This result successfully demonstrates that the evidence bits (and noise
signal) extracted from one cycle does not closely correlate to the ones generated at different cycle. Moreover, this
temporally unique characteristic implies that the extracted bits are high in entropy, making it difficult for the
adversary to reuse the previously obtained bits within the same location.

5.5 Authentication Distance

To demonstrate AEROKEY’s reliable authentication performance among devices within PAR, we attempt to
simultaneously authenticate a set of multiple client devices to a single host device under varying distances within
100 cm. Figure 11(a) and (b) illustrate the floorplan of the deployment environments, locations and distances
between each device pairs. Additionally, we present BAR (n; = 8), bit extraction rates and TAR between each
device pairs. In each scenario, over 500 authentication attempts are made over the span of three consecutive days.
When evaluating TAR, we vary the error tolerance rate from 0% up to 20% while setting th = 0.015.

In both environments, the BAR decreases as the distance increases and, higher th leads to higher BAR. The
decrease in the BAR is mainly due to the device’s location variation that leads to slightly different observed noise
signals between authenticating devices. In the home, with th = 0.015, BAR is maintained above 90% between
devices located within 50 cm apart. Specifically, it achieves 92.1% and 90.6% as the distance increases to 20
and 50 cm, respectively. The high BAR at a close distance ultimately leads to high TAR as shown on the right.
Specifically, when 20 cm apart, 92.6% of the attempts are successful when the error tolerance threshold is set to
15%. Even with 10% error tolerance, the success rate is as high as 70.9%. When the devices are 50 cm apart, over
98% TAR is achieved with an error tolerance of 20%. If the distance increases to 100 cm, relatively high BAR is still
maintained at 85.9% with th = 0.015. This leads to high TAR of 91.3% with 20% of error tolerance. Authentication
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Fig. 12. (a) Four different regions of deployed device pairs. (b) Confusion matrix and (c) distribution of BAR between all
evidence bit sequence pairs. (d) BAR and (e) bit extraction rate of devices within four locations with respect to different hours
of the day.

attempts in the lab are more reliable than the attempts made in the home due to a fewer number of active electric
loads and human activities. Within a 20 cm to 50 cm range, the devices exhibit a relatively higher BAR of over
93.4% with th = 0.015. This leads to high TAR of nearly 100% for devices within a distance of 20 cm, and 50 cm,
respectively, under a 15% error tolerance rate. When the distance increases to 100 cm, a relatively high TAR is
maintained with 90.6%. While the home environment achieves slightly less BAR and TAR than the lab, the bit
extraction rate remains relatively equivalent. Additionally, the distance increase between the devices has no
significant effect on the extraction rate since the noise signal remains relatively correlated. More specifically,
in the home and lab environment, an average extraction rate of 8.2 bps and 8.3 bps is expected by the devices
located inside PAR with th = 0.015. Overall, under both environments with 20% error tolerance and identical
parameter settings (th = 0.015), AEROKEY reliably authenticates all proximate devices with mean TAR of 98.3%
within 100 cm, while maintaining similar bit extraction rates.

5.6 Spatial Variation

The size of PAR should be limited so that relatively distant devices, whether accidental or malicious, can be
effectively rejected from authentication attempts. To validate this, we set a total of eight AEROKEY devices within
the home to attempt to authenticate with each other while deployed in four different regions that are at least 3 m
apart. Over 1600 authentication attempts are made over the span of two consecutive days under typical electric
load usages. Fig. 12(a) depicts four different regions: A, B, C, and D. In each region, we place a pair of devices
(1 and 2) within 20 cm of each other to evaluate BAR between different regions. Figs. 12(b) and (c) illustrate
the confusion matrix and the distribution of the BAR between evidence bit sequences generated by all pairs of
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deployed devices with n;, = 8 and th = 0.015. The diagonal elements in the matrix equate to the BAR between
devices located in the same region whereas off-diagonal elements represent the BAR obtained between different
regions. Clearly, devices within the same region, which are considered legitimate device pairs within PAR, show a
high BAR ranging from 86.4% up to 97.6%. On the contrary, the BAR achieved between devices in different regions
exhibits a mean of 49%, which differs from the legitimate pairs by at least 35.8%. This successfully indicates the
spatially unique property of evidence bit sequences that can effectively allow AEROKEY to distinguish proximate
(legitimate) devices from the distant (adversarial) ones.

Because AEROKEY strongly leverages the radiated EMR as the main source of entropy, the local environment
including human activities and operating state of surrounding loads may impact the bit extraction rate, as well
as BAR, achieved from devices within different locations. In Fig. 12(d) and (e), we present the BAR and bit
extraction rate (th = 0.015) of devices within four locations with respect to varying hours of the day. Different
locations exhibit slightly varying performance throughout the day depending on their surrounding load usage
characteristics. For instance, devices within the bedroom (location D) suffer a slight loss in BAR and extraction
rate during the daytime (6 a.m to 8 p.m) as the neighboring loads such as air purifier and cellphone charging are
not active during work hours. On the contrary, devices in location B exhibit higher BAR and extraction rates
during the daytime due to operating high wattage ceiling lighting nearby. The two locations A and C exhibit a
relatively high and stable BAR throughout the day but the extraction rate is slightly higher during the daytime
as they are surrounded by constantly running PCs, monitors and lighting. Nevertheless, regardless of time and
varying human activities, devices in all four locations can experience a high BAR of above 85% and an extraction
rate of above 6 bps.

5.7 Adversarial Scenarios

This section evaluates the robustness of AEROKEY against the previously mentioned attack scenarios. The attacker
aims to derive the legitimate device’s symmetrical key by extracting similar evidence bit sequences (within the
error tolerance level) using a combination of its previously observed and predicted signals. The attacker is aware
of the parameter settings (th = 0.015 and nj, = 8) and is equipped with identical hardware and ADC settings as
legitimate devices to further increase the attack success rate. We implement the five types of attacks (two types
of ML attacks) as follows; for each attack type, over 100 authentication attempts are made:

e Passive attack: An adversary, just outside the boundary of a PAR (1.7 m and 2 m), attempts to authenticate
in the home and lab environments in the presence of regular loads. We also investigate the effects of active
high-wattage loads by activating a fan, a temperature chamber, or a smoke absorber placed within 10 cm of
the victim device.

® Replay attack: The adversary with the knowledge of a future PAR and exact authenticating timestamp
directly uses pre-measured EMR signals in the exact place at the same hour and minute of the day to
authenticate itself in the home and lab environments.

® Replay injection attack: Replay injection attack is similar to replay attack, but the adversary activates
high-wattage loads (fan, temperature chamber, and smoke absorber) within 10 cm of victim device in the
lab environment.

o Active injection attack: An adversary activates high-wattage signal generator (with load) just outside the
boundary of a PAR (1.7 m) to force a common environmental bits as the adversarial device located close
(within 10 cm) to the generator. Unlike replay injection attack, the victim and the adversarial devices are
time synchronized.

o ML-raw attack: An adversary with knowledge of the future PAR collects series of raw EMR signals over the
course of one entire day and trains an ML model to use one raw 60 Hz period (input) to predict following
subsequent 60 Hz (output) period. (i.e., R4 11 to predict R4 1 2). When legitimate authentication takes
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Fig. 15. Measured and predicted raw signal using
trained ML-model with (R4,1,1) as an input (ML-
raw attack). Two signals exhibit high correlation of
r=0.97.

place, the adversary uses eavesdropped R4 1,1 and b (in SYNC and QUANT stage) to sequentially predict
subsequent periods and ultimately extract evidence bits in both home and lab environment. Specifically,
we use an artificial neural network (NN) composed of a one hidden layer with 100 nodes, ReLU activation
function, and a softmax layer to predict subsequent raw EMR signals.

o ML-key attack: An adversary with the knowledge of the future PAR trains an ML model to predict the
first two bits of evidence bits using R4 1.1. The training occurs for one day and uses the trained model and
eavesdropped Ra 1,1 to predict the first two bits of legitimate evidence bits the next day in the home and
lab environment. We use a NN with one hidden layer, consisting of 28 nodes and an output layer with two

nodes to predict the first two bits.

The distribution of the BAR achieved from all the attacks is shown in Fig. 13. In the passive attack at 1.7 m,
mean of 72.8% and 76.0% of evidence bits can be derived by the adversary in the home and lab, respectively,
under regular load usage. When the temperature chamber is turned on, the BAR remains relatively similar at
72.8%. On the other hand, when the fan or smoke absorber is turned on, they produce a unique EMR signal
that does not propagate such a far distance, leading the attacks to achieve significantly lower BAR of 54.0% and
54.9%, respectively. Compared to the attacks from 1.7 m, attacks from 2 m achieve lower mean BAR of 66.0%
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Fig. 16. (a) Signal generator (Hewlett-Packard audio oscillator 200AB) outputting 34.87 V AC signal. (b) Noise signal, Ny,
observed from the victim device as the signal generator is turned off and on (~2000 Hz). (c) BAR achieved from the devices
located in different distances from the generator signaling different frequency components.

and 75.9% in the home and lab, respectively, due to greater spatial variability of ambient EMR. Replay attack
and replay injection attack result in a low BAR (close to random guess), ranging from 49.4% to 55.4%, either
with or without active loads. This is because the raw EMR signal, R4 ., even with its unique dominant structure,
has temporal variability as illustrated in Fig. 14. The PPFE stage of AEROKEY essentially removes this dominant
structure, leaving the noise signal, N4 ., with just temporally varying noise signals. Even when the high-power
consuming temperature chamber is operating nearby, N4 ., extracted from different time instant of one minute
apart within the same day (2:00 p.m. and 2:01 p.m.) differs significantly. Further, the same time on the next day
exhibits different noise signal even under identical surrounding appliances. This effectively prevents an adversary
from reusing the previously derived (at same hour and minute under the same load on a prior day) evidence bit
sequences.

The active injection attack with varying frequency range is also not very effective in forcing enough environ-
mental bits to the victim device, achieving mean BAR of 60.3%, 55.7% and 58.9% at output frequency of 20 Hz,
200 Hz and 2000 Hz, respectively at distance of 170 cm. Fig. 16(a) illustrates our attack setup that outputs 35.87 V
sine wave at different frequency. As shown in Fig. 16(b), when the signal generator is turned on, the victim
device located at 1.7 m away observes significantly varying noise signal with high amplitude. However, the
generated EMR signal does not identically propagate through environment or gets measured by the distant
devices due to EMR signal rapidly dissipating with the increasing distance. Even for a pair of devices located close
to the generator within 20 cm, the mean BAR decreases to 72.4%, 61.4% and 81.5%, respectively for increasing
frequency, which exhibits less BAR than passive attack without signal generator in the same environment.
Similarly, ML-based attacks are not favorable to the adversary. ML-raw attack performs close to a random guess,
achieving only 58.3% and 54.2% BAR in home and lab, respectively. As illustrated in Fig. 15, although the ML
model is able to closely predict the general structure of the subsequent raw signals with a correlation coefficient of
0.97, it was not effective in accurately predicting high frequency noise portion of the signal that AEROKEY uses to
extract bit sequences. Additionally, the small error from the early period number (i.e., p = 2) propagates to prevent
reliable prediction of the later periods (i.e., p = 10). Lastly, the ML-key attack was also not sufficient enough to
predict enough legitimate bits with its mean BAR of 49.9% and 49.8% in home and lab, respectively. While earlier
period number can be assumed to have more impact on the first few bits of the evidence bit sequences, the model
fails to capture enough information about the noise signal. This demonstrates that the adversary, even with the
eavesdropped Ry 1,1, cannot acquire much information about the evidence bit sequence itself.

Overall, the passive attacks are the most successful in obtaining relatively higher portions of legitimate evidence
bits, because the timestamp of the attacks is synchronized to the legitimate authenticating devices. In Fig. 17(a),

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 6, No. 1, Article 20. Publication date: March 2022.



20:22 « Leeetal.

Home—regular load Lab—heavy load Lab—regular load
40 Y 40 g 40
R o S5
3 — FAR / )
< 30 e EFR 30 5 30 T, q_/,
(beo g ] é?
<20 20 g 20 r/% &
g & g /<
= Ry
& 191349 @199 224% 10 27%@16.1% | 10 3.4%@15.5%
. . L 2.4%@16.3% . < 33%@15.6%
5 20 35 5 20 35 5 20 35
Error tolerance (%)
(@)
th =0.005 th=0.01 th=0.015
40 40
. — FRR 1\5
¥ 30p | FAR 30 :
v e EER 7
(]
3 Sy
-*g 20 20 5
o Q4
S 10f  35% @27.8% 10t 4.1% @ 23.1% &
0 0
5 20 35 5 20 35 35
Error tolerance (%)
(b)

Fig. 17. (a) Resulting EER from six most effective passive attacks. (b) EER from varying th by passive attack within home
environment.

we show the EER of the six most effective passive attacks: at 1.7 m and 2 m range in the home and lab (with and
without an operating temperature chamber) environments; all other attacks exhibit EER of 0% due to low BAR.
The home and lab environment accomplish similar EER of at most 3.4% under regular load usage. Compared to
the attacks at 2 m distance, attacks from 1.7 m exhibit higher EER at lower error tolerance rates. Because home
is less permissive in authenticating devices compared to the lab, EER of 3.4% occurs at 19.9% error tolerance
rate, which is comparatively higher than that of the lab, which occurs at 15.5%. In the lab, when the temperature
chamber is operating nearby a legitimate device, a relatively lower EER of 2.7% and 2.4% is achieved by the
same attacks. The above observation suggests that depending on the context of the environment, the user may
manually (one-time configuration) vary the error tolerance rate (19.9% for home and 15.5% for lab) to strike
an optimal balance between usability and security. Nevertheless, selecting the lower threshold of 15.5% can
effectively reject 96.6% of the passive attacks while maintaining over 80% TAR in both environments.

We next evaluate the optimal error tolerance rate for varying th within the home environment against passive
attack from 1.7 m. As illustrated in Fig. 17(b), varying th results in different FRR and FAR due to lower th exhibiting
lower BAR. Ultimately, this leads to different security and usability balancing point (EER) at a different error
tolerance rate; higher th results in a lower rate. Specifically, the tolerance rate of the EER is achieved at 27.8%,
23.1% and 19.9% for increasing th of 0.005,0.01 and 0.015, respectively, while maintaining a low EER of less than
4.1%. This sets the guideline error tolerance for varying th, which is particularly related to the usability aspect of
AERrROKEY. While lower th results in a higher bit extraction rate, the requirement of a higher error tolerance rate
increases the number of extracted bits to derive identical final keys on both devices. In further evaluation, we
determine the optimal th to achieve the fastest authentication time.
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Table 2. Measurement time required for varying th in home and lab.

Home Lab
th 0.005 0.01 0.015 | 0.005 0.01 0.015

Error tolerance rate (%) 27.8 23.1 199 | 233 19.1 155
m (bits) 287 238 213 240 207 186
bit extraction rate (bps) 13.0 104 82 | 129 103 83
Measurement time (s) 22.0 228 259 | 186 20.0 224
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Fig. 18. (a) Total authentication time measured on four different devices. (b) Execution time of each AEROKEY stages on
Arduino Due (log scale).

5.8 Authentication Time and Energy Consumption

We next investigate the authentication time required for AEROKEY to extract a 128-bit final key, K. As previously
presented, each th requires a different optimal error tolerance rate that leads to varying m. Table 2 presents the
required measurement time (time required to run MEAS stage) as well as the length of the evidence bit sequence,
m, for corresponding th based on its bit extraction rate. As th increases from 0.005 to 0.015, an increase in the
BAR and lower required error tolerance rate leads to shorter m in both environments. Specifically, in home, m
reduces from 287 to 213, respectively. However, contrary to the shorter length of m, the overall time spent on
the MEAS stage increases due to lower bit extraction rate on higher th; approximately 22.0 s up to 25.9 s of
measurement time is necessary. In lab, a relatively lower number of bits are required that ultimately results in a
measurement time of 18.6 s to 22.4 s as th increases.

To further accurately estimate realistic overall authentication time accounting for computation, we implement
AEROKEY on four different devices: Google Pixel 2 (2.35-GHz), Google Pixel 3 (2.5-GHz), Raspberry Pi 4 (1.5-GHz)
and Arduino Due (84-MHz). On each device, we measure the authentication time 50 times with m = 287 and
th = 0.005 which exhibits the lowest authentication time among all ¢k in home environment. As Fig. 18(a) shows,
Pixel 3 achieves the fastest mean authentication time of 23.2 s. While Pixel 2 and Raspberry Pi 4 exhibit a similar
mean time of 23.9 s and 24.2 s, respectively, Arduino due exhibits the slowest mean authentication time of 24.4 s
due to the relatively slower processor speed. The execution time of each AEROKEY stage running on Arduino
Due is illustrated in Fig. 18(b). The MEAS stage accounts for a majority of the authentication time (22.0 s), which
is identical across all devices. The SYNC and PPFE stage takes 0.9 s and 1.4 s, respectively, due to the intensive
computation (DTW) and filtering algorithms. The remaining stages (QUANT, and RECON) make up a negligible
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portion of less than 0.1 s in total. Overall, the results suggest that the authentication can take place within 24.5 s
on various processors.

Next, to show the feasibility of running AEROKEY on various battery-operated mobile devices, we investigate
the energy consumption of four major stages (SYNC, PFFE, QUANT and RECON) on Arduino Due that exhibits the
slowest authentication time. Because the MEAS stage merely utilizes the on board ADC, the energy consumption
is negligible compared to running other stages (0.5 mJ, assuming 10-bit resolution at 24 kSPS). In order to measure
accurate power usage, we subtract the idle power from the power readings when running four stages. On average,
SYNC, PFFE, QUANT and RECON stages consume 13 mW of power. This leads to a total energy consumption of
approximately 30 mJ, which makes AEROKEY suitable for running under a modern device’s battery capacity (i.e.,
a typical smartphone battery can hold 40 kJ

5.9 Device Configurations

We next investigate the effect of the device configuration, including the ADC’s sampling rate and length of the
conductor wire connected to the input pin. We downsample the measured raw signals of two closely located
devices (20 cm apart) from 24 kSPS down to 4 kSPS and compare its BAR and bit extraction rates. As Fig. 19(a)
illustrates, at 24 kSPS and 16 kSPS, BAR is over 80% for th > 0.01, and falls below for 8 kSPS and 4 kSPS. To
maintain BAR above 80% for reliable key reconciliation, the sampling rate should be at least 16 kSPS, which can
easily be achieved by low-cost MCUs. In Fig. 19(b), we illustrates the affects on the bit extraction rate. As the
accuracy of the measured signal increases with a higher ADC sampling rate, it tends to pick up more noise and
high frequency components that decrease the bit extraction rate. Nevertheless, 16 kSPS and 24 kSPS range that
exhibits reasonable BAR can expect bit extraction rate above 8.1 bps regardless of th.

Next, we examine the impact of the conductor wire’s length. This is particularly important when AEROKEY is
to be implemented in various mobile devices with small form factor constraints. As shown in Figure 20(a), BAR is
above 80% when the wire length is 4 cm or 6 cm for all th > 0.005. If the length decreases to 2 cm, BAR slightly
drops, and when there is no wire connected to the ADC, significant degradation in BAR occurs to less than 60%.
Therefore, to maintain high BAR, the conductor wire should be at least 4-cm long. As shown in Figure 20(b),
contrarily to the sampling rate variation which is more sensitive to pick up high frequency signal, the wire length
does not significantly impact the bit extraction rate. The length of 4 cm up to 6 cm can experience above 8 bps
regardless of th.

6 DISCUSSION

In this section, we discuss some constraints of the current design of AEROKEY and the ways to improve it.

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 6, No. 1, Article 20. Publication date: March 2022.



AEerROKEY: Using Ambient Electromagnetic Radiation for Secure and Usable Wireless Device Authentication « 20:25

Table 3. NIST test results (p > 0.05)

Test p-value ‘ Test p-value
Frequency 0.3504 | FFT 0.2133
Block frequency 0.5341 | Nonperiodic template matching ~ 0.7399
Cumulative sums 0.0668 | Overlapping template matching  0.3504
Runs 0.3504 | Serial 0.9114
Longest runs of ones ~ 0.1223 | Linear complexity 0.3504
Rank 0.3504

Authentication time: Using a commercial off-the-shelf MCU with no hardware modifications, a pair of AEROKEY-
enabled devices can successfully authenticate each other within 24.5 s. The majority of this time is spent on the
MEAS stage, and the bottleneck that constrains the overall authentication time of the system is mainly attributed
to two reasons. First, because AEROKEY targets low-cost IoT devices, typically with an on-chip ADC (low sampling
frequency and resolution) with no hardware modifications (amplifier and analog front-end circuitry), the measured
raw signal is very noisy and does not highly correlate between two devices. To solve this, MEAS stage has to
collect an enough number of 60 Hz periods within each cycle for the PPFE stage to extract a highly correlating
noise signal between two close devices as shown in Fig. 7(a). Secondly, to guarantee a robust security of 128-bit
final key, the length of the environmental bit sequences needs to be significantly longer (over 200 bits) due to
RECON stage that incurs some entropy loss. Nevertheless, if AEROKEY is used for simple device pairing purposes
(e.g., Bluetooth pairing mechanism requires two devices to agree on a 32-bit pin), users can expect to pair the
devices with a relatively fast pairing time of under 5 s, regardless of th. This is significantly faster compared to
the usability study that presented average typical pairing time of 27 s to copy and confirm 8-digit pin in IoT
devices with limited user interface [41].

Randomness of generated bits: Just like every other cryptographic bit sequence or key, it is important for the
AERrROKEY-generated evidence bits to be random and unpredictable. To examine the randomness, we conduct
the NIST statistical suites test [2] on the generated bit sequences with a length of over one million bits. The
NIST test consists of 15 randomness tests, each with an output p-value. Table 3 presents AEROKEY’s NIST test
results. AEROKEY passes 11 out of 15 tests with p-value greater than 0.05. However, to be considered as a true
random number generating source, AEROKEY should pass all 15 tests with p > 0.05. Therefore, further random
bit corrections are necessary to produce higher quality evidence bit sequences [15, 43].

Radius of PAR: Our evaluation suggests that the typical range of the PAR can be as large as one meter. The
concept of Transitivity of Trust (ToT) protocol [12] can be applied to increase the radius and authenticate devices
within the entire household. In such case, the chain of authentication takes place through bridging devices
deployed within different rooms. On the other hand, the user may wish to further decrease the range to be
resilient against dedicated adversary. In these cases, AEROKEY can be configured with a higher th and/or with a
lower error tolerance rate to the point where the user feels comfortable with the tuned authentication range.

Outdoor applicability: The underlying assumption of the AEROKEY protocol is that authenticating devices are
located indoors where EMR is observable. Therefore, traditional password-based authentication should be used
to authenticate devices in outdoor scenarios (e.g., in the vehicle or on the street).

Orientation of antenna: Our experiments are conducted in the setting where the conductive wires connected to
the authenticating MCUs are oriented parallel to one another. However, because the EMR pattern propagates in
three orthogonal planes (x, y and z) [40], the authenticating devices may experience signal correlation issues
when one device is not properly oriented with respect to another authenticating device. To potentially deal
with this issue, multiple orthogonally aligned antenna (with PCB trace or in the form of patch antenna) can be
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designed to receive spherical radiation pattern (isotropic measurement) while preserving the form-factor of the
devices.

7 CONCLUSION

The ever-growing IoT ecosystem is demanding secure yet usable device authentication methods to ensure
trustworthy wireless connectivity between a large number of small, low-cost and low-power devices. Context-
based authentication is a promising solution to achieve both security and usability by generating random bit
sequences to be used as a security key from an ambient source of randomness.

In this work, we present AEROKEY, a secure and usable device authentication scheme leveraging spatiotempo-
rally unique ambient EMR signature. This is the first work that realizes context-based authentication without any
dedicated sensor, which makes it favorable for application in virtually any IoT device. With novel pre-processing
and feature extraction techniques, AEROKEY allows co-located devices to autonomously generate near-identical
and high-entropy evidence bit sequences from noisy measurement signals on off-the-shelf MCUs with zero
hardware modifications. Our evaluation successfully demonstrated high authentication success rates between
devices within a small PAR deployed in home and lab environments with relatively low authentication time
of as low as 24 s. We also showed its robustness against various adversaries leveraging time, space, electrical
appliances and ML models with a low EER of 3.4% or less under different environments. To summarize, AEROKEY
enables low-cost IoT and mobile devices to periodically (re-)authenticate themselves to facilitate secure and
usable wireless connection with no human involvement.
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A ACRONYMS AND NOMENCLATURE

Table 4. Acronyms.

Acronym Phrase

EMR Electromagnetic radiation
PAR Personal authenticated region
MCU Microcontroller

ADC Analog to digital converter
DTW Dynamic time warping

BAR Bit agreement rate

EER Equal error rate

TAR True acceptance rate

FAR False acceptance rate

FRR False rejection rate

Table 5. Nomenclature.

Acronym Definition

d Device name (A or B)

c Cycle count (1,2,...,n.)

ne Number of cycles

p Period count within cycle (1,2,...,np)

n, Number of periods per cycle

Ra.cp Raw measurement of device d in cycle c, period p
Mg . mean signal of device d in cycle ¢

Na.c noise signal of device d in cycle ¢

l Agreed sample length of noise signal

b Bin count within cycle (1,2,...,np)

np Number of bins per cycle

Sd.c.b Slopes of bin b of noise Ny .

th Quantization threshold

Ba.c.p Evidence bit sub-sequence in device d, cycle ¢, bin b
By Evidence bit sequence extracted by device d

m Length of desired number of bits for By

Kq4 Final authentication key on device d

k length of final authentication key Ky
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