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IMPORTANCE Child-directed mobile applications (apps) have been found to collect digital
identifiers and transmit them to third-party companies, a potential violation of federal privacy
rules. This study seeks to examine the differences in app data collection and sharing practices
by evaluating the sociodemographic characteristics of the children who play them.

OBJECTIVE To examine data collection and sharing practices of 451 apps played by young
children and to test associations with child sociodemographic characteristics.

DESIGN, SETTING, AND PARTICIPANTS This study used data from the baseline phase of the
Preschooler Tablet Study, a prospective cohort study conducted from August 2018 to
January 2020. This study used a population-based sample. A convenience sample of the
parents of preschool-aged children was recruited from pediatric offices, childcare centers,
social media posts, and an online participant registry. Eligibility criteria included (1) parent or
guardian of a child aged 3 to 5 years, (2) parent or guardian who lived with the child at least 5
days per week, (3) participants who spoke English, and (4) a child who used an Android
(Google LLC) device. All interactions with participants were through email, online surveys,
and mobile device sampling.

EXPOSURES Sociodemographic characteristics were assessed by parental report.

MAIN OUTCOMES AND MEASURES This study tested the hypothesis that data transmissions to
third-party domains are more common in apps played by children from low-socioeconomic-
status homes. Child app usage was assessed via a mobile sampling app for an average of 9
days. Persistent identifier data transmissions to third-party domains were quantified for each
app using an instrumented Android environment with monitoring of network traffic; for each
child, the counts of total data transmissions were calculated, and the total third-party
domains were detected for the apps they played.

RESULTS Our sample comprised 124 children who used Android devices (35 tablets, 89
smartphones; 65 girls [52%]; mean [SD] age, 3.85 [0.57] years; 87 non-Hispanic White
[71%]). One hundred twenty of participating parents (97%) were women. Of 451 apps tested,
303 (67%) transmitted persistent identifiers to 1to 33 third-party domains. Child data
transmission counts ranged from O to 614 (median [interquartile range], 5.0 [1-17.5]) and
third-party domain counts from O to 399 (4.0 [1-12.5]). In multivariable negative binomial
regression models, higher transmission and third-party domain rates per app were positively
associated with older age (rate ratio, 1.67 [95% Cl, 1.20-2.33]; P = .002 and 1.69 [95% ClI,
1.26-2.271; P < .001, respectively) and lower parent educational attainment (eg, high school
or General Educational Development or less rate ratio, 2.29 [95% Cl, 1.20-4.39]; P = .003 and
2.05[95% Cl, 1.13-3.70]; P < .02, respectively), but not with household income.

CONCLUSIONS AND RELEVANCE This study found that apps used by young children had a high
frequency of persistent identifier transmissions to third-party companies, suggesting that

federal privacy rules are not being enforced. Older children, those with their own devices, or
those from lower-education households may be at higher risk of potential privacy violations.

JAMA Pediatr. 2020;174(12):e203345. doi:10.1001/jamapediatrics.2020.3345
Published online September 8, 2020.

© 2020 American Medical Association. All rights reserved.

Downloaded From: https://jamanetwork.com/ on 06/09/2022

Supplemental content
Editorial

Author Affiliations: Department of
Pediatrics, University of Michigan
Medical School, Ann Arbor (Zhao,
Radesky); Usable Security and
Privacy Group, International
Computer Science Institute, Berkeley,
California (Egelman); Department of
Nutritional Sciences, University of
Michigan School of Public Health,
Ann Arbor (Weeks); Center for
Human Growth and Development,
University of Michigan, Ann Arbor
(Kaciroti, Radesky): Department of
Biostatistics, University of Michigan
School of Public Health, Ann Arbor
(Kaciroti, Miller); Department of
Health Behavior and Health
Education, University of Michigan
School of Public Health, Ann Arbor
(Miller).

Corresponding Author: Jenny S.
Radesky, MD, Developmental
Behavioral Pediatrics, University of
Michigan Medical School, 300 N
Ingalls St, #1107, Ann Arbor, M1 48109
(jradesky@med.umich.edu).

1/8


https://jamanetwork.com/journals/jama/fullarticle/10.1001/jamapediatrics.2020.3345?utm_campaign=articlePDF%26utm_medium=articlePDFlink%26utm_source=articlePDF%26utm_content=jamapediatrics.2020.3345
https://jamanetwork.com/journals/ped/fullarticle/10.1001/jamapediatrics.2020.3345?utm_campaign=articlePDF%26utm_medium=articlePDFlink%26utm_source=articlePDF%26utm_content=jamapediatrics.2020.3345
https://jamanetwork.com/journals/jama/fullarticle/10.1001/jamapediatrics.2020.3393?utm_campaign=articlePDF%26utm_medium=articlePDFlink%26utm_source=articlePDF%26utm_content=jamapediatrics.2020.3345
mailto:jradesky@med.umich.edu

2/8

Research Original Investigation

ver the past decade, children’s use of mobile devices

such as smartphones and tablets has become almost

universal,' and many children have their own tablet.?
Of the 2.2 million applications (apps) on the Apple App Store
and 2.7 million apps on the Google Play store, tens of thou-
sands are games or educational apps marketed to children.?
Users generate digital footprints while using mobile apps and
internet-connected devices—comprising data such as web-
sites visited, gameplay behavior, purchases made, or other
identifiers hardwired into mobile devices (eg, device serial
number). These data are often shared with third-party com-
panies for the purposes of usage analytics and creation of digi-
tal profiles that track user behavior across digital services for
marketing and other purposes.

Under the Children’s Online Privacy Protection Act
(COPPA),* platforms and creators of digital products must ob-
tain verifiable parental consent before collecting and sharing per-
sonally identifiable data (ie, anything traceable back to the child,
such as location, email, or device identifier) from children
younger than 13 years for behavioral advertising purposes. How-
ever, enforcement of COPPA has been mostly limited to ac-
tions filed against large platforms such as TikTok® and YouTube.®
Because it is not apparent to users when digital data are col-
lected or transmitted to third-party companies, it is difficult for
consumers to make informed choices about which apps to in-
stall for their children. In prior research, parents and children
reported not understanding digital privacy concepts, includ-
ingapps’ data collection practices,”® targeted advertising, or the
storage of their private information.° Given poorly enforced child
privacy regulations and opaque data collection practices not un-
derstood by consumers, it is important to examine potential pri-
vacy violations in children’s apps. Young children (5 years and
younger) deserve particular focus because of the large quan-
tity of child-directed apps, many of which are monetized
through in-app purchases and advertisements.'©

Two prior studies have examined data collection and shar-
ing from apps marketed to children on the Google Play app
store. Binns and colleagues used static app analysis (ie, ana-
lyzing app source code to find code that directs data collec-
tion to third parties) on 959 000 apps from the US and UK
Google Play stores. They found that apps targeting children had
among the highest number of third-party trackers. Reyes et al'?
used dynamic analysis to track the data transmissions from
5855 of the most popular free Android children’s apps and
showed that the majority had potential COPPA violations. We
aimed to build on these studies by examining the data collec-
tion practices of apps played by children in a cohort study
and quantify whether such practices are associated with user
sociodemographic characteristics. Prior research suggests
that parents with higher income are more likely to monitor
the apps their children download! and have more digital pri-
vacy knowledge' and concerns.'* Therefore, it is possible
that children from low socioeconomic strata may have higher
rates of digital privacy violations. We hypothesized that data
transmissions to third-party domains would be more com-
mon in apps played by children from low socioeconomic sta-
tus (ie, lower household income, lower parent educational
attainment).

JAMA Pediatrics December 2020 Volume 174, Number 12

Data Collection Practices of Mobile Applications Played by Preschool-Aged Children

Key Points

Question What are the data collection and sharing practices of
mobile applications (apps) played by young children, and do
potential privacy violations differ by child characteristics?

Findings Two-thirds of apps played by 124 preschool-aged
children in this cohort study showed collection and sharing of
persistent digital identifiers. Children who were older, had their
own mobile devices, played a higher number of apps, or were from
lower-education households had higher counts of data
transmissions to a higher number of third-party domains, whereas
only 8% of children played apps that showed zero identifier
transmissions.

Meaning Digital identifiers collected from children’s mobile
devices can be used for profiling and marketing purposes; this
study’s results suggest that potential violations of child digital
privacy laws are common, and enforcement of the Children's
Online Privacy Protection Act is needed.

Methods

Study Design

In this cohort study, we analyzed data from the first wave of
the Preschooler Tablet Study, a longitudinal study of child
mobile media use, development, and behavior (National
Institute of Child Health and Human Development No.
R21HD094051). In this study, caregivers of preschool-aged chil-
dren completed online questionnaires and were asked to pro-
vide a 9-day sample of their child’s mobile device usage data
at baseline, 3 months, and 6 months. Data from the baseline
data collection wave (August 2018 to May 2019) are included
in the present manuscript. This study followed the Strength-
ening the Reporting of Observational Studies in Epidemiol-
ogy (STROBE) reporting guideline, and it was approved by the
institutional review board of the University of Michigan.
Parents completed written online informed consent for
themselves and their child; a waiver of documentation was
allowed because of the minimal risk of the study.

Participants

Parents and children were recruited through flyers in pediat-
ric offices and the community, as well as through online par-
ticipant registry- and social media-based recruitment. Eligi-
bility criteriaincluded (1) parents who were legal guardians of
a child aged 3 to 5 years, (2) parents who lived with the child
at least 5 days per week, (3) parents who understood English
sufficiently to complete questionnaires and provide consent,
and (4) families that owned at least 1 Android oriOS (Apple Inc)
tablet or smartphone. Exclusion criteria included the pres-
ence of child developmental delays or use of psychotropic
medication. Of the 346 children with mobile device data, we
only included children who used Android devices (n = 124, see
Figure 1) because our transmission analysis utilizes an An-
droid framework. Android users were more likely to be from
lower-income households (mean [SD] income-to-needs ra-
tio, 2.17[1.60] vs 3.48 [1.61]; Wilcoxon 2-sample test, P < .001)
and have parents without a 4-year college degree (65 of 124

jamapediatrics.com

© 2020 American Medical Association. All rights reserved.

Downloaded From: https://jamanetwork.com/ on 06/09/2022


http://www.equator-network.org/reporting-guidelines/strobe/
http://www.jamapediatrics.com?utm_campaign=articlePDF%26utm_medium=articlePDFlink%26utm_source=articlePDF%26utm_content=jamapediatrics.2020.3345

Data Collection Practices of Mobile Applications Played by Preschool-Aged Children

Figure 1. CONSORT Diagram: Participants Included
and Apps Analyzed in the Present Study

346 Children with complete
mobile device usage data

222 i0S device users (not
analyzed)

124 Android device users
87 Shared
37 Child’s own device

l

609 Apps used

102 Utility apps (eg, settings,
camera)
56 Apps no longer present
in Google Play

‘ 451 Apps analyzed ‘

[52.4%] vs 64 0f 220 [29.1%]; X* test, P < .001), compared with
iOS users.

Survey Measures

After consenting to participate in the study, parents were sent
an email message with a link to a Research Electronic Data Cap-
ture, or REDCap'® survey (Vanderbilt University), in which they
reported their child’s age, sex, preschool or childcare enroll-
ment, and race/ethnicity (options provided by the study
team based on prior evidence that non-Hispanic White race/
ethnicity is associated with less media use?); parents’ age, sex,
educational attainment, marital status, and employment sta-
tus; and household income and size (from which we calcu-
lated income-to-needs ratio).

Child Mobile App Use
Parents were also sent instructions via email for mobile
device sampling, a novel objective assessment method de-
scribed in detail elsewhere.!® Participants with smartphones
running Android operating systems (eg, Samsung, Motorola)
were instructed on how to install a passive sensing app,
Chronicle (OpenLattice), which queries the Google app usage sta-
tistics manager to provide a continuous log of the start and end
times of every app used. The log is automatically uploaded to
secure cloud-based storage, from which we downloaded a data
file after approximately 9 days (mean [range], 8.96 [4-12] days)
and instructed the parent to uninstall the app. For children with
their own mobile device (n = 37), alist of all apps accessed dur-
ing the sampling week was generated from the data file. For chil-
dren who shared a mobile device (ie, used their parent’s phone
or shared a tablet with siblings, n = 87), we asked parents toin-
dicate which apps their child used during the sampling week
so that we could omit apps used by parents or siblings from the
data file.

From these data files, we generated a list of all Android apps
used by children, comprising 609 unique app package names.
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Of these, 102 were utility apps and 56 were no longer present
in the Google Play app store, so 451 apps were analyzed for data
transmission practices (Figure 1).

Privacy Behavior Analysis

We analyzed transmissions from apps based on the method from
Reyes et al.!? Apps were downloaded from the Google Play store
toaninstrumented network of Android devices. This means that
the devices were running a modified version of the Android op-
erating system that inspects all network traffic (ie, flows of data
toand from the device) generated by the app being tested. Apps
were played using Android’s Application Exerciser Monkey,
which automates the execution of apps by simulating user in-
puts in a pseudorandom manner. Each app was scheduled to
run for 10 minutes, during which time logs were generated about
data transmissions. To our knowledge, this method is the only
existing approach for examining data transmissions from large
volumes of apps, and it has been validated against actual user
interaction with apps.!? Because the exerciser monkey cannot
follow visual cues, it cannot know when it needs to click a but-
ton—eg, to dismiss a dialog box. This might resultin not all pos-
sible paths being explored by the monkey; therefore, the re-
sults represent a lower bound of what an app can do while
interacting with a human user. In other words, the exerciser
monkey may incur false negatives but does not generate false
positives. Therefore, we performed multiple bouts of data col-
lection between August 1, 2019, and November 1, 2019, to re-
duce the number of false-negative results.

Postprocessing of network flows involves searching for
identifiers as string values associated with the particular test-
ing device, such as the phone number, location coordinates,
Android ID, and advertising ID (see Table 1 for list and defini-
tions), either verbatim or after the app had applied various
obfuscations (eg, character encodings, cryptographic hash-
ing). If identifiers were found in an outgoing flow from the
tested app, the internet protocol address and domain name of
the destination were recorded.

For each app, we calculated 2 variables: the number of
unique data transmissions detected and the number of unique
third-party domains to which transmissions occurred. We ex-
cluded transmissions with data types that are not obvious iden-
tifiers by themselves. If data transmissions were detected for
an app at 1 time point but not any others, we assigned that app
the data transmission count from the time point at which trans-
missions were detected. Apps with transmissions detected at
more than 1 time point were assigned the higher number of
transmissions. Apps for which no data transmissions were ever
detected were assigned a count of O.

We then merged app transmission information with child-
level data regarding which apps each child played during the
sampling week. For each child, based on their app list, we cal-
culated (1) the total data transmission count (sum of transmis-
sions for apps played by child) and (2) the third-party domain
count (sum of the number of unique domains).

Statistical Analysis
We calculated descriptive statistics on data transmission and

domain counts for each app and compared whether apps with
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Table 1. Data Types Transmitted From 451 Android Apps
Played by 124 Preschool-Aged Children

Trans-
mission
frequency,
Data type Definition No.
Advertising ID A unique, user-resettable ID for advertising, =~ 2283
provided by Google Play services
Android ID A unique ID to each device. It is used to 824
identify each device for market downloads
and specific gaming applications
Hardware ID A string that uniquely and consistently 37
(device serial identifies a given specific machine or device
No.)
Geolocation Allows identification or estimation of the 30
(latitude and real-world geographic location of an object
longitude)
IMEI A unique number to identify specific models 19
of mobile phones (eg, satellite phones)
Router SSID The name of the wireless network to which 19
the device is connected
Router MAC A unique 12-character hexadecimal number 12
address (for example, 00:00:00:00:00:0X) that
identifies the router to which the device is
connected. Since routers remain in fixed
places, the MAC address is often used as a
proxy for location data
Wi-Fi MAC A unique 12-character hexadecimal number 11
address (for example, 00:00:00:00:00:0X) that a
device uses to identify itself on a network
Phone User’s phone number 10
Email User’s email address 5
Real name User’s real name 5
GSF ID A permanent, unique 16-character 4
hexadecimal number requested by a device
the first time a Google account is logged in
SIM ID Users’ SIM card's 19-digit identification 1
number

Abbreviations: GSF indicates Google Services Framework; ID, identifier; IMEI,
International Mobile Equipment Identity; MAC, media access control; SIM,
subscriber identification module; SSID, network name.

the Designed for Families (DFF) designation (ie, categorized
by Google as being specifically directed to children) or those
with highest popularity in our study population (top decile)
showed different digital privacy practices. We then exam-
ined bivariate associations between child data transmission
count, third-party domain count, and sociodemographic
characteristics. Bivariate analyses used Spearman correla-
tions, Wilcoxon 2-sample test, Kruskal-Wallis test, or Fisher
exact test as appropriate. Because transmission and domain
counts were overdispersed, we conducted a negative bino-
mial regression with a log link function, including an offset
variable for the number of apps the child played that under-
went privacy behavior analysis. We built multivariable mod-
els by including all independent variables showing marginal
(P < .20) bivariate associations with data transmission vari-
ables and then reducing the models manually to only include
independent variables with 2-sided P values <.05. We
reported transmission and domain rate ratios per app for
each independent variable from the multivariable model. All
data analyses were conducted from January 10, 2020, to
April 15, 2020, using R version 3.5.2 (R Foundation) or SAS
version 9.4 (SAS Institute).
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Results

App-Level Analysis

Of the 451 apps examined, 303 (67%) showed transmission of
identifiers to third-party domains. Advertising IDs (2283 trans-
missions), Android IDs (824 transmissions), hardware IDs (ie,
device serial number; 37 transmissions), and geolocation (ie,
Global Positioning System coordinates; 30 transmissions) were
the most commonly transmitted data types (Table 1). The me-
dian number of transmissions was 3.0 (interquartile range
[IQR], 0-10), with a maximum of 57 (Happy Glass, played by 4
children, transmitted advertising IDs 50 times and Android IDs
7 times, to 33 different domains). The median number of data
types per app was 2.0 (IQR, 0-2; maximum 4) and median do-
mains per app was 2.0 (IQR, 0-6; maximum 33). Transmis-
sion and domain counts for all apps tested are shown in eTable 1
in the Supplement.

Apps in the DFF program (n = 153) had fewer data trans-
missions to fewer domains compared with apps not in DFF
(eTable 2 in the Supplement) and were less likely to transmit
advertising IDs (46% vs 69%; P < .001), Android IDs (44% vs
56%; P = .02), and geolocation (0% vs 4%; P = .02). Of DFF
apps, 68 (44%) had zero transmissions, compared with 80
(27%) non-DFF apps (P < .001). The most popular apps in
the study population (top 10%; played by =3 children)
showed fewer data transmissions, domain counts, and
unique data types than the lower 90% (eTable 2 in the
Supplement).

Child-Level Analysis

Table 2 shows the characteristics of the 124 children (mean [SD]
age, 3.85 [0.57] years; 65 girls [52%]) included in this analysis.
Children were primarily non-Hispanic White (87 [71%]), showed
a wide distribution of parent education (high school, General
Education Development, or less, 15 [12%]; some college, 50
[40%]; 4-year college degree, 31 [25%]; more than 4-year col-
lege degree, 28 [23%]) and income-to-needs ratio (mean [SD]
range, 2.17 [1.60] 0.14-6.02), and most were enrolled in center-
based childcare or preschool. Almost one-third of children had
their own mobile device (37 [30%]); the remainder shared with
aparent or sibling (87 [70%]). Children’s data transmission and
third-party domain counts shared a similar distribution
(Figure 2).

In bivariate analyses, most sociodemographic character-
istics were not associated with data transmission counts or
third-party domain counts (child sex, parent age, parent mari-
tal status, and income-to-needs ratio) (Table 2). Children with
their own mobile device showed higher transmission counts
(median [IQR], 18.0 [5.0-142.0]) and domain counts (median
[IQR], 11.0 [4.0-99.0]; P < .001) compared with children who
shared devices with other family members (median [IQR], 3.0
[1.0-9.0] transmission counts and 3.0 [1.0-7.0] domain counts;
P < .001). However, this was due to children with their own de-
vices playing a higher number of apps and was no longer sig-
nificant in regression models with offset for number of apps
analyzed. In multivariable regression models (Table 3), higher
transmission and domain rate ratios per app were associated
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Table 2. Sociodemographic Characteristics of 124 Preschool-Aged Children Participating
in the Study Population and Bivariate Associations With Transmission and Domain Counts

Median (IQR) or Spearman p

Characteristic No. (%)? Transmission counts Domain counts
Child sex
Female 65 (52) 5.0(1.0-14.0) 4.0 (1.0-11.0)
Male 59 (48) 6.0 (1.0-21.0) 4.0 (1.0-14.0)
Child age, mean (SD) [range], y 3.85(0.57)[3.01-4.99] 0.26° 0.27°
Child race/ethnicity
Non-Hispanic White 87 (71) 5.0(1.0-17.0) 4.0 (1.0-12.0)
Other® 35(29) 6.0 (1.0-31.0) 4.0 (1.0-20.0)
Parent sex
Female 120 (97) 5.5(1.0-17.5) 4.0 (1.0-12.5)
Male 4(3) 3.5(1.0-249.5) 3.0(1.0-170.5)

Parent age, mean (SD) [range], y
Parent marital status

Married or partnered

Single, divorced, or separated
Parent educational attainment

High school/GED or less

Some college or 2-y degree

4-y College degree

More than 4-y college degree
Parent employment status

None

1 Full-time job

1 Part-time job

Multiple jobs

Child school or childcare attendance

Center-based program

Home-based program

Stays home with parent or caregiver

Only child
Yes
No

Income-to-needs ratio, mean (SD)

[range]
Child app variables

Shared mobile device

33.74 (4.8) [24.0-47.1]

106 (86)
18 (14)

15(12)
50 (40)
31(25)
28(23)

43 (35)
51 (41)
22(18)
8(7)

76 (62)
9(7)
38(31)

17 (14)
107 (86)
2.17 (1.60) [0.14-6.02]

-0.08

5.0(1.0-18.0)
11.0(1.0-17.0)

4.0 (1.0-61.0)°
10.0 (2.0-27.0)°
4.0 (1.0-28.0)°
2.0 (1.0-6.0)°

6.0 (1.0-21.0)
6.0 (1.0-18.0)
2.0 (1.0-28.0)
1.0 (1.0-7.0)

5.0(1.0-20.0)
6.0 (1.0-15.0)
5.0(1.0-14.0)

5.0 (1.0-17.0)
6.0 (3.0-31.0)
-0.12¢

-0.08

4.0(1.0-13.0)
7.0(1.0-10.0)

3.0 (1.0-40.0)¢
6.0 (1.0-19.0)¢
3.0(1.0-13.0)¢
2.0 (1.0-4.5)¢

5.0(1.0-14.0)
4.0(1.0-13.0)
2.0(1.0-20.0)
1.0 (1.0-5.5)

4.0 (1.0-13.5)
5.0 (1.0-12.0)
3.5(1.0-11.0)

4.0 (1.0-11.0)
4.0 (2.0-19.0)
-0.11

No 37 (30) 18.0(5.0-142.0)f 11.0 (4.0-99.0)f
Yes 87 (70) 3.0 (1.0-9.0)f 3.0 (1.0-7.0)f
No. of apps, median (IQR) [range] 3.0(2-12) 0.70¢ 0.69¢
Played 3.0(2-12) [1-94] 0.70f 0.69f
Analyzed 3.0 (2-6) [1-77] 0.77f 0.76f
Total data transmission count, median 5.0 (1-17.5) [0-614] NA NA
(IQR) [range]
Third-party domain count, median 4.0(1-12.5) [0-399] NA NA
(IQR) [range]
with older child age (rateratio, 1.67[95%CI, 1.20-2.33]; P = .002 S

and 1.69 [95% CI, 1.26-2.27]; P < .001) and lower parent edu-

cation (high school or General Educational Development, or

less, 2.29[95% CI, 1.20-4.39]; P = .003 and 2.05[95% CI, 1.13-

3.70]; P < .02).

jamapediatrics.com
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Abbreviations: IQR indicates
interquartile range; GED, General
Educational Development;

NA, not applicable.

2 Values are expressed as No. (%)
unless otherwise specified.

b Bivariate analysis P value <.01.

¢ Other constitutes Black, Hispanic,
Asian, and multiple races.

9 Bivariate analysis P < .05.
€ Bivariate analysis P < .20.
f Bivariate analysis P < .001.

By combining dynamic app transmission analysis with child-

level data from a population-based cohort, this study was able
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Figure 2. Percentage of 124 Preschool-Aged Children With Designated Data Transmission Counts

and Third-Party Domain Counts

Domains

Transmissions

Count

[Jo
15
[J6-20
[ 21-50
I 51-100
I 101-200

M >200

0 25 50
Children, %

75 100

Table 3. Associations Between Child Sociodemographic and Media Use
Characteristics With Data Transmission Rates and Domain Rates per App

Rate ratio (95% CI)?

Characteristic Transmission

Domain

Child age, y 1.67 (1.20-2.33)
Shared mobile device

No NA

Yes NA

Parent education
High school, GED, or less
Some college or 2-y degree

2.29(1.20-4.39)
2.21(1.34-3.65)
2.95(1.69-5.12)
1 [Reference]

4-y College degree
More than 4-y degree
Household income-to-needs ratio NA

1.69(1.26-2.27)

NA
NA

2.05(1.13-3.70)
1.95(1.23-3.10)
2.10(1.26-3.50)
1 [Reference]

NA
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Abbreviations: GED, General Educational Development; NA, not applicable.

2@ Rate ratios are exponentiated coefficients that represent the transmission rate
ratio between groups whose covariate values differ by 1unit.

to examine sociodemographic associations of potential digi-
tal privacy violations. Our results suggest a high prevalence
of digital identifier transmission from apps played by preschool-
aged children. Children raised by parents without advanced
degrees showed 2 to 3 times higher rates of identifier trans-
missions to third-party domains. Older children also showed
a significantly higher number of data transmissions to more
third-party domains. These associations were partially ex-
plained by the fact that these children played a higher num-
ber of apps, but they may also be playing apps with less age-
appropriate design or more data trackers.

Two-thirds of the apps we tested showed transmission of
identifiers to third-party domains. The most commonly trans-
mitted identifier was the advertising ID, which is used to cre-
ate advertising behavioral profiles of users. Although the ad-
vertising ID is technically resettable, this requires technical
knowledge that children (and their parents) likely do not have.
Other persistent identifiers traceable back to the user include
the Android ID, email address, Wi-Fi or router information
(which can be used to identify location), and geolocation data.
These types of data transmissions were more common in apps
used by children with their own mobile devices due to the

JAMA Pediatrics December 2020 Volume 174, Number 12

higher number of apps installed. In this cohort, children with
their own mobile device also played a higher number of gen-
eral audience apps (eg, Subway Surfers, Color Road), which may
not comply with COPPA. However, it is also possible that par-
ents who allow their child to use their mobile device are not
aware of when their child uses general audience apps.

Our findings build upon prior large-scale static!! and
dynamic'? app analyses showing widespread collection and
sharing of device-based identifiers by apps marketed to chil-
dren. In addition, our results suggest that general audience apps
need to consider their child audiences. For example, some chil-
dren in our study used apps that transmit geolocation data,
such as the McDonald’s app, and games such as hole.io and
SpeedBall. Children may easily download general audience
apps from Google Play when parental controls are not en-
abled. Itis also possible that children install adult-directed apps
through advertisements that appear in children’s apps,'° where
they can easily be clicked and installed.

Understanding the extent of digital data collection from
children is important for several reasons. Children’s privacy is
listed under the United Nations Convention on the Rights of
the Child and is recognized within digital contexts by policy
experts!” and the American Academy of Pediatrics.'® Al-
though it may be more intuitive to parents to protect their
child’s location and contact information data, there are other
aspects of digital privacy. Digital profiles constructed through
patterns of digital behaviors linked by device identifiers may
identify child vulnerabilities that could be exploited®—such as
impulsive gameplay behavior or demographic inferences—
that could be used to advertise unhealthy products or encour-
age more purchases. These vulnerabilities may be more diffi-
cult to protect when parents have lower educational attainment
and digital literacy.!>!4

App developers and platform designers play an impor-
tant role in reducing or eliminating digital identifier collec-
tion (ie, data minimization) because the types of persistent
identifiers that track users across apps are not needed for the
types of analytics that help apps function better. For ex-
ample, PBS KIDS apps create a novel hashed identifier for each
user that cannot be traced back to their identity or across other
apps but allows tracking of app functioning and use (inter-
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view with PBS KIDS staff, September 2019). The Google Play
store has recently strengthened privacy guidelines for appsin
the DFF section (eg, not collecting location data), but data mini-
mization standards have not been implemented. More than half
of the DFF apps in our analysis collected and shared device
identifiers.

Without design and regulatory frameworks that make data
minimization and digital privacy the default, parents must con-
tinue to act as gatekeepers of their children’s online privacy.”
However, adults often have inaccurate understandings of the
internet!® and online data flows.® Although many parents ex-
press concern about their children’s digital privacy, most
have limited knowledge of privacy practices, such as those
described by privacy policies,” which can be difficult to
decipher.2° Until data collection and sharing practices are trans-
parent, parents may wish to install apps from trusted devel-
opers (eg, PBS KIDS), learn more about digital privacy from
resources such as Common Sense Media, or look up the
data collection practices of apps on databases such as
http://search.appcensus.io.!?

Limitations

This study has several limitations. For children with shared de-
vices, we relied on parents reporting which apps their child
typically uses, which may have been inaccurate. In addition,
we only examined data collection practices of apps played on
Android devices. Our results cannot comment on the privacy

Original Investigation Research

behaviors of apps on the Apple App Store, which has recently
strengthened its requirements regarding privacy in chil-
dren’s apps?! but only make up about 20% of the mobile plat-
form market share. Although we conducted multiple runs to
detect data transmissions, we may have underestimated the
true extent of identifier transmission because our method
might not imitate all user interactions. In addition, some trans-
missions were to analytic companies, such as Crashlytics, and
therefore may not be used for behavioral advertising pur-
poses; however, the most common third-party domains in this
study provided advertising-related services (eTable 3 in the
Supplement). Because of frequent changes to app code, de-
velopers, and privacy policies, app analyses are a moving tar-
get, which is a general limitation of app analysis research.

. |
Conclusions

This study examined data collection and sharing practices of
apps played by preschool-aged children and tested differ-
ences by child characteristics. Our findings suggest that the col-
lection and sharing of children’s data are highly prevalent, and
disparities exist by parent education. These results highlight
the need for comprehensive testing of app and platform data
collection practices by regulatory bodies so that updated pri-
vacy legislation can be crafted that adequately protects chil-
dren’s rights in the modern digital environment.
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