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carriers will not route these calls. Instead, carriers will loop sound

recording of instructions to notify users of the correct emergency

numbers in China. In contrast, call requests to 110/119/120 will

be successfully routed if normal Setup initiates them. At a glance,

such a scheme is backward compatible with the legacy emergency

processing system, while it does also łrespond tož the Emergency

Setup signaling to some extent. This setting has been inherited by

3G/4G networks and is still active today.

We therefore speculated that when the victim dialed 120, the

Meizu MX6 falsely initiated the call with the Emergency Setup

signaling and was thus rejected by Chinese carriers.

Step 3: Testbed Reproduction.We reproduced the seed by using

the same model UE with the same ROM. MX6 supports two ma-

jor Chinese carriers. We dialed all emergency numbers with their

SIMs under both the normal and the emergency panels. Calls from

MX6 could not be successfully routed to PSAPs under any of these

situations. Packet sniffer tools showed that MX6 used Emergency

Setup to initiate these dials. We also used other UEs to initiate calls

to 110/119/120 with Emergency Setup. All of them failed. These

experiments proved that our seed reasoning is correct.

3.3 Stage II: Specification

Step 4: Prior Knowledge Specification. Following the idea of

the seed-assisted specification, we exploited the prior knowledge

to decide whether to keep, drop, or abstract a procedure or sub-

procedure. Specifically, we are focusing on availability and security

issues surrounding emergency call systems. From the seed, we

learned that the most critical problem is related to routing: whether

an emergency call can be routed and how exactly it is routed. The

whole routing process is decided by the NAS (non-access stratum)

layer protocol, which manages the communication session between

the UE and the network [8, 9]. Procedures on the NAS layer depend

on the bearers established on the RRC (radio resource control) layer

[5]. However, we were not interested in modeling the RRC layer as

any call will fail if the RRC layer fails.

Among all procedures on the NAS layer, call control procedures

are most important. Meanwhile, the attach procedures are closely

related to call control procedures. For instance, attach status and ses-

sion contexts will afterward impact call setup and connection. The

other procedures, such as handover procedures, detach procedures,

and identification procedures, do not have a direct impact on rout-

ing an emergency call. Therefore, the details of those procedures

were abstracted away. We kept the skeletons of those procedures

to ensure our model can still depict the whole call process.

We further analyzed in detail the call control and the attach

procedures. The seed suggests that problems are likely to occur

on occasions that normal procedures and emergency procedures

are different. So, we distinguished the details that make normal

and emergency calls different. For example, the available services

are different depending on if the UE is attached to the network

in emergency mode; the routing process and the response of the

network are different depending on if the UE sends the call request

in emergency mode.

We built our formal model in TLA+ [37]. The model has two

major components: the UE and the network. Both components are

flattened to avoid the hierarchical network structure between layers.

A message channel synchronizes their interactions. A total of 36

configurable variables are included in our specification. Behaviors

of the model are characterized by 20 TLA+ procedures. The original

model with no constraints yields 10.59 billion distinct states and

has a maximal diameter of 26 transitions from the initial states.

The open-sourcemodel, as well as correspondingmodel checking

and counterexample interpretation utilities, are available online.1

Step 5: Property Extraction. There are two major categories of

properties: safety and liveness. Safety checking can guarantee the

system never enters designated bad states, while liveness checking

is typically used to check availability.

We elaborated the requirement that emergency calls should be

routed to correct PSAPs with a Liveness Property 𝜙1: If a user dials

a local emergency number in China, the call should eventually be

routed to the corresponding PSAP. It states the basic availability

requirement for emergency call systems in both 3GPP protocols

[6, 10] and telecommunication regulations of China [42, 43].

We also detailed a Safety Property 𝜙2: Any call should not be

routed to a non-corresponding callee. It has two implications. First, a

call initiated by Emergency Setup shall not be routed to non-PSAP

destinations. It eliminates the chance of adversaries leveraging

emergency call privileges in normal dials. Second, a call made to

a normal number shall not be routed to PSAPs. It prevents the

possibility that emergency call systems interfere with normal calls.

Step 6: AdaptiveModel Construction.We have found that using

only the protocols is insufficient to discover or reproduce vulnera-

bilities in real, deployed systems. In many situations, a pitfall can

only be reproduced on certain UEs and carriers. Their specific con-

figurations should be modeled asmodel constraints. A formal model

built on protocols is usually broad and lacking these details. There-

fore, it is important to augment information from other sources to

a general model.

First, it is necessary to locate the key configurations which can

affect the łseedž problem. After Seed Collection and Seed Reasoning,

we can locate a couple of key factors. Their assignments are deter-

mined by the literature survey, code analysis, or measurement. Next,

if the model checking result is non-deterministic on the model, it

usually indicates some key variables are missing. We should refine

the model further.

Specifically, a UE can be considered to be one instance of the

protocols. Following this idea, we analyzed the source files related to

the telephony functionality from the Android Open Source Project

(AOSP) [28] and Meizu MX6 ROMs.

Emergency calls have many privileges defined by the protocols,

such as authentication-free registration and toll-free. Nevertheless,

all of them rely on the configurations of carriers. Some detailed con-

figurations of carriers were acquired indirectly from packet sniffing.

We used QxDM [49], MTK Catcher [41], and MobileInsight [40] to

sniff packets going between UEs and carriers. For directly testing a

particular response, we programmed our UEs to send correspond-

ing requests. For example, we programmed a UE without a valid

subscription to test how carriers respond to an emergency attach

request. Other configurations were partially inferred from the pub-

licly available documentation by solution providers, i.e., Cisco and

Huawei [17, 18, 31]. In this paper, we denote the original model

1https://github.com/FormalCellular/EmergencyCall
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asM, and the adapted model asM∗. More details about model

construction are elaborated in ğ4 and ğ5.

3.4 Stage III: Verification

Step 7: Formal Verification.Model checking was executed with

TLC [64] on an 8x3.6GHz machine with 64GB of RAM. Verifying

the 4 failures took 195, 248, 694, and 328 seconds, respectively, while

finding the 2 attacks took 508 and 309 seconds, respectively.

Step 8: Counterexample Interpretation. We took different ap-

proaches to interpret the counterexamples found by availability

analysis (ğ4) and security analysis (ğ5). For availability analysis,

we kept asserting that 𝜙1 fails. Assignments to configuration and

condition variables were refined until we found the root cause of

one issue. For security analysis, any violation of 𝜙2 could constitute

a potential attack.

Step 9: Testbed Validation. For availability issues, we simply

verified them with off-the-shelf UEs and real-world carriers. For

potential attacks, we constructed a threat model and evaluated their

feasibility using our hardware testbed.

ğ4 and ğ5 provide more details about the verification stage. In

ğ4, we use our formal model to systematically study the emergency

call availability issues in China. In ğ5, we augment system configu-

rations of U.S. carriers as model constraints and discover security

vulnerabilities on them.

4 AVAILABILITY STUDY: ROUTING
FAILURES OF EMERGENCY CALLS

We explain our methodology for failure discovery in ğ4.1. We found

4 emergency call failure scenarios in China. These scenarios are

elaborated and discussed in ğ4.2.

4.1 Failure Discovery

The purpose of availability checking is not just to point out that

there exist failures in some scenarios. Rather, it attempts to under-

mine the essential causes of the failures.

Initially, our model is augmented by the system constraints of

carriers in China (Step 6). Here is how it looks like:

o

Δ

= ∧network_route_with_number_or_type = number

∧network_emergency_numbers = {110, 119, 120}

∧...

which says the network routes calls based on the callee number

instead of the Setup message type; the network only recognizes

110,119,120 as emergency numbers.

Besides, the behavior of the model also depends on a set of

condition variables, c, which is the abstraction of a scenario. For

example,

c

Δ

= ∧ ue_sim_present = False (c1)

∧ ue_screen_locked = False (c2)

∧ user_dial_panel = normal_panel (c3)

∧ ...

The values of condition variables keep unchanged after model

initialization. These values contain the root cause of a failure when

the model violates properties.

Our initial liveness property, 𝜙1, states that: If a user dials a local

emergency number in China, the call should eventually be routed

to the corresponding PSAP. The strengthened negation of it, 𝜙∗
1
,

becomes: If a user dials a local emergency number in China, the

call should never be routed to the corresponding PSAP. If 𝜙∗
1
is true,

𝜙1 should definitely be false. Checking the correctness of 𝜙∗
1
has

several benefits. i) 𝜙∗
1
is now a safety property, which significantly

benefits the execution time of the model checker. ii) By checking

the safety property, we can avoid finding infinite loops in the model.

Trivial loops in some local procedures can thwart liveness checking,

e.g., the case that users keep dialing and hanging up; safety checking

can bypass such problems. iii) Most importantly, only then are we

able to find the root cause, which always leads to emergency call

failures.

We start by searching for a full assignment to all condition vari-

ables, c = c1 ∧ c2 ∧ · · · ∧ cn , and query the model checker on

modelM∗ for 𝜙∗
1
. In practice, we can find such an assignment that

satisfies 𝜙∗
1
from our insights. But the assignment is indeed the

smallest cube, which leads to a very narrow real-world scenario.

Then we attempt to remove a ck from the current cube c. It can

be removed if the cube after removal still satisfies 𝜙∗
1
. The process

terminates when no more condition can be removed. The resulting

cube, c∗, which describes an essential condition of a failure, is called

condition core.

Then the condition core is ruled out from the model:M∗ ←

M∗∧¬c∗. We iterate on the process in the last paragraph to extract

the next condition core.

The order of removing ck can decide the result of the current

condition core. However, will the order of removal impact the set

of found condition cores? No, because the other condition cores

can still be found later, as any state s ∈ ¬c∗ is guaranteed to satisfy

𝜙∗
1
and violate 𝜙1.

4.2 Failure Scenarios

We found 4 meaningful scenarios that an emergency call cannot

be routed to a PSAP, denoted as F-1 , F-2 , F-3 , and F-4 . We

have provided a summary of condition cores and their real-world

interpretations in Table 1. All these scenarios are public unaware-

ness, while F-3 and F-4 are unknown to carriers. Note that, we

do not claim the search for failure scenarios is exhaustive.

F-1 : A call made in China cannot be routed to a PSAP if no SIM

card is present.

Explanation: Chinese cellular network carriers refuse to route a

call with the Emergency Setup signaling. In the case that no SIM

card is present, UEs will stay in limited service state [5] and can

only provide łemergency calls onlyž service. Those calls initiated

by Emergency Setup cannot be successfully routed to PSAPs in

China.

Our experiment shows that all GSM/3GPP UEs we have tested

fall into F-1 (Table 2). We are not able to control the exact carrier

a UE attaches to, as no SIM card is present. Therefore, we perform

our testing in multiple locations in three different cities.

PublicUnawareness:We initially thought F-1 is common knowl-

edge to the public. After seeing discussions online and surveys

300



MobiSys ’21, June 24śJuly 2, 2021, Virtual, WI, USA Kaiyu Hou, You Li, Yinbo Yu, Yan Chen, and Hai Zhou

Table 1: Four scenarios of emergency call routing failures in China. (found via TLC, verified in the real world)

Failure

Scenario

SIM

Inserted
Roaming Localization

Voice

Subscripted

Dialed from

Normal Panel

When an emergency number is dialed in China:

This call would fail to be routed to a PSAP if ...

Affected

UEs

F-1 ✗ - - - - No SIM is inserted in the UE. All

F-2 ✔ ✗ ✗ - - The UE is not localized correctly. Partial

F-3 ✔ (✔) - ✗ - The SIM does not have a valid subscription. All

F-4 ✔ ✔ - (✔) ✗ The User dials from the emergency panel. Partial

"✔", "✗", "-" indicate True, False, no restriction, respectively. "(✔)" indicates no restriction but only a True value makes the case non-trivial.

Table 2: F-1: Availabilities for GSM/3GPP UEs to dial emer-

gency numbers when no SIM card is present.

Number 110/119/120 112/911

City Beijing Hangzhou Wuhan Beijing Hangzhou Wuhan

Available ✗ ✗ ✗ ✗ ✗ ✗

offline, we believe a vast majority of the public holds the opposite

opinion.

This wrong impression might be due to the following reasons: i)

most people do not have a real experience of dialing an emergency

number; ii) UEs will show łemergency calls onlyž on screens when

users remove their SIMs, which misleads people that łemergency

call is availablež without SIMs.

F-2 A call made in China cannot be routed to a PSAP if the UE

does not have correct localized configurations.

Explanation: Initially, UEs could not identify local emergency

numbers, e.g., 110/119/120. Hence, when the UE was in a geographic

region where the subscribed carrier provides no coverage, the UE

could not utilize emergency channels from other carriers. To solve

this problem, starting from the era of 3G, 3GPP requires carriers

around the world to store emergency numbers of home countries in

SIMs [4]. Since then, UEs can recognize local emergency numbers

when local SIMs are inserted.

This requirement negatively impacted the cellular emergency

call system in China. Before that requirement took effect, a call

to emergency numbers of China was made through normal Setup

and could then be routed to PSAPs. However, after UEs identify a

dialed number as the emergency number, this call is initiated by

Emergency Setup and then fails in China. Consequently, UE device

manufacturers have to take some compromised solutions, called

localization in this paper.

Localization: We unpacked several ROMs of Android UEs that

did not fall in F-2 and investigated their source codes. We will

summarize our findings in the following. When the UE identifies

that the user is dialing an emergency number of China and the UE

is attached to a Chinese carrier, the Android operating system (OS)

will display łemergency dialingž on the screen. Meanwhile, the OS

will command the hardware to make a call through normal Setup.

Different UE device manufacturers have their own implementa-

tions of this idea. Code 1 is a segment from the ecc_list.xml file of

the Xiaomi Redmi 6A. The localized Android OS queries this file

after the emergency number identification process. As shown in

1 <!--Condition: there are following values:

2 - 0: ecc only when no sim

3 - 1: ecc always

4 - 2: show ecc but send as normal -->

5 <!-- Add for China CTA -->

6 <Ecc="110" Condition="2" Plmn="460 FFF"/>

7 <Ecc="119" Condition="2" Plmn="460 FFF"/>

8 <Ecc="120" Condition="2" Plmn="460 FFF"/>

9 <!-- 3GPP 22.101 -->

10 <Ecc="112" Category="0" Condition="1" />

11 <Ecc="911" Category="0" Condition="1" />

Code 1: F-2: Excerpt of ecc_list.xml from Xiaomi Redmi 6A.

Condition 2 is enforced when attached to a Chinese carrier

(MCC 460) and dialed number 110/119/120 (L6-L8).

this segment, if the UE is attached to a PLMN2 in China (MCC 460)

and the dialing number matches any of the three entries (L6-L8),

the system will enforce condition 2, sending normal Setup for this

call. However, this solution has nothing to do with F-1 , because

normal Setup is disabled when the SIM card is not present.

The default AOSP source code does not provide this special mod-

ification. Therefore, UEs using default AOSP or making mistakes

in implementation (the seed case) are not correctly localized. Emer-

gency calls from them cannot get routed in China. Public news

shows that almost all major UE device manufacturers have made

mistakes similar to the seed case one after another in the past

decade.

F-3 A call made in China from a roaming UE cannot be routed

to a PSAP, if the UE does not have a valid subscription.

Explanation: If a foreign SIM card is present, it is possible for

the roaming UE to pass the authentication and then attach to the

network. An emergency call can still not be made as normal call

service is unavailable without a valid subscription. It means any

users who have not activated their roaming services beforehand

have no access to emergency call service in China. This scenario

also applies to roaming UEs with the data-only roaming plan [51].

As opposed to F-1 , roaming UEs fell in F-3 can use keys stored

in the SIMs to authenticate partnered carriers in China.

We tested SIMs from four major U.S. carriers3 (Table 3). Among

them, UEs with SIMs from carrier US-V can attach to carrier CN-

T’s network without activating roaming services. Emergency calls

made from none of them can be routed.

2PLMN (public land mobile network) consists of an MCC (mobile country code) and
an MNC (mobile network code), corresponding to a carrier.
3The four major carriers in the U.S. are AT&T (US-A), Verizon (US-V), T-Mobile (US-T),
and Sprint (US-S). The three major carriers in China are China Mobile (CN-M), China
Unicom (CN-U), and China Telecom (CN-T).
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emergency attach: Yu et al. [63] proposed a method that can force

a UE to set up emergency attach procedures. Emergency attach

procedures have the privilege to skip authentication. In this case,

the Attach Accept message is not encrypted, and the local emer-

gency number list can be forged into it. iii) Malicious Wi-Fi and fake

DNS: 3GPP has allowed interconnections with non-3GPP access

networks. Specifically, local emergency numbers can be provided

through DNS queries within non-3GPP access [3]. By setting up

a malicious Wi-Fi AP and forging fake DNS responses [52], fake

local emergency numbers are then pushed to the victim UE. In

the emerging 5G, such non-3GPP interconnections can be more

prevalent.

Limitations of the Attacks. We noticed a misimplementation on

Qualcomm SoCs (System-on-Chips): they truncate an emergency

number of more than 6 digits to its first 6 digits. The protocol does

not limit the length of each emergency number in the local emer-

gency number list. Although most common emergency numbers

are 3 digits long, longer emergency numbers are widely used for

some special local services, such as maintain rescue and marine

guard. It is indeed a bug and a violation of clearly defined protocols.

However, this bug does weaken the effect of our attacks on those

UEs using Qualcomm SoCs. The misimplementation only happens

to Qualcomm SoCs. Huawei and MediaTek SoCs do not truncate

emergency numbers.

The carrier US-II has local emergency number list IE in the Attach

Accept message with 911 in it; even 911 is a 3GPP fixed emergency

number. Because of this setting, US-II can sometimes escape from

the proposed attack depending on the message pushing frequency

and mechanism.

6 RECOMMENDATIONS

We propose a solution addressing all failures and attacks in ğ6.1

and show its correctness in ğ6.2. In ğ6.3, we argue that lacking

regulations or financial stimuli is another factor for the prevalent

weaknesses in emergency call systems.

6.1 Proposed Technical Solution

We devise a solution consisting of 4 stages. It will be the carriers’

responsibility to take these actions. The overhead of the solution is

marginal.
1○ Pushing Local Emergency Number List. We suggest that all

official local emergency numbers should be included in the local

emergency number list. Pushing this list to serviced UEs shall be

mandatory for carriers. A list containing 3 emergency numbers

only takes 12 extra Bytes during attach procedures. Upon receiving

the correct list, the malicious list pushed by the adversary will be

overwritten.
2○ Accepting Emergency Setup. Following the discussion above,

all emergency calls that distinguishable by UEs should always raise

the Emergency Setup signaling instead of the normal Setup sig-

naling, to indicate the case of emergency. Hence, it is the carriers’

responsibility to handle Emergency Setup properly. On the other

hand, it is favorable that carriers can route calls to local emergency

numbers sent through normal Setup properly in cases UEs can-

not detect them. Besides, carriers should allow emergency attach

regardless of the subscription status of UEs.

3○ Emergency Numbers in SIMs. A traveler just roamed to a new

country may not know the local emergency numbers there. Instead,

she may dial an emergency number in her home country. If the

home emergency numbers are hardcoded into the SIM issued by

her home carrier, the UE will deem them equivalently as other

emergency numbers. Local carriers can handle these calls properly

by following the routing indications from her home carrier [6].
4○ Filtering Non-emergency Numbers. Making an emergency call

is a privilege and can bypass authentications of users to UEs or

of UEs to networks. Only emergency traffics should be allowed

on the emergency channel. Network carriers should apply filters

to block other traffics on the emergency channel. A possible way

would be binding the filtering rules to the location: only calls made

to the fixed, local, or home emergency numbers are allowed to be

routed to the corresponding PSAPs, while other calls initiated by

the Emergency Setup signaling should be rejected.

6.2 Correctness of the Proposed Solution

We show the correctness of the proposed technical solution in

principle, by our formal model, and by the testbed.

F-1 / F-2 : Now that carriers correctly route Emergency Setup,

users in these scenarios can access the emergency service. Such an

improvement is also backward compatible with already localized

UEs because carriers are still able to handle emergency requests

initiated by normal Setup.

F-3 / F-4 : According to our solution, UEs download the local

emergency number list when they attach to the network. As a result,

the local emergency number identification is available. Users can

now dial local emergency numbers nomatter on the normal panel or

the emergency panel. Besides, calls to emergency now can be routed

to PSAPs, no matter roaming users dial home or local emergency

numbers.

Attack-1 : The adversary now cannot successfully dial any nor-

mal numbers from the emergency panel because of the added filter

on the network side. Notice that there are no additional benefits for

the adversary to dial an emergency number from the emergency

panel.

Attack-2 : Pushing the correct local emergency number list can

overwrite the previously stored malicious list. In addition, the non-

emergency filter rejects calls to PSAPs with normal numbers. It

solves the potential DDoS threat to PSAPs.

We translated the solution into formal conditions. TLC proved

that under these conditions, availabilities of emergency calls are

now maintained in the 4 failure scenarios, and the 2 attacks are no

longer possible. Please note, a formal specification cannot capture

all information of real-world systems, so such a correctness proof

is not complete. As a matter of fact, an interruption that happened

to the physical layer can cause interruptions on any upper layers.

We also implemented a prototype on our testbed. Under the pro-

totype, none of those availability issues and attacks can still affect

the emergency call system. Nevertheless, as our testbed does not

have the same capabilities to a real-world carrier, emergency calls

on the testbed cannot really be routed to local PSAPs. We are col-

laborating with corresponding carriers regarding the deployment

of the complete solution.
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6.3 Social Economic Solutions

Cellular emergency call systems are technically complicated, yet

this does not explain the extreme prevalence of attacks and reliabil-

ity issues of these systems. We believe the root cause is the lack of

motivation for carriers. Emergency call services are free of charge

for end-users, which means the carriers may not put enough effort

into testing and improving them. For those users who do not have

a valid subscription or their subscribed carrier has no service in

that region, it is even impossible for them to accuse other carriers.

We argue that cellular network features, which have high social

impacts but make no profits, e.g., emergency calls, shall be seriously

considered and clearly defined by protocol designers. It is the social

responsibility of the protocol committee to the public. Meanwhile,

stronger regulations by authorities are also critical in solving this

problem.

7 SEED-ASSISTED SPECIFICATION

We summarize all steps in the framework of the seed-assisted speci-

fication method in this section.

Stage I. Insights

Step 1: Seed Collection. A seed is an exposed issue on a security-

critical system. In this step, all relevant information about this

issue should be collected, such as the course of events and the

circumstancewhen it happened. It can be collected from sources like

official disclosures, news reports, and related protocols. In addition,

specific modeling information is of great interest, including the

system configurations, initial conditions, and execution procedures

that lead to the issue.

Step 2: Seed Reasoning. The related parts in protocols should be

looked through to find the execution path that raises this exposed

issue. Although a protocol usually suggests a broad implementation

and configuration space, the information in Step 1 can help us to

determine those configuration assignments. Sometimes, real-world

measurements and investigations are also essential to portray the

execution path. Reasoning can also help distinguish the essential

procedures causing the issue and how they correlate to the whole

system.

Step 3: Seed Reproduction. If the seed reasoning is correct, it

would be possible to reproduce the security issue on the testbed. To

simulate the real-world system, the test environment needs to be

augmented with the configuration assignments. If the issue cannot

be reproduced following the reasoning, the reasoning result in Step

2 needs to be revised.

Stage II. Specification

Step 4: Prior Knowledge Specification. With the prior knowledge

from Stage I, the security researcher can then specify the model,

M, in the appropriate level of granularity. Instead of building a

model for the whole protocol with all possible details, we suggest

limiting the scope to just explore the similar security issues and only

expatiate related state transactions. Nevertheless, the specification

should follow the protocols and provide flexibility to support all

the possible options provided by the protocols.

Step 5: Property Extraction.Model checkers can verify whether

M satisfies a given security property 𝜙 :M |= 𝜙 . 𝜙 can be extracted

from either the protocols or regulations and should be able to reveal

the execution path of the seed issue. In other words, the seed is a

violation of 𝜙 . One can also extract other security properties to find

other vulnerabilities.

Step 6: Adaptive Model Construction. We treat the real-world

system configurations collected from Step 1 as the observed model

constraint, o. The adaptive modelM∗ is then the conjunction of

M and o. This step assures the security issues reported byM∗ to

be practical for the real-world system. The general specificationM

can be reused on other verification tasks to the same protocol by

re-applying model constraints with the configurations from other

implementations. The benefits of adaptive model construction are

more than being accurate and being universal for the model. The

construction can also control the size of searching space for model

checkers, reducing the execution time of verification.

Stage III. Verification

Step 7: Formal Verification. The verification problem is to check

whetherM |= 𝜙 holds. If it does, the model checker returns with

no counterexamples. Otherwise, it returns with a counterexample

𝜋 , which is a trace of state transitions. The initial condition, c, can

be extracted from the first state.

Step 8: Counterexample Interpretation. Not all counterexamples

are feasible and meaningful. To interpret and reproduce a coun-

terexample, it needs a decomposition of the counterexample into

procedures, and then needs a close look into every procedure. If

a 𝜋 can be interpreted and reproduced without external interven-

tion, we conclude it is a failure. If it is not a failure, but we can

assume a reasonable attacker to practice the external intervention,

we conclude it is an attack.

Step 9: Testbed Validation.We should try to reproduce each fail-

ure or attack that is potentially feasible on the testbed. If it is

not reproducible, it means either we have mistakes or have over-

approximation in our specification, leading to a false-positive coun-

terexample. In both cases, we need to go back to the specification

stage to revise the model and rerun verification. Finally, all failures

and attacks reported by the model checker are valid in the real

world.

Any systems characterized by human-language-based standards

or protocols can benefit from our proposedmethod because inappro-

priate granularity and misrepresentation are inevitable in applying

formal analysis. Therefore, the proposed method can be generalized

to verify other security-critical systems and infrastructures [16],

such as smart grids [53], intelligent transportation systems [62],

and critical financial services [22]. In these systems, even small

issues can have widespread consequences. In-depth investigations

are always desired, including building formal models, running for-

mal verification, and reasoning about deployed systems to reveal

potential vulnerabilities.

8 DISCUSSIONS AND ETHICAL
CONSIDERATIONS

Protocols. We limit our study to the GSM/3GPP series cellular

network protocols. In reality, 3GPP protocols have become the de

facto and are the only solution for the 4G and the emerging 5G. The

CDMA/3GPP2 series protocols have been announced their ending

in the 3G era [11]. In the era of 2G/3G, 3 major carriers in China

and the U.S., namely CN-T, US-V, and US-S, support CDMA, while

all others support GSM/3GPP. Nevertheless, those three have also
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converged to GSM/3GPP series protocols in the era of 4G/5G and

announced to terminate CDMA supports recently [56, 61].

UEs. CDMA based networks do not use the 3GPP Emergency Setup

signaling. We noticed some UEs with only CDMA support can

successfully connect to PSAPs in China without a SIM inserted.

However, the problem remains for all UEs that are compatible with

both GSM and CDMA networks (include a vast majority of UEs

on the market). Details about how the emergency call works for

CDMA are out of the scope of this paper.

Thanks to the AOSP project, for android UEs, we can investigate

the source code to cross-validate the correctness of our findings

from measurement and formal verification. The same methodology

does not apply to Apple iPhones.

Ethics Concerns. Our work does not present ethical issues as we

handle neither personal data nor human subjects. We run attack

experiments in a responsive and controlled manner. All UEs and

SIMs are under our control. Only UEs with our customized SIMs

inserted can attach to our station.

9 RELATEDWORK

9.1 Formal Methods on Cellular Networks

Various formal verification techniques have been applied to security

research on cellular network protocols and systems. We classify

them into three categories.

Model Checking verifies correctness properties by exhaustively

traversing the state space. Several previous works [32, 59, 60] have

examined the security issues in 4G protocols with modern model

checkers. Tu et al. [59, 60] focused on the reliability problems in

protocol interactions. Random sampling was performed over all

scenarios to cover a full permutation of usage scenarios in inter-

action space. Hussain et al. [32] exploited vulnerabilities in the

NAS procedures by abstracting and modeling NAS protocols. Their

framework, LTEInspector, does not cover the emergency call systems

with proper modeling granularity, and thus cannot find failures and

attacks reported by this paper. Both of them rely on manual model

construction, using lots of standard documents as references.

The whole state space may be prohibitively large, especially for

those systems involving cryptographic algorithms. The Symbolic

Analysis employs predefined reduction rules to save efforts in ver-

ification. A lot of works [1, 12, 14, 20] applied modern symbolic

provers, like ProVerif [15] and Tamarin [13], on AKA protocols used

in 3G, 4G, and 5G. Nevertheless, cryptography-related procedures

constitute only a small portion of cellular network protocols, and

these methods cannot be generalized to other procedures.

Software Analysis aims to directly verify the implementations,

as that can save time and efforts of building a model manually. For

instance, Pi et al. [48] extracted binary codes from a Qualcomm

baseband and performed static analysis and debugging. Yu et al.

[63] ran software model checking on open-source cellular protocol

emulators. However, one implementation is only a single instance

of the protocols, so it can not reflect other implementations. In com-

parison, our approach is based upon protocols. It targets problems

on a higher level and can be adapted to many instances.

9.2 Security of Emergency Call Systems

Emergency call systems have many privileges; they also have large

impacts on society. Nevertheless, to the best of our knowledge,

there is currently no work that formally analyzes the correctness

or finds vulnerabilities of emergency call systems on either their

designs or implementations.

Authorities usually make orders and standards to enforce local

carriers to provide emergency call services. For example, FCC, the

communication authority of the U.S., has issued orders [23, 24] to

specify the requirements of wireless 911 calls. Ministry of Indus-

try and Information Technology, the communication authority of

China, has also published industry standards [42, 43], requiring the

connectivity of emergency calls under the no-SIM condition. These

documents, however, are more concentrated on functionalities than

the security aspects of the system. Besides, these documents may

state at a very high level, becoming ambiguous and incomplete.

Not much research literature focuses on emergency call sys-

tems. RFC 5096 [57] summarized the security threats that cellular

emergency call systems might encounter in a conceptual manner.

However, no concrete attacks or defense approaches are discussed

in it. The chance of the DDoS attack on 911 services by leveraging

the anonymity privilege has been mentioned in [29, 46]. Based on

the estimation in [29], with 6,000 bots, 911 emergency services

in a U.S. state can be blocked for a whole day. Rebahi et al. [50]

proposed an attack in the current 3GPP’s scheme that an adversary

can impersonate PSAPs.

The wireless emergency alert (WEA) system, also known as the

public warning system (PWS) or the earthquake and tsunami warn-

ing system (ETWS), broadcasts alert to all UEs in a geographic area.

This system is not within our research scope. It is worth to men-

tion that the message authentication of WEA has been discussed

for years [2]. However, this feature has not been fully settled in

protocols even today, leading to multiple fake alert attacks [32, 38].

10 CONCLUSION

This work concentrates on how to use formal methods on cellular

networks. In particular, we systematically explore availability and

security pitfalls in cellular emergency call systems. We demonstrate

in the paper a novel way of specification, called seed-assisted spec-

ification, which can be applied to systems described by protocols

in general. We emphasize the importance of prior knowledge in

building the model, and we explain how it helps determine the crit-

ical processes and the granularity of the model. Then we describe

how to integrate measurement results with a generalized formal

model, such that a variety of scenarios can all be verified on real

systems. From formal verification, we find 4 scenarios in China that

emergency calls cannot be routed to PSAPs. Meanwhile, we find 2

new attacks in the U.S. that abuse emergency call privileges. We

propose a unified solution for carriers. It can address the problems

we have discovered and any similar problems we can foresee.
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