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ABSTRACT
Terms of service documents are a common feature of organizations’
websites. Although there is no blanket requirement for organi-
zations to provide these documents, their provision often serves
essential legal purposes. Users of a website are expected to agree
with the contents of a terms of service document, but users tend
to ignore these documents as they are often lengthy and di�cult
to comprehend. As a step towards understanding the landscape
of these documents at a large scale, we present a �rst-of-its-kind
terms of service corpus containing 247,212 English language terms
of service documents obtained from company websites sampled
from Free Company Dataset. We examine the URLs and contents
of the documents and �nd that some websites that purport to post
terms of service actually do not provide them. We analyze reasons
for unavailability and determine the overall availability of terms
of service in a given set of website domains. We also identify that
some websites provide an agreement that combines terms of ser-
vice with a privacy policy, which is often an obligatory separate
document. Using topic modeling, we analyze the themes in these
combined documents by comparing them with themes found in
separate terms of service and privacy policies. Results suggest that
such single-page agreements miss some of the most prevalent topics
available in typical privacy policies and terms of service documents
and that many disproportionately cover privacy policy topics as
compared to terms of service topics.
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1 INTRODUCTION
Terms of service are legal agreements that describe a set of condi-
tions or requirements to which users must agree in order to use
the services o�ered by an organization. Terms of service (ToS) are
variously referred to as terms of use, terms and conditions or user
agreement. While there are no laws that require websites to post
ToS, several laws mandate these disclosures in certain cases. For
example, the Uniform Commercial Code in the USA contains re-
quirements for making written disclaimers of warranties in cases
where websites conduct commercial transactions. According to the
Digital Millennium Copyright Act (DMCA), if an online service
provider wishes to be protected from copyright infringement suits
for content posted on websites that it is hosting, then it needs to
disclose contact information to receive claims of copyright infringe-
ment. It is therefore expected that users read and understand the
ToS provided by an organisation before using the services o�ered.
Users are often faced with major challenges while reading ToS as
they tend to be lengthy and confusing. A study revealed that when
users were presented with a ToS document, they spent an average
of 51 seconds reading the document when it should have taken
them 15-17 minutes to read the document completely [7], and that
information overload was a signi�cant factor that impacted read-
ing behavior. These documents are rarely read and seldom help in
consumer decision making.

While ToS are usually posted on a website along with the website
privacy policy, to the best of our knowledge, there is no work
aimed at automatically analyzing and clarifying ToS documents.
ToS;DR is a solitary initiative towards manually annotating ToS
and privacy policies. ToS;DR aims to help web users understand
the data practices and ToS agreements of websites. However, such
manual approaches are hard to scale and annotations exist for
a very few documents. Prior e�orts in automatically analyzing
legal agreements have been mainly concerned with privacy policy
documents with several corpora [9, 10] and techniques such as
question answering [8], vagueness detection [4] and detection of
compliance issues [11] used to simplify privacy policies.

We therefore analyze ToS documents using topic modelling and
build a large corpus to aid the application of natural language
processing techniques in automatically simplifying ToS documents.
Additionally, we estimate the availability of ToS documents on
the web. Often, ToS documents are unavailable on websites. They
might be presented as a link on the website, purported to lead to
a page containing the document, but fail to ful�l the request. This
presents a basic obstacle to notice and choice, with possible legal
implications for the website operator. Understanding the types of
unavailable documents, their frequencies , can help regulators and
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Figure 1: Document collection and classi�cation pipeline for ToS

legal experts address the problem of unavailability and help users
to make informed decisions.

We make the following contributions:
• We build the �rst large scale ToS corpus, containing 247,212
English language documents.1

• We estimate the overall availability of ToS documents.
• We conduct topic modelling and identify the various topics
in ToS documents.

2 DOCUMENT COLLECTION
Weused a list of company domains from the Free CompanyDataset2
provided by People Data Labs. The dataset is a collection of over
7 million global companies and their information. Our initial in-
vestigation of ToS indicated that not many company websites had
the document. However, the ToS is necessary since the document
delineates a set of conditions to which website users have to agree
in order to use the services o�ered. We observed that company
domains with a privacy policy were more likely to have ToS docu-
ments. In a random sample of 50 domains with at least one privacy
policy in the data set, 50% (25) had the ToS document. Since the
websites were obtained from a corpus of companies, and since
privacy policies are used to educate users about companies’ data
practices, we assume that those websites that have privacy policies
also provide goods or services to consumers. It would therefore be
reasonable to expect those websites that have a privacy policy to
also have a ToS document. In order to build the ToS corpus, we
only selected company domains with a privacy policy.

Figure 1 shows the pipeline for extracting ToS documents from
company domains that have at least one privacy policy. This pipeline
was inspired from the work of Srinath et al. [9] to gather privacy
policies from the web. 599,391 unique domains from Free Com-
pany Dataset were selected that provided at least one valid Eng-
lish language privacy policy. Manual examination of 100 company
homepages revealed that a majority of ToS documents contained
a hyperlink with the keyword terms. Therefore, we used Scrapy3
to crawl the domain URLs to obtain candidate ToS documents by
searching for HTML href attributes containing the word terms after

1https://privaseer.ist.psu.edu/data
2https://docs.peopledatalabs.com/docs/free-company-dataset
3https://scrapy.org/

case folding the characters. A total of 284,818 URLs were success-
fully crawled from 261,885 domains. We refer to these as candidate
ToS as it is not determined if they are actually ToS documents. The
remainder either did not have a ToS hyperlink on the landing page,
did not qualify the URL selection criteria, had errors from crawl-
ing domain URLs (16,619) or had errors from candidate ToS URLs
(2,239). As errors from candidate ToS URLs indicate a potential
failure mode, we captured them for further analysis.

We detected the language of 284,818 successfully crawled can-
didate ToS documents using LangID [5], a language identi�cation
tool available as a Python library. It accepts a segment of text and
returns the identi�ed language of the text. It is capable of detecting
97 languages across di�erent domains. Language detection step
resulted in 99.4% (283,363) of documents in English.

We extracted the text of crawled English language candidate
ToS web pages using Boilerpipe4 [3] which is an open source tool
for boilerplate removal. To separate non-ToS, we performed docu-
ment classi�cation for which we manually labelled 1,000 randomly
selected documents with train-test sets split in the ratio 4:1. We
trained a random forest classi�er with TF-IDF features extracted
from document text after tokenization and removing stop words.
The precision, recall and F1 scores for the model are 0.935, 0.940
and 0.935 respectively. Documents with probability greater than or
equal to 0.5 were considered as ToS.

In the next step, we removed ToS documents whose domains
did not match the set of unique domains initially considered. This
was done to accurately evaluate the availability of ToS as ToS hy-
perlinks of third-party websites embedded on domain web pages
were also crawled during the crawling phase. Finally, we �ltered
near-duplicates from 248,793 ToS documents obtained from the
previous step. We �rst grouped ToS belonging to the same domain.
We then applied the simhash [2] algorithm on shingles [1] of size 3
for each document. Hamming distance between each pair of ToS
within the same domain was calculated using the simhashes and
near-duplicates were removed by choosing a hamming distance
threshold [6] of 7.

4https://github.com/misja/python-boilerpipe
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Table 1: Keywords, %paragraphs (%P) and %documents (%D) corresponding an interpreted topic in ToS as a separate agreement
Interpreted Topic Keywords %P %D
Use License content, right, user, license, create_derivative, submission, grant, distribute 4% 39%
Intellectual Property site, right, website, content, material, property, trademark, copyright 9% 67%
Payment Terms order, product, credit_card, time, credit, price, card, purchase 7% 40%
Introduction term, agreement, condition, service, provision, website, site, right 15% 75%
Indemni�cation party, third, claim, including, service, agree, o�cer_director, directly_indirectly 6% 49%
Disclaimer of Warranties site, website, service, warranty, content, information, material, link 12% 76%
Termination right, material, otherwise, content, comment, website, discretion, reserve 4% 35%
Circumstances beyond Reasonable Control customer, good, shall, seller, delivery, buyer, password, control 7% 35%
Limitation of Liability damage, loss, liability, limitation, including, direct_indirect, liable, service 5% 62%
Copyright Infringement Claims notice, email, address, communication, copyright, mail, message, mobile 3% 28%
User Eligibility service, information, user, data, access, account, website, provide 20% 71%
Dispute Resolution shall, client, arbitration, payment, court, subscription, dispute, agreement 9% 46%

3 AVAILABILITY OF TERMS OF SERVICE
DeadLinks toCandidate ToS.While crawling for ToS, we recorded
the URLs that led to error pages. Here the candidate ToS URLs that
appear to link to the ToS document produces an error page. 2,239
URLs led to error pages, out of which 2,054 had error types indicat-
ing unavailability of ToS. 94.4% (1,940) had HTTP Errors and 404 Not
Found was the most dominant error code. There were 88 instances
of DNS Lookup Error. 14 URLs referencing localhost returned Con-
nection Refused Error. 10 links had Value Error that comprised of
incorrect or misspelled URLs on the website landing page and 2
URLs returned File Not Found Error.

Non-ToS Documents. 10.7% (30,232) of the candidate ToS doc-
uments were classi�ed as non-ToS documents. On analyzing their
contents, we found that they belonged to three main categories:
pages containing glossary of terms, ToS document web pages with
no text and ToS pages that contained only the heading with empty
content in the body. This shows the existence of websites which
provide a link that navigates to a valid ToS web page without any
text, thereby implying unavailability of the document.

4 TOPIC MODELING
We obtained 247,212 unique English language ToS from a set of
582,700 domains containing at least one privacy policy. We iden-
ti�ed that in a small percentage of websites, the links to both the
privacy policy page and the ToS page led to the same web page,
implying that those websites had the privacy policy and ToS on a
single page. Based on URL comparison, we found 8,218 domains
that contained a single page containing both the documents. We ex-
plored the content of such documents to verify if all topics typically
present in a typical privacy policy or a ToS were available.

We used Latent Dirichlet Allocation (LDA), an unsupervised
approach to topic modeling that extracts the most probable distri-
bution of words into topics through an iterative mechanism. We
considered two classes of documents: (1) Documents having privacy
policy and ToS on a single page i.e. single page agreements and (2)
Documents having a separate ToS page. We took 3000 documents
of each kind and split them into paragraphs. The paragraphs were
preprocessed using a utility function in Gensim5. Additionally, stop
words were removed and bigram and trigram phrases were added

5https://pypi.org/project/gensim/

to the list of tokens. The LDA model was then applied to the prepro-
cessed paragraph texts. The highest coherence score was obtained
when the number of topics was set to 12 for both document types.

Table 1 shows the keywords and interpreted topics for documents
having ToS content only. The third column shows the percentage
of paragraphs (%P) out of 49,801 that associate to each of the topics,
and the fourth shows the percentage of documents (%D) out of
3,000 ToS that have a particular clause as given in the �rst column.
It can be inferred that the most prevalent topic is User Eligibility
(%P = 20%) followed by Introduction (%P = 15%) and Disclaimer
of Warranties (%P = 12%). At the document level, more than 70%
cover User Eligibility, Disclaimer of Warranties and Introduction
con�rming the prevalence of these topics across ToS documents.

Table 2 shows the keywords and interpreted topics for documents
having the privacy policy and ToS on a single page. The third
column in table 2 shows the percentage of paragraphs (%P) out
of 59,921 that associate to each of the interpreted topics, and the
fourth shows the percentage of documents (%D) out of 3,000 single
page agreements that have a particular clause as given in the �rst
column. The rows highlighted in gray are the topics available in
a typical privacy policy. Regarding paragraphs, we observe that
Privacy Policy Introduction (29%), Changes (11%) and Cookies (11%)
have the highest percentages and all of them are actually sections
included in a privacy policy document. This indicates the prevalence
of privacy policy topics as compared to ToS topics on single page
agreements thereby suggesting the importance of privacy policy
over ToS. On analyzing at the document level, we observe that 88%
and 77% of documents have the topics Privacy Policy Introduction
and Changes respectively, implying that a large percentage of single
page agreements cover privacy policy as compared to ToS topics.

5 DISCUSSION
Availability Analysis. ToS documents were crawled from web-
sites with at least one privacy policy and hence for our calculations,
we make the assumption that websites with a privacy policy pro-
vide some form of service to users. Hence all such websites should
be expected to have a ToS. After the crawling stage in the document
collection and classi�cation pipeline, 261,885 domains generated at
least one successful candidate ToS document. 1,960 domains gener-
ated at least one candidate ToS with dead links. Since 94.4% of dead
links to candidate ToS document returned HTTP errors, we assume

https://pypi.org/project/gensim/
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Table 2: Keywords, %paragraphs (%P) and %documents (%D) corresponding to an interpreted topic in single page agreements
Interpreted Topic Keywords %P %D
Gathering Personally-Identifying Information information, personally, user, identi�able, identifying, website, submission, comment 3% 28%
Third-Party Links and Resources party, third, website, site, content, link, service, responsible 7% 67%
Disclaimer of Warranties site, warranty, service, content, information, material, website, merchantability_�tness 8% 64%
Termination service, right, notice, resolve, arbitration, sole, discretion, reserve 4% 33%
Cookies information, website, cooky, site, service, browser, user, collect 11% 65%
Privacy Policy Introduction information, personal, data, service, provide, email, purpose, privacy 29% 88%
Intellectual Property right, content, property, material, trademark, service, otherwise, copyright 7% 55%
Changes term, service, website, site, policy, change, condition, privacy 11% 77%
Limitation of Liability shall, damage, agreement, loss, provision, liability, term, limitation 8% 61%
Indemni�cation attorney_fee, party, claim, o�cer_director, employee, hard_drive, agent, including 3% 33%
Use License & Accuracy of Materials medium, material, social_medium, social, digital, network, licensee, site 2% 27%
Payment Terms credit_card, order, payment, customer, seller, buyer, product, credit 7% 38%

that a large percentage of candidate ToS with dead links would
have actually pointed to a valid document if not for the HTTP error
on the document web page. Hence, considering websites in the data
set that have ToS hyperlink on the landing page with hyperlink
containing the keyword terms, we estimate that 0.74% of websites
contain dead links to ToS. At the end of the document collection
and classi�cation pipeline, 234,755 domains in the data set produced
at least one valid ToS document. After subtracting the number of
domains in error (16,619) from the total number of unique domains
initially considered (599,391), we obtain the number of successful
domains crawled as 582,700. Therefore, we infer that only 40.3% of
domains in the data set have a valid ToS.

Topic Modeling Analysis. On comparing single page and ToS
as separate agreements, we �nd the interpreted topics Termination,
Use License & Accuracy of Materials, Intellectual Property, Payment
Terms, Indemni�cation, Disclaimer of Warranties and Limitation of
Liability common to both. We observe that the most prevalent top-
ics in ToS documents such as User Eligibility and Introduction are
not covered in single page agreements. However, there is a signi�-
cant overlap in the topics between the two classes of documents.
We also observe that topics covered by more than 60% of ToS doc-
uments, such as Disclaimer of Warranties, Limitation of Liability
and Intellectual Property fall under the overlap. This means that
they are also available in single page agreements and results show
that close to 60% of such agreements contain these topics. These
�ndings suggest that single page agreements serve to provide most
of the information except for a handful of prevalent topics.

We compared the interpreted topics of single page agreement and
privacy policy. The topics in a privacy policy were obtained from
the work of Srinath et al. [9] in which LDA topic modeling is used to
explore the distribution of privacy practices in their corpus. In this
case, we observe that though single page agreements cover preva-
lent topics such as Changes and Cookies, the topic overlap is small
consisting of only three topics: Gathering Personally-Identifying In-
formation, Cookies and Changes. Single page agreements miss some
of the most prevalent topics or sometimes mandatory disclosures of
privacy policy such as First Party Collection, Third Party Collection,
Data Security & Contact and European Audience. The absence of
the topic European Audience indicates that templates of single page
agreements currently in use are not provide a GDPR-compliant.
Thus, with respect to privacy policy, single page agreements do not
provide su�cient information and are not very useful.

6 CONCLUSION
We built a �rst of its kind ToS corpus containing 247,212 English
language documents by crawling a set of companywebsites and pro-
cessing them through a data collection and classi�cation pipeline.
We analyzed the unavailability of ToS based on the results obtained
at di�erent stages of document collection and classi�cation pipeline.
We saw failure modes such as broken links and empty content in
the ToS document web page. We estimate that more than 50% of the
websites do not provide a ToS document. We identi�ed that some
websites navigate to the same page when users attempt to access
either the privacy policy or the ToS document. Topic modeling
results suggest that a large percentage of single page agreements
miss some of the most prevalent topics in ToS. Future work could
include �ne grained content analysis of documents based on geog-
raphy, sector of commerce etc. since disclosures in ToS heavily rely
on the jurisdiction and the type of organization.
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