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Abstract In this work, we propose a Free-Space Optical (FSO) communica-
tion system that combines chaotic communications with Quantum Key Distri-
bution (QKD) to achieve greater security and range compared to existing FSO
techniques such as N-slit interferometers. We utilize Lorenz chaotic transmit-
ter and receiver models, which are inherently auto-synchronizable, to generate
chaotic signals used as data carriers. Data is transmitted securely over a classi-
cal channel using the Lorenz chaotic communication system, while a quantum
channel is used for securely exchanging critical synchronization parameters
via a combination of QKD and public-key cryptography protocols. Because
FSO communications have been utilized by space agencies including NASA
and ESA, we provide a concept of operations for a space mission combining
chaotic communications and QKD to achieve an end-to-end encrypted Deep-
Space optical communications link. Our experimental work includes successful
real-time transmission of high-resolution single-spectral and multi-spectral im-
ages, measurement of bit-error-rate (BER) over a range of noise levels, and an
evaluation of security and robustness of transmissions with dynamic reconfig-
uration of the chaotic systems.

Keywords Chaotic Communication - Quantum Key Distribution - FSO
Security

1 Introduction

Free-Space Optical (FSO) communication is a common focus of research due
to advantages in terms of higher bandwidth, lower cost, lower mass, and
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lower power consumption compared to traditional Free-Space Radio-Frequency
(FSRF) systems [1-3]. At the physical level, the high directionality and narrow
beam widths of FSO communications make them harder to detect and inter-
cept than broadcast-like FSRF communications [4,5]. Propositions to further
enhance the security of FSO communications have usually involved multi-beam
N-slit interferometers, where the expected interference is predetermined. Us-
ing N-slit interferometer techniques, interception attempts cause the collapse
of the interferometric pattern and the distortion or destruction of the sig-
nal [6,7]. This technique has been demonstrated to work over propagation
distances of practical interest (several kilometers) [8] for terrestrial applica-
tions and estimated to work over several thousand kilometers (2,000-10,000
km) [9,10] for space applications. Interferometric techniques, however, assume
the availability of laser technology with low phase noise as well as minimal
divergence of the collimated optical beam to achieve high quality and stabil-
ity of the interference patterns. Such characteristics drive trade-offs between
security and range when using inteferometric techniques at extreme distances,
resulting in effective ranges that are too short for deep-space communication.

In this paper, we propose combining chaotic communications with Quan-
tum Key Distribution (QKD) in order to improve security and synchronization
in FSO communication. Chaotic models are attributed with particular features
that make them suitable for highly secure communications. For instance, they
display complex dynamic behaviors that are well defined, and have characteris-
tics that include broadband noise-like signals, unpredictability, and sensitivity
to initial conditions [11]. These behaviors and characteristics of chaotic signals
make data synchronization and interception by eavesdroppers very difficult.
Chaotic systems are also unstable, nonlinear and aperiodic in nature, but
they offer a wideband signal, which can be thought of as spread spectrum,
with multi-path fading resistance [12,13]. Moreover, chaotic systems can be
integrated with other formats/models such as On-Off Keying (OOK) as well
as M-ary pulse position modulation (PPM) schemes which are suitable for
deep space optical communications [14]. One caveat of chaotic systems is that
synchronization of the chaotic models requires a common set of parameters to
be shared between transmitter and receiver through a highly secure channel.
The Rivest-Shamir-Adleman (RSA) algorithm [15] is a commonly used clas-
sical public-key cryptosystem whose security depends on the computational
difficulty of factoring large integers. Quantum algorithms threaten that secu-
rity, as recent works [16-19] have demonstrated that implementations of Shor’s
algorithm [20] will be able to factor large integers efficiently with a sufficiently
powerful quantum computer. Conversely, quantum techniques like Quantum
Key Distribution (QKD) are more robust and cannot be compromised by quan-
tum computers. Any attempt at interception of the shared key destroys the
data contained in it, thereby alerting the presence of an unintentional receiver.
The unconditional security of QKD has been demonstrated in many previous
works [21-23]. Therefore, we propose a scheme that uses a QKD-like protocol
to secure the parameter synchronization in a chaotic communication system.



Combining QKD with Chaotic Systems for FSO Communications 3

Our proposed design uses transmitter and receiver models based on auto-
synchronous Lorenz chaotic systems [11] for use in FSO communications, suit-
able for both terrestrial and deep-space applications. We integrate an RSA
based QKD protocol with pre-shared Huffman codeword dictionary, to securely
communicate chaotic synchronization parameters between the transmitter and
receiver via a quantum and/or classical channel. A realistic classical channel
with Additive White Gaussian Noise (AWGN) is modeled for data commu-
nication. To minimize noise effects and improve the bit-error-rate (BER) of
transmissions, we implement digital modulation and demodulation techniques
including low-density-parity-check (LDPC) and quadrature-phase-shift-keying
(QPSK). For experimental analysis, we send high-resolution, single/multi-
spectral images encoded as binary non-return-to-zero (NRZ) data across the
FSO communication channel and recover them at the receiver end. For higher
security, the synchronization parameters of the transmitter and receiver are
dynamically reconfigured for each transmission. This dynamic scheme secures
both uplink and downlink FSO communications, which might contain control
inputs or scientific data in a hypothetical space mission. Thus, future FSO
space communications utilizing the outcome of our proposed work will allow
for secure communications at distances from Mars to the outer planets and
Kuiper belt (1.5 to 40 AU), benefiting missions such as the Ice Giants Decadal
Study [24].

This paper is an extension to our previous work [25] where the initial
scheme combining QKD with FSO communications was established, and de-
tails of that work is discussed in Section 2.3 “Related Work”. The rest of
the paper is organized such that Section 2 presents background information
and related work. Section 3 describes the proposed communication scheme in
detail. In Section 4, we provide a concept of operations for a practical space
mission. The experimental work and analysis is presented in Section 5. Finally,
Section 6 ends the paper with conclusions and future work.

2 Background and Related Work
2.1 Chaotic Communications

The system we propose leverages concepts introduced in previous works, specif-
ically those focused on chaotic communications and synchronization [12, 26—
28]. Chaotic systems, much like classical communication systems, require syn-
chronization between a transmitter and receiver in order to establish successful
communications. To recover a message in classical communications, e.g. FM,
AM, ASK, FSK, etc., the receiver tunes to a carrier signal, which is a periodic
waveform that the transmitter modulates in order to transmit information.
Chaotic systems generalize this approach, using a chaotic, aperiodic carrier
wave that offers a broad frequency spectrum over which data can be carried.
The fundamental aperiodic nature of the chaotic carrier signal does not al-
low it to be stored in the receiver as a reference signal, which is detrimental
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for coherent detection of the transmitted signal. The control and synchroniza-
tion of chaotic systems have been studied over the past two decades [26-28]
for potential applications in secure communication [12]. Pecora and Carroll in
1990 reported that certain chaotic systems possess a self-synchronization prop-
erty [26]. They proved that a chaotic system is self-synchronizing if it can be
decomposed into stable response subsystems. The stable response subsystems,
when driven by a common signal from the original (drive) system, can then
operate in auto synchrony with the drive system [26-28]. For example, they
showed that the Lorenz chaotic system [11], usually called Lorenz attractor,
is decomposable into two separate stable response subsystems that will each
synchronize to the drive system when started from any initial condition [29,30]
as shown in Fig. 1.

) Decomposable Stable Lorenz Attractor Proposed
Drive Systems Response Subsystems Sfor Communications

Fig. 1: Lorenz chaotic attractor and its decomposable response subsystems for
chaotic communications.

Based on Pecora and Carroll’s findings [26-28], Cuomo and Oppenheim
[29,30] proposed chaos synchronization as a means for communication. In one
of their discussed approaches, chaotic signal masking, the noise-like chaotic
signal z(t) generated at the transmitter is added to the input data signal d(t)
and then transmitted over the communication channel. For signal masking, it
is assumed that the power level of the input data signal d(t) is significantly
lower than that of the chaotic signal z(t). For this technique, regenerating the
chaotic carrier at the receiver end [29,30] is essential for synchronization. The
error between the received signal and the regenerated carrier could then be
used for recovering the original data signal d(t).
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2.2 Quantum Key Distribution

Quantum Key Distribution (QKD) is a highly secure key distribution system
that enables two parties to share a secret key using the properties of quantum
mechanics. By relying on physics, rather than the computational difficulty of
a cryptographic algorithm, the security of QKD surpasses that of conventional
cryptography and key distribution systems [21-23]. QKD works by encoding a
private key as conjugate bases of a quantum state (or qubits) and transmitting
it over a quantum channel [22]. Even if the quantum channel is intercepted, a
theoretical eavesdropper will not be able to distinguish between code qubits
and check qubits, and will inevitably have to measure both [22]. Due to fun-
damental characteristics of quantum mechanics, measurement of these qubits
will alter their states. Thus, after the key is received, the transmitter can
reveal the location of the check qubits, and the receiver can determine the
likelihood of the message having been intercepted based on how many qubits
have been corrupted [22]. If the likelihood of interception is high, communica-
tion is aborted and the key distribution process must be restarted. After the
key is successfully shared between the two transmitting and receiving parties,
the transmitting side can start encrypting messages with the shared key and
broadcasting them, while the receiving party decrypts the message with the
key known only to them.

1.Private Quantum Transmission

Alice prepares the bitstring
"100100110100" for transmission.

11

2. Public Discussion
of Basis

Alice prepares the photon

Pl . R 135 %0 43
polarization state / direction.

Bob recovers bits using a
random direction.

[] The shared information forms
the bitspring "010100".

Bob sends Alice random key bits (which 24
are then removed from the secret key).

3.Secret Key formed
from Remaining Bits

The remaining qubits are used to M M M M
determine the secret key, "1000".

S

3.

Fig. 2: Quantum transmission via BB84 protocol that uses four polarization
directions and two non-orthogonal bases.
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The first secure QKD protocol [31] was introduced by Bennett and Brassard
in 1984 (and was thus dubbed ‘BB84’). In their protocol, photon polarization
states are used to transmit key information through a quantum channel in
combination with an insecure public channel. The key information is encoded
as non-orthogonal quantum states, which in the case of photons are polariza-
tion directions of 0, 45, 90 and 135 degrees. To begin key distribution with
the BB84 protocol, the transmitter ‘Alice’ encodes each data bit on one of
two polarization bases, i.e., Rectilinear R or Diagonal D, and uses either pair,
i.e., (0, 90) or (45, 135), of polarization states/directions to encode each bit.
The receiver ‘Bob’ can use either one of the two polarization bases to measure
the received photon and recover the data bits, resulting in Bob having a 50%
chance to recover the correct bits. After all photons are measured by Bob,
both Alice and Bob communicate over a public channel, with Alice sending
the basis of each photon she had sent and Bob sending the basis of each of
his measurements. They eliminate the measurement bits whose basis did not
match, and create a key with the remaining bits. To detect the presence of an
eavesdropper, Bob and Alice can agree upon a pre-shared subset of the key
bits, e.g., one third, and match that with their measured bits. If no errors are
detected then they commence encryption of their data with the shared key and
can securely transmit over the classical channel. Fig. 2 illustrates the above
BB84 protocol example.

2.3 Related Work

Extended work on chaotic communication [32-35] has been reported since its
introduction by Cuomo and Oppenheim [29, 30]. Despite the potential use of
chaos in secure communications, there are known limitations when applied in
a real system. The major problem in designing chaos-based secure commu-
nication systems can be stated as how to send an encrypted message from
the transmitter (drive system) to the receiver (response system) over a pub-
lic channel while achieving security, maintaining privacy, and providing good
noise rejection [35]. Specifically, small parameter mismatches and noise may
bring about irreversible synchronization errors due to large distortions present
in the synchronization manifold, known as attractor bubbling [36]. Moreover,
bit-error-rate (BER) of the synchronized chaos communication may be higher
than alternative secure communication approaches. This is because chaotic
systems continuously generate non-redundant information and have a posi-
tive Kolmogorov-Sinai entropy [35]. Overcoming these limitations should be
achieved, in practice, using either analog or digital hardware [35] in a robust
form that can achieve, to some degree, perfect reconstruction of the trans-
mitted signal at the receiver end. Several attempts were made to improve the
design of chaos-based secure communication systems and many techniques
were developed [32,35]. Similar research work investigating the combination
of chaotic systems with FSO communication has been demonstrated [37]. For
example, Annovazzi-Lodi et al. [37] proposed an optical configuration of semi-
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conductor lasers which are injected with a third driving signal to gain chaotic
synchronization. This methodology and hardware setup has some limitations
that were avoided in our proposed work. In their work, the lasers were config-
ured based on the Lang Kobayashi model [38], which is not inherently auto-
synchronizable and necessitates external injection from a third laser. The ex-
ternal laser used optical reflectors to create the synchronizing signal which is
impractical or infeasible in a long-distance communication system. Our pro-
posed work based on the auto-synchronizing Lorenz model eliminates the need
for such an extra costly hardware.

There have been many notable demonstrations of QKD in FSO communi-
cations. Marcikic et al. [39] demonstrated a QKD system utilizing polarization
entangled photon pairs. Schmitt-Manderbach et al. [40] presented an experi-
mental evaluation of the BB84 protocol over a 144 km FSO link using weak
coherent lasers. Hughes et al. [41] demonstrated a similar implementation of
BB84 over a 10 km FSO channel in both daytime and nighttime. The work
in [42] analyzes that the probability of information leakage in the FSO channel
associated with an eavesdropper detecting backflash photons, increases at a
logarithmic rate. They demonstrated results that could be useful in system
design so that the probability of information leakage is minimized as much
as possible. The analysis derived in [43] proposes a new QKD protocol that
can be implemented on standard FSO systems. This protocol utilizes Subcar-
rier Intensity Modulation/Binary Phase Shift Keying (SIM/BPSK) and Dual
Threshold/Direct Detection (D-T/DD) receivers with an Avalanche Photodi-
ode (APD). The analysis also shows that QKD function can be achieved based
on the pulse-based signal level of a laser beam as in the standard optical sys-
tems.

The work in [44] combined QKD with chaotic systems in an effort to im-
prove the performance of the QKD system. Their methodology is different
from ours as they are using the chaotic system to generate the secure keys
for QKD to achieve higher QKD bit rate. Our proposed methodology uses
QKD to enhance the security of the chaotic communications system by se-
curely exchanging chaotic synchronization parameters. A system similar to
what we have proposed was presented in [45], that combined a chaotic cryp-
tographic model with QKD. However, the QKD model used in that work was
very simplistic and not elaborated in detail. Moreover, there was no discussion
of application of the proposed scheme. In our work, we present a highly se-
cure communication scheme for Free-Space Optics that provides improved and
auto-synchronized communication by combining QKD with chaotic systems.
Details of the QKD model and the chaotic parameter exchange protocol are
presented. We also provide a practical concept of operations for an FSO space
mission where the proposed scheme can be applied. While QKD is used to
secure key distribution, additional security is provided by the chaotic Lorenz
models in the classical communication channel to protect the data from intrud-
ing attacks. The use of chaotic signal masking in data transmission also elim-
inates the cost of employing computationally intensive encryption/decryption
techniques and reduces hardware complexity and cost.



8 Naveed Mahmud et al.

Our previous work [25] prototyped the initial scheme of QKD protocol se-
curing chaotic communications. We demonstrated feasibility of the scheme and
evaluated its security by transmitting single-spectral images, with an eaves-
dropper trying to intercept the transmission. In this work, we show higher
security of the scheme by experimentally performing dynamic reconfiguration
of the chaotic transmitter and receiver models during transmission. We also
evaluate the proposed scheme using higher-resolution data, as well as test the
robustness of the system by transmission of multi-spectral images. We show
that high security is maintained by the combination of QKD and chaotic mod-
els for every frequency band of the transmitted multi-spectral image, in the
presence of an unintentional receiver trying to intercept each image band.

3 Proposed Communication System Combining Chaotic Systems
with QKD

Transmitter Module Receiver Module
(TX) (RX)
Chaotic Output d’ NRZ m.
Parameters Data Decoding r

Communication Recovered

Chaotic

Channel Parameters

Lorenz
NRZ Lorenz Rx
Encoding Tx

QKD Tx Model
for Chaotic

AWGN Channel QKD Rx Model
for Chaotic

Parameter
Quantum Channel Exchange

"
Real to Binary Baramater

Conversion Exchange Binary to Real

Conversion

t "
c Q q | | o |

LDPC 2 apsK \ ; apsk 3 LDPC
Encoding Modulation AWGN Channel ‘ ‘ I

Fig. 3: Chaotic communication system secured by QKD.

Fig. 3 shows our proposed system for chaotic communications with QKD.
The system operates by, beginning with the QKD transmitter (TX) side, ex-
changing the chaotic synchronization parameters with the receiver (RX) mod-
ule in a two-way BB84-like protocol via both classical and quantum channels.
On the receiver side (RX), the QKD RX model recovers the chaotic param-
eters and supplies them to the synchronizable Lorenz chaotic receiver, see
Fig. 3. Data transmission from the transmitter side commences after the pa-
rameter exchange is complete. The input message data d; is converted to a
binary non-return-to-zero (NRZ) format m;. The noise-like chaotic signal x;
generated by the Lorenz transmitter along with message data are added to-
gether to form the transmission signal S;. This transmission signal is then
converted to pure binary format B;. Constituting the chaotically masked mes-
sage, the binary data is supplied to a low-density-parity-check (LDPC) module
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which performs forward error correction by adding redundancy to the data.
The encoded signal C; undergoes quadrature-phase-shift-keying (QPSK) digi-
tal modulation before being broadcast on the Additive White Gaussian Noise
(AWGN) communication channel in complex form @Q;. On the receiver side,
see Fig. 3, the received complex signal undergoes QPSK demodulation, LDPC
decoding, and binary to real conversion. S,., the converted signal given as the
driving signal to the synchronizable Lorenz receiver, equipped with the syn-
chronization parameters from the QKD RX model, can regenerate a chaotic
signal z, like the one from the Lorenz TX. The regenerated signal is used for
recovering the NRZ message data m, which is then converted to its original
format by an NRZ decoder. The operations of the Lorenz TX, RX, and the
QKD parameter exchange models are discussed in the subsequent sections.

3.1 Chaotic Transmitter and Receiver

The design of the Lorenz attractor for both the transmitter and receiver
was based on Cuomo and Oppenheim’s work [29,30]. The transmitted sig-
nal Si(t) = z4(t) + di(t), see Fig. 3, is obtained through the masking of the
input data signal d;(t) with the generated chaotic state signals x4(¢). The ini-
tial conditions z(0), y(0) and z(0), essential for synchronization and accurate
data reconstruction, along with the parameters of the transmitter o, p, 8, and
the received signal S,.(t) are used by the receiver to regenerate the chaotic
carrier [29,30] z,(t). The original data d,(t), see Fig. 3, is reconstructed by
means of the error signal m,.(t), which is the difference between the received
signal S,(t) and the regenerated carrier z,(t). Within the design process of
the simulation models for the transmitter and the receiver, the differential
equations (1) and (2) were discretized using the Euler and First Order Runge-
Kutta (RK) approximations. The utilization of higher order RK resulted in
negligible improvements in accuracy, and thus 1°¢ order RK approximation
was adopted for its simpler implementation and lower hardware cost.

Lorenz Chaotic Transmitter
where d(t) is the input
data signal and z(¢)

Z =iy — Bz is the carrier signal

and, s¢(t) = x(t) + d(t)

iy = o(ys — 1)

Yt = PpTy — Yp — T2t

Synchronized Lorenz Chaotic
Receiver where s, (t) is the
received signal and z, () is the

sryr — B2y regenerated carrier signal

Ty = U(y'r - -T'r)
Yr = PSy — Yr — SrZp

Zy

(2)

Signal masking of the data signal with chaotic carrier signal was simply
implemented as Sy(t) = di(t) + z(t). Fig. 4, illustrates the digital models
derived from RK approximation of (1) and (2). Modeling the transmitter and
receiver was performed by the discretization of the time domain as t = n.At =
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(b) Chaotic receiver model.

Fig. 4: The proposed communication scheme’s transmitter and receiver hard-
ware models.

n.h, where n is the discrete time (sample) index and h is the sample time
step or the reciprocal of the sampling frequency fsampling- The transmitter
model with the input parameters o, p, 8, the input data d(n), the sampling
time step h, the output chaotic signals z:(n), y:(n), zt(n), and the output
transmitted signal s;(n) = z¢(n) + d(n) is shown in Fig. 4a. Configured with
the chaotic parameters, the receiver in Fig. 4b receives the transmitted signal.
The receiver generates chaotic signals z,.(n), y,(n), z.(n) using the received
parameters and recovers an error signal e(n) = s,.(n) — z,.(t), which is used to
reconstruct the original data d(n). Consisting of subcomponents f;, f,, and
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f=, the transmitter and receiver implement the Lorenz operations described in

(1) and (2).

3.2 QKD Model for Exchange of Critical Synchronization Parameters

The QKD model is critical for securely establishing the FSO chaotic com-
munications link with exchange of the set of synchronization parameters, Z
where

Z ={o,p,3,2(0),y(0),2(0)} 3)
The synchronization parameters are signed real numbers. A transmitter (Alice)
and receiver (Bob) will exchange the parameters using quantum communica-
tions, i.e., encoded as quantum bits (qubits) [22], from the set of signed real
numbers. Given

¥ =po|0)+p1 1) (4)

such that the binary representation of Z can be mapped to either basis/symbol
state, where p; represents the probability of each symbol, and 1); is the basis
set with a total probability p given by

p=> pi=1 (5)
and probability density function p’
p=D_pil) (Wil (6)

Alice and Bob utilize a quantum communications model that is agnostic to the
quantum basis and mode of quantum communication. The quantum codebook
is created from a user specified basis set ©. The user can specify pure states,
mixed states or a combination of pure and mixed states. The basis set operates
upon a positive semi-definite matrix created from the user-provided chaotic
parameters. For the minimum basis set, the set of synchronization parameters
are transformed into a set of matrices A = {4y, A1, A2}, such that

o5 e ot - .0

Alice and Bob use the RSA algorithm to generate a key pair, consisting
of one private key and one public key. Details of the function of the RSA
algorithm can be found in [15]. Alice and Bob possess a public encryption key
{e,n} and a private decryption key {d,n} with a common factor n. For any
integer message M, where M < n and M is an integer representation of each
non-zero entry in matrix set A, Alice generates an encrypted message C' using
the public key {e,n} as described in (7), and Bob decrypts C back to M using
the private key {d,n} as described in (8).

C'= M xmod(n) (7)
M = C% x mod(n) (8)
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3.3 Pre-shared Secrets and Huffman Codewords

Alice and Bob share pre-established RSA key pairs, (e,n) and (d,n), along
with protocols for the establishment of new pairs. It is assumed that both Al-
ice and Bob share knowledge about the quantum basis and are using identical
hardware and software for coding and decoding qubits. The physical imple-
mentation of said hardware determines the quantum coding basis for Alice
and Bob. Using simple basis offers lower levels of security. Higher orders of
quantum basis offer better security against brute force eavesdropping or se-
quence analysis. Alice and Bob can share a set of secret symbol probabilities
S, as in (9), for the construction of a second codebook. This set of probabili-
ties can then be used to derive the second codebook that is a binary Huffman
dictionary of variable length codewords H as defined in (10). The probabilities
in S determine the number of bits for each word in W. As shown in Fig. 5,
combinations of W are formed to develop the encryption protocol.

S = {50, 81, Sn } 9)

H = {WO7W17~"7W7L} (10)

Encrypted using
Codebook

X— b

00001000,..., | Resnape | 00001000 ® 00100110 = 00101110 | “isiibies | [1). [1)

10001000, 10001000 ® 11100011 = 01101011 »10)
-

10001000,... 10001000 ® 00100110 = 10101110 1))

Alice

Transmission over quantum

Quantum Channel channel

Decrypted using
Codebook

0000?000100 Restape | 00101110 ® 00100110 = 00001000 | oo | 1), [1)
01000100010 01101011 ® 11100011 = 10001000 ,10)
o 10101110 ® 00100110 = 10001000 s [0)
Bob
Alice and Bob pre-shared secret codebook
M= {...,10,...,12,...,13,...}
Dictionary Codebook
Key = {...,19016,...,2252,...,10166,...}
a=1,1,1 1 abc = 111 110 10 Key mod 10 = {..., 6,...,2,...,6,...}
b=1,1,0 2 bac = 110 111 10
c=1,0 3 da = 00010 111
d=0,0,0,1,0 4 xz = 0011 0010
e=0,1 5 yb = 00011 110
£=0,0,0,0,1 6 zec = 0010 01 10
£=0,0,0,0,0 7 ay = 111 0001l
x=0,0,1,1 8 ga = 0000 0011
y=0,0,0,1,1 9 by = 110 00011
2=0,0,1,0 0 cex = 10 01 0011

Fig. 5: Preshared codebook for encrypting/decrypting data. It is assumed that
position of the codewords were randomized by Alice and Bob.
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The simplest implementation would be a two qubit codeword possibility.
In this case, a brute force attack on the quantum exchange by Eve will lead to
approximately 50% of the qubits being identified correctly. Through further
sequence analysis, Eve can determine that there are only two quantum code-
words and also determine the frequency of each appearing as the codeword.
Alice, however, has coded the classical qubits into another codeword dictio-
nary where the qubit exchange determines the selection of the codewords from
that dictionary as shown in Fig. 5. Thus, another limiting factor in a successful
Man-In-The-Middle (MITM) impersonation attack is codeword recovery. This
approach has the following advantages:

1. The synchronization parameters are exchanged twice. The first exchange
helps establish the quantum keys and the second exchange sends the en-
crypted parameters as quantum bits.

2. If Eve is able to intercept the first transmission of qubits she has no more
idea than Bob on how the qubits can be interpreted. Unless Eve can fully
impersonate Bob the forward information from Alice is meaningless.

3. Alice and Bob can compare the two exchanges of qubits for inferring in-
formation about the quality of the quantum link and potential existence
of an eavesdropper.

With X denoting a 24-bit sequence within Alice’s synchronization parameters,
the generation of M is established from the Alice-Bob matches of the qubit
basis. Alice uses the RSA algorithm on M to generate the Key as has been
previously established. The Key holds the encrypted positions of the matches
represented by M. The pre-shared probabilities S have been used by Alice
and Bob to generate the Huffman dictionary H, as shown in Fig. 5. In this
example, the 24-bit sequence X has been decomposed into three 8-bit words.
All valid combinations of codewords in this case are concatenated codewords of
length 8-bits. The XOR encryption operation is performed on the 8-bit words
as well. In this example the valid symbols are {a,b,c,d, e, f,x,y, 2z} resulting
in a valid codeword combination set of {abc, bac, da, xz, yb, zec, ay, ga, by, cex}.
When we have m valid codewords in H, Alice and Bob can use the Key mod
m to select the 8-bit codewords for the XOR encryption operation. Alice and
Bob are free to setup this approach using as many codewords as they deem
necessary in H, and then establish the Hamming distance between each code.
Alice and Bob also determine the length of X and its decomposition which,
need not be 8-bits in length but, can be any arbitrary length that they deem
fit.

Fig. 6 depicts the proposed protocol for exchanging the chaotic synchro-
nization parameters along with the corresponding TX/RX models. In the first
step Alice encodes the synchronization parameters into a classical binary for-
mat, translates them to qubits, and then transmit them to Bob using the
quantum basis that was pre-established. In the second step, Alice receives
and compares Bob’s results, encrypts the matches M to make the quantum
encryption key Key as shown in Fig. 5 and Fig. 6. In the third step Alice
transmits the Key to Bob. In the fourth step, Alice encrypts the synchroniza-
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tion parameters using the Key and the pre-shared Huffman dictionary H as
described in (10). Alice then translates and transmits the associated qubits
to Bob. Using the pre-shared Huffman dictionary H and the Key, Bob then
decodes the qubits. Fig. 5 elucidates this concept in detail.

ApApA, Classical binary Classical binary to qubits
Step 1 QKD TX (Alice)
Quantum Channel [ T
on qubits
Step 2 QKD RX (Bob)
Quantum Channel
Compare with . R Q = Encrpyt(A,,Key,H)
transmitted qubits — Key = M* (mod n) —»| Al;:: t::';;;:“s 1 |l Encrpyt(A,,Key,H)
to create M for key Y || Encrpyt(A,,Key,H)
Step 3 QKD TX (Alice) I
Quantum Channel I ] [ 1
l v
Q = Decrpyt(A,Key,H)
M = Key® (mod n) | Decrpyt(A,Key.H)
| Decrpyt(A,Key,H)
Step 4 QKD RX (Bob)

Fig. 6: Proposed QKD models for exchanging chaotic parameters.

4 Utilization of Proposed System for Space Missions

r Beam Width

Aléiﬁ ' ‘ Distance D g‘a’:’ at Distance D

Fig. 7: Orbital Configuration of AliceSat, BobSat, and EveSat where AliceSat
transmitting beam is oriented towards BobSat. We assume AliceSat and Bob-
sat are boresight aligned. EveSat is undetected by AliceSat, BobSat, or Earth
Optical Ground Station, although within the AliceSat transmit beam.
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In Fig. 7, the proposed chaotic communication scheme with QKD param-
eter exchange is used to exchange data between AliceSat and BobSat in an
orbital configuration via space-to-space optical communications link. 10 cm
optics at 1550 nm transmit wavelength (similar to the Lunar Laser Commu-
nications Demonstration - LLCD [46]) create a beamwidth approximately 6
km in diameter at an approximate earth-lunar distance of 400,000 km. The
eavesdropper, EveSat, must be within that area to have a line-of-sight (LOS)
with good link characterstics to be able to impersonate BobSat as shown in
Fig. 7. For comparison, refer to the GRACE mission that flew twin spacecraft
in tandem 220 km apart from one another, to study key changes in Earth’s
waters, ice sheets and the solid Earth [47]. Given the nature of this space
application, the two most probable attacks are Man-In-The-Middle (MITM)
attacks, where, EveSat tries to impersonate BobSat, and blinding attacks in
which EveSat attempts to disable AliceSat and BobSat. The latter is beyond
the scope of this paper and the main focus of this paper is towards MITM
attacks. In MITM, EveSat’s main attack goal is to impersonate BobSat by
intercepting and decoding the data being exchanged between AliceSat and
BobSat without being identified.

4.1 Pre-launch Requirements

The set of pre-shared secrets must be established alongside a strong authenti-
cation protocol to minimize the likelihood of a successful MITM attack. Since
AliceSat and BobSat are using RSA encryption, they will establish their pri-
vate and public keys as described in previous sections. Both AliceSat and
BobSat also share a classical Huffman dictionary of binary codewords which
will be mapped to the encrypted key parameters.

AliceSat and BobSat will establish a series of authentication and key ex-
change procedures depending upon the space-to-space orbital drivers (two free-
flying independent spacecraft, orbiter-to-relay, etc.). Once authentication is
complete the two can utilize a quantum communication channel for all forms
of data exchange. The initial quantum key exchange protocol can be used for
re-keying if deemed necessary.

4.2 Link Security

Following are the factors that contribute to link security:

1. EveSat’s required proximity to either AliceSat or BobSat.

2. AliceSat and BobSat’s known orbital dynamics.

3. Chaotic communication’s inherent spread spectrum nature.

4. The weak link of sending the synchronization parameters as cleartext is
addressed with the quantum coding of synchronization parameters.

5. The RSA encryption of the key parameters reconciling the correct matches
of BobSat and AliceSat quantum basis.
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On a two-qubit scheme, security is enhanced through maximizing random-
ization of inputs in a BB84-like key distribution scheme [48]. Provided that
the eavesdropper cannot use knowledge of one state to derive knowledge of
the remaining states security can also be improved by increasing the orders of
complexity of the quantum basis [48]. However, this will result in more complex
hardware and software. A sophisticated attack on the binary coding schemes
that analyzes the distribution of measurement responses with EveSat’s own
application of quantum basis can be a possibility. A good countermeasure to
this would be to increase the modularity of the quantum basis and the com-
plexity of encryption protocols as permitted by the budget and schedule. The
basic security scheme shown in this paper, combined with the constraints on
the eavesdropper to attack this space-to-space free space optical link would be
useful if installed in a National Institute of Standards and Technology (NIST)
- moderate security environment, which is also easily extendable to the NIST-
high security environment [49].

5 Experimental Work

We evaluated the performance of the proposed communication scheme through
the experimental work described in this section. We tested the accuracy of the
quantum key and chaotic parameter exchange by performing real-time data
transmission and recovery across an AWGN channel model. High-resolution,
single spectral and multi-spectral images were used as the input data. The
noise tolerance of the system was investigated by measuring the transmission
bit error rate (BER) for varying values of channel signal-to-noise-ratio (SNR).
The quality of the reconstructed image was also evaluated by measuring the
percentage error in pixels, errorpizers, given by (11), between the original
transmitted image and the reconstructed image at the receiver. MATLAB
version 2020A was used for design and simulation purposes.

rows—1 cols—1 . RX . TX
Dico  Dj—o  |pimeli; —pizvel;;

erTorpigels = (11)

rows X cols

5.1 Single-spectral Image Transmission

To ensure that the set of chaotic parameters are not predictable, they are usu-
ally varied dynamically during transmission. Therefore, the proposed chaotic
system with QKD was tested for image transmission using different sets of
chaotic parameters. Table 1 shows four sets of chaotic synchronization pa-
rameters that are typically used for chaotic systems [12]. Different sets of
orthogonal basis was also used for each configuration, shown in Table 1. The
experimental results showed that the QKD model was able to successfully ex-
change each set of chaotic parameters between the chaotic transmitter and
receiver with 100% accuracy.
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Fig. 8: Chaotic carrier signals generated by synchronized Lorenz attractor TX
and RX for different configurations.
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Config. | Sigma | Rho | Beta | X(0) | Y(0) | Z(0) Basis Parameters recovered
A 160 [640] 40 | 10 | 0 | 0 [1,00,1] Yes
B 10.0 | 27.0 | 2,677 | 1.77 | 2.89 | 4.56 [1,0,0.1] Yes
C 10.0 | 28.0 |2677| 2 1 1 |[-0.5275,-0.8496;-0.8496,0.5275) Yes
D 10.0 | 27.0 | 2677 | -1 0 1 |[-0.5275,-0.8496;-0.8496,0.5275] Yes

Table 1: Four sets of typical Lorenz chaotic parameters.

With the Lorenz TX and RX configured with different sets of parameters,
the attractors generated different forms of random, noise-like chaotic carrier
signals. This is demonstrated in Figs. 8a-8d for each of the configurations in
Table 1. A sampling frequency of 2 KHz was used by the Lorenz TX and
RX. Figs. 8e-8h show the phase diagrams of the chaotic signals for the first
configuration set (Configuration A). These plots show that the Lorenz attrac-
tor, configured with a specific parameter configuration and initial conditions,
generates chaotic signals that are sensitive to the initial conditions within a
particular phase space region of the attractor.

(a) Original image (512 X
512 pixels) transmitted by
Alice using parameters o =
10,p = 54,8 = 4.

(b) Reconstructed image
by Bob using recovered
parameters ¢ = 10,p =
54,8 = 4 and 0% pixel er-
ror.

(c¢) Reconstructed image by
Eve using incorrect param-
eters o = 10,p = 45.6,8 =
14 and 98.4652% pixel er-
ror.

Fig. 9: Transmission of a 512 x 512 pixels image between Alice and Bob at
SNR = 0.1 dB, with interception attempted by Eve.

A grayscale image of size 512 x 512 pixels transmitted by AliceSat and
reconstructed at BobSat for SNR = 0.1 dB is shown in Fig. 9. Results show a
0% error in pixels between the original and reconstructed image. Also shown
is a third image reconstructed by an unintentional intercepting RX, EveSat.
We assume that EveSat has knowledge of the communication scheme we are
using and is able to perform techniques such as LDPC decoding, QPSK de-
modulation, NRZ decoding, etc. to reconstruct the image data. However, to
successfully intercept any data from this scheme EveSat has to know the
chaotic parameters shared by AliceSat and BobSat, and due to the high se-
curity provided by QKD, EveSat has no way of acquiring those parameters.
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Thus, EveSat proceeds with a randomly configured/synchronized Lorenz RX
to try and capture the transmitted signal and regenerate the message. The
intercepted image, shown in Fig. 9c, was reconstructed with 98.465% error in
pixels. Thus it is concluded that EveSat cannot obtain any useful data from
the intercepted signal since it cannot obtain synchronization parameters from
the quantum channel and synchronize with the chaotic transmitter.

- T PO T YR TR, v
AT A AT

WMWW
WWWWWWWWMWWWWWWWM

1600 1800 2000

Fig. 10: Experimental data of transmission of a 512 x 512 pixels image between
Alice and Bob, with interception attempted by Eve. Mpx is the transmitted
binary NRZ data, Spx is the chaotic transmitted signal masked with binary
data, Mpx is the binary NRZ data correctly recovered by Bob, and Mpx (Eve)
is the binary NRZ data incorrectly recovered by Eve.

The transmitted image encoded as binary NRZ data, Mrx is shown in Fig.
10 over a range of 2000 sample points. Also shown is the signal, Spx which is
the generated chaotic signal masked with the binary NRZ data and transmitted
over a noisy AWGN channel model. Mprx is the reconstructed binary NRZ data
from the error signal and correctly recovered by Bob, and Mgx (Eve) is the
data recovery attempted by EveSat from the intercepted data, see Fig. 10. As
EveSat does not use a correctly configured Lorenz receiver, the chaotic signal
generated at EveSat’s receiver is not synchronized with the transmitted signal
data, which distorts the error signal resulting in poor and inaccurate recovery
of the binary data. These results further validate the use of QKD for securing
FSO transmissions.

5.2 Multi-spectral Image Transmission
To extensively test the proposed communication system, we used multi-spectral

radiance images, collected in a previous study [50]. The images were obtained
in 2003 from rural and urban scenes in Minho, Portugal with the help of
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(a) Image transmitted
by Bob at 400 nm fre-
quency band.

(b) Image received by
Alice at 400 nm fre-
quency band with 0%
pixel error.

(d) Image transmitted
by Bob at 500 nm fre-
quency band.

(g) Image transmitted
by Bob at 600 nm fre-
quency band.

(j) Image transmitted
by Bob at 700 nm fre-
quency band.

(e) Image received by
Alice at 500 nm fre-
quency band with 0%
pixel error.

(h) Image received by
Alice at 600 nm fre-

quency band with 0%
pixel error.

AR e
(k) Image received by
Alice at 700 nm fre-
quency band with 0%
pixel error.

(¢) Image intercepted
by Eve during trans-
mission with 98.3759%
pixel error.

(f) Image intercepted
by Eve during trans-
mission with 98.1341%
pixel error.

(i) Image intercepted
by Eve during trans-
mission with 98.1852%
pixel error.

(1) Image intercepted
by Eve during trans-
mission with 98.1852%

€error.

Fig. 11: Multi-spectral image recovered successfully by Bob after transmission
by Alice at SNR = 0.1 dB and different frequency bands 400 nm, 500 nm, 600
nm, and 700 nm.
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Chaotic parameter configs. | Multi-spectral image bands | Parameters recovered
B band-1, (400nm)
C band-2, (410nm)
D band-3, (420nm)
C band-4, (430nm)
A band-5, (440nm)
D band-6, (450nm)
A band-7, (460nm)
B band-8, (470nm)
C band-9, (480nm)
D band-10, (490nm)
B band-11, (500nm)
C band-12, (510nm)
D band-13, (520nm)
A band-14, (530nm)
A band-15, (540nm)
A band-16, (550nm)
B band-17, (560nm)
B band-18, (570nm)
D band-19, (580nm)
A band-20, (590nm)
C band-21, (600nm)
A band-22, (610nm)
D band-23, (620nm)
A band-24, (630nm)
C band-25, (640nm)
D band-26, (650nm)
B band-27, (660nm)
A band-28, (670nm)
A band-29, (680nm)
B band-30, (690nm)
B band-31, (700nm)
A band-32, (710nm)
D band-33, (720nm)

Table 2: Randomized Lorenz chaotic parameter configurations for multi-
spectral image transmission.

embedded neutral probe spheres. On each sphere, the spectra of the local il-
lumination at 17 sample points were extracted in each scene and a total of
1904 chromaticity coordinates and correlated color temperatures (CCTs) de-
rived [50]. During acquisition, these images were sampled in a wavelength range
of 400-720 nm at 10 nm intervals. Each image cube has an effective resolution
of 1344 x 1024 x 33 (1344 x 1024 pixels of spatial resolution and 33 bands
of spectral resolution). An image used for transmision in our experiments is
sampled at different frequency bands and shown in Figs. 11a to 111. The multi-
spectral image was sampled at each frequency band and then transmitted to
Alice, while an unintentional receiver, Eve, intercepts and captures the data
in the classical AWGN channel. For each transmission, the chaotic parameters
of Bob were reconfigured dynamically by choosing a random configuration, see
Table 2, from the configurations shown in Table 1, and communicated to Al-
ice via the QKD protocol. This was done to ensure complete randomness and
to disable the Eavesdropper from possibly ‘guessing’ the correct configuration
during transmission. For every configuration, the chaotic parameters were suc-
cessfully recovered at the receiver and the transmitted images were recovered
with 100% accuracy. However, Eve is not able to intercept and recover any
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useful data at any of the frequency bands, as demonstrated by Figs. 11c, 11f,
11i, and 111. This shows that the proposed system is secure and robust while
transmitting a higher volume of data at multiple frequency bands.

5.3 Variation of Channel Noise

SNRvs BER graph
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Signal-to-noise-ratio (SNR)

Fig. 12: Variation of bit error rate (BER) as a function of signal-to-noise-ratio
(SNR).

To evaluate the noise tolerance of the system, the noise in the AWGN
channels between the TX and RX was varied from SNR range of 0 dB to 40
dB and the bit error rate (BER) was measured. Fig. 12 shows the variation
over the range 0 to 1 dB during transmission of the image at the 700 nm
spectral band. Beyond 1 dB, the error rate was constantly zero. The results
showed that the system can reject channel noise for a wide range of SNR (>
0.8 dB). Accurate recovery of the data was possible even for very low SNR,
e.g., 0.1 dB, see Figs. 9, 11, and 12.

6 Conclusions and Future Work

In this work, we demonstrated a scheme to secure free-space optical (FSO)
communications by combining chaotic communication, using a Lorenz attrac-
tor, and a quantum key distribution (QKD) protocol. We propose increasing
security of this scheme by dynamic reconfiguration of critical model param-
eters during transmission. The proposed scheme is evaluated via simulation,
and results show that the system is noise-tolerant and feasible for transmis-
sion of high-resolution, single and multi-spectral data in FSO communications.
Furthermore, the results indicate that the combination of chaotic systems and
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QKD provide high security, because the chaotic carriers provide inherent se-
curity in the classical channel, while QKD secures the quantum channel data.
We conclude that secure sharing of chaotic parameters between the transmit-
ter and the receiver via QKD is feasible and increases efficiency and security
of FSO communication. Future work will focus on hardware implementations,
interfacing with free-space optics, and deployment to future space relays.
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