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Using weak passwords and re-using passwords can make one vulnerable to cybersecurity breaches. Cybersecurity experts 
recommend the adoption of password managers (PMs), as they generate and store strong passwords for all accounts. 
Prior research has shown that few people adopt PMs. Our research examined PM adoption in a sample of 221 
undergraduates from psychology courses and a sample of 278 MTurk workers. We hypothesized that PM adoption could 
be predicted using a small set of user characteristics (i.e., gender, age, Big Five personality traits, number of devices 
used, frequency of using social media, and cybersecurity knowledge). The results showed that compared to students, 
MTurkers used more devices, used social media less often, had higher levels of cybersecurity knowledge, and were more 
likely to know what PMs are (93% vs. 33% ). Of those who knew about PMs, only 40% of MTurkers and 47% of students 
reported using one. Those higher in cybersecurity knowledge were more likely to use PMs. Logistic multiple regression 
was used to predict which participants used PMs. The results showed that the results differed for MTurkers and students. 
For students, the model correctly classified 84.2% of participants; two predictors were significant. Those with higher 
levels of cybersecurity knowledge were more likely to use PMs, and those who used social media more often and were 
more likely to use PMs. For MTurkers, the model was not significant. The results may be useful to those who develop 
and implement campaigns to promote password managers and other recommended cybersecurity practices. 
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Cybersecurity breaches continue to threaten governments, 
corporations, and individuals. Breaches can occur when users re-
use passwords (Stobert & Biddle, 2014) or use weak passwords that 
can be guessed or discovered using hacking software (Farcasin & 
Chan-Tin, 2015; Hitaj et al., 2019; Houshmand et al., 2015; Ji et 
DO��� ������ 7DWOÕ�� ������ =KDQJ� HW� DO��� ����). Among the 
recommended security practices is the use of Password Managers 
(PMs) (Security, 2021). PMs are used to store passwords used for 
all accounts and can be used to create new, strong passwords, 
reducing the risk of being hacked. The aim of the present study is 
to investigate whether PM adoption could be predicted using a 
relatively small set of personal characteristics (i.e., demographic 
variables, personality traits, number of devices used, and frequency 
of social media use).  
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Over the last decade, the number of PMs has increased. Many PMs 
are standalone applications that must be installed on devices. 
Others come pre-installed on devices. Despite the benefits of PMs 
and the availability of free and low cost PMs, there has not been 
widespread adoption of PMs (Alkadi et al., 2016; Aurigemma et 
al., 2017; Fagan et al., 2017; Pearman et al., 2019). Some of the 
most frequently given reasons for not adopting PMs include lack of 
awareness of PMs, their functions, and their benefits in protecting 
one from cybersecurity breacches (Aurigemma et al., 2017); lack 
of time and motivation (Alkadi et al., 2016; Fagan et al., 2017); and 
concerns about the security of PMs, specifically their vulnerability 
to being hacked (Pearman et al., 2019).  
 
Relatively few studies have examined whether it is possible to 
predict use of PMs from personal characteristics. More studies have 
been conducted on predicting other cybersecurity behaviors 
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involving risk (e.g., using weak passwords, clicking links in emails, 
using unsecured WI-FI networks). For example, pULRU� UHVHDUFK�
VXSSRUWV�WKH�YLHZ�WKDW�LW�PD\�EH�SRVVLEOH�WR�SUHGLFW�ZKR�ZLOO�HQJDJH�
LQ� ULVN\� F\EHUVHFXULW\� EHKDYLRUV�� )RU� H[DPSOH�� UHVHDUFK� KDV�
VXJJHVWHG� WKDW� ROGHU� DGXOWV� PD\� HQJDJH� LQ� ULVNLHU� F\EHUVHFXULW\�
EHKDYLRUV� WKDQ� RWKHUV� �:KLWW\� HW� DO��� ������� 2WKHU� UHVHDUFK� KDV�
REVHUYHG�WKDW�PHQ�UHSRUW�XVLQJ�ULVN\�F\EHUVHFXULW\�EHKDYLRUV�PRUH�
RIWHQ�WKDQ�ZRPHQ��$QZDU�HW�DO���������F�I���.HQQLVRQ�	�&KDQ�7LQ��
�������6WXGLHV�KDYH� DOVR� VKRZQ� WKDW�PHQ� UHSRUW�KLJKHU� OHYHOV� RI�
F\EHUVHFXULW\� NQRZOHGJH� WKDQ� GR� ZRPHQ� �&DLQ� HW� DO��� ������
.HQQLVRQ� 	� &KDQ�7LQ�� ������� $� JURZLQJ� QXPEHU� RI� VWXGLHV�
VXSSRUW� WKH� DVVXPSWLRQ� WKDW� WKRVH� ZLWK� KLJKHU� OHYHOV� RI�
F\EHUVHFXULW\� NQRZOHGJH� DUH� OHVV� OLNHO\� WR� HQJDJH� LQ� ULVN\�
F\EHUVHFXULW\� EHKDYLRUV� �.HQQLVRQ� 	� &KDQ�7LQ�� ������ ������
:KLWW\�HW�DO����������+RZHYHU��HDUOLHU�UHVHDUFK�VKRZHG�WKDW�VRPH�
XVHUV�PD\�HQJDJH�LQ�ULVN\�F\EHUVHFXULW\�EHKDYLRUV�HYHQ�ZKHQ�WKH\�
NQRZ� WKH� EHKDYLRU� LV� ULVN\� �1RWRDWPRGMR�	�7KRPERUVRQ�� ������
5LOH\��������� 
 
7KHUH�KDV�EHHQ� LQWHUHVW� LQ�WKH�UHODWLRQVKLS�EHWZHHQ�F\EHUVHFXULW\�
EHKDYLRUV�DQG�SHUVRQDOLW\�WUDLWV��VXFK�DV�%LJ�)LYH�SHUVRQDOLW\�WUDLWV�
�L�H��� FRQVFLHQWLRXVQHVV�� HPRWLRQDO� LQVWDELOLW\�� DJUHHDEOHQHVV��
H[WUDYHUVLRQ��DQG�RSHQQHVV���6HYHUDO�VWXGLHV�KDYH�IRXQG�WKDW�WKRVH�
KLJKHU� LQ� FRQVFLHQWLRXVQHVV� UHSRUWHG� HQJDJLQJ� LQ� ULVN\�
F\EHUVHFXULW\�EHKDYLRU�OHVV�RIWHQ��$ORKDOL�HW�DO���������0F&RUPDF�
HW� DO��� ������ 5XVVHOO� HW� DO��� ������ 6KDSSLH� HW� DO��� ������� 2WKHUV�
VWXGLHV�IRXQG�WKDW�WKRVH�KLJKHU�LQ�HPRWLRQDO�LQVWDELOLW\�HQJDJH�LQ�
ULVN\�F\EHUVHFXULW\�EHKDYLRUV�PRUH�RIWHQ�WKDQ�RWKHUV��.HQQLVRQ�	�
&KDQ�7LQ�� ������ 0F&RUPDF� HW� DO��� ������� $� IHZ� VWXGLHV� KDYH�
VKRZQ� WKDW� WKRVH�KLJKHU� LQ�DJUHHDEOHQHVV�PD\�EH�PRUH�DZDUH�RI�
F\EHUVHFXULW\� EHVW� SUDFWLFHV� �0F&RUPDF� HW� DO��� ������ DQG� PRUH�
OLNHO\� WR�XVH�WKHP��6KDSSLH�HW�DO����������+RZHYHU�� DQ� LQWULJXLQJ�
VWXG\�IRXQG�WKDW�WKRVH�KLJKHU�LQ�DJUHHDEOHQHVV�ZHUH�PRUH�OLNHO\�WR�
FOLFN�RQ�OLQNV�LQ�SKLVKLQJ�DWWDFNV��&KR�HW�DO��������� 
 
,Q�WKH�SUHVHQW�VWXG\��ZH�LQYHVWLJDWHG�ZKHWKHU�ZH�FRXOG�SUHGLFW�WKH�
DGRSWLRQ�RI�30V�XVLQJ�D�VPDOO�QXPEHU�RI�SHUVRQDO�FKDUDFWHULVWLFV��
7KHVH� LQFOXGHG� F\EHUVHFXULW\� NQRZOHGJH�� %LJ� )LYH� SHUVRQDOLW\�
WUDLWV�� QXPEHU� RI� GHYLFHV� XVHG�� IUHTXHQF\� RI� VRFLDO� PHGLD� XVH��
JHQGHU�DQG�DJH��%HFDXVH�SULRU�UHVHDUFK�KDV�REVHUYHG�WKDW�SHUVRQDO�
FKDUDFWHULVWLFV��H�J���SHUVRQDOLW\��JHQGHU��DQG�DJH��FDQ�SUHGLFW��ULVN\�
F\EHUVHFXULW\�SUDFWLFHV� �$ORKDOL� HW� DO���������$QZDU�HW� DO���������
.HQQLVRQ�	�&KDQ�7LQ��������������0F&RUPDF�HW�DO���������5XVVHOO�
HW�DO���������:KLWW\�HW�DO����������ZH�UHDVRQHG�WKDW�VRPH�RI�WKHVH�
SHUVRQDO�FKDUDFWHULVWLFV�PD\�DOVR�SUHGLFW�DGRSWLRQ�RI�30V��:H�DOVR�
UHDVRQHG�WKDW�WKRVH�ZLWK�PRUH�GHYLFHV�PD\�EH�PRUH�OLNHO\�WR�DGRSW�
30V��EHFDXVH�KDYLQJ�PRUH�GHYLFHV�UHTXLUHV� WKH�FUHDWLRQ�RI�PRUH�
SDVVZRUGV��/DVWO\��ZH�FRQVLGHUHG�WKH�SRVVLELOLW\�WKDW�IUHTXHQF\�RI�
VRFLDO�PHGLD�XVH�PD\�EH�UHODWHG�WR�30�XVH��7KRVH�ZKR�XVH�VRFLDO�
PHGLD� PRUH� IUHTXHQWO\� PD\� PRUH� IDPLOLDULW\� ZLWK� F\EHUVHFXULW\�
JHQHUDOO\�DQG�PRUH�NQRZOHGJH�DERXW�F\EHUVHFXULW\�GDQJHUV� 
 
,Q� WKH� UHSRUWHG� VWXG\�� ZH� VDPSOHG� WZR� SRSXODWLRQV�� D��
XQGHUJUDGXDWHV� IURP� SV\FKRORJ\� FRXUVHV� DW� D� ODUJH� SXEOLF�
XQLYHUVLW\�DQG�E��07XUN�ZRUNHUV�UHVLGLQJ�LQ�WKH�8QLWHG�6WDWHV���)RU�

ERWK�VDPSOHV��ZH�WHVWHG�ILYH�K\SRWKHVHV���D��WKRVH�ZLWK�KLJK�OHYHOV�
RI�F\EHUVHFXULW\�NQRZOHGJH�ZRXOG�EH�PRUH� OLNHO\� WR�NQRZ�DERXW�
30V� DQG� WR� DGRSW� WKHP�� E�� PHQ� ZRXOG� KDYH� KLJKHU� OHYHOV� RI�
F\EHUVHFXULW\�NQRZOHGJH��EH�PRUH�OLNHO\�WR�NQRZ�DERXW�30V��DQG�
PRUH�OLNHO\�WR�DGRSW�WKHP��F��ROGHU�DGXOWV�ZRXOG�EH�OHVV�OLNHO\�WR�
NQRZ�DERXW�30V�DQG�ZRXOG�EH�OHVV�OLNHO\�WR�XVH�WKHP��G��WKRVH�ZLWK�
KLJKHU�OHYHOV�RI�FRQVFLHQWLRXVQHVV�ZRXOG�EH�PRUH�OLNHO\�WR�NQRZ�
DERXW�30V�DQG�WR�DGRSW�WKHP��H��WKRVH�XVLQJ�PRUH�GHYLFHV�ZRXOG�
EH�PRUH�OLNHO\�WR�NQRZ�DERXW�DQG�WR�DGRSW�30V��DQG�I��WKRVH�XVLQJ�
PRUH�VRFLDO�PHGLD�SODWIRUPV�ZRXOG�EH�PRUH�OLNHO\�WR�NQRZ�DERXW�
DQG�WR�DGRSW�WKHP�� 

0HWKRG 
3DUWLFLSDQWV�� 221 undergraduates from psychology courses 

participated in exchange for course credit. 278 MTurk workers 
participated for $2. After removing some participants as described 
later, there were 214 undergraduates and 275 MTurk workers. The 
mean age for the student sample was 18.8 years (SD = 1.25, Min = 
18, Max = 25). The mean age for the MTurk sample was 38.6 years 
(SD = 11.94, Min = 20, Max = 73). Both samples were composed 
of a majority of White participants: MTurk sample -- 75% and 
SONA student sample -- 75%. The other ethnicities represented in 
the samples are as follows. MTurk sample -- 5% Latinx, 1% Native 
American, 6% African-American, 5% Asian/Asian-American, and 
8% more than one category and SONA student sample -- 5% 
Latinx, 4% Native American, 4% African-American, 1% 
Asian/Asian-American, and 11% more than one category. 

Procedure and Materials. We obtained IRB approval for the 
study prior to participant recruitment. In an online survey, 
implemented using a Professional license of Qualtrics, we assessed 
SDUWLFLSDQWV¶� NQRZOHGJH� RI� 30V�� WKHLU� XVH�� WKHLU� UHDVRQV� IRU� QRW�
using them, as well as their Big Five personality traits (using 
SaXFLHU¶V� ����� PLQL-markers), cybersecurity knowledge, social 
media usage, age, and gender. Our student sample was recruited 
through a Department of Psychology SONA research pool, which 
included courses from psychology and speech communications. 
Many of these courses fulfilled general education requirements and 
included all majors on campus. Our MTurk workers were recruited 
through Amazon Mechanical Turk. 

PM Questions. Participants were asked if they knew what a PM 
was, if they use a PM, their reasons for not using a password 
manager, and the name of the PM they used (if they responded that 
they used one). 

Social Media Questions. Participants were asked which social 
media platforms that they used. They also indicated their frequency 
of social media usage using a questions 6-point scale: How often do 
you access your social media accounts: 1 = less than 30 minutes 
per day, 2 = between 30 minutes to 1 hour per day, 3 = between 1 
hour and 2 hours per day, 4 = between 2 hours and 4 hours per 
day, 5 = between 4 hours and 8 hours a day, and 6= more than 8 
hours per day. 

Cybersecurity Knowledge. We assessed cybersecurity 
knowledge using two measures from prior research. We used 
3DUVRQV� HW� DO�¶V� �����) 9-items related to password knowledge, 
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attitude, and behavior from the (HAIS-Q) (e.g., It's acceptable to 
use my social media passwords on my work accounts and It's safe 
to have a work password with just letters.), Participants rated their 
level of agreement of the statements on a 7-point scale (i.e., 1 = 
Strongly Disagree, 7 = Strongly Agree). The ordering of adjectives 
was randomized for each participant. Means were computed and 
some items were reverse scored. Larger means indicated higher 
levels of password knowledge, attitude, and behavior. Parsons et 
DO�¶V��������REVHrved adequate internal consistency (i.e., Cronbach 
DOSKDV�RYHU�Į� � ������$V� LQ�.HQQLVRQ�DQG�&KDQ-Tin, the internal 
consistency was adequate only when the 9 items were considered 
as a single factor (Cronbach DOSKDV�Į� ������  

We also assessed cybersecurity knowledge using Kennison and 
Chan-7LQ¶V� ������� �-item measure. The questions were: a) My 
knowledge of password security is high; b) Password security 
practices are not something that I have learned very much about 
(reverse scored); c) I know a lot about password security practices; 
and d) My level of knowledge about real world cases where 
sensitive data have been stolen by hackers is fairly high. 
Participants rated their knowledge on a 7-point scale (1=Strongly 
Disagree, 7=Strongly Agree). The ordering of adjectives was 
randomized for each participant. 3DUWLFLSDQWV¶� UHVSRQVHV� ZHUH�
averaged with larger numbers reflecting higher levels of 
knowledge. Kennison and Chan-Tin (2020) observed good internal 
FRQVLVWHQF\� �&URQEDFK� Į�  � ���� as we did in the present study 
(&URQEDFK�Į� ������ 

Big Five Traits. We assessed personality using 6DXFLHU¶V��������
40-item mini-marker questionnaire, which is a popular measure of 
the Big Five personality traits (i.e., extraversion, conscientiousness, 
agreeableness, mood instability, and openness). Each of the five 
traits were assessed with eight adjectives, presented with a 9-point 
scale (1=extremely inaccurate, 9=extremely accurate). 
Participants were asked how well each adjective described them. 
The ordering of adjectives was randomized for each participant. 
After reverse scoring some items, we calculated the mean for each 
factor. Prior research has shown that the measure is associated with 
adequate internal consistency (Cronbach alphas between from 0.76 
to 0.86, Mooradian & Nezlek, 1996). In the present research, we 
also observed adequate internal consistency (Cronbach alphas 
between Į� �����WR�Į� ������ 

Demographic Questions. We asked participants to provide their 
age in years as two digits and their gender category (i.e., man, 
woman, or a gender not listed). 

Attention Check Question. One question was used to catch 
inattentive responders: Sometimes researchers include a question 
to determine if the participant is paying adequate attention while 
completing the survey. In order to show us that you are paying 
attention please select the fourth option as the response to this 
question. The question was followed by a five possible responses: 
1 = strongly disagree, 2 = slightly disagree, 3 = neither disagree 
nor agree, 4 = slightly agree, and 5=strongly agree. The question 
appeared approximately in the mid-point of the survey and required 
a response. 
 
 

Results 
 
Participants who answered the attention check question incorrectly 
were excluded in the dataset (i.e., 7 undergraduates and 4 MTurk 
workers), which was then used to test the five hypotheses. 
Correlation results supported the hypothesis that cybersecurity 
knowledge would predict knowledge about PMs and adoption of 
PMs. Those with higher cybersecurity knowledge were more likely 
to know about PMs (Kennison & Chan-Tin questions: r = .42, p < 
.001 and HAIS-Q: r = .31, p < .001) and also more likely to use a 
PM (Kennison & Chan-Tin questions: r = .19, p < .001 and HAIS-
Q: r = .11, p = .013). The results also indicated that MTurk workers 
had higher levels of cybersecurity knowledge than SONA students, 
as DVVHVVHG�E\�WKH�WZR�PHDVXUHV�RI�NQRZOHGJH�ZHUH�3DUVRQ�HW�DO�¶s 
(2017) HAIS-Q (t = 8.56, p < .001, Ș2 = .13) and Kennison and 
Chan-7LQ¶V��������F\EHUVHFXULW\�NQRZOHGJH�TXHVWLRQV��t = 12.96, 
p < .001, Ș2 = .24). MTurk workers were more likely to know about 
PMs than SONA students (93% vs. 33%), t = 17.70, p < .001, Ș2 = 
.41. Of those who knew about PMs, PM adoption did not differ 
significantly for the two groups: MTurk workers: 40% vs. SONA 
students: 47%, t = 1.47, p = .14. Figure 1 displays use of PMs for 
the two groups. Table 1 displays the mostly frequently given 
reason.  
 
Figure #. Password Manager Use by Type of Participant. 

 
Note. Figure displays percentages for those indicating that they knew about 
PMs. The differences between SONA students and MTurkers were 
comparable (i.e., not significant). 
 
The results also confirmed the second hypothesis that men would 
report higher levels of cybersecurity knowledge than women: 
Kennison and Chan-Tin knowledge questions, t = 7.91, p < .001; 
knowledge of PMs (t = -6.75, p < .001, Ș2 = .09), and be more likely 
to use of PMs than women were (t = 1.97, p = .05, Ș2 = .01). Men 
also reported using more devices than women (t = 2.20, p = .028, 
Ș2 = .01). However, women reported using social media more 
frequently than did men (t = 2.35, p < .019, Ș2 = .01).  
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Table 1. Top Reasons for Not Using PMs 
 
   Reasons for Not Using PMs 

1. ,�GRQ¶W�NQRZ�ZKDW�D�SDVVZRUG�PDQDJHU�LV� 
2. ,�GRQ¶W�ZDQW�DOO�P\�SDVVZRUGV�LQ�RQH�SODFH�--  

What if the PM gets hacked? 
3. They cost too much. 
4. ,�GRQ¶W�KDYH�WLPH� 
5. ,W¶V�MXVW�DQRWKHU�WKLQJ�WR�KDYH�WR�NHHS�XS�with. 

 
Note. Order list the reason most frequently given to the least frequent. 
 
The results disconfirmed the third hypothesis that knowledge of 
PMs and use of PMs would be lower for older participants. The 
results showed the opposite pattern. Age was positively correlated 
with knowledge of PMs (r = .45, p < .001) and use of PMs (r = .18, 
p < .001). It is worth noting that the MTurk sample had a much 
larger range of age than did the SONA student sample. There were 
relatively few participants older than 65 years in the MTurk sample 
and none in the SONA student sample 
 
The results partially supported the fourth hypothesis that those 
higher in conscientiousness would be more likely to know about 
PMs and more likely to use them. Higher conscientiousness was 
related to knowledge about PMs, r = .09, p = .038, albeit weakly; 
however, there was no relationship between conscientiousness and 
use of PMs, r = .02, p = .645.  
 
The results partially supported the hypothesis that those who using 
more devices would be more likely to know about PMs and to use 
them. Number of devices was weakly related to knowledge about 
PMs, r = .11, p = .018; however, there was no relationship between 
the number of devices used and use of PMs, r = -.002, p = .959. 
Overall, Mturkers used more devices than SONA students (t = 2.25, 
p = .027, Ș2 = .01). 
 
The results partially confirmed the fifth hypothesis that those who 
use social media more frequently would be more likely to know 
about PMs and to use them. SONA students who used social media 
more frequently were more likely to use PMs, r = .15, p = .025; 
however, there was no relationship between the frequency of using 
social media and knowledge of PMs, r = .06, p = .38. The 
relationships between social media use and knowledge about PMs 
and social media use and use of PMs were not significant for 
MTurkers. Overall, frequency of social media was not related to 
use of PMs, r = -.08, p = .08, but more frequent social media use 
was related to less knowledge about PMs, r = -.23, p < .001. The 
comparison of social media use for the two groups showed that 
Mturkers reported using social media less often than did SONA 
students (t = -10.04, p < .001, Ș2 = .17).  
 
Additional significant correlations were observed. Those higher in 
mood instability were less likely to know about PMs, r = -.19, p < 
.001 and less likely to use them, r = -.10, p = .027. Those higher in 
mood instability reported using social media more often, r = .24, p 

< .001. For MTurkers, those with lower levels of agreeableness 
were more likely to use PMs, r = -.14, p = .024.  
 
Logistic multiple regression was used to predict which participants 
used PMs using type of participants, gender, age, number of 
devices, frequency of social media usage, Big Five personality 
traits, and cybersecurity knowledge as independent variables. PM 
use was coded as follows: 0 = does not use a PM, 1 = use a PM. 
Type of participant and gender were categorical predictor variables 
(type of participant: MTurkers = 0, SONA students = 1 and gender: 
0=female, 1= male). 7KH�PRGHO�ZDV�VLJQLILFDQW��Ȥ������ �������S���
.001. The Nagelkerke estimated R2 = .11. The model correctly 
classified 73.4% of participants. Type of participant (B = .99, p < 
.001) was significant. To explore the different patterns of results for 
the two groups of participants, we conducted separate logistic 
multiple regressions for the two groups. The model for MTurkers 
was not significant: MTurkeUV��Ȥ������ ��������S� ����5; however, 
the model for SONA students was significant: Ȥ������ ������, p = 
.048. The Nagelkerke estimated R2 = .11. The model correctly 
classified 84.2% of participants. There were two significant 
predictors: Cybersecurity knowledge (B = .35, p = .028) and 
frequency of social media use (B = .54, p = .012). Table 2 provides 
a summary of the logistic multiple regression analyses for the 
student and MTurk samples. 
 
Table 2. Summaries of Logistic Multiple Regression Analyses for MTurk 
and Student Groups 
 
Student Sample 

           B     SE     Wald     Sig     Exp(B)     95% CI 
HAIS-Q           .35   .51       .06       .81     1.13          .41-3.07 
Cybersec Knowledge        .35   .16      4.85       .028   1.41        1.04-1.92 
Agreeableness                    .08   .19       .17        .68     1.08         .75-1.56 
Extraversion                       .16   .14      1.30       .26     1.17         .89-1.52 
Conscientiousness             -.15   .22       .46       .50      .86          .56-1.33 
Openness                            .19   .29       .45        .50     1.21         .69-2.14 
Mood Instability        -.32   .19      2.76       .097    .73         .50-1.6 
Number of Devices         .09   .17       .24        .62     1.09         .78-1.53 
Social Media Use              .54   .21      6.24       .012   1.71        1.12-2.60 
Gender                          1.23  .51       .06       .81      1.13         .42-3.07 
Age                                    -.19   .19       .93       .33      .83          .56-1.22 
 
MTurk Sample 

           B    SE     Wald     Sig     Exp(B)     95% CI 
HAIS-Q         -.02   .17       .66       .42     1.29         .71-2.26 
Cybersec Knowledge         .04   .13       .11        .74     1.04         .81-1.34 
Agreeableness                   -.25   .12      4.06       .04      .78         .62-.99 
Extraversion                      -.05   .08       .03        .85      .99         .84-1.16 
Conscientiousness             -.05   .12       .16       .69       .95         .75-1.21 
Openness                           -.04   .11       .12        .73      .96         .78-1.19 
Mood Instability        -.16   .10      2.33       .13      .86         .70-1.05 
Number of Devices        -.19   .12      2.50       .11      .83         .66-1.21 
Social Media Use              -.085 .14      .36         .55      .92         .70-1.21 
Gender                           .24   .29      .66         .42     1.27         .71-2.26 
Age                                     .001  .01     .007       .93     1.00        .98-1.03 
 
Note. Cybersec=Cybersecurity 
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Discussion 
The study investigated whether a relatively small set of personal 
characteristics could predict who would know about PMs and use 
them. We tested five hypothesis. First, we expected those with high 
levels of cybersecurity knowledge would be more likely to know 
about PMs and to adopt PMs. Second, we expected that men would 
have higher levels of cybersecurity knowledge, be more likely to 
know about PMs, and more likely to use them. Third, we expected 
that those higher levels of conscientiousness would be more likely 
to know about PMs and to adopt PMs. Fourth, we expected that 
older participants would be less likely to know about PMs and to  
use them. Fifth, we expected those using more devices would be 
more likely to know about and to adopt PMs. Lastly, we expected 
those using more social media platforms would be more likely to 
know about and to adopt PMs. The results either confirmed or 
partially confirmed all but two of the hypotheses. Contrary to 
expectations, older participants were more likely to know about 
PMs and were also more likely to use them and more frequent use 
of social media predicted less knowledge about PMs. Among 
SONA students only, more frequent use of social media was related 
to use of PMs. 
 
We found that those who reported higher levels of cybersecurity 
knowledge were more likely to know about PMs and also more 
likely to use them. Men reported higher levels of cybersecurity 
knowledge than women, were more likely to know about PMs and 
also more likely to use them. Those higher in conscientiousness 
were more likely to know about PMs, but not more likely to use 
them. Those who used more devices were more likely to know 
about PMs, but not more likely to use them. When multiple 
variables were considered together to predict use of PMs, different 
patterns were observed for MTurkers and SONA students. For 
SONA students, there were two significant predictors. Those with 
higher levels of cybersecurity knowledge were more likely than 
others to use a PM and those who use social media more frequently 
were less likely to use a PM. For MTurkers, the model was not 
significant. When considered with other variables, neither age nor 
gender was a significant predictor of PM adoption. Overall, 
MTurkers reported higher levels of cybersecurity knowledge and 
knowledge about PMs than SONA students, but the use of PMs did 
not differ significantly for MTurkers and SONA students.  
 
Our results showing agreeableness was related to PM use among 
MTurkers who were found to have a relatively high level of 
cybersecurity knowledge DUH� FRQVLVWHQW�ZLWK�&KR� HW� DO�¶V� �������
results showing that agreeableness related to falling for phishing 
attacks. Those lower in agreeableness with knowledge of 
cybersecurity issues may adopt a less cooperative interaction 
strategy online, viewing hacking as more common and being more 
cautious when interaction with unknown individuals. Or those 
higher in agreeableness may be more likely to adopt a cooperative 
interaction strategy online, viewing unknown others as unlikely to 
pose a cybersecurity threat. 
 

The present results showing that PM use is predicted by a few 
personality variables (i.e., only agreeableness) contrast with prior 
research showing more robust personality effects in predicting 
other cybersecurity behaviors (e.g., using strong passwords and 
clicking on phishing links). We suggest that it may be the case that 
personality traits are less likely to predict behaviors, which require 
more decision-making time and effort and involve consideration of 
many factors, including financial cost. When deciding to use a PM, 
one must identify one to use, download/install it, and input all of 
RQH¶V�FXUUHQW�SDVVZRUGV�LQWR�LW��&RPPLWWLQJ�WR�XVH�D�30�UHTXLUHV�D�
significant time commitment initially. In addition, there is 
sometimes a financial cost to adopting a PM. In terms of both time 
and money, those who end up adopting a PM may do so after a 
considerable about of contemplation. Other cybersecurity 
behaviors (e.g., using strong passwords or not clicking on phishing 
links), can be done relatively quickly, involving minimal cognitive 
effort, and involving the consideration of fewer relevant factors. 
 
These results are important because no known prior study has 
shown that knowledge or use of PMs could be predicted by 
personal characteristics. The results have important implications 
for cybersecurity training efforts as well as messaging that might 
encourage and/or incentivize people to start using PMs. The strong 
relationship between cybersecurity knowledge and PM use 
suggests that providing more people with routine and/or enhanced 
cybersecurity education could lead to more PM use. When 
approaching individuals with a relatively low level of cybersecurity 
knowledge, such as our sample of undergraduates from psychology 
courses, one may find it possible to increase adoption of PMs by 
providing foundational cybersecurity knowledge. It may also be 
beneficial to tie in discussions of PMs with the topic of social media 
use and the possibility of using additional devices in the future. 
Student may begin to think about their future needs for numerous 
passwords and possible strategies for protecting themselves from 
cybersecurity breaches not only in the present time but also in the 
future. Most individuals using just one or two devices and/or social 
media platforms now may be easily persuaded that in future months 
or years, they will likely be using more devices and/or more social 
media platforms. Adopting a PM now can help protect them both 
now and in the future, when they will likely have an even greater 
number of passwords. For individuals identified as having a 
medium to high level of cybersecurity knowledge about PMs, such 
as our sample of MTurk workers, a useful strategy might involve 
targeting individuals higher in agreeableness with messaging that 
highlights reasons that it is good to be less cooperative with others 
online, because some individuals may have nefarious motives, such 
as hacking.  
 
The strategy of using a relatively small set of personal 
characteristics to select individuals for enhanced cybersecurity 
training could be automated, saving organizations tame and money. 
The enhanced cybersecurity training may describe the value of PMs 
generally, but also recommend specific PMs, which are most likely 
to be compatible with the technology systems used in the 
organization. Individuals who are targeted for supplemental 
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cybersecurity training may not even become aware that they have 
been targeted; rather, they are likely to view such training as 
required by all members of the organization.  
 
There were limitations of the present study. A major limitation 
relates to the fact that we relied on self-report measures. Some 
participants may not provide accurate responses. Sometimes 
responses may be influenced by social desirability bias, as 
respondents may report traits and behaviors that they perceive to be 
more acceptable to others, particularly the researchers. Using a PM 
and reporting higher levels of cybersecurity knowledge might have 
been perceived as socially desirable. Future studies may include 
one or more measures to assess social desirability bias generally. 
Such measures enable researchers to exclude participants 
demonstrating high levels of social desirability bias. A second 
concern with self-report measures is that it is also possible that 
responses can be inaccurate due to memory errors. Some 
respondents may have reported using PMs when they had not. They 
may also have made inaccurate estimations for other variables (e.g., 
frequency of social media use) due to poor remembering. Future 
UHVHDUFK�LQ�WKH�ILHOG�LQ�ZKLFK�SDUWLFLSDQWV¶�XVH�QRQ-use of PM can 
be objectively confirmed may be useful. Such research may find 
that daily reliance on PMs is actually lower than the present study 
suggests. Moreover, it is important to know how much participants 
are using PMs (for every password, only for the important account, 
or occasionally) and also whether they allow the PMs. 
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